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Abstract
We introduce a class of circuits that solve a particular case of the Bernstein—
Vazirani recursive problem for second-level recursion. This class of circuits
allows for the implementation of the oracle using a number of T-gates that
grows linearly with the number of qubits in the problem. We find an applic-
ation of this scheme to quantum homomorphic encryption (QHE), which is
an important cryptographic technology useful for delegated quantum comput-
ing, allowing a remote server to perform quantum computations on encrypted
quantum data, so that the server cannot know anything about the client’s data.
Liang’s QHE schemes are suitable for circuits with a polynomial number of
gates T/T'. Thus, the simplified circuits we have constructed can be evaluated
homomorphically in an efficient manner.

Keywords: quantum information, quantum computation,
quantum communication, homomorphic encryption

1. Introduction

Quantum computing has gained great interest in recent decades due to the potential advantages

it could offer

compared to classical computing. Using quantum phenomena such as super-

position and entanglement, quantum algorithms, including hybrid ones, are being sought that
are faster than their corresponding better known classical version. Initial examples of such
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algorithms were Shor’s factorization algorithm [1] or Grover’s search algorithm [2]. The search
continues as part of developments in current quantum technologies.

The first hint of the possible advantage of quantum computers came from Deutsch [3] and
Deutsch—Jozsa [4]. Soon after, Bernstein and Vazirani introduced a problem in which the query
complexity of the quantum solution was better than what was possible by any classical com-
puter. The Bernstein—Vazirani (BV) [5] algorithm is the first quantum algorithm that showed
the advantages that a quantum computer could have over a classical one. The nonrecursive
version of the problem improved the query complexity from O(n), which was the best a clas-
sical computer could achieve, to O(1) for the quantum computer. This constitutes a polynomial
speed-up. This algorithm has been used as the basis of different applications. As an example
of an application in cryptography, the BV algorithm has been used to find the linear structures
of a function in order to attack block ciphers [6]. A variant of the algorithm was studied by
Cross et al [7] for quantum learning robust against noise.

The nonrecursive BV algorithm is classically tractable because the hardness of the classical
problem scales only polynomial in the problem size. Bernstein and Vazirani managed to find
a version of the problem which is classically intractable, but can be solved on a quantum com-
puter using polynomial resources. This problem is known as the recursive BV problem. This
problem has a superpolynomial query complexity in the classical realm and only a polynomial
one in the corresponding quantum version. Therefore the recursive BV algorithm has a super
polynomial speed-up compared to the best classical algorithms [8]. This problem is one of the
two building blocks of this paper. The other is quantum homomorphic encryption (QHE).

Homomorphic encryption allows a client to encrypt data, send it to a server that will operate
on this encrypted data and then returns the data once all the operations have finished so the
decryption of data can be done. This way the server can never learn anything about the actual
data it is operating with. Since the first classical fully homomorphic encryption scheme (FHE)
created by Gentry [9], many other classical schemes have been proposed and perfected. The
security of these schemes is based on the difficulty of certain mathematical problems, such as
ideal lattices [9] or the learning with errors problem [10].

In terms of quantum computing, we have now seen the development of real, incipient
quantum computers. Since most quantum computers in the foreseeable future will be access-
ible through the cloud, QHE schemes have been developed to ensure their security. QHE allows
a remote server to perform some quantum circuit QC on encrypted quantum data Enc(p)
provided by a client, and then the client can decrypt the server’s output and obtain the res-
ult QC(p). The security of these schemes depend on the fundamental properties of quantum
mechanics instead of the difficulty of mathematical problems.

These schemes can be constructed with interaction between client and server or without it
(interaction in this context means that the client and server communicate during the execution
of the circuit). Some quantum FHE (QFHE) schemes where interaction is allowed have been
constructed, like Liang’s [11] scheme, where the total amount of interactions is the same as
the number of T gates in the circuit. However, we are more interested in schemes without
interaction between client and server.

The research of QHE schemes began in 2012. Rohde et al [12] proposed a symmetric-key
QHE scheme, which allows quantum random walk on encrypted quantum data. This protocol
has been realized recently by Zeuner et al in [13]. This scheme is not F-homomorphic, which
means it can not perform universal quantum computation on homomorphic encrypted data (it
only allows the homomorphic evaluation of certain circuits).
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Tan et al [14] proposed a QHE scheme which can perform extensive quantum computation
on encrypted data, but it can not provide security in a cryptographic sense. Yu et al proved a no-
go result in [15], which states that any QFHE with perfect security must produce exponential
storage overhead.

Lai and Chung [16] proved an enhanced no-go result, which states that it is impossible
to construct a non-interactive and information theoretically secure (ITS) QFHE scheme. This
means that if non-interaction is required, the best security a QFHE scheme could hope to
achieve is computational security (security based on hard mathematical problems just like
classical cryptography). Lai and Chung proceeded to construct a non interactive ITS QHE
scheme with compactness, which means that the complexity of the decryption procedure does
not depend on the operations of the evaluated quantum circuit. However, due to the no-go
result, it is not F-homomorphic, so it is just partially homomorphic.

Attempts have been made to study possible schemes with less stringent conditions. The
relevant properties of QHE are non-interaction, F-homomorphism, compactness and perfect
security. Due to the no-go result explained above, it is impossible to have all properties at the
same time. If interaction is allowed, it is possible to construct a QHE with perfect security,
such as the one already mentioned by Liang [11]. Broadbent and Jeffery [17] constructed two
non-interactive quantum homomorphic schemes, combining quantum one-time pad (QOTP)
and classical FHE, so they downgrade from perfect security to security bounded by classical
homomorphic encryption schemes.

Liang [18] constructed two non-interactive and perfectly secure QHE schemes, which are
JF-homomorphic but not compact. In fact, these schemes are quasi-compact (the decryp-
tion procedure has complexity that scales sublinearly in the size of evaluated circuit) as
defined by Broadbent and Jeffery in [17]. The first scheme in [17] is known as EPR, with
quasi-compactness, F-homomorphism, non-interaction and computational security. EPR was
proved to be M>-quasi-compact, where M is the number of T-gates in an evaluated circuit.
Both Broadbent’s and Liang’s schemes make use of Bell states and quantum measurements.
The schemes are not comparable regarding the overall security, since the scheme in [17] is
constructed with circuit privacy as a partial goal, while Liang’s [ 18] does not address the issue
of circuit privacy. Also one of Liang’s schemes, VGT, is M-quasi-compact (the complexity of
the decryption procedure scales with the number of T-gates), so it is better in that regard. As
these schemes are quasi-compact, they do not contradict the no go-result.

The importance of Liang’s schemes [18] is that even though they are quasi-compact, they
allow the homomorphic evaluation of any quantum circuit with low T/7" gate complexity with
perfect data security. The decryption procedure would be inefficient for circuits containing an
exponential number of 7/7" gates, but it is suitable for circuits with polynomial number of
T/T'gates. Liang’s schemes have been used to implement a cyphertext retrieval scheme based
on the Grover algorithm in Gong et al [19].

In the following list we briefly summarize some of our main results:

1. Reduction of the number of 7-gates needed: in the recursive BV algorithm the number of 7-
gates needed to solve the problem is not necessarily a polynomial in general. The circuits we
have introduced, named T-linear circuits with reduced circuit complexity (RCC), simplify
the number of T-gates needed to construct the oracle by making it grow linearly with the
number of qubits in the problem. In this work we have characterized these circuits in great
detail, studying all the possible cases in which they can be applied and their corresponding
constraints.

2. Efficient homomorphic encryption: the number of T gates in T-linear circuits grows linearly.
Therefore, we have shown that they constitute a perfect type of quantum circuits that can be

3
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homomorphically evaluated with perfect security and non-interaction in an efficient manner
using Liang’s schemes.

3. Extension of the results for more quantum algorithms and an arbitrary recursion: we have
also shown a possible extension of the above results in a particular case that works for
any arbitrary level of the recursion. These circuits can also be homomorphically evaluated
efficiently, although not as efficiently as T-linear circuits. We believe that our work can
also lead to the study of homomorphic implementation of more quantum algorithms, using
Liang’s schemes. There may be cases similar to 7-linear circuits where the T-gate com-
plexity is low for more quantum algorithms.

The paper is organized as follows. In section 2 T-linear circuits with RCC will be defined
and characterized. The homomorphic implementation of the recursive BV problem is also dis-
cussed in this section, along some extended results. Finally, the conclusions are summarized
in section 3. In appendix A Liang’s QHE scheme is reviewed. In appendix B the nonrecurs-
ive and the recursive version of the BV algorithm are reviewed. From this point onwards we
assume the reader is familiar with the recursive BV algorithm.

2. T-linear circuits with RCC

The circuit that solves the recursive BV problem for k =2 is shown in appendix B, figure 14.
The oracle U for the recursive BV problem for k=2 in the most general case is made of
multi-controlled CNOT gates where n control qubits are used for the first register and one for
the second. As an example, consider the recursive BV problem for k =2 where the secret bit
string is s = 11 and the values of g(si,) are chosen as: g(00) =0, g(01) = g(10) = g(11) = 1.
Then the choice of values so9 = 511 = 00, so; = 01, 5190 = 10 is compatible with the fact that
g(8y,) = s-x1. The circuit that solves this problem is represented graphically in figure 1, where
the oracle U is implemented using multi-controlled CNOT gates.

However in certain situations U, can be implemented just using Toffoli gates. We will define
the circuits where this is possible in the following section.

2.1. Definition and characterization
We will begin this section defining T-linear circuits with RCC.

Definition 1. T-linear circuits with RCC are quantum circuits that solve the BV recursive prob-
lem when the oracle U, can be constructed just with n Toffoli gates at most and the oracle G
just with CNOT gates.

Here n is the same number as the qubits contained in one of the registers of the algorithm
and also the number of bits needed to represent s. We want to remark that the circuits allowed
here are those composed of H gates in some layers, a layer of Z gates after the first layer of
H gates, Toffoli and X gates for the oracle Us; and CNOT gates for G. Recall that the Toffoli
gate performs the mapping TOFF|a,b,c) = |a,b,c ® (a A b)). We will now discuss for which
values of g(si,) and s,, a T-linear circuit with RCC can be constructed.

Ultimately, the question we want to answer is: given a mapping from x; € {0,1}" to s,, €
{0,1}" and a function g : {0,1}" — {0, 1} such that g(s,,) = s-x; for some fixed string s €
{0,1}". Can the mapping

)1 |x2)2ly) = Jx)1x2)2 |y @ (sy, - x2))Var,x, € {0,1}",y € {0, 1}, (D
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Figure 1. Recursive BV circuit for two recursions for s = 11, represented in Qiskit.

be performed with at most n Toffoli gates?

We will start with g(s;,). In the BV problem any value for g(s;,) can be chosen as long as
it equals 0 and 1 for a least one of its inputs. Let g be of the form g(s;,) = s - s;, and denote
the Hamming weight of a string by |s|. The oracle G implementing |x)|y) — |x)|y ® g(x)) =
)y @ (3°F_, six;)) in equation (B11) can be performed by a sequence of |s| CNOTS, each one
controlled on the qubit |x;), j € {{1,...,n} : s5; = 1}, and targeting register |y). If the target |y)
is the state |—), we obtain the desired phase kickback. Therefore if the values of g(s;,) fulfil
g(sin) = s 8in the oracle G can be implemented only using CNOTs. All T-linear circuit with
RCC fulfil this condition. This property of G is also valid for any recursion k because G only
acts on one register at a time.

Choosing g(sin) = s - sip restricts the circuits that can be studied. However there is a good
reason to restrict the function this way besides simplifying the problem, which is the fact that
the homomorphic evaluation of CNOT gates does not increase the complexity of the decryption
procedure. Using any other function g that is not balanced would make implementing G using
just CNOT gates impossible. This means that G would be implemented using multi-controlled
CNOT gates with n control qubits and since these gates contain a higher number of /7" gates
than the usual Toffoli gates, the decryption process of the QHE scheme would be less efficient.
Our main focus with T-linear circuits with RCC is reducing the complexity of this decryption
procedure as much as possible.

Then by choosing this g the problem narrows down to the mapping x; +— sy, with the restric-
tion s-x; = s - sy, for some string s € {0,1}". Letf: {0,1}" — {0, 1}" be such mapping so we
have s - x; = s - f(x;). The mapping from equation (1) can be generically performed as

) 1) aly)e e [ Ce ) a2 e =2 F )i lea)aly @ () - x2))r >
X1 |x2)2ly @ (f(x1) - x2))7- 2)

Step 2 is simply the application of n Toffoli gates. The j-th Toffoli gate is controlled using the
J-th qubit of registers 1 and 2 and it targets register T, forj € {1,...,n}. The issue is regarding
Steps 1 and 3. Since each step must be unitary, f must be a bijection. The question is then
implementing this map f using just single-qubit gates. The reason for this restriction is that we
are looking to implement U, only with Toffoli gates that activate with either O or 1. Then the
only single-qubit gates that make sense in the context of the function f are X gates.

The different mappings f that can be constructed are all valid T-linear circuits with RCC.
The simplest mapping f that satisfies s-x; =s-f(x1) is f{x;) = x;, which is equivalent to
simply applying n Toffoli gates. We summarize this result in lemma 1:

Lemma 1. A T-linear circuit with RCC can be constructed for sy, = x;.

Proof. As it has been explained, finding a T-linear circuit amounts to choosing a f that fulfils
the condition s - x; = s - f{x1). In this case f{x; ) = x; fulfils the condition simply by substitution.
O
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Figure 2. T-linear circuit with RCC for s =11, 590 = 00, s9; = 01, s;0 = 10 and s1; =
11, g(00) = g(11) = 0 and g(01) = g(10) = 1. This circuit is obtained from lemma 1.

As an example of this type of circuits, we solve a 2 qubits circuit, where s = 11. Since
g(sin) fulfils g(sin) = s - sin, we have g(00) = g(11) =0 and g(01) = g(10) = 1. For s,,, we
have sy, = x1 so: sg0 = 00, 501 = 01, 510 = 10, 511 = 11. Since these values were obtained from
lemma 1 a T-linear circuit with RCC can be constructed, so this circuit can be implemented
using just n =2 Toffoli gates for the oracle U; and CNOTs for the oracle G. The circuit that
completes this process represented in qiskit is shown in figure 2. The qubits are denoted by gy,
q1,---» qu—1, Where g refers to the first one, g; to the second one and g, to the nth one. In
this example, the first register has two qubits, go and g, and the second register has qubits ¢
and g3.

We start by applying Uj to the superposition of states of x; and x; in equation (B8). Since
so1 = 01, the second qubit of each register, g; and g3, are used as the control qubits for a
Toffoli gate whose target is the first extra qubit in the |—) state. This first Toffoli is denoted as
TOFF,, 4,4, Where g and g3 are control qubits and g4 is the target qubit. A phase kickback
will occur when both control qubits are in the |1) state and the target qubit is in the |—) state:

TOFF|1,1,—) = |1,1) (‘0@““”;5“@(‘“”) = —|1,1,-). Applying this Toffoli gives us the

state (see figure 2):

1
TOFF, 40| 3 1001 & (00)2 1012 10} 1))

+101)1 ® (|00)2 +[01)2 +[10)2 + [11)2)
+110)1 ® (]00)2 + [01)2 + [10)2 +[11)2)

F 1111 (100)2+ 012+ 10+ 113)| -]

1
=1 |00)1 @ (|00)2 + [01)2 + [10)2 + [11)2)

+101)1 ® (|00)2 — [01)2 +[10)2 — [11)2)
+[10)1 @ (|00)2 +[01)2 + [10)2 + [11)7)
)

+[11)1 @ (|00)2 = [01)2 + [10)2 — [11), } ®[-).
The next sy, is s190 = 10, so the first qubit of each register is used as the control qubit for a

Toffoli gate. This means the control qubits are g and g,. The second Toffoli transforms the
state into:

1
TOFFy | 5 1000 (00} 410112 + 103 + 1))
+ |01>1 ® (|00>2 — ‘01>2 + |10>2 — |11>2)

6
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+110)1@ (100} + [01)2 +[10)2 + 1))
FI11® (001 = 013 +10)2~ 1)) 1]

1
=7 |00)1 ® (]00)2 + [01)2 + [10)2 + [11)2)

+101); ® (]00); — [01)5 + |10), — |11),)
+110)1 @ (]00)2 + [01)2 — [10)2 — [11))
)

1)1 @ (100)2 — [01)2 = [10)2 +[11)2) | @ -).

The combination of both Toffolis also implements s;; = 11, because s;; has two 1 s.
Applying two H gates to the second register transforms the state into:

10 H E [|00>1 ©(100)2 +[01)2 + [10)2 +[11)2)

+101)1 @ (|00)2 — [01)2 +[10)2 — [11)2)
+110)1 @ (]00)2 + [01)2 — [10)2 — [11))

1111800} = o1}z = [10)2 +113) | -]
1

=5 {|00>1 ©®100)2 + [01); ®[01),
10}y @ [10)2 + 1)1 @ [11)2] @ |-).

Then, we apply G using two CNOTs since s = 11, which gives us the state (see figure 2):
1

I®G[2 [|00>1 ®100), +|01); @ [01),
+10)1 [10), + [11); |11, ] ®|—>®|—>}
1

=3 {|00>1 ®100)2 —[01); ®|01),
10} @[10)2 +[11)1 @ [11)] @) @ =),

Since g(01) = g(10) = 1 a phase kickback is applied to the states |01), and |10),. Now we
just need to apply H? and Uy to the second register again. After two H gates:

[ H* B {|00>1 ®00); — [01); ® |01),
~ 10y @ 103+ 1) 8 1)3] @ -} 0 )

= % {|OO>1 @ (|00)2 4 [01)2 + [10), + [11),)

—101)1 @ (]00)2 —[01)2 +[10)2 — [11)2)
—[10)1 @ (|00)2 + [01) — [10)2 — [11)2)
)

+[11)1 @ (|00)2 = [01)2 — [10)2 + [11), }®|—>®|—>-

7
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Figure 3. T-linear circuit with RCC for s =11, soo = 11, so1 = 10, 510 = 01, 511 =00
and g(00) = g(11) =0, g(01) = g(10) = 1. This circuit is obtained from lemma 2.

After U; (the same two Toffolis as applied before):

U, [i 1001 & (00)2 +[01)2 + |10} +11)2)

—101)1 @ (|00)2 — [01)2 +[10)2 — [11)2)
—[10)1 ® (]00)2 +[01)2 — [10)2 — [11)2)
®

11 8 (00)2 - (012 ~ 10+ [11))] @) 1)

= [ 100}, fo1), ~ 110y + j11)y)
@ (100)2 + [01); +10) + [11)2) | @ =) @ |-).

As always, applying H gates to the first register and measuring it will give us the state |11),
which is the value of s.

Another mapping f that satisfies s - x; = s - f{xx1 ) isf{x; ) = X7 with the restriction that s - x; =
s-X] = |s|is even, where X7 is the conjugate of x; . This is equivalent to flipping all the bits
using X gates that surround n Toffoli gates or simply using n Toffoli gates that activate with 0
instead of 1. We will refer to this type of Toffoli gate by negated Toffoli gate.

We summarize this result in lemma 2:

Lemma 2. A T-linear circuit with RCC can be constructed for sy, = X1 provided |s| is even.

Proof. For f(x;) =X we have s-X| = (X1), ®--- ® (X1), where each term of the sum has a
corresponding value of s; = 1 and (X7),, is just the p-th bit of X7. If |s] is even, the previous sum
contains an even number of terms. The equation @ ® b = a @ b holds for arbitrary values of
single bits @ and b. Applying @ © b = a @ b for every pair of bits in the previous sum and taking
into account that no bit is left unpaired as the sum contains an even number of terms we have
F)p®-- B (1)g = (x1)p ® -~ ® (x1),. Reintroducing the same s in the previous equation we
arrive at s- X1 = (X1), ® - @ (X1)g = (x1), ® - ® (x1); = s-x; and so the equation s-Xj =
s - x1 holds. Therefore s,, = f(x;) = X7 fulfils s - x; = s - f(x]) if |s| is even. O

As an example, if s = 11, then sop = 11, 501 = 10, 510 = 01, 511 = 00 and the values of g(siy)
would be g(00) = g(11) =0, g(01) = g(10) = 1. The circuit that solves the BV problem for
these values is represented in figure 3. As it was explained, the control qubits of the first register
of the Toffolis are surrounded by X gates, so they activate when their state is a 0 instead of
al.

More generally, we can have f(x;) = x; @ z for any string z € {0, 1}". In this case s-x; =
s-(x1®z) = |sAz| is even, where s Az is the bitwise AND operation between s and z.
This is equivalent to substituting some of the n Toffoli gates by the same amount of negated
Toffoli gates, leaving the control qubits as they were before. Specifically the j-th Toffoli gate

8
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is substituted by the negated Toffoli if z; = 1. Naturally if |z| = O we recover lemma 1 and if
|z] = n we have lemma 2.
We summarize this result in lemma 3:

Lemma 3. A T-linear circuit with RCC can be constructed for sy, = x| @ z for any string z €
{0,1}" provided |s A z| is even.

Proof. For f(x;) =x; @z, we can expand the expression s-(x;®z)=s1((x1)1 Pz1)®

e D8 ((x1)n D zn) =5 (1)1 ®s121 D D sn(x1)n B spzn = 5+ x1 D s - zusing the distributive

property a(b®c) =ab @ ac of single bits a, b and ¢ on Step *. If [sAz| is even, then

s-z=1@®---@®1 =0 and so if this is applied in the previous equation we have s (x; Dz) =
even

s x1@Ds-z=s5-x1 ®0=s-x;. Therefore s,, = f(x;) =x ®z fulfils s-x; =s-fx1) if |s Az

is even. O

Another class of functions f that can be considered is moving part of the mapping f onto
the Toffolis from Step 2 in equation (2). It is possible to permute the controls of the Toffolis
and delete some of the Toffolis all together. The possible permutations of the control qubits
of the second register of the Toffolis also result in 7-linear circuits with RCC. A valid per-
mutation of the bits of f{x), o(f(x1)), must satisfy s-x; =s-0o(f{x;)) with the restriction
that for each pair of bits permuted, p € {1,...,n} and g € {1,...,n}, 5, =5, in each per-
mutation. A permutation of bits p and g of f{x;) can be written explicitly as o(f(x)) =
U(f(-xl)lw .- 7f('x1)p7' . ‘7f(-x1)47' . ‘7f(x1)n) = (f(-xl)h" . 7f(-x1)q7' .- 7f(-x1>pv' .- 7f(-x1)'l)' This is
equivalent to permuting the control qubits located in the second register of the pair of Toffolis
p and g, leaving the control qubits of register 1 unchanged. For the mapping f any of the pre-
vious mappings is suitable to be permuted, provided each of their respective restrictions are
taken into account. For example if f(x;) = X7, besides s, = s, for the permuted bits p and ¢,
|s| must be even. The maximum number of valid permutations for a given s is n! — 1 (all the
possible permutations except the starting position) and occurs if |s| = n.

As an example, if s=111 and s,, =f(x1) = x|, then there are 3! — 1 possible permuta-
tions available for the values of sy, obtained from lemma 1. The starting values of s,, =x;
in this example are: Sooo = 000, 5001 = 001, So010 = 010, So11 = 011, S100 = 100, S101 = 101,
s110 = 110, s11; = 111. The first permutation could be switching the position of bits 2 and 3
50 o (f(x1)) = o (flx1) 1,/(x1)2,/(x1)3) = (flx1)1,/(x1)3,/(x1)2): S000 = 000, s001 = 010, 5010 =
001, sg11 =011, 5190 = 100, 519; = 110, 5170 = 101, 5117 = 111. Here the pair of bits permuted,
2 and 3, fulfil s, = s3. This means that the control qubits 2 and 3 of the second register of the
Toffolis will be permuted, as can be seen in figure 4 which shows the circuit that solves this
example. The rest of the permuted circuits can be obtained using this procedure.

Regarding the erasure of Toffolis, this can be accomplished by setting some bits of f{x;)
to zero, i.e. by using the mapping f(x;) A u for some string u € {0, 1}" instead of f{x;). In this
case f is still a bijection that satisfies s - x; = s - f{x; ). This is equivalent to simply erasing the
J-th Toffoli gate if s; = 0.

We summarize this result in lemma 4:

Lemma 4. A T-linear circuit with RCC can be constructed for sy, = f(x1) A u for some string
u € {0,1}" providedu \s = s.

Proof. For f(xi;)Au we have that s-(flx;)Au)="7_ sif(x1)u; = S sifla); =

2;21 sfix1)j=s-f(x1) =s-x; if u As =5 (used on Step *), i.e. if the bits of s whose value is

1 are also bits of u whose value is 1. Therefore sy, = f(x;) Auif u As = s and f a bijection are
also valid mappings. O
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Figure 4. T-linear circuit with RCC for s=111, s990 = 000, s901 = 010, sp10 =
001, S011 :011, S100 = 100, S101 = 110, S110 = 101, S111 = 111 and g(OOO) =
g(011) = g(101) = g(110) =0, g(001) = g(010) = g(100) = g(111) = 1. This cir-
cuit is obtained from lemma 1 after permuting the second and third control qubits of
the second register.
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Figure 5. T-linear circuit with RCC for s=001, sg00 = 000, sg01 = 001, sp10 =
010, so11 =011, s100 =000, s101 =001, 5110 =010, 5113 =011 and g(000) =
g(010) = g(100) = g(110) =0, g(001) =g(011) = g(101) = g(111) = 1. This cir-
cuit is obtained from lemma 4.

Naturally, the valid mappings for f in lemma 4 are all the mapping from the previous lemmas
such as f(x;) = x; @ z for any string z € {0, 1}" if |s A z] is even.

As an example, if s =001, then the available values for u ={001,011,101,111} due to
the condition u A s =s. Taking f(x;) = x; and =011 for this particular case the values of
sy, according to lemma 4 are sy, = x1 A u s0: Soo0 = 000, 5901 = 001, 5910 = 010, 5017 =011,
S100 = OOO, S101 = 001, S110 = 010, S111 = 011. Since g(sin) fulfils g(sin) =5 Sin the values of
8(sin) are g(000) = g(010) = g(100) = g(110) = 0, g(001) = g(011) = g(101) = g(111) =
1. For these values a T-linear circuit with RCC can be constructed. The circuit that solves
this example is represented in figure 5. Notice that U, is made using 2 Toffolis instead of 3.

Of course, there are other ways of setting s - (f(x;) Au) = s-x1, e.g. divide the strings x; €
{0,1}" into the two sets Xy :={x; € {0,1}":5-x; =0} and X} := {x; € {0,1}":5-x; =1}
and map Xy — {0"} and X} — {0'=110"~"}, where l € {1,...,n} is any entry such that s; = 1.
Such mapping can be accomplished by u = 0'~'10"~" and f(x1) =x1 ® 3, ;0" (x1),,0" "
where m # [ is any entry such that s,, = 1, the sum > 21 0/ (x1),,0" " refers to the bitwise
sum of vectors (strings containing 7 bits each) and (x;),, is just the m-th bit of x;. If such an
entry does not exist, i.e. |s| = 1, then f{x;) = x; ® Z"m;él 0"~ (x1),0" " =x; 0" = x;. This is
equivalent to having every Toffoli gate use the same control qubit / in the second register while
leaving the control qubits of the first register unchanged.

We summarize this result in lemma 5:

Lemma 5. A T-linear circuit with RCC can be constructed, given a string u = 0~"110""!, for

Sy = |x1 D an# 0= (x )mO"*l] Au, provided s; = 1 and s,, = 1 for any entry where m # 1 in
the sum.
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Figure 6. T-linear circuit with RCC for s=111, sgoo = 000, sg01 = 001, so10 =
001, so11 =000, s100 =001, s101 =000, s110=000, 5113 =001 and g(000)=
g(011) = g(101) = g(110) =0, g(001) = g(010) = g(100) = g(111) = 1. This cir-
cuit is obtained from lemma 5.

Proof. For this mapping we have s, =f(xi)) Au= |x; ®_, 0" (xl)mO"_l} Auand so s -

(o) Auw) = 37 sif () L sif(x1); if w = 0'"110"" (used on Step 1). Then substituting

flxr) we have sif(x1); = si(x1)1 @ 325, (x1 )] Z(x) @ > mz(X1)m if s1=1 (used on Step

2). Then the previous equation is equal to s-x; = >/ 5;(x1); = s:(x1)1 @ 22}y Sm (X1 )m 2
(xi)i®e>n 7H(xl)m if s; =1 and s,, = 1 for each term that appears in the sum in m (used on

Step 3). Therefore s,, = [xl S Y 0 (xl)mO”_’} Au is a valid mapping if u = 0'~110",
s;=1and s,, = 1 for any entry where m # [ in the sum. O

Notice that if negated Toffoli gates were used, the results remain the same as long
as the corresponding restrictions are taken into consideration. If instead of f{x;) =x; &
Z"m#Ol_l(xl)mO”_’ a different mapping is used such as f(x;) 271@2;1#,0’_1(71),”0”_’
with |s| even or f(x1) = x; ©z2® 3, ;07" (x) ©2),0" ! with |s Az| even and z € {0,1}", the
same results are obtained.

As an example, if s=111 and taking /=3 since s3 = 1, we have u = 0°"110°"% = 001.
Thenm = 1,2 since s = s, = 1. This means that s, = [x; ®© Y_; 0" (x1)n0" | Au = [x1 ©
00()61)1 ) 00()61)2] A 001 so: S000 — 000, 5001 = 001, S010 = 001, S011 = 000, S100 = 001, S101 =
000, s110 = 000, s1;; = 001. The resulting circuit is represented in figure 6.The control qubit
of the second register for all Toffoli gates is the third qubit.

In lemma 5 all Toffoli gates use the same control qubit / but of course this lemma can be gen-
eralized further if only some Toffoli gates use the same control qubit. In this case, a valid trans-
formation of f{x;), denoted by 7(f(x1)), applied on its bits p € {1,...,n} and g € {1,...,n}
can be written as: 7(f(x1)) = 7(f(x1)1,.. . . x1)p. f(x1)gs - - S(x1)n) = (Fx1) 15, 0p, fx1), @
f(x1)gs ... .f(x1)n). The transformation must satisfy s - x; = s - 7(f(x1)) with the restriction that
sp = 54 =1 as in lemma 5. This transformation can be performed for as many bits as desired.
If it is applied n — 1 times, choosing all possible values of p except one that acts as g each
time, lemma 5 is recovered assuming that 7 is applied to f{x1) = x;.

Next, similarly to lemma 5 we can divide the strings x; € {0,1}" into the two sets Xy :=
{x1 €{0,1}":5-xy =0} and X; := {x; € {0,1}" : 5-x; = 1} and map X — {0"} and X} —

{1"} where again [ € {1,...,n} is any entry such that s; = 1. Such mapping can be accom-
plished by f(x;) = (x; Au) @ an#l 0=y ), 0rm =320 0m T ()00 i w = 010",
where m € {1,...,n}, and (x1); is just the /th bit of x;. This is equivalent to having every

Toffoli gate use the same control qubit / in the first register while leaving the control qubits of
the second register unchanged.
We summarize this result in lemma 6:

1
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Figure 7. T-linear circuit with RCC for s=100, sgo0 = 000, soo1 = 000, so10 =
000, S011 :000, S100 = 111, S101 = 111, S110 = 111, S111 = 111, and g(OOO) =
g(001) = g(010) = g(011) =0, g(100) = g(101) = g(110) = g(111) = 1. This cir-
cuit is obtained from lemma 6.

Lemma 6. A T-linear circuit with RCC can be constructed for sy = (x;Au)®
an#O’"_l (x1) 0= =3"" 0" (x),0"™, provided u=0""'10""!, s;=1 and also
ls] = 1.

Proof. For this mapping we have s-f(x;)=s-[(x;Au)® Z"m#Om*l(xl),O"*m] ;.
[t 077 (e )0 = 377 sj( ) if w = 071107~ (used on Step 1). If s, = 1 and |s| = 1,
then all s; =0 except s; and the previous equation can be expanded as Zj'.'zl si(x1) =

2 .
j=1 Sj(xl)‘ = (X])[ if N 1
and |s| =1 (used on Step 2). Both sides of the equation s f{(x;) = s-x; are equal and there-
fore sy, = (x1 Au) @ZZ’#IO””I(}Q)IO"”” is a valid mapping if u =0"'10""/, 5, =1 and
|s| = 1. O

s1(x1); = (x1);. Then the previous equation is equal to s-x; = >

Contrary to lemmas 4 and 5, not all the Toffoli gates can be substituted by neg-
ated Toffoli gates. In this case the mapping flx;)= (T Au)®d> 41 0= (xy),0nm =
S 0™ 1 (x7),0™™ can not be applied due to the incompatibility between the restric-
tions [s| = 1 and |s| even. The mapping f{x;) = ((x1 ®z) Au) ® 37 0" (x) ©2),0" " =
S 0™ (x; ©2),0"™ can be applied as long as |s Az| is even which implies z; =0 due
to |s| = 1. Therefore, the mapping Xy — {0"} and X; — {1"} can only be done with regular
Toffolis as in lemma 6.

As an example if s =100, then /=1 since s; = 1. We have u =100 which means s,, =
231:1 Om_l(xl)IO”_m = (X1)100 &) O(x1)10 D 00()(1)1 s0: sgoo = 000, sgo1 = 000, sg10 = 000,
so11 = 000, sj90 = 111, 5191 = 111, 5110 = 111, sy1; = 111. The resulting circuit is represen-
ted in figure 7.The control qubit of the first register for all Toffoli gates is the first qubit.

In lemma 6 all Toffoli gates use the same control qubit of the first register / but as in lemma
5 this can be generalized further if only some Toffoli gates use the same control qubit. In this
case, a valid transformation of f(x;), denoted by S(f(x1)), applied on its bits p € {1,...,n}
and qce {17 .- 7”} can be written as: B(f(xl)) = B(f(xl)la .- '7f(x1)paf(x1)qa . 'af(xl)n) =
(fx0) 1, fx1)pof(x1)p, - - - f(x1)n). The transformation must satisfy s - x; = s- 8(f(x1)) with
the restriction that s, = 1 and s, = 0. This transformation can be performed for as many bits
as desired. Once again, if it is applied n — 1 times, choosing all possible values of g except one
that acts as p each time, lemma 6 is recovered assuming that /3 is applied to f{x1) = x;.

By combining all the previous lemmas and transformations, the remaining valid T-linear
circuits with RCC can be constructed, i.e. a circuit that contains negated and regular Toffolis,
where some of the control qubits are permuted, some others act on the same qubit of the
first register, others on the same qubit of the second register and some Toffoli gates are deleted

12
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Figure 8. A Toffoli gate requires 7 T/ Tt gates to be implemented.

altogether is also a T-linear circuit with RCC, provided the corresponding restrictions are taken
into account for the qubits involved.

For the function g(s;,) chosen, the degrees of freedom of the problem are: which type of
Toffoli is applied regarding if it activates with a 1 or a 0, the number of Toffolis used, and
the control qubits used. Then all possible cases are: using n Toffoli gates, negated Toffolis or
a combination of both types of gates (lemmas 1-3 respectively), eliminating some of these
n Toffoli gates (lemma 4), all the possible permutations of the control qubits of the second
register for all the previous lemmas (given by o (f(x;))), using the same control qubit of the
second register for all the Toffoli gates (lemma 5) or just for some of them (given by 7(f(x1)))
and finally using the same control qubit of the first register for all the Toffoli gates (lemma
6) or just for some of them (given by B(f(x))). Therefore the circuits obtained from all the
possible combinations of all these cases constitute the complete set of 7T-linear circuits with
RCC for k =2. Recall that the circuits allowed here are those composed of H gates in some
layers, a layer of Z gates after the first layer of H gates, Toffoli and X gates for the oracle U;
and CNOT gates for G. Regarding the number of Toffoli gates that 7-linear circuits with RCC
require, at worst n gates are needed and the best case scenario occurs for a circuit obtained
from lemma 4 that erases all Toffolis but one.

2.2. Homomorphic implementation and extended results

The main feature of these circuits is the fact that the oracle Uy was simplified from multi-
controlled CNOT gates to just n Toffoli gates at most and the oracle G was also simplified so it
could be implemented using CNOT gates instead of multi-controlled CNOT gates. The import-
ance of this idea is related to the number of T gates required to implement each operation.

For T-linear circuits with RCC, like in figure 2, the number of T gates grows linearly
with the number of qubits of each register (the same number as bits needed to represent s),
n, required to solve the problem. This is because as it has already been discussed, in the worst
case scenario n Toffolis are needed to implement Uj. Since a Toffoli can be decomposed in
7 T gates as seen in figure 8 (77 gates are counted as T gates) and considering that U, has to
be applied twice to solve the recursive BV problem for k =2, the number of T gates needed
is 14 - n, which means this number grows linearly with n, so the number of 7" gates grows as
O(n).

In appendix A we can see that Liang’s QHE schemes are only suitable for circuits with a
polynomial number of T/T" gates. This means that 7-linear circuits are a perfect example of
an algorithm that can be evaluated efficiently using Liang’s QHE schemes. Summarizing in
corolary 1:

Corollary 1. The number of T/T' gates needed to implement T-linear circuits with RCC grows
linearly with the number of qubits of each register needed to solve the problem: O(n). Therefore
T-linear circuits with RCC can be implemented efficiently using Liang’s QHE schemes.

13
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On the other hand, for the k = 2 case, if U, has to be implemented using just multi-controlled
CNOTSs, the number of T gates grows differently. Since g(sy,) = s - x;, half of the values of
g(sy,) will be 1, so half of all s,, strings will have |s,, | # O (they will not be equal to 0"). This
means that U, will require at least a multi-controlled CNOT for half of the s,, strings, because
unlike Toffoli gates, a multi-controlled CNOT is restricted to just one value of x; each time it
is applied. Then, the number of multi-controlled CNOTSs will be 2"~ at minimum, since there
are 2" s,, strings and we need to take half of that number.

Considering that Uy is applied twice, the number of multi-controlled CNOTSs would be 2".
Even if for simplicity we assume that each multi-controlled CNOT could be implemented
using 7 T gates like the Toffoli gates, the number of 7 gates grows exponentially with the
number of qubits of each register n, so the number of T gates grows as 2(2"). Therefore this
implementation of U; would not be suitable to be evaluated using the QHE schemes that have
been presented.

Assuming that the multi-controlled CNOTSs have the same number of T gates as the Toffoli
gates is an extreme simplification, but since the number of 7" gates is exponential even in this
case, it is enough for our purpose: checking if the number of T gates in the circuit is exponential
or polynomial.

We want to mention some cases where U has to be implemented with multi-controlled
CNOTs because Toffolis are not enough. A group of circuits where this happens are those
where 2"~! + 1 of the s,, strings are mapped using any of the previous lemmas but the remain-
ing strings are mapped to different values that are still valid. For instance it is possible to
construct a BV problem in which one half of the sy, strings are mapped to x; and the other
half of the sy, strings are mapped to sSpax = 1" since g(Smax) = 5 * Smax = 0 Vs if |s| is even and
&(Smax) =5 - Smax = 1 Vs if || is odd (assuming g(siy) fulfils g(sin) = 5 - Sin)-

As an example if s= 111, then S000 = OOO, S001 = 111, 5010 = 111, So11 = 011, $100 = 111,
s101 = 101, s110 =110, s7;; = 111 and g(000) = g(011) = g(101) = g(110) =0, g(001) =
g(010) = g(100) = g(111) = 1. Since |s| is 0dd, g(Smax) =5 Smax =8 111 =1 SO Spax 1S
a valid value for all s,, strings where g(sy,) =s-x; = 1. This example is basically what
would be obtained from lemma 1 for s =111 but substituting half of the values of s,, for
Smax- HOwever, it is impossible to implement this circuit just using n Toffoli gates, because
S001 = So10 = S100 = 111, but according to lemma 6 X} — {1”} only if |s| = 1. This means that
if 5001 1s mapped to smax, then sp10 = S100 7 Smax SO this particular case can not be solved with
Toffoli gates and needs multi-controlled CNOTSs. In this particular example, using sy, = x; as
in lemma 1 to apply 3 Toffolis would implement Uj for all the s,, strings where g(sy,) = 0 and
would also implement s11; = 111. This is done to minimize the number of multi-controlled
CNOTs as much as possible. However for the remaining values (soo1, So10, S100) two multi-
controlled CNOTs would be needed for each s, so U, implements soo; = S010 = 5100 = Smax-

In the general case for an arbitrary n where X} — {1"}, Ay — {x,} and assuming that n
Toffolis are used to map Xy — {x;} so the maximum amount of phase kickbacks are applied,
minimizing the number of multi-controlled CNOT gates used in these circuits, 2"~! — 1 s,
strings still need to be mapped to sp,x after the Toffolis are applied. Then each one of these
strings would need at least a multi-controlled CNOT (most would need more) in order to
obtain the desired mapping, so at least 2"~! — I multi-controlled CNOTSs would be needed to
implement U. Then, as it has been discussed, the best possible number of 7' gates for these
types of circuits grows as O(2"). If no Toffolis were used then each of the 2"~ ! s,, strings that
have to be mapped to smx would need n multi-controlled CNOT gates, making the number
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Figure 9. A multi-controlled single qubit gate U with n =5 control qubits, decomposed
into 8 Toffoli gates using 4 ancilla qubits in the state |0). If U =X we have a multi-
controlled CNOT gate.

of T gates in the circuit grow as an exponential once more (worse than the former n Toffolis
case).

Finally we would like to briefly discuss how the results obtained for T-linear circuits with
RCC could be extended for different functions g(s;,) than the one used and for k > 2.

A simple function g could be g(si,) = s - 5iy. This g is simply the application of |s| neg-
ated CNOTs. Then we have that f has to obey s-x; =s-f(x;) and all the previous results
discussed for T-linear circuits with RCC still apply here, taking into account that the restric-
tions that negated Toffolis had are now the restrictions of the usual Toffolis. For example if
f(x1)=x; = s-x; =s-f(x;) =s-X7, so by using the mapping f of lemma 1 we recover
the condition of lemma 2. More generally any balanced function g(si,) = s - (sin @ ) for any
string z € {0, 1}" can be chosen, taking into consideration the corresponding restrictions when
selecting a specific f(x1). All these functions can still be implemented just with |s| CNOTs,
mixing negated and usual CNOT gates.

Next we can look into functions g that are not balanced. As we discussed previously, these
functions have to be implemented with multi-controlled CNOT gates with n control qubits that
activate with 0 or 1 as needed and target the |—) state in order to obtain phase kickbacks. A
multi-controlled CNOT gate with n control qubits can be decomposed into 2(n — 1) Toffoli
gates using (n — 1) extra ancilla qubits. An example of this decomposition [20] is shown in
figure 9 for any multi-controlled U gate.

We are still interested in implementing U with n Toffoli gates at most for these kind of
functions g. As an example the function g defined as g(si,) = 1 if s;, = 0"~ '1 and g(si,) =0
for the remaining inputs can be implemented using just one multi-controlled CNOT that activ-
ates for the state |0"~!1) and targets the state |—). Using lemma 5 we can map Xy — {0"} and
X; — {0"~'1} taking [ = n. Notice that for this type of function g, the restriction 5; = 1 from
lemma 5 does not longer apply and instead we have [ € {{1,...,n} : g(0'~110""!) = 1}, so
for this example g(0'~'10"~") = g(0"~'1) = 1 and [ =n. The mapping for f is now f(x;) A
u= >0 07 (x)n0""] Au for u=0""10""" and any entry m such that s,, = 1, then for
the example chosen [ =n and we have f{x;) Au = [> ) 0" (x1),] AO"11 =370 0" (x1) .
From this a valid implementation of Uy is obtained for this function g that still uses only n
Toffoli gates at most. However after decomposing the multi-controlled CNOT into 2(n — 1)
Toffoli gates, this circuit now requires n — 1 ancilla qubits and contains 2n + 2(n — 1) Toffoli
gates at most. The number of T gates then still grows as O(n). Then the decryption process of




J. Phys. A: Math. Theor. 57 (2024) 365301 P Fernandez and M A Martin-Delgado

this circuit is still efficient provided n — 1 extra ancilla qubits are used in the QHE scheme. Of
course this result also works for a function g defined as g(s;,) = 1if s; = 010"/, g(s5;,) = 0
for the remaining inputs and any value of /.

Using the previous example we can easily generalize the result for every function g that
obeys:

1 if |Sin‘:1
in) = 3
8 (sin) {o if [sin] # 1. ©)

This function g is implemented using » multi-controlled CNOT gates, the /-th gate activ-
ating for the state [0/~110"!), where /€ {1,...,n}. The target is the |—) state as usual.
For this type of g we can find valid mappings for U, if we use lemma 5 again, mapping
Xy~ {0"} and X} — {0"=110""}. The restriction s; = 1 is no longer required and instead
any value of / can be chosen, since any [ fulfils g(0'~'10"~!) = 1. The mapping f is then
f) A= 30 07 (x), 0] AT 10M ! =370 071 (x),,0" ! for any entry m such that
sm = 1. These circuits now require n — 1 ancilla qubits and contain 2n+n-2(n — 1) Toffoli
gates at most. The number of T gates then grows as O(n?). The decryption process of these cir-
cuits then still has polynomial complexity but it is now quadratic. Therefore their homomorphic
evaluation, while less efficient compared to T-linear circuits with RCC, is still feasible.

In general, lemma 5 can be used to construct a valid U; for these types of functions g that
are implemented with multi-controlled CNOT gates. As long as g(si,) = 1 if si, = o-t10m!
for a given [ and g(sin) = 0 for s;, = 0", the remaining values of g(si,) are not relevant and
the mapping obtained from lemma 5 works, taking into account that the restriction s; =1 is
no longer required. The reason this lemma can be applied is simply that g(0") =0 = Ay —
{07} and g(0'~'10" ) =1 = &y~ {01101},

The next type of function g that can be considered to expand the previous results further is:

1 if |sin| =n
Y — 4
g(sm) {0 if |Sin‘ #l’l ( )

This function g is implemented using one multi-controlled CNOT gate that activates for the
state |1").The target is the |—) state as usual. If lemma 6 is used to map X+ {0"} and
X1 — {1"} a valid implementation for U, and this g is obtained that works for the special
case where |s| = 1. These circuits contain 2n + 2(n — 1) Toffoli gates and n — 1 ancilla qubits
again, so their number of T gates grows as O(n). However, this implementation of Uy given
by lemma 6 is limited by the restriction |s| = 1. In order to go beyond this condition, another
implementation of Uy that can be considered is using n*> Toffoli gates. Each of these Toffoli
gates is controlled using the /-th qubit of the first register and the m-th qubit of the second
register, for /,m € {1,...,n}. This way each qubit in the first register acts as the control qubit
for n Toffoli gates and each of these gates uses a different control qubit from the second register.
Using this implementation of U; we obtain the mapping Xy — {0"} and X} — {1"} with the
condition that |s| = n. The mapping f is then flx;) = >2,_, ,,_, 0"~ (x1),;0"~™, where the sum
is performed over all the values of / and m. These circuits require n — 1 ancilla qubits and con-
tain 2n” +2(n — 1) Toffoli gates. The number of T gates then grows as O(n?) which means that
the decryption process of these circuits still has polynomial complexity. Therefore their homo-
morphic evaluation is still feasible even though it is less efficient than the evaluation of T-linear
circuits with RCC. For an arbitrary s and this g, the implementation of Uy is constructed using
n - |s| Toffoli gates. In this case, each of these Toffoli gates is controlled using the I-th qubit of
the first register and the m-th qubit of the second register, for any entry [ € {{1,...,n} : s, =1},
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all the available values of m € {1,...,n} and the mapping f(x1) = >_;,,_, 0" (x1);0" "
After the usual gate decomposition the number of T gates grows as a polynomial, since at
worst for |s| = n it grows as O(n?) as explained.

Finally we can generalize these results for a g that fulfils g(s;,) = 1 if s;, = 0" 71’ for
i €{1,...,n} and g(s;,) = O for the remaining values, i.e. g(s;,) = 1 only for one string s;,
with any number of ones. Then g can be implemented using one multi-controlled CNOT that
activates for the state |0"~/17) and targets the |—) state once more. Here U is constructed using
i - |s| Toffoli gates. In this case, each of these Toffoli gates is controlled using the /-th qubit of
the first register, the m-th qubit of the second register, forany / € {{1,...,n} :5,=1},anym €
{1,...,n} such that (s;,),, = 1 when g(si,) = 1 and the mapping f(x;) = Z;’m 0= (xp),0m ™.
Naturally the mapping X, +— {0"} and X} — {0" "1} is obtained from this U;. As in the pre-
vious case, the homomorphic evaluation of the circuits resulting from this U, and g is feasible
because the number of T gates grows as a polynomial. This is because once the Toffoli gates
and the multi-controlled CNOT gate are decomposed, the number of T gates grows as O(n?)
at worst. This corresponds with the |s| =i = n case described by the function 4 and imple-
mented using n? Toffoli gates for Us. Of course the results obtained here also apply to a g
where g(s;,) = 1 only for one string s;, whose ones are located in any position, not necessarily
restricted as in s, = 0" 1.

Regarding the extension of these results for k > 2, the mapping that U; implements for the
general k case is

|x1>1 ...|xk>k\y> —> |)C1>1 |xk>k|yEB (quuqufl -xk)> VXi,...,x € {0, 1}n,y S {07 1}, (®)]

We want to implement this mapping using n multi-controlled CNOT gates with k control
qubits. We will just consider the function g(si,) = s sin, so each application of G can be
implemented with |s| CNOT gates at most just like in T-linear circuits with RCC. Then by

choosing this g the problem narrows down to the mapping xi,...,Xk—1 > Sy, ,... x,_, With the
restriction sy, y,_, - Xk—1 =8-Sy, ...y, for some string s € {0,1}". Let f: {0,1}" — {0,1}",
fx1,...,x%—1), be this mapping. Then we have sy, .y, -X—1 =5-f(x1,...,x—1). As in the

k =2 case, the mapping from equation (5) can be generically performed as:

)1 k) e G - e ) - k)

[f(xl,. .. 7.)Ck,1)>1 .. |xk>k\y€B (f(xl,...,xk,l) -xk)>T ii)

e Paely @ (F(ers -y —1) - X)) (6)

Step 2 is simply the application of n multi-controlled CNOT gates with k control qubits. The
jth multi-controlled CNOT gate is controlled using the jth qubit of registers 1, 2,..., k and it
targets register T, for j € {1,...,n}. The issue is regarding Steps 1 and 3. As in the k=2 case,
f must be a bijection since each step must be unitary. Also as before, we want to implement
this map f using just single-qubit gates, so the X gates are allowed. Then the multi-controlled
CNOT gates that can be used in general can be activated with either O or 1.

Studying this mapping in general is out of the scope of this work, so we will just give
an example of a possible extension in the general k case. We can simply use the map
Sx1, %2, Xe—1) = X1 Axa A -+ Axg_;. In order to satisfy the condition sy, . x_, - Xk—1 ="

..........

Xe—1) = (xi A Axp—2) xk—1 =5 (x; A==+ Axg_;) = |s| = n. This mapping f is equi-
valent to simply using n multi-controlled CNOT gates with k control qubits. A single multi-
controlled CNOT gate with k control qubits can be decomposed into 2(k — 1) Toffoli gates.
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Decomposing the n multi-controlled CNOT gates we then have n - 2(k — 1) Toffoli gates and
k — 1 extra ancilla qubits, which means that the number of T gates grows as O(n - k). Then the
decryption procedure of the QHE for these circuits still has polynomial complexity. Thus their
homomorphic evaluation is still efficient, just not as much as T-linear circuits with RCC in the
k =2 case. Therefore even in the general k case, some extension of T-linear circuits with RCC
that are relevant in the context of QHE can still be found.

We conclude this section with a possible application of T-linear circuits with RCC. These
circuits could be used as a test to asses that a quantum computer is functioning correctly. These
circuits can not be efficiently simulated using classical computers since they contain 7 gates
but they require less computational power than circuits with exponential number of T gates.
We are currently in the so called ‘noisy intermediate-scale quantum’ era (NISQ) in which the
best quantum computers available have at most a few hundred qubits but still have not reached
fault-tolerance and are still not large enough to make use of the full computational power
quantum mechanics offer. Since the number of T gates grows as O(n) for T-linear circuits
with RCC, these circuits could be implemented in quantum computers with large number of
qubits to certify their correct functioning by making sure the correct s is returned and it would
be less computationally difficult than other algorithms where the number of T gates is higher
than linear.

3. Conclusions

In this article the nonrecursive BV algorithm and its recursive counterpart have been reviewed.
The recursive version has historical importance because it showed for the first time a super-
polynomial speed-up compared to what classical algorithms could achieve.

In this paper a certain group of quantum circuits, 7-linear circuits with RCC, that solve some
particular cases of the recursive BV problem for k = 2 have been defined and characterized. The
main feature of these circuits is simplifying the quantum oracle needed to solve the problem
from multi-controlled CNOTs to Toffoli gates. This reduces the 7' gate complexity of the oracle
so the number of T gates needed to solve the problem grows linearly with the number of qubits
needed to represent the secret key s. This property is important in the realm of QHE.

Liang’s [18] quasi-compact QHE schemes were reviewed. These schemes had perfect data
security, /-homomorphism, no interaction between client and server and quasi-compactness.
Since the schemes are not compact they do not contradict the no-go result given by Yu et al
[15]. The decryption procedure is independent of the size of the evaluated circuit and depends
only on the number of T/T" gates in the circuit. The decryption procedure is only efficient for
circuits with a polynomial number of T/T" gates. T-linear circuits with RCC number of T/7*
gates grow linearly as O(n). Therefore, they constitute a perfect example of quantum circuits
that can be evaluated homomorphically with perfect security and non interaction in an efficient
manner.

On the other hand, a circuit that solves the recursive BV problem for k = 2 that can not be
implemented using a polynomial number of T/7" gates would not be suitable to be implemen-
ted using these schemes, unlike 7-linear circuits with RCC. This is because as it was shown
such a circuit requires an exponential number of 7/7T gates, so the decryption process would
be inefficient due to the quasi-compactness of the QHE schemes.

Some other possibilities of implementing the oracle G using different functions g were
discussed. In these cases, some implementations of U; using just Toffoli gates instead of multi-
controlled CNOTs can still be found. Their number of /7" gates grows polynomially, so their
homomorphic evaluation using the QHE schemes explained is still efficient, although not as
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much as in T-linear circuits with RCC. Furthermore, these circuits require n — 1 extra ancilla
qubits due to the decomposition of the multi-controlled CNOT gates used to implement G.
Finally, an extension of T-linear circuits for the general case k of the recursion was found for
a simple case. For these circuits the number of T/T" gates grows as O(n - k). Therefore their
homomorphic implementation is also efficient, provided k — 1 ancilla qubits are available.

Future works in this area of research could be studying the extension of T-linear circuits
with RCC for higher orders of the recursion in more detail and whether or not these circuits
can be evaluated using QHE schemes efficiently.

Furthermore, more quantum algorithms could be studied regarding their T gates complexity.
This way their homomorphic implementation using Liang’s schemes could be analysed. It may
not be possible to implement them homomorphically in the most general case but particular
cases similar to T-linear circuits with RCC where the T gate complexity is low may exist
and be useful for certifying instances of quantum computers in the NISQ era where classical
simulations can not do otherwise.
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Appendix A. QHE scheme

On the next sections we will briefly explain how the QHE scheme is constructed.

A.1. Preliminaries

In the circuit model of quantum computation, quantum gates are the basis of any algorithm that
could be implemented [21]. We will use the usual Clifford gates, which are {X,Z, H, S,CNOT}.

_ (0 1 (1 0 . s X4Z
X= (1 O) and Z = (O _1> are the usual Pauli gates. The Hadamard gate is H = v
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1 0 00
1 (1 ! ) S is just v/Z and CNOT = 0 100 To perform universal quantum
vV2\1 -1/~ 0 0 0 1}
0 01 0
. 1 0 1 0 .
computation the T = <0 ei3> and TT = (0 e‘iz) need to be added to the Clifford gates.

The set of gates then becomes G = {X,Z, H,S,CNOT, T, T' }. The main difficulty of the homo-
morphic evaluation of a quantum circuit consists on the evaluation of the 7 and 7T gates
because it causes a S-error: TX“Z”|¢) = (S1)*X°Z*®*T|¢), so somehow this error has to be
corrected. Liang’s schemes correct it by making use of gate teleportation, which is a general-
ization of quantum teleportation.

A.2. Gate teleportation

An EPR state is an entangled quantum state |®gg) = %(|OO> + |11}). From this entangled
state, we can express the usual four Bell states in a compact expression:

Do) = (Z2°X° @ 1) |Poo), Va,b € 0, 1. (A1)

The state |Pgg) can be constructed by using a H gate followed by a CNOT acting on the state
|00). Quantum teleportation is a procedure that transports quantum states between a sender
and a receiver using a quantum communication channel. Alice wants to send Bob a state |¢)),
so they share an entangled pair |®g) so each one has a qubit from the EPR pair. Alice makes
a measurement in the Bell basis using her two qubits, |¢)) and one qubit of |®g). Due to
entanglement, if Bob applies the correct quantum gates (a combination of X and Z), he can
reconstruct |¢) [22].

For any single gate U, the ‘U-rotated Bell basis’ is defined as: ®(U) = {|®(U)w),a,b €
{0,1}}, where |®(U) ) = (UT @1)| @) = (UTZPX @ 1)|@00).

For a single qubit we have the following expression from [23], which is just an expression
for quantum teleportation:

o) @ |Po0) = D> |Pwp) @XZ|). (A2)
a,be{0,1}

It can be extended pretty easily for the ‘U-rotated Bell basis’:

) @[®o0) = Y |®(V),,) ®XZUla) (A3)
a,be{0,1}

where U is any single qubit gate.

Equation (A3) then describes ‘gate teleportation’. Alice and Bob first share an entangled
EPR pair | @), then Alice prepares a state |«) and performs a ‘U-rotated Bell measurement’.
The U-rotated Bell basis is selected as the measurement basis in the quantum measurement on
the two qubits she has, |«) and one of the pair |®)). She obtains the results a and b from the
measurement, and Bob’s qubit transforms into the state Xazby |a), so once Alice tells Bob the
results of her measurement, Bob can apply the Pauli X and Z operators as necessary to obtain
Ula). ‘Gate teleportation’ is represented in figure 10.

Gate teleportation is an extension of quantum teleportation since if U were the identity then
®(U) would be the standard Bell basis, and gate teleportation would be the standard quantum
teleportation protocol.

This gate teleportation idea is the basis of Liang’s QHE schemes, since it allows the cor-
rection of the error that results from homomorphically evaluating a T gate.
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o — A
@ (U) a

p )
|®oo) - X rZ] U |a)

L2

Figure 10. Quantum circuit for ‘gate teleportation’. The box represents the quantum
measurement Alice performed on |«) and one qubit of the pair |®gg). The measurement
basis is the U- rotated Bell basis ®(U). Depending on the results of the measurement,

a and b, Bob applies X and Z® in order to obtain U|c).

xezblgy — X X2ZPX |¢)
Xzt gy — Z — x°z°2|¢)
xz'e)y — H X*Z°H |o)
Xzl — S F— X“Z9%S|p)

‘ X Zh xXa Zh bd
l9) 4 © ° o.oq ( CNOT|¢)
b o bl

Figure 11. Key updating rules for homomorphic evaluation of Clifford gates.

A.83. Encryption and evaluation

The first step of Liang’s schemes is applying QOTP to the data that will be sent to the server.
This means applying a combination of X¢ and Z° to each qubit, where a and b are random
bits selected from {0, 1} which constitute the secret key of the client sk. If the plaintext data
has n qubits the secret key sk has 2n bits sk = (ao,bo),a0,bo € {0,1}". The w-th plaintext
qubit is encrypted using the secret bits (ag(w);bo(w)) so: |a) — X®Z%|a) = |py). QOTP was
proposed by Boykin and Roychowdhury in [24], where they proved that as long as a and b are
randomly selected from {0, 1} and used only once, QOTP has perfect security.

Once the data has been encrypted it will be sent to the server. There, the server will perform
quantum gates from the set G = {X,Z, H,S,CNOT, T,T'} to complete its designated quantum
circuit. If the gates are not T or 7" (just Clifford), the homomorphic evaluation con be per-
formed easily. When the server performs one of these gates on a qubit, the key is updated
according to the algorithm shown in figure 11. After the jth (1 <j < N — 1) gate is performed,
a new key (denoted as (a;,b;),a;,b; € {0,1}") can be obtained through key updating; this is
the intermediate key. As an example applying an H gate would transform the key of the qubit
as (ay,b1) = (bo,ap) assuming it was the first gate in the circuit.

If the gate is a /7", its homomorphic evaluation is done using the S%-rotated Bell meas-
urement in order to correct the S-error that we have already mentioned. At the start of the eval-
uation of the whole circuit, an EPR source generates M Bell states (as many as 7/T" gates are
in the circuit) {|®go)¢,5;,¢ = 1,...,M}, where qubits ¢;,i = 1,...,M and qubits s;,i = 1,...,M
are kept by the client and the server respectively. When the server has to evaluate a T/T" gate,
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Figure 12. Homomorphic evaluation of T gate. |®¢) represents an EPR pair.

|Po0) -

it first applies the gate to a qubit, then performs a SWAP gate between the encrypted qubit and
one of the entangled qubits the server has in its position, s;. Then the only step remaining is
to apply a S“-rotated Bell measurement on the qubits s; and ¢;. From this measurement, r, and
r, will be obtained, so the encryption key can be updated. From TX“Z’|a), this whole pro-
cess returns X*®7«ZebEn T|o), If the gate evaluated is a TT gate the key will be updated from
TTXZb| ) to Xe®7aZbn Tt |a). Tt is graphically represented in figure 12. This process will be
performed M times, as many as T/T" gates are in the circuit.

Due to the principle of deferred measurement, the M measurements can be postponed until
the server has finished all the quantum operations. Then, the server sends all the encrypted
qubits, the key-updating functions based on the rules of figure 11 and all the ancillary s;
qubits to the client. Then the client will update his keys accordingly and perform a meas-
urement, alternating between updating and measuring, since to perform the correct S“-rotated
Bell measurement the updated a key is needed. Measurements must be performed in the pre-
established order, because the updated key depends on the result of the previous measurement.
Once all measurements are completed and all the keys updated, the client obtains the final key
dk = (afinal; Dinal ) Afinal, Deinal € {0, 1}". Finally the client can decrypt the qubits which are in
the state |pgna) (the final state that the server outputs) using his final updated keys to obtain
the plaintext result |t ): X Z2a | pgoat) = |tfinan)-

The whole scheme can be described in five steps: Setup, Key Generation, Encryption,
Evaluation, Decryption.

1. Setup: an EPR source generates M Bell states (as many as T/T" gates are in the circuit)
{1®00)¢;,5:,1 = 1,...,M}, where qubits ¢;,i =1,...,M and qubits s;,i =1,...,M are kept
by the client and the server respectively.

2. Key Generation: Generate random bits ag, by € {0,1}" and output sk = (ag,by) as the
secret key.

3. Encryption: for any n qubit data |«), client performs QOTP encryption with the secret key
sk = (ag,bp): |a) — X“0Z|a) = |po).

4. Evaluation: The server applies the quantum gates in order on the n encrypted qubits and
updates the key updating function for each qubit according to the key updating algorithm
of figure 11. If the gate is a 7/TT acting on the w-th qubit the server applies a SWAP gate
on the w-th qubit and one of the entangled qubits s;. After the last gate is applied the server
sends all the encrypted qubits, the key-updating functions based on the rules of figure 11
and all the ancillary s; qubits to the client.

5. Decryption: the client uses the key updating functions to obtain the corresponding a to the
first S¢-rotated Bell measurement and measures in the correct basis, obtains r, and r, and
updates his keys, then repeats the process until there are no more measurements to be made
and obtains the final key dk = (a1, Pfinal)- Finally the client performs QOTP decryption
on the encrypted qubits to obtain the final states: X Zbmal | pe 1) = | Qvginal)-

Therefore, this procedure can implement any quantum circuit homomorphically (F-
homomorphic), with perfect security since the server can never learn any information about
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the plaintext or the evaluation keys at any point: the data the server receives is encrypted with
QOTP so it is perfectly secure, there are no interactions in the evaluation process so the server
can not learn anything about the data there either and once it sends the data to the client for
the decryption process it is impossible to obtain any more information.

From all this process the importance of the number of T gates in the circuit becomes clear,
because unlike the Clifford gates, they make the complexity of the decryption process grow
due to the quantum measurements the client has to perform in succession. This is the reason
why the discussed schemes are only suitable for circuits with a polynomial number of T/7*
gates. In section 2 it is proved that the simplified circuits we have constructed for the recursive
BV problem for k =2 are a perfect example of an algorithm that can be evaluated efficiently
using Liang’s QHE schemes.

Appendix B. Review of the BV algorithm

In the BV problem a n bit functionf: {0, 1}" — {0, 1} is given. The function obeys the relation:
fs(x)=s-x=x151 +x282 + ... +x,5, mod (2) where s is an unknown n bit string and the
objective is to find s. The best classical algorithm to solve this problem in the exact query
complexity model takes n queries since the function only returns one bit, so the best algorithm
is simply using as input a bit string where all bits are a 0 except the ith bit which would be a 1
in order to obtain s; from the function. If bounded error is allowed, suppose the function could
be queried in a probabilistic way so all of the bits of s could be found in less than n queries
with some probability of failure that is bounded below 1/2. This bounded error algorithm would
still need Q2(n) queries [8]. This contrasts with the Deutsch—Jozsa algorithm because a classical
probabilistic algorithm makes the quantum advantage disappear.

Regarding the quantum algorithm, the main idea is implementing f;(x) in a reversible way
using a quantum oracle:

U= > > kEalye )l (B1)

xe€{0,1}"ye{0,1}

The quantum algorithm uses n qubits all starting in the |0) state. It begins by applying n H
gates, one to each qubit. It will result in an equal superposition of all possible r-bit strings:

1
H®"|00...0>:ﬁ > ). (B2)
xe{0,1}"

This will be the input for the oracle. The oracle will be implemented using an extra qubit
in the state |—) = % If a CNOT is applied to the |—) state as the target qubit, a phase

kickback will occur where the control qubit will change its sign and the target qubit will
remain unchanged. This is because if a CNOT is applied to the |—) state with |1) as the

. 0)— —o 0)— 0)— .
control qubit: CNOTI|1) @ 21l = 1) @ L2 — 1) @ (- L) = —|1) @ L2t This
means the phase of the terms where s - x = 1 will be flipped so after applying Uj:

_ 1 ICINN. Iy
\¢>s—ﬁ2<1)f|> ﬁnZ(l)H- (B3)

x€{0,1}" xe{0,1}"
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Figure 13. Nonrecursive BV circuit.

Since the action of the Hadamard gate on a general computational basis state of a n-qubit
system is given by:
1
H®y) = — —1)"" |x). (B4)
=75 2 0

and the H gate is its own inverse:

n 1 u-x _
H | > =D = w). (BS)

xe{0,1}"

Then if we now apply again n H gates, according to equation (B5) the state of the qubits
will be |s):

H®"|¢); = H®" % S DT =19). (B6)

xe{0,1}"

Finally once the qubits are measured s will be obtained with a 100% probability. The algorithm
finds the value of s in just one query. The circuit that solves the BV problem is represented in
figure 13.

In the nonrecursive BV problem, we are given a function f;(x) = s - x and s has to be found.
In the recursive BV problem, what has to be found is some function g : {0,1}" — {0,1} on s,
g(s). We will refer to all the possible # bits strings that can be used as inputs to the function g
by sin € {0,1}".

To construct the first level of the recursion, an oracle based on two # bits strings x € {0,1}"
and y € {0,1}" is used. As in the nonrecursive BV algorithm the function queried takes these
two bit strings as input and outputs s, -y, so the function can be expressed as f: {0,1}" x
{0,1}* — {0,1} given by f(x,y) = s, -y. The s, are 2" different bit strings labelled by x €
{0, 1}" with one important property: the value of g(s,) has to coincide with the product of s - x
for some unknown s. The two level BV problem then is to identify this s and g(s).

When f(x,y) is queried, s, -y is obtained. To identify s, for a fixed x, the original nonre-
cursive problem would have to be solved. Then once s, has been obtained for a fixed x, s, has
to be used to calculate g(s,). However each g(s,) for different values of x is now part of a
nonrecursive BV problem, so this way the problem becomes more complex.
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This process of creating the two level BV problem can be done k times to create the k
level BV problem. At the kth level the function f takes as input k strings of n bits denoted by x;
and computes f(X1,X2, ..., Xk) = Xk - Sx; xa,....x,_, - The secret bit string sy, , .., € {0,1}" pro-
duces the next lower level problem since g(sy, x,,...x_ ) = Xk—1 - Sx; xa,....x,_, Where as before
Sty 0, € {0,1}". This process can be continued until the final level is reached where
g(sy,) = s-x1. At this level s can finally be found.

We will be discussing the recursive BV problem for k =2 from this point onwards.

We will first solve the problem for an arbitrary case in k =2. As in the usual BV problem,
we are given access to a unitary which computes in a reversible manner f{x;,x;) = sy, - x2.
Using the usual BV algorithm the value of a sy, for a fixed x; would be easy to find. The tricky
part of the recursive BV problem is that when g is applied to these s,,’s we get a new BV
problem to solve. This implies that we have to use the BV algorithm over all x;’s as well.

The oracle for the two level problem is:

U, = Z Z [xi)1 (i1 ®

x1,0€{0,1}"ye{0,1}
[x2)2 (2l2 @ |y @ (85, - %2)) (V- B7)

If we start with two quantum registers, x; and x, with all their qubits in the |0) state and
apply H gates to both of them we will get the usual state containing the superposition over all
possible bitstrings on the x; and x, registers:

1
H®2n|00. . 0> Z |X1>| (24 |XQ>2. (B8)

T

00,1}

The two registers are labelled by a 1 and 2 subscript respectively. If we use the usual phase
kick-back trick using a qubit in the |—) state as the target qubit we can implement the oracle
U, and we will have the following state:

1 X
Yo DT ) @ ) ® ). (BY)

on
00e{0,1}"

By performing the n qubit Hadamard gate on the second register, we see that it will trans-
form this state to:

1
V2r

We now must apply g to s,, to solve the next order BV problem, since g(sy,) = s x;. The
oracle for g is given by:

G= Y > axhelyog®)l (B11)

x€{0,1}"ye{0,1}

o i ®lsa)2®|-). (B10)

X]E{O,l}"

If we attach an extra ancilla qubit in the state |—), we can use the phase kick-back trick to
use this unitary to turn equation (B10) into:

1 5
7 2 ot mhels) el el-). B12)
xle{O,l}"

This oracle acts only on the second register and the second extra qubit in the |—) state.
Naturally, just one qubit in the |—) state is enough to implement both U; and G, we are using
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Figure 14. Recursive Bernstein—Vazirani circuit for level-2 recursion.

two only to separate each oracle more clearly. Next, we need to apply the n qubit Hadamard
to the second register and then we apply our oracle U, again. After applying the H gates:

L > (—l)g(“"‘)(—1)“‘""2|x1>1®|x2>2®|—>®|—>. (B13)

n
x1,06{0,1}"

After applying U, we get another phase kickback:

LS ) e ) R ) @ ) @ ) ©|-)

! x1,%€40,1}"
1
— Y () gl e - @]-). (B14)

n
x1,x€{0,1}"

Then, we can apply H gates to all the qubits in the first register so we get the following
state:

Y i @khel-)®-). (B15)

ne{0,1}

n

Finally, by measuring the first register we will get s with 100% probability. The recursive
BV circuit represented graphically is shown in figure 14.
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