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Abstract—Due to the recent advances in new communication standards, such as 5G New Radio and beyond 5G, and in quantum

computing and communications, new requirements for integrating processors into nodes have appeared. These requirements are

meant to provide flexibility in the network to reduce operational costs and support diversity in services and load balancing. They are

also designed to integrate both new and classical algorithms into efficient and universal platforms, execute specific operations, and

attend to tasks with lower latency. Furthermore, some cryptographic algorithms (classical and post-quantum), which are essential to

portable devices, share the same arithmetic with error-correction codes. For example, Advanced Encryption Standard (AES), elliptic

curve cryptography, Classic McEliece, Hamming Quasi-Cyclic, and Reed-Solomon codes use GF ð2mÞ arithmetic. As this arithmetic is

the basis of many algorithms, a versatile RISC-VGalois field ISA extension is proposed in this work. The RISC-V instruction set

extension is implemented and validated using SweRV-EL2 1.3 on a Nexys A7 FPGA. In addition, a five-times acceleration is achieved

for AES, Reed-Solomon codes, and Classic McEliece (post-quantum cryptography) at the expense of increasing the logic utilization

by 1.27%.

Index Terms—RISC-V, ISA, galois field arithmetic, cryptography, error-correction codes
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1 INTRODUCTION

IN recent decades, with the popularization of small porta-
ble devices for applications such as the Internet of Things

(IoT) [1], Industry 4.0, and CubeSats [2], and the emergence
of communication network architectures like 5G New Radio
(5GNR) [3], there have arisen more interconnected network
nodes with minimal computing power for data acquisition.
They are generally required to have low power consump-
tion due to their battery life and small size, but low latency
applications also need to be supported.

Traditionally, all information is sent to a central authority
that process the data, as with cloud computing [4]. How-
ever, with the increase in portable devices, data processing
is becoming inefficient due to the latency and saturation
generated in the data center.

New methods of implementing the network’s architec-
ture have appeared to replace the current paradigm, the
most popular of which is edge computing [5]. This method-
ology mainly consists of processing part of the device’s
information in either edge or fog nodes, alleviating the

network’s load. In this way, the throughput of the devices is
improved far more than with cloud computing.

Furthermore, the mobile communication network tends
to offer new services, such as artificial intelligence and holo-
graphic messages [6], that require data rates that 5G cannot
provide. To reduce traffic, portable devices that formerly
had a general-purpose processor must compute specific
algorithms with very low latency (from 0.1 in previous
standards to less than 1 ms or even hundreds of microsec-
onds) and lower frame error rate (from 10�5 in 4G to 10�6 in
5GNR). Apart from this, the trend towards virtualizing tra-
ditional hardware functions [7] to reduce development and
equipment costs has motivated GPU- and FPGA-based plat-
forms to implement these solutions. In addition, the
dynamic reconfigurability and in-field programming fea-
tures of FPGAs [8] make them attractive for next generation
communications, which rely on different standardized pro-
tocols and heterogeneous architectures.

To meet the aforementioned requirements, processors
must be more efficient in executing specific operations and
attending to tasks with lower latency. Since most portable
devices have a general-purpose processor, it is not possible
to run specific applications efficiently. Therefore, some solu-
tions must be found to improve performance [9]. One
option is the customization of the processor to identify the
algorithms that are used most frequently in each case. For
example, cryptography and error-correction codes are pres-
ent in almost every portable device today, and many of
these algorithms are based on finite field arithmetic [10].
Because of this, the acceleration of finite field arithmetic
GF ð2mÞ proceeds to have a significant role [11], encoding
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and decoding in a communication channel and detecting
errors in the transmitted data (BCH, Reed-Solomon (RS)
codes [12]). It is also used in asymmetric cryptography,
such as elliptical curve cryptography (ECC) [13], which is
extensively used in the authentication process to exchange
private keys or symmetric cryptography inside a secure
communication channel as Advanced Encryption Standard
(AES) [14].

Furthermore, post-quantum cryptography (PQC) algo-
rithms [15] have been developed in recent years with the
increase in research on quantum computing [16]. Some of
the survivors of the third round of the National Institute of
Standards and Technology’s (NIST) PQC competition [17]
use GF ð2mÞ arithmetic (e.g., Classic McEliece [18], Rainbow
[19], HQC [20], and GeMSS [21]). These algorithms require
high computing power to generate the keys and either
encrypt or decrypt the data, becoming the main bottleneck
in processing for small devices, such as IoT end nodes and
Cubesats.

Traditionally, there are three ways to optimize a proces-
sor. The first is to add coprocessors to the system to perform
those specific operations. The second is to expand the base
instructions of the computer architecture. The third and
final method is to make a hybrid system [22] between the
first and second methods, adding coprocessors and specific
instructions depending on the case. We focus on the second
solution, expanding the RISC-V base instruction set (RV32I)
due to its readiness for integration within a core and its low
area utilization.

This work proposes two approaches to a flexible instruc-
tion set for RV32 cores capable of accelerating any algorithm
based on finite field arithmeticGF ð2mÞ, thus improving pro-
cessor performance [23]. We do not focus on rigid
approaches that can only accept a specific reduction polyno-
mial. This work is oriented to portable devices, typically
with a lightweight, general-purpose processor as a central
processing unit (CPU) with a limited and basic instruction
set. Additionally, our hardware architectures are designed
to fit into the pipeline without deteriorating the critical path
of the CPU. In this way, the maximum operating frequency
is maintained, which leads to the comparison of clock cycles
throughout the article.

A tradeoff between the base instruction set and specific
custom instructions can be found for applications that
require high flexibility and, at the same time, acceleration in
the CPU execution time. For example, a portable device gen-
erally contains different error-correction codes and crypto-
graphic standards or proprietary ciphers.

The rest of the paper is organized as follows. Section 2
describes the mathematical basis of GF ð2mÞ, and previ-
ous related works. Then, Section 3 details the contribu-
tions of this work. Afterwards, Section 4 introduces the
instruction set extension. Section 5 shows the simulations
and experimental results in a RISC-V System on Chip
(SoC). Finally, Section 6 presents the conclusion of this
work.

2 BACKGROUND

This section is divided into three subsections. The first
describes the fundamentals of finite field arithmetic, the

second subsection details the previous related works, and
the last enumerates the contributions of this work.

2.1 Finite Field Arithmetic

In this subsection, a quick review of the concepts related to
Galois field operators is conducted (for more details, refer
to [24]) while focusing on GF ð2mÞ. Our goal in this subsec-
tion is to explain the basics to the reader. In this way, the
RISC-V ISA extension proposed in this article can be better
understood.

This field is an extension of GF(2), where the constituent
elements are zero and one. All finite fields have a unit ele-
ment (a0), a zero element (a�1), a primitive element (a),
and at least one irreducible polynomial pðxÞ ¼ xm þ
pm�1x

m�1 þ � � � þ p1xþ p0. The primitive element a is the
root of the irreducible polynomial and generates all the
GF ð2mÞ nonzero elements.

There are different ways to represent the elements in
GF ð2mÞ; some of the approaches can be exponential, while
others can be in polynomial form. In the exponential form,
the parts are defined as powers of a; that is

GF ð2mÞ ¼ f0;a0;a1;a2; . . . ;a2m�2g: (1)

Meanwhile, the polynomial representation has the follow-
ing form:

P ðaÞ ¼ am�1a
m�1 þ � � � þ a1aþ a0;

ai 2 GF ð2Þ; 0 � i � m� 1: (2)

Polynomial representation is beneficial for performing
arithmetic operations. The definitions of addition and multi-
plication of finite fields are given below.

2.1.1 GF Addition

Consider two elements of aðxÞ and bðxÞ in (3), both belong-
ing to the field GF ð2mÞ.

aðxÞ ¼ am�1x
m�1 þ � � � þ a1xþ a0

bðxÞ ¼ bm�1x
m�1 þ � � � þ b1xþ b0

ai ^ bi 2 GF ð2Þ; 0 � i � m� 1:

The sum sðxÞ in (4) can be implemented as the XOR opera-
tion of each of its coefficients. Therefore, the result belongs
to the same field

sðxÞ ¼ ðam�1 � bm�1Þxm�1 þ � � � þ ða0 � b0Þ: (4)

2.1.2 GF Multiplication

There are different ways to multiply two polynomials in
GF ð2mÞ. This paper focuses on two-step multiplication. As
its name implies, this method separates multiplication
into two steps: carry-less multiplication and polynomial
reduction.

The first step is carry-less multiplication. The product
dðxÞ of the polynomials aðxÞ and bðxÞ is a polynomial of
degree 2m� 2. This operation can be represented in matrix
form as
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(5)

After the carry-less multiplication, the next step is poly-
nomial reduction based on an irreducible polynomial fðxÞ.
In modular reduction, cðxÞ ¼ dðxÞmod fðxÞ, whereby the
degree of dðxÞ is reduced by the degree of the irreducible
polynomial fðxÞ, resulting in a degree less than m� 1. The
matrix form of the polynomial reduction is shown in (6)
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The matrix R in (6) depends exclusively on the irreduc-
ible polynomial fðxÞ. The coefficients r can be calculated as
follows:

rj;i ¼
fj; j ¼ 0; . . .;m� 1; i ¼ 0

rj�1;i�1 þ rm�1;i�1; j ¼ 0; . . .;m� 1; i ¼ 1; . . .;m� 2

�
: (7)

2.1.3 GF Inversion

Different methodologies can be applied to calculate the
GF ð2mÞ inversion. For example, this operation can be pre-
computed and stored in a look-up table (LUT). However,
this method would take a significant amount of silicon area
to implement if m is not small. To address this, Zhang [25]
proposed different schemes to compute this operation using
multipliers, squares, and quartics. One of the schemes in
Zhang’s work is shown below.

For a 2 GF ð2mÞ, a�1 ¼ a2m�2. The complexity of a2m�2

computation can be reduced by sharing common terms

a�1 ¼ aam�2 ¼ a2 � a22 � � �a2ðm�1Þ
: (8)

Here we can see that the inversion can be implemented
by repeated squaring and multiplying, as illustrated in
Fig. 1. This topology requires m� 1 square operators and
m� 2multipliers over GF ð2mÞ.

2.2 Previous Related Works

RISC-V is a completely open ISA that is freely available to
academia and industry [26]. In addition, the high availabil-
ity of RISC-V solutions with permissive licenses makes this
architecture attractive for any implementation. Moreover,
the main principle of RISC-V ISA design is keeping the
instruction set simple, micro-architecture agnostic, and

technology independent. Therefore, a RISC-V ISA extension
is proposed in this manuscript, and related works by other
authors are presented in this subsection.

The RISC-V community has proposed a scalar crypto-
graphic extension [27] that accelerates various cryptographic
algorithms, such as AES [28], SHA-256, SHA-512, SM3, and
SM4. Although it achieves considerable acceleration, this pro-
posal does not contemplate PQC algorithms or error-correc-
tion codes. As a result, the instruction set is not flexible and
cannot accelerate other algorithms or proprietary ciphers.

On the other hand, Stoffelen [29] proposed different
methods to optimize the RISC-V assembly code from AES,
ChaCha, and Keccak. Additionally, the current study ana-
lyzed the possibility of adding an ISA extension to improve
these cryptographic algorithms.

Regarding the acceleration of PQC algorithms in RISC-V,
different authors have proposed architectures or coproces-
sors [30], [31] and acceleration by extending the instruction
set [32].

Finally, a finite field GF ðqÞ ISA extension was proposed
by Alkim [33] to accelerate lattice-based PQC cryptography
(Kyber, NewHope). The same can be performed for the
GF ð2mÞ fields to accelerate code-based PQC, error-correc-
tion codes, and basic operations of classical cryptography.

3 CONTRIBUTIONS

According to the new challenges in network requirements
and applications mentioned in Section 1, a wide range of
algorithms uses GF ð2mÞ arithmetic. For instance, non-
binary error-correction codes are employed in communica-
tion, cryptography is used to encrypt and decrypt incoming
data, and proprietary ciphers are based on this arithmetic.
Therefore, the contribution of this work is the definition of a
tiny GF ð2mÞ ISA extension in RISC-V architecture, in which
the logic utilization and performance are essential inputs to
consider in relation to the direct impact in classical and
post-quantum cryptography and non-binary error-correc-
tion codes. Furthermore, this work is intended for light-
weight, general-purpose processors whose area and power
consumption requirements limit the implementation of a
coprocessor within the system.

The RISC-V ISA extension proposed in this work is a
solution between the RISC-V base ISA and the scalar crypto-
graphic K extension [27], resulting in an intermediate per-
formance between the two. However, it is more flexible in
terms of the protocols that it can process because the K
extension implements dedicated hardware for each particu-
lar algorithm. It should also be noted that the cryptography
K extension does not support post-quantum algorithms or
non-binary error-correction codes.

Furthermore, our ISA extension is a complement to
Alkim’s GF(q) ISA extension [33] since some algorithms use
GF ðqÞ arithmetic (i.e., Kyber, NewHope) and others use
GF ð2mÞ. We have identified that cryptography and error-

Fig. 1. Implementation architecture of inversion overGF ð2mÞ [25].
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correction codes share the same operations, such as bit
manipulation (i.e., rotations, permutations, and carry-less
multiply) and finite field arithmetic. These operations can
be defined in the instruction set in order to accelerate a
wider range of algorithms. Therefore, we explore in this
article an extension of the instruction set to accelerate algo-
rithms based on GF ð2mÞ arithmetic.

In summary, the proposed ISA extension is capable of
processing the following algorithms:

� Error-correction codes (e.g., non-binary LDPC, BCH,
RS codes, etc.)

� Pre-quantum cryptography (e.g., AES, ECC, etc.)
� PQC (e.g., McEliece, HQC, etc.)
� Proprietary ciphers based on GF ð2mÞ arithmetic
The maximum finite field size that can be computed in a

single instruction is limited by the bit width of the process-
or’s architecture. In this case, the ISA extension can support
field sizes of up to 32 since the width of RV32I general-pur-
pose registers is 32. However, flexible GF ð2mÞ hardware
architectures like the one described in [34] can be found in
order to execute various primitive polynomials using the
same logic.

On the other hand, it is possible to calculate larger Galois
fields by using composite fields [35], thereby separating them
into smaller fields. Additionally, although PQC Rainbow [19]
uses tower-field representation, it is possible to map into an
isomorphic field and increase computation speed [36].

In brief, the proposed ISA extension supports any poly-
nomial size. When the polynomial degree is higher than the
bit width of the general-purpose registers (32 bits in the
case of RV32I), it is possible to split the calculation into
smaller fields and calculate using composite fields [35].

4 PROPOSED ISA EXTENSION

This section describes two approaches of the ISA extension
proposed in this work for RISC-V processors.

The first variant is for lightweight, general-purpose pro-
cessors since these processors generally have a limited
instruction set and a small footprint. Therefore, the goal is
to reuse existing instructions and add only what is neces-
sary. Additionally, the hardware should be flexible enough
to accept any primitive polynomial.

The second variant is oriented towards applications
where the area utilization is not a critical requirement. In
this way, fast and dedicated hardware architectures can be
used to maximize the processor’s operating frequency.

4.1 Variant 1 - Flexible and Small Footprint

The operation added in this approach is the multiplication
of finite fields since the addition of two numbers in GF ð2mÞ
is only an XOR operation and is already defined in RV32I.
The multiplication is performed in three different instruc-
tions (See Section 2.1.2): carry-less multiplication (CLMULH
and CLMUL) and polynomial reduction (FFRED). The
carry-less multiplication requires two instructions since
multiplying two 32-bit numbers results in a 64-bit number,
and the size of the RV32 registers is 32 bits.

To correctly multiply two numbers in GF ð2mÞ, it is also
necessary to indicate the irreducible polynomial and the
degree to the processor. Therefore, additional instruction is
required to pass these parameters (FFWIDTH). These
parameters are stored in two internal registers at the input
of the reduction module. We keep these two values in an
internal register of the ALU since four source registers are
needed to perform finite field operations. At the same time,
the RISC-V instruction format only allows for two source
registers (rs1 and rs2). The block diagram is shown in Fig. 3.

In some processors, such as SweRV-EL2, carry-less multi-
plication is already implemented as an extension. Hence,
the opcode is kept for a compatibility and resource-sharing
issue. Moreover, as we can see here, this instruction set
requires flexible multiplier architectures since the hardware
must accept any irreducible polynomial. Thus, for example,
the architecture proposed in [34] could fit in this case.

We decided not to implement the square function and
the inverse of GF ð2mÞ in this variant by means of adding
extra hardware, as they are modules that require a signifi-
cant degree of logic and can be calculated using finite field
multiplication. In more specific computers, these two
instructions can be added to improve the system’s efficiency
at the expense of increasing logic utilization, which is the
second variant of this work.

Fig. 3. FFWIDTH internal registers.

Fig. 2. The instruction format for the variant 1.
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Instead, for example, the inverse can be calculated using
Zhang’s topology [25] described in Section 2.1. As shown in
Table 1, the number of clock cycles required to execute the
RISC-V standard instruction set was compared to that of the
custom instructions proposed by us. It can be seen that a
significant reduction of 94.35% in the number of cycles for
the GF ð216Þ field was reached. The implementation setup is
detailed in Section 5, and the resource utilization is shown
in Table 7.

Fig. 2 shows the formats of the custom instructions. As
we can see here, the carry-less multiplication keeps the
RISC-V extension B format.

The parameters that receive and return the instructions
are:

� FFWIDTH: In rs1, it receives the degree of the poly-
nomials, and in rs2, it receives the irreducible poly-
nomial. These two parameters are stored in internal
parameters, determined by the field id, which is
helpful when different tasks run in the core, making
a context switch. Additionally, since RISC-V regis-
ters are 32 bits, the most significant bit of the irreduc-
ible polynomial is assumed to be one when the
degree of the input polynomials is 32.

� FFRED: It receives the polynomial to be reduced as a
parameter. In rs1, it receives the high part, and in rs2,
the low part of the polynomial. This instruction
returns the reduced polynomial cðxÞ.

� CLMULH & CLMUL: The parameters are the same as
extension B.

An example of the multiplication of finite fields using the
custom instructions is shown in Fig. 4. This example is a
part of the AES code, which employs the following reducing
polynomial for multiplication

fðxÞ ¼ x8 þ x4 þ x3 þ xþ 1: (9)

This primitive polynomial belongs to GF ð28Þ. Therefore,
the degree is eight, and the coefficients can be represented
in an 8-bit binary form, each bit representing one of the

primitive polynomial coefficients. As seen in (10), the coeffi-
cients can also be expressed in hexadecimal or decimal form

1000110112 ¼ 11B16 ¼ 28310: (10)

The number 283 is the value loaded into the second
instruction of Fig. 4, representing the primitive polynomial
in base 10.

The FFWIDTH instruction appears only for the first time
to tell the hardware the degree and the irreducible polyno-
mial, which are both stored in internal registers. Addition-
ally, this instruction receives a value in the result in register
a5 since the format of FFWIDTH corresponds to an opera-
tion instruction in RISC-V. This instruction is not used in
any other part of the code.

The register rs1 passed to FFRED is zero because AES
uses polynomials that belong to GF ð28Þ, and the bits 63-32
will always be zero after carry-less multiplication. In this
case, the compiler used the instruction LI, assigning a logical
zero to rs1 instead of using CLMULH (see Fig. 4).

4.2 Variant 2 - Traditional Definition

The instructions added to this approach are shown in Fig. 5.
The main difference from the first approximation is that we
have instructions for each operation and primitive polyno-
mial in GF ð2mÞ arithmetic.

Additionally, the ISA is more rigid because it has an idx
field that selects the appropriate finite field hardware
already implemented in the core. For example, the GF ð2mÞ
multipliers that could fit this instruction set are the architec-
tures proposed by Mastrovito [38], as both are swift but at
the expense of area utilization.

It can be seen in Fig. 5 that the instructions receive the
operands in rs1 and rs2, and the result is returned in rd.
Finally, the field idx selects the corresponding hardware.
The details of each instruction are listed below:

TABLE 1
Clock Cycles Required to Compute the Inversion (SweRV-EL2

v1.3)

GF inversion GF ð24Þ GF ð28Þ GF ð216Þ
SweRV-EL2 [37] 352 1397 6801
variant 1 74 172 384
Reduc. % 78.98% 87.69% 94.35%

Fig. 4. GF multiplication for AES (variant 1).

Fig. 5. The instruction format for the variant 2.
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� FFADD: This instruction performs the addition of
GF ð2mÞ. It receives the operands in rs1 and rs2, and
the result is returned in rd. The field idx selects the
hardware implementation for each particular primi-
tive polynomial.

� FFMUL: This instruction performs the multiplication
of GF ð2mÞ. It receives the operands in rs1 and rs2,
and the result is returned in rd. The field idx has the
same function described before.

� FFINV: This instruction performs the inversion of
GF ð2mÞ. It receives the operands in rs1 and rs2, and
the result is returned in rd. The field idx has the same
function described before.

� FFSQR: This instruction performs the squares of
GF ð2mÞ. It receives the operands in rs1 and rs2, and
the result is returned in rd. The field idx has the same
function described before.

Following the example of the multiplication of finite
fields presented in the previous subsection, the code is
shown in Fig. 6. As seen in the figure, the number of instruc-
tions required to perform a GF operation is lower than in
variant one.

5 SIMULATION AND IMPLEMENTATION RESULTS

The custom instructions are implemented and validated
with Verilator v4.032 using the SweRV-EL2 v1.3 core, with
the extension Zbc [37] enabled. This extension includes the
built-in carry-less multiplier.

The first step is adding the logic in the decoding stage to
recognize the opcode of the custom instructions. SweRV-EL2
has a dedicated script [37] written in Perl, which automati-
cally generates the additional logic required in the decoding
stage based on the custom ISA formats described in a text file
using the Espresso logic minimizer [39]. The text file must be
carefully modified according to the custom ISA format; oth-
erwise, the logic generated by the script is wrong, and the
core will not be able to recognize the added instructions.

Then, the corresponding logic is added in the execution
stage. Since carry-less multiplication and binary multiplica-
tion share the same module within the core, the polynomial
reduction module is also implemented in the same block.
The block diagram of the SweRV-EL2 core is shown in Fig. 7.

Once the logic is implemented, the assembly module
(binutils) is modified. Thus, the toolchain can recognize the
opcodes of the custom instructions using the inline assembly
approach, by which the GF operators written in C are
replaced with their corresponding instructions in assembly
language. Consequently, it is possible to run tests of different
algorithms using the C language and compare the efficiency
among the RV32IMC and the custom ISA extension. For
example, the GF multiplication for AES using this approach
is shown in Fig. 8. It can be seen here that the assembly code
is inserted in the C function, and the GFmultiplication is per-
formed using two instructions (clmul and ffred) for variant
one. The testbenches used in this work are included in [40]
under the same structure as [37]. It should be noted that the C
codes of each algorithm are based on [41], [42], and [43].

In this work, a performance evaluation for AES, Reed-Sol-
omon codes, and McEliece348864 was conducted. The sim-
plified diagram of the design flow meant to integrate a
custom instruction set is shown in Fig. 9. It should be noted
that the topology of the GF ð2mÞ hardware architecture is not
relevant in the evaluation sincewe are estimating the number
of clock cycles required for each ISA extension. Additionally,
our hardware architectures are designed to fit into the pipe-
line without deteriorating the critical path of the CPU. In this
way, themaximumoperating frequency ismaintained.

The number of instructions of each proposed ISA extension
can be directly determined by simulation, where the configu-
ration details are explained in Section 5.1. On the other hand,
the logic utilization and timing are described in Section 5.5.

5.1 Simulation Setup

The SweRV-EL2 core has four predefined configurations
that can be selected when the CPU model is built: default,

Fig. 6. GF multiplication for AES (variant 2).

Fig. 7. SweRV EL2 Core Pipeline [37].

Fig. 8. GF multiplication example using inline assembly approach (AES).
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default_ahb, typical_pd and high_perf. The details are
shown in Table 3. Depending on these configurations, the
core could be used for low-power or high-performance
computing, resulting in more logic utilization. In this work,
we used the typical_pd configuration to create a power-
optimized CPU.

At this stage, to compare the clock cycles for different
algorithms, we built a Verilator model consisting of a
SweRV core with an AXI bus connected with the virtual
memory. Then, the algorithms in the C language were com-
piled using RISC-V GNU toolchain, and the binary was gen-
erated for each test.

Finally, the binary was pre-loaded in this memory before
the simulation started. All these setup guidelines can be
found in the SweRV Github repository [37], and the modi-
fied SweRV core is publicly available [40] since it is a fork of
the original repository. In addition, there are various git
branches in the modified repository, which contain different
versions of the core:

� variant1: SweRV-EL2 variant 1 core with testbenches
� variant2: SweRV-EL2 variant 2 core with testbenches
� aes: SweRV-EL2 aes [28] core with testbenches
To use a specific version, clone the forked repository [40],

and change to the corresponding branch. The folder struc-
tures of the original repository [37] are maintained; there-
fore, all the required documentation regarding setup and
simulation can be found there.

Then, the simplified simulation block diagram is shown
in Fig. 10. As a result, we can directly determine the perfor-
mance of the custom ISA by simulation.

5.2 Classical Cryptography: AES

The C code was generated for the different key sizes
(AES128, AES192, and AES256) and encryption schemes
(CBC, CTR, and ECB), based on the code of TinyAES [41]
and using the example test vectors defined by NIST in the
”Special Publication 800-38A 2001 ED” [44]. This publica-
tion provides recommendations regarding modes of opera-
tion to be used with symmetric key block cipher algorithms.
In Appendix F, which can be found on the Computer

Society Digital Library at http://doi.ieeecomputersociety.
org/10.1109/TC.2022.3174587, of this report, three exam-
ples and test vectors are provided for each of the modes for
AES.

Next, two other versions were created with the custom
instructions replacing the code segments where the GF
arithmetic appears. The first version used variant one, and
the second version used variant two.

Moreover, another version was created using the RISC-
V ISA extension proposed in [28]. A natural conclusion of
this comparison is that this instruction set is better than
our approach to accelerating AES since it has exclusive
hardware and does only one thing. In contrast, the
approaches described in this manuscript are more generic
and can improve the performance of GF ð2mÞ arithmetic-
based algorithms, such as RS codes, Classic McEliece,
HQC, etc.

Then, they were compiled with the following flags:
-O3 -fomit-frame-pointer -fPIC -no-pie
Table 2 shows the number of clock cycles required for the

base and custom instructions for each encryption method.
For example, for AES256, the clock cycles needed for

CBC encryption was 285 245, while using variant one only
needed 53 396. Therefore, it can be seen that for variant one,
a significant reduction of 81.28% can be reached in this
mode, while using variant two required 48 763 clock cycles,
which translates into a decrease of 82.90%. Thus, variant
two is slightly better than the first one; while more than one
instruction is necessary to perform the GF multiplication in
variant one (CLMUL, CLMULH, and FFRED), variant two
only uses one (FFMUL). Additionally, variant two has the
GF inversion included in the hardware, whereas the opera-
tor must be executed by software in variant one.

Then, Table 4 compares the number of clock cycles in
variant one, variant two, and the work in [28]. Comparing
our work with Marshall’s proposal, it is clear that his work
achieved a more significant reduction in clock cycles for all
the cases since the instruction set was only for processing
AES and had dedicated hardware for this particular algo-
rithm. For instance, the number of instructions for AES CBC
encryption is reduced by 81.28% for variant 1, 82.90% for
variant 2, and 97.76% for [28]; in other words, the ISA exten-
sion proposed in [28] is reduced by 16.48% compared to var-
iant 1, and 14.86% compared to variant 2. Instead, our
proposals are universal and can improve the performance
of any GF ð2mÞ arithmetic-based algorithms, not only AES.

Finally, it was observed that the code size reduction was
greater than 35% for all cases (variant one and two).

5.3 Non-Binary Error-Correction Code:
Reed-Solomon

The same procedure was conducted for the Reed-Solomon
code performance comparison, based on the code written
by Minsky [42] and using its test benches. A program in C
code was created with the encoding and decoding routine
for RS(255,247) and RS(255,239). Then, another two versions
were created with the custom instructions (variants one and
two), replacing the multiplication of finite fields. The same
SweRV-EL2 configurations for AES were kept and compiled
with the same GCC flags. Table 5 shows the number of clock

Fig. 9. Custom ISA design flow and validation.
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cycles required to encode and decode the RS(255,247) and
RS(255,239) codes.

For example, 151 681 clock cycles were needed for RS
(255,247) decryption using the RISC-V base instructions,
while only 22 648 cycles were required for variant one and
21 220 for variant two. In other words, a reduction of
85.07% can be achieved with variant one and 86.02% with
variant two. As is the case in AES, variant two is slightly
better because it uses only one instruction for the GF ð2mÞ
multiplication.

5.4 Post-Quantum Cryptography: Classic McEliece

The same methodology was used to estimate the perfor-
mance of the Classic McEliece post-quantum algorithm,
using the official source code submitted to NIST [43]. McE-
liece348864 was evaluated in this work since this set of
parameters results in Classic McEliece’s lightest algorithm.
Additionally, as the generation of public and private keys
requires many clock cycles and exceeds the computing
power of this core, the keys were pre-computed and stored
in the memory of the CPU.

Table 6 shows the number of cycles required to encrypt
and decrypt this post-quantum algorithm. Using variant
one reduced the encryption by 0.57% and the decryption by
72.06% since the Classic McEliece encryption does not use
GF ð2mÞ multiplication. Hence, there is no performance
improvement in encryption.

Nevertheless, the number of clock cycles needed for
decryption (176 M cycles) was much more significant than
for encryption (4.7 M cycles), making the reduction in
decryption more important for this algorithm.

Then, it can be seen that variant two is better than the
first approach, as it required 44 M clock cycles instead of 49
M. In other words, a reduction of 72.06% was achieved for
variant one and 74.92% for variant two.

Moreover, it should be noted that if only [28] is imple-
mented in the core and we need to process another GF ð2mÞ

Fig. 10. Simulation setup block diagram.

TABLE 3
SweRV-EL2 Predefined Target Configurations [37]

Target Description

default Default configuration. AXI4 bus interface
default_ahb Default configuration, AHB-Lite bus interface
typical_pd No ICCM, AXI4 bus interface
high_perf Large BTB/BHT, AXI4 interface

TABLE 2
Number of Clock Cycles Required Under the Same Maximum Clock Frequency for AES (RV32IMC versus Custom)

AES128 CBC Encryption CBC Decryption CTR Encryption CTR Decryption ECB Encryption ECB Decryption

SweRV-EL2 [37] 197,920 198,240 198,208 198,197 50,641 50,726
Variant 1 38,328 39,303 39,033 38,995 10,854 11,011
Reduc. % 80.63% 80.17% 80.31% 80.33% 78.57% 78.29%
Variant 2 35,136 36,431 35,853 35,818 10,049 10,291
Reduc. % 82.25% 81.62% 81.91% 81.93% 80.16% 79.71%

AES192 CBC Encryption CBC Decryption CTR Encryption CTR Decryption ECB Encryption ECB Decryption

SweRV-EL2 [37] 242,573 242,695 242,839 242,828 62,572 62,661
Variant 1 47,016 48,019 47,637 47,617 13,764 13,939
Reduc. % 80.62% 80.21% 80.38% 80.39% 78.00% 77.75%
Variant 2 43,013 44,530 43,738 43,719 12,772 13,055
Reduc. % 82.27% 81.65% 81.99% 82.00% 79.59% 79.17%

AES256 CBC Encryption CBC Decryption CTR Encryption CTR Decryption ECB Encryption ECB Decryption

SweRV-EL2 [37] 285,245 285,593 285,439 285,425 72,331 72,416
Variant 1 53,396 54,548 54,054 54,036 14,462 14,660
Reduc. % 81.28% 80.90% 81.06% 81.07% 80.01% 79.76%
Variant 2 48,763 50,394 49,444 49,431 13,303 13,631
Reduc. % 82.90% 82.35% 82.68% 82.68% 81.61% 81.18%

TABLE 4
Number of Clock Cycles Required for AES256-CBC

AES256 CBC Encryption CBC Decryption

SweRV-EL2 [37] 285,245 285,593
Variant 1 53,396 54,548
Reduc. % 81.28% 80.90%
Variant 2 48,763 50,394
Reduc. % 82.90% 82.35%
AES ISA [28] 6,390 7,739
Reduc. % 97.76% 97.29%

Comparison between RV32I, Variant 1, Variant 2, and Ref. [28].

KUO ETAL.: RISC-VGALOIS FIELD ISA EXTENSION FOR NON-BINARY ERROR-CORRECTION CODES AND CLASSICAL AND... 689

Authorized licensed use limited to: Univ Complutense de Madrid. Downloaded on November 06,2024 at 09:37:56 UTC from IEEE Xplore.  Restrictions apply. 



arithmetic, there is no additional speed up for other algo-
rithms compared to variants one and two. For example, a
[28] modified core can accelerate AES significantly, but it
requires 176 M clock cycles to execute the Classic McEliece
decryption algorithm. Meanwhile, variant one only needs
49 M, and variant two needs 44 M.

Finally, to the best knowledge of the authors, all of the
PQC results in RISC-V are for accelerating GF ðqÞ-based
PQC [33] (e.g., Kyber, NewHope), not GF ð2mÞ-based PQC.
Therefore, the comparison cannot be made since they use
different arithmetics. On the other hand, the methods
employed to speed up GF ðqÞ do not provide any advantage
to the algorithms based on GF ð2mÞ.

5.5 Logic Utilization and Timing

In order to implement the designs in an FPGA (Nexys A7),
the SweRV-EL2 core was integrated into SweRVolf [45]
SoC, which consists of the SweRV CPU with a boot ROM,
AXI4 interconnect, UART, SPI, RISC-V timer, and GPIO.

Different SoC versions were created using Vivado: one
with the RISC-V base instructions, and the others with vari-
ant one, variant two, and AES ISA [28] with the extension
Zbc [37] enabled. This extension includes the built-in carry-
less multiplier.

For variant one, the polynomial reduction (FFRED) was
implemented based on the topology presented in [34] since
it is a flexible polynomial architecture. Additionally, the
carry-less multiplication (CLMULH and CLMUL) was not

necessary to implement because it was already imple-
mented in SweRV-EL2 [37].

For variant two, the operations were implemented for
each algorithm (i.e., AES, Reed-Solomon codes, and McE-
liece) based on fast but rigid architectures [38]. In this way,
we implemented three multipliers, inversion, and squares
for these algorithms since they have different primitive pol-
ynomials and degrees. Moreover, the inversion was pre-
computed and stored in an LUT for each particular primi-
tive polynomial.

For the AES ISA [28] integration, the operations were imple-
mented using theVerilog RTLprovided by the authors [28].

Then, they were implemented onto a Nexy A7 FPGA
device, the results of which were then extracted. Table 7
shows the logic utilization using the standard instruction
set (RVIMC), variant one, variant two, and AES ISA [28]. It
can be seen that the SweRV-EL2 core uses 26 375 LUTs,

while variant one uses 26 710 and variant two uses 26 957.

Thus, we have only a 1.27% increment in logic utilization

for variant one and 2.21% for variant two. As we can see

here, the logic increment was relatively low compared to

the number of clock cycles that we can reduce by using
these custom instructions. For example, we decreased the

number of clock cycles for variant one by around 80% at the

expense of an increment of 1.27% in logic utilization.
Comparing the hardware increment in the execute stage

instead of comparing the logic utilization of the whole sys-
tem demonstrates that the SweRV-EL2 requires 3,832 LUTs,
while variant one uses 4,092 and variant two uses 4,407.
This results in an increment of 6.78% for variant one and

TABLE 5
Number of Clock Cycles Required Under the Same Maximum

Clock Frequency for RS Codes

RS(255,247) RS(255,239)

Encode Decode Encode Decode
SweRV-EL2 [37] 154,003 151,681 300,831 303,289
Variant 1 29,006 22,648 58,660 45,237
Reduc. % 81.17% 85.07% 80.50% 85.08%
Variant 2 27,586 21,220 56,332 42,336
Reduc. % 82.09% 86.02% 81.27% 86.04%

TABLE 6
Number of Clock Cycles Required Under the Same Maximum

Clock Frequency for McEliece 348864

McEliece 348864 Encryption Decryption

SweRV-EL2 [37] 4,710,737 176,180,492
Variant 1 4,684,084 49,222,882
Reduc. % 0.57% 72.06%
Variant 2 4,331,765 44,181,361
Reduc. % 8.04% 74.92%

TABLE 7
Logic Utilization for SweRV-EL2 Core

SweRV-EL2 core (Freq. = 25 MHz) Slice LUTs Slice Registers F7 Muxes F8 Muxes DSP

SweRV-EL2 [37] 26,375 9,051 486 73 4
Variant 1 26,710 9,084 478 127 4
Inc. % 1.27% 0.36% -1.65% 73.97% 0%
Variant 2 26,957 9,046 415 127 4
Inc. % 2.21% -0.06% -14.61% 73.97% 0%
AES ISA [28] 26,721 9,051 486 73 4
Inc. % 1.31% 0% 0% 0% 0%

SweRV-EL2 Execute stage (Freq. = 25 MHz) Slice LUTs Slice Registers F7 Muxes F8 Muxes DSP

SweRV-EL2 [37] 3,832 516 0 0 4
Variant 1 4,092 554 63 0 4
Inc. % 6.78% 7.36% - - 0%
Variant 2 4,407 516 0 0 4
Inc. % 15.01% 0% - - 0%
AES ISA [28] 4,120 516 0 0 4
Inc. % 7.52% 0% - - 0%
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15.01% for variant two in terms of logic utilization. How-
ever, these numbers are still insignificant compared to the
acceleration achieved using the custom instructions.

Additionally, it can be seen that variant two occupies
more area than variant one. This gap widens when more
algorithms based on GF ð2mÞ arithmetic must be processed
in the core. Therefore, a variant is chosen depending on
howmany algorithms a particular application must process.

Finally, the logic utilization presented in this work (i.e., in
variants one and two) and the ISA proposed in [28] were com-
pared. Table 7 demonstrates that variant one requires 26 710
LUTs, variant two requires 26 957, and [28] requires 26 721. In
other words, the logic utilization is incremented by 1.27% for
variant one, 2.21% for variant two, and 1.31% for [28]. Thus, by
incrementing the logic utilization in the same proportion, it
is possible to speed up more algorithms using the ISA ex-
tensions proposed in this work. At the same time, [28] only
accelerates AES. In other words, if the acceleration of another
GF ð2mÞ-based algorithm is also required in the same core, an
additional hardware accelerator must be implemented, result-
ing inmore logic utilization compared to variants one and two.

Regarding the clock frequency, the implementations
work at 25 MHz, which is the limit for the SweRV-EL2 core
running on the Nexys A7 FPGA. There was no decrease in
frequency due to the addition of the extra logic for the cus-
tom instructions.

6 CONCLUSION

New challenges in technical specifications for the nodes that
constitute future communication networks (e.g., better frame
error rate, lower latency, flexibility, etc.) and the appearance
of new security algorithms derived from the rise of quantum
computing have led to an interest in increasing the efficiency
of general-purpose processors. One of the approaches to
solving this problem is adding specific instructions to exe-
cute particular applications, such as the use of non-binary
error-correction decoders to improve the frame error rate
compared to previous standards or cryptography to secure a
communication channel in the presence of quantum process-
ors. These algorithms become the main bottleneck in data
processing for general-purpose processors, as they generally
require high computing power (i.e., the number of CPU clock
cycles) to generate their public and private keys.

Finite field GF ð2mÞ arithmetic has been identified to be
used in these applications, such as pre- and post-quantum
cryptography and error-correction codes. Therefore, this
work proposed an extension of the instructions and was ori-
ented towards applications where it is necessary to process
different protocols that use finite field arithmetic.

From the previous section, it can be seen that a significant
reduction in the number of clock cycles of more than 77.75%
was achieved for AES, 80.50% for Reed-Solomon codes, and
72.06% for Classic McEliece348864 using variant one. More-
over, the performance can be improved by using variant
two. Otherwise, the logic utilization was increased by only
1.27% for all the encryption schemes and algorithms.

To summarize, variant two is superior in accelerating algo-
rithms based onGF ð2mÞ arithmetic, but the logical utilization
is slightly higher than variant one. Variant one can reuse CPU
carry-less multiplication (CLMUL) to compute the first part of

GF ð2mÞ multiplication and only implement the primitive
polynomial reduction module. However, since both variants
have similar performance, it is possible to choose either of the
two options depending on the processor’s architecture to
which including this improvement is desirable.
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