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Abstract

Since its inception in the 20th century, quantum mechanics has revolutionized our un-
derstanding of nature, introducing new concepts such as the uncertainty principle and
quantum interference. In the 21st century, we could say that we are living a new rev-
olution thanks to the new quantum technologies based on this theory. Within these
technologies, two branches of great importance are quantum computing and quantum
communication. Quantum computing seeks to create algorithms with computational
advantages over algorithms used in classical computers. On the other hand, quantum
communication seeks to develop protocols for transmitting information with security
based on the fundamental properties of quantum mechanics, superior to the security of
current protocols.

At the intersection of both disciplines, a new technology that has recently been de-
veloped is homomorphic encryption. This technology allows a client to encrypt its data
and send it to a remote server, which will perform operations on the encrypted data.
Once the server completes the desired operations, it returns the data to the client for
decryption. In this manner, the server gains no information about the client’s data. It
is expected that most quantum computers of the future will be accessed through the
cloud. Therefore, quantum homomorphic encryption schemes are good candidates for
preserving the security of the calculations performed on these computers. In this thesis,
we have applied quantum homomorphic encryption schemes to various quantum algo-
rithms, with the aim of demonstrating that the homomorphic implementation of these
algorithms can be performed efficiently. In addition, we will perform simulations of
some of the homomorphic implementations of the quantum algorithms studied in order
to verify their correct functioning.

In the first chapter we will present a brief overview of quantum computing and quan-
tum communication. We will give a historical perspective and present some of the most
recent advances in these fields.

In Chapter 2, a brief introduction to quantum homomorphic encryption will be pre-
sented and one of these schemes will be described in great detail. This scheme is the
basis of the thesis and it will be applied to different quantum algorithms in the following
chapters.

In Chapter 3, we will describe the Bernstein-Vazirani algorithm, both in its standard
and recursive versions. In Chapter 4, we will present our first publication, which deals
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Abstract

with the homomorphic implementation of the recursive Bernstein-Vazirani algorithm
using the protocol presented in Chapter 2. We will study the cases in which such an
implementation can be performed efficiently in detail.

In Chapter 5, we will describe Grover’s quantum search algorithm. In Chapter 6, we
will present our second publication, which will show a simulation of the homomorphic
implementation of Grover’s algorithm using Qiskit. Furthermore, it will be shown that
such an implementation can be performed efficiently.

In Chapter 7, we will describe Szegedy walks algorithms, both in their quantum and
semiclassical versions. Finally, in Chapter 8, we will present our third publication, which
addresses the simulation of the homomorphic implementation of these algorithms using
classical-quantum circuits in Qiskit. We will demonstrate that these implementations can
be performed efficiently, and we will also present a Python library for the homomorphic
simulation of a large number of quantum circuits.
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Resumen

Desde su concepción en el siglo XX, la mecánica cuántica ha revolucionado nuestra
forma de entender la naturaleza, presentando nuevos conceptos como el principio de
incertidumbre o la interferencia cuántica. En el siglo XXI, podŕıamos decir que estamos
viviendo una nueva revolución gracias a las nuevas tecnoloǵıas cuánticas basadas en esta
teoŕıa. Dentro de estas tecnoloǵıas, dos ramas de gran importancia son la computación
cuántica y la comunicación cuántica. La computación cuántica busca crear algoritmos
con ventajas computacionales frente a los algoritmos utilizados en ordenadores clásicos.
Por otro lado, la comunicación cuántica busca desarrollar protocolos para transmitir
información con una seguridad basada en las propiedades fundamentales de la mecánica
cuántica, superior a la seguridad de los protocolos actuales.

En la intersección de ambas disciplinas, una nueva tecnoloǵıa que se ha desarrollado
recientemente es la encriptación homomórfica. Esta tecnoloǵıa permite a un cliente en-
criptar sus datos y enviarlos a un servidor remoto que realizará operaciones sobre estos
datos encriptados. Una vez que el servidor complete las operaciones deseadas, este de-
vuelve los datos al cliente para que pueda desencriptarlos. De esta manera, el servidor
no obtiene información sobre los datos del cliente. Se espera que la mayor parte de orde-
nadores cuánticos del futuro sean accedidos a través de la nube. Por ello, los protocolos
de encriptación homomórfica cuántica son buenos candidatos para preservar la seguridad
de los cálculos realizados en estos ordenadores. En esta tesis, hemos aplicado protocolos
de encriptación homomórfica cuántica a diversos algoritmos cuánticos, con el objetivo
de demostrar que la implementación homomórfica de estos algoritmos se puede realizar
eficientemente. Además realizaremos simulaciones de algunas de las implementaciones
homomórficas de los algoritmos cuánticos estudiados, con el objetivo de comprobar su
correcto funcionamiento.

En el primer caṕıtulo presentaremos una breve descripción general de la computación
cuántica y la comunicación cuántica. Daremos una perspectiva histórica y presentaremos
algunos de los avances más recientes en estos campos.

En el caṕıtulo 2 se presentará una breve introducción a la encriptación homomórfica
cuántica y se describirá en gran detalle uno de estos protocolos. Este protocolo es la
base de la tesis y se aplicará a diferentes algoritmos cuánticos en los siguientes caṕıtulos.

En el caṕıtulo 3 describiremos el algoritmo de Bernstein-Vazirani, en su versión estándar
y su versión recursiva. En el caṕıtulo 4 presentaremos nuestra primera publicación, que
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trata sobre la implementación homomórfica del algoritmo de Bernstein-Vazirani recur-
sivo utilizando el protocolo presentado en el caṕıtulo 2. Estudiaremos en detalle los
casos en los que dicha implementación puede hacerse eficientemente.

En el caṕıtulo 5 describiremos el algoritmo de búsqueda cuántica de Grover. En
el caṕıtulo 6 presentaremos nuestra segunda publicación, en la que se mostrará una
simulación de la implementación homomórfica del algoritmo de Grover usando Qiskit.
Además, se demostrará que dicha implementación puede realizarse eficientemente.

En el caṕıtulo 7 describiremos los algoritmos de paseos de Szegedy, tanto en su versión
cuántica como en su versión semiclásica. Finalmente en el caṕıtulo 8 presentaremos
nuestra tercera publicación, en la que se aborda la simulación de la implementación
homomórfica de dichos algoritmos utilizando circuitos clásico-cuánticos en Qiskit. Se
demostrará que estas implementaciones se pueden realizar de forma eficiente y además se
presentará una libreŕıa en Python para la simulación homomórfica de una gran cantidad
de circuitos cuánticos.

x



List of publications

1. P. Fernández and M. A. Martin-Delgado, “Homomorphic encryption of the k = 2
Bernstein–Vazirani algorithm”, Journal of Physics A: Mathematical and Theoret-
ical 57, 365301 (2024)

2. P. Fernández and M. A. Martin-Delgado, “Implementing the Grover algorithm in
homomorphic encryption schemes”, Physical Review Research 6, 043109 (2024)

3. S. A. Ortega, P. Fernández and M. A. Martin-Delgado, “Implementing semiclas-
sical Szegedy walks in classical-quantum circuits for homomorphic encryption”,
Journal of Physics: Complexity 6, 025010 (2025)

xi





Conference contributions

1. CISM-UniUD Joint Advanced School on Quantum Machine Learning: from Fun-
damentals to Applications (attendance), Udine, Italy, September 2022

2. QUANTUMatter2023 Conference (poster), Madrid, Spain, May 2023

3. 17th Granada Seminar (poster), Granada, Spain, September 2023

4. Primera Reunión Nacional del Plan Complementario de Comunicaciones Cuánticas
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1 Quantum Computation and
Communication: an Overview

1.1 Quantum computation

Since it was introduced at the 20th century, Quantum mechanics has been an extremely
successful theory. Along with general relativity, it is one of the current foundations of
our understanding of physical reality. Quantum mechanics has been successfully applied
to many different systems, such as elementary particles, the interior of the atom or the
theory of semiconductors.

One of the applications that has generated a great amount of interest in recent decades
is the field of quantum computation. In 1981, Richard Feynman presented a talk at a
conference titled “Simulating physics with computers” [1]. He proposed using quantum
computers to simulate quantum systems, as these systems are too complex to be simu-
lated using conventional classical computers. This talk launched the study of quantum
computation as a distinct field of study.

Then in 1985 David Deutsch presented a formal notion of a quantum computer, known
as a quantum Turing machine [2]. The devices that he considered were quantum ana-
logues of the classical machines defined almost fifty years ago by Turing [3]. Deutsch’s
work also presented an algorithm known today as Deutsch algorithm, which suggested
that the computational power possessed by quantum computers may actually exceed
the computational power that classical computers have. Then in 1993 Bernstein and
Vazirani formulated a problem that could be solved using a quantum algorithm. This
algorithm showed a superpolynomial speedup over a classical computer [4]. Soon after,
Simon proposed a quantum algorithm that demonstrated an exponential speedup com-
pared to classical algorithms [5].Simon’s algorithm does not have any direct applications
but it still served as inspiration for Peter Shor, who formulated two quantum algorithms,
one for computing discrete logarithms and the other for efficient factorization of large
numbers [6]. Shor’s factoring algorithm runs in polynomial time, which is considerably
faster than the best classical algorithms for this problem, as they work in non-polynomial
time. Since Shor’s algorithm had a direct impact on cryptanalysis, the interest in the
field of quantum computation increased enormously. On the other hand, some physi-
cists expressed concerns about the ability of quantum computers to work effectively in
the future due to the negative effects of decoherence [7, 8]. Quantum states are loosely
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coupled with their environments and they tend to lose information as they interact with
them. This makes maintaining the desired quantum behaviours, such as superposition
or entanglement, quite difficult.

Nevertheless, the next pivotal advances followed soon after with the formulation of
quantum error-correcting codes [9,10] and of fault-tolerant methods for performing quan-
tum computations using noisy hardware in a reliable manner [11]. Soon after, the so
called “threshold theorem” was formulated [12–15]. It states that a quantum computer
that has a physical error rate below a certain threshold can suppress the logical error
rate to arbitrarily low levels by making use of quantum error correction schemes. Due
to these results, it was thought that quantum computing could be scaled up to large
devices that solve complex problems, assuming that errors that affect the hardware are
not too strongly correlated or not too common. During these years, there were also
proposals that used quantum optics and atomic physics to implement quantum logical
operators [16]. The most significant applications of quantum computers are expected to
be developed in the fields of quantum simulation, quantum chemistry and optimization
problems [17]

Despite all this progress in recent decades, it is important to remark that quantum
computers are still not fully functional [18]. This is because both the number of qubits
and the accuracy of our quantum processors are still quite modest, despite the progress
that different approaches for building quantum hardware have experimented. An in-
dicator of the current status of quantum computing could be considered the milestone
reached by Google in 2019 [19]. They demonstrated “quantum supremacy” [20], the idea
that a quantum computer can solve a problem that no classical computer can solve in
any feasible time, although this problem has no real application. Using superconducting
quantum technology, they constructed a quantum computer known as Sycamore with
53 qubits arranged in a two-dimensional array. This way, entangling two-qubit quantum
gates can be performed on adjacent qubits in the array. Then they executed up to 20
layers of two-qubit gates, and measured all the qubits once the circuit was completed.
Since the hardware sometimes produces errors, the final measurement yields the cor-
rect result only once in 500 runs of the computation. Nevertheless, they managed to
extract a statistically useful signal by repeating the same computation millions of times
in just a few minutes. If best currently known classical methods were used, simulating
what Sycamore achieved in a few minutes would take a few days at least for the most
powerful existing classical supercomputer. Moreover, this problem would be far beyond
the classical computer’s reach if just a few more qubits could be added, since the cost
of the classical simulation rises exponentially with the number of qubits. We remark
that the problem solved by Sycamore has no particular interest for any purpose besides
demonstrating quantum computational supremacy.

The current types of quantum computers have been called the “Noisy Intermediate-
Scale Quantum” (NISQ) computers [21]. These quantum computers contain up to a
thousand qubits. Since they are not error corrected, their computational power is lim-
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ited by noise. Nevertheless, they are still capable of performing small-scale quantum
algorithms, so they still serve as a platform for algorithm development. Besides this,
NISQ devices are exciting for physicists because they provide new tools for studying the
properties of complex many-particle quantum systems in a regime that has never been
experimentally accessible before.

An interesting type of algorithm in the current NISQ era are the so called hybrid
classical-quantum algorithms, since they could harness the current capabilities of classi-
cal computers and boost them using NISQ processors [22,23]. Different works [24] believe
that hybrid algorithms could lead to pure quantum algorithms, since they can be used
as an intermediate step in order to learn more about quantum information processing,
mitigate errors of quantum processors and ultimately develop pure quantum algorithms.

Quantum simulation is an application worth of mentioning. It is interesting to distin-
guish between digital and analog quantum simulation. An analog quantum simulator is
a system that contains many qubits whose dynamics resembles those of a model system
that somebody wants to study. On the other hand, a digital quantum simulator is a
universal quantum computer based on quantum gates that can be used to simulate any
physical system of interest when correctly programmed. It can also be used for other pur-
poses. Analog quantum simulation has been a highly active area of research for the past
two decades [25], while digital quantum simulation using a general circuit-based quan-
tum computer is currently getting started. Some of the same experimental platforms
can be applied to both purposes, such as superconducting circuits and trapped ions,
whereas other systems are more suited to be used as analog simulators, like molecules
and trapped neutral atoms. Analog quantum simulators have become more sophisticated
in recent years. For this reason they are already being used to analyse quantum dynam-
ics in regimes that might be beyond the reach of classical simulators [26,27]. They have
also been used to create highly entangled equilibrium states of quantum matter with the
objective of studying their properties [28].

Analog quantum simulators will eventually be surpassed by digital quantum simu-
lators, since the former are difficult to control and the latter can be controlled using
quantum error correction [18]. However due to the high cost of quantum error cor-
rection, the use of analog quantum simulators may continue for many years Thus, the
potential power of analog quantum simulators should not be overlooked in the near term
search of applications of quantum technology.

Classical computation can be thought as the manipulation of bits using logical gates
such as AND, OR, XOR, etc. The bit is the basic unit of classical computing, and
it can have two possible values, 0 or 1. In contrast, the basic unit of information
in quantum computing is the qubit, which can have linear combinations of 0 and 1
due to its quantum mechanical nature. This property that allows the qubits to be in
two states at the same time is known as superposition. Once the qubit is measured, it
becomes either 0 or 1. This superposition of qubits provides access to a highly condensed
representation of information. Another important property that quantum computing
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presents is entanglement. It describes the effect in which a pair or group of quantum
states are correlated. After they are entangled, they stop being independent from each
other. If any of these quantum states is measured, it affects the remaining states,
making them yield definite results when measured regardless of their distance from each
other. For example, if Alice and Bob each possess one state of an entangled pair, the
measurement of Alice’s state instantly determines the outcome of Bob’s measurement
regardless of the distance they are separated by.

Figure 1.1: Image obtained from [29]. At the left we have the illustration of a bit which
can take a value of 0 or 1 with 100% probability. At the middle we have a
qubit that can be in a state of |0⟩, |1⟩ or in a superposition state of both |0⟩
and |1⟩. Here, a qubit is illustrated in a superposition state, in which there
is a 50% of measuring the state |0⟩ and 50% of measuring |1⟩. At the right
we have a illustration of two qubits in an entangled state. The properties
of the two qubits in the entangled state are related to each other so that
measuring one of them will reveal the state of the other qubit, even when
they separated by large distances.

Superposition and entanglement are at the core of many quantum algorithms and
protocols. They are represented in figure 1.1. Another important quantum mechanical
property that has to be taken into account is the no-cloning theorem, which states that
it is impossible to produce an identical copy of an arbitrary unknown quantum state [30].

Although quantum computing is still in its embryonic phase, its potential to revolu-
tionize the classical infrastructure has been noticed by major companies and governments
around the world. Reports have shown that the global investment in quantum comput-
ing reached almost 25 billion dollars in mid-2021 [31]. Companies such as IBM, Google,
Intel, D-Wave, IonQ and Rigetti have shown significant interest in quantum computing
over the past few years [32,33], continuously announcing their breakthroughs in quantum
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hardware and software development kits (SDKs).

Different models have been used for building quantum computers, the most commonly
used is the quantum logic gates model in which a quantum circuit is implemented based
on quantum logic gates. This model leads to digital quantum computers that can perform
quantum computations using a universal quantum logic gate set. Besides this, different
types of technologies have been proposed to build quantum computers depending on the
method used to create or encode the qubits, such as superconducting qubits [34–40].
Spin qubits are encoded in the spin state of a single electron and atomic qubits are
encoded in the quantum state of an atom or ion. In the case of photonic qubits, these
are encoded in the frequency, polarization or spatial mode of a photon. Superconducting
qubits are encoded in the quantum state of a superconducting circuit. This is the type of
technology chosen by IBM and Google. Each type of qubit has its particular advantages
and disadvantages. Superconducting and photonic qubits are relatively simple to operate
and transmit, but they are more susceptible to noise and decoherence. In contrast,
atomic and spin qubits are more stable against noise, but they can be more demanding
to scale [33]. A more extensive review about the different kind of qubits can be found
in [41].

Currently, some of the quantum computers that have already been developed are avail-
able in the cloud, such as the IBM Q quantum computers. Researchers have performed
plenty of experiments and different types of protocols on them, like obtaining a measure-
ment of the topological Uhlmann phase for a topological insulator [42], implementing a
great variety of representative open quantum systems models [43], implementing Shor’s
algorithm to factor the numbers N = 15, 21 and 35 using five, six and seven supercon-
ducting qubits respectively [44] or executing a quantum search algorithm over structured
datasets [45].

Despite all the progress that the field of quantum computing has experimented, there
are still critical challenges regarding the quantum hardware. These challenges are [33]:

� Noise: as we have already mentioned, the current quantum computers are consid-
ered to be in the NISQ era, so they have to deal with noise. Coherence between
quantum states tends to disappear due to their interaction with the environment.
Quantum states must be perfectly isolated from their outside environment in order
to preserve quantum information. However, we need to interact with the states
if we want to manipulate or measure them. These operations break the isolation
of a quantum system and generate decoherence. This leads to errors which make
computations random and incorrect. In order to prevent these errors caused by
decoherence, quantum error correction algorithms are needed. Different types of
error correction codes have been developed [46], such as surface codes [47] and
color codes [48]. Another open problem about noise is correcting decoherence be-
tween entangled states. It has been shown that physical purification of quantum
states [49] can be used to effectively correct multi-qubit states. However, this
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process can only be applied to well-understood states like the Bell states.

� Hardware size: a quantum processor could have a size similar to a coin. However,
the cryostat hardware required to provide a suitable environment for this processor
is larger than a person [32]. There are multiple components to preserve quantum
states, a vacuum chamber is needed, so a device to pump out the air is also required.
Portals to the chamber are also needed to allow light sources like lasers. In order
to retain the chamber in a cryogenic environment, specific materials are required
to reduce the temperature, like liquid helium. Plenty of equipment is also required
to control the qubits. Regarding their size, the situation of current quantum
computers is similar to the early stages of classical computers that occupied a
room [50, 51]. The cost for a single qubit in this age is around 10000$ by most
estimates [52]. This cost should be greatly reduced in order to commercialize
quantum computers, as the number of qubits still needs to be increased significantly
compared to current quantum computers. For the development of a quantum
Internet, lowering these costs and scaling up the connectivity is also a task of great
importance [53].

� Design complexity: duplicating arbitrary qubits is impossible due to the non-
cloning theorem. This fact produces inconveniences in algorithm designs and im-
plementations because recovering lost data is difficult since there is no copy of it.
We can recreate a state if we know its amplitudes, as the non-cloning theorem
only forbids cloning arbitrary unknown states. However, no information can be
obtained about an unknown state without measuring it and this measurement de-
stroys its amplitude distribution. Even if it is measured, only one possible outcome
is known. There are no redundant states that allow us to repeat measurements in
order to recreate the amplitude distribution. Thus, traditional methods like cre-
ating redundancy and retransmission cannot simply be applied to improve system
robustness and design algorithms [53]. This increases the complexity of design-
ing quantum software and hardware. In addition, quantum programming differs
significantly from classical programming due to the different computational mod-
els. Companies such as IBM, Google and Microsoft have developed programming
toolkits, such as Qiskit [54] and Cirq [55]. Quantum programming is usually per-
formed on a classical simulator. Once a program is completed, it is then uploaded
to a real quantum computer. Then, the program is run a large number of times.
The results show the distribution that the program generates. Still, different hard-
ware can produce different distributions due to decoherence and noise. Despite all
the difficulties, quantum programming and debugging software are being diligently
investigated and developed [56].

Now that we have provided a brief introduction to quantum computation, we can
move on to quantum communication, which is another active area of research that has
gained much interest in recent decades.
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1.2 Quantum communication

Quantum communication can be defined as the transfer of quantum information from
one place to another [57]. Qubits are used for data transmission instead of classical bits.
Quantum communication primarily focuses on applications such as quantum cryptogra-
phy, quantum teleportation, quantum networks, and other related areas [58–63].

Quantum cryptography is one of the main branches of quantum communications.
It is based on transforming plaintext data into encrypted data in order to preserve
its security, taking advantage of the properties of quantum mechanics. Due to Shor’s
algorithm [6], the security of classical cryptographic protocols like RSA has been called
into question. Since these classical protocols will become vulnerable to quantum attacks
in the future, quantum cryptography has gained a lot of attention as a protection to
these threats. The main advantage that quantum cryptography offers compared to the
classical protocols is the promise of unconditional security, so that data is protected
based on the fundamental laws of quantum mechanics. Thus, no attacker can break the
protocol, independently of the resources used. Different security proofs of these protocols
have been demonstrated [64,65].

One of the most researched branches of quantum cryptography is quantum key dis-
tribution (QKD). This set of protocols allows two parties to generate a shared random
secret key that is known only by them. This key can then be used to encrypt and de-
crypt messages. The first QKD protocol was proposed by Charles H. Bennett and Gilles
Brassard in 1984 [66]. This protocol became the well known Bennett-Brassard 1984
(BB84) protocol. The original proposal did not originally receive that much attention
but this changed five years later, when the protocol was implemented in practice [67].
Even though this was a crude proof of concept lab implementation over a distance of
just 32.5 cm, it greatly increased the interest in the field. Both Bennett and Brassard
also worked in other relevant problems regarding QKD, like their work on secret key
post-processing. In particular, they studied the set of classical procedures required to
transform the raw measurements obtained from the quantum signals into a functional
secret key using information reconciliation and privacy amplification [68,69].

Soon after, different experiments were performed that kept improving the field solidly.
The distance improved from a just a handful of kilometres to a few hundreds out of the
lab in field installations that used optical fiber [70]. The feasibility of the technology
was demonstrated in networks using the DARPA network located in Boston [71]. In
2008, a breakthrough network was designed and implemented in Vienna by the European
project SEcure COmmunication based on Quantum Cryptography (SECOQC) [72]. This
project combined many different types of QKD links. A similar secure communication
network with QKD in the metropolitan area of Tokyo was reported in 2010 [73]. Six
different QKD systems were integrated into the network. They also demonstrated the
world-first secure TV conference over a distance of 45 km using QKD links. In 2015,
a QKD system capable of distributing provably secure cryptographic keys over 307 km
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of optical fibre was presented [74]. In 2018, a QKD network was deployed in Madrid in
collaboration with the telecommunications operator Telefónica. This network is managed
through a Software Defined Networking (SDN) structure that integrates quantum and
classical channels [75,76]. A variant of QKD known as twin-field QKD, which can achieve
a longer secure distance than traditional QKD protocols has also been implemented
experimentally. In 2022, a twin-field QKD was implemented over a secure distance of
833.8 km [77]. Then in 2023, another experimental twin-field QKD implementation
managed to improve its distance to 1002 km [78]. The utilization of drones to improve
free-space QKD infrastructures has been proposed [79]. Another variant of QKD known
as continuous variable QKD (CV-QKD), which is based on encoding information in
optical coherent states that can be transmitted by fiber using devices that are commonly
employed in the current telecommunications industry [80], has been studied in depth
too. Its main virtues are cost-effectiveness and ease of implementation. An issue that
arises in CV-QKD is achieving accurate frequency synchronization, a problem commonly
known as frequency locking. To address this issue, a pilot-tone-assisted frequency-locking
algorithm was proposed to ensure phase and frequency coherence in CV-QKD systems
[81]. This algorithm was validated using both simulations and experiments. Besides this,
CV-QKD systems are extremely sensitive to optical and electronic impairments, since
these can notably decrease the secret key rate. To address this issue, a CV-QKD system
was modelled in order to simulate the adverse effects of individual impairments on the
secret key [82]. These model and simulations serve as a tool for the initial calibration of
a CV-QKD system, preventing the decrease of the secret key rate caused by commonly
known experimental impairments. Recently this year, researchers from China and South
Africa developed a quantum microsatellite capable of performing space-to-ground QKD
making use of portable ground stations [83]. Using this set-up, they achieved the sharing
of up to 1.07 million bits of secure keys during a single satellite pass. Furthermore, a
secret key was created that enabled one-time pad encryption of images between China
and South Africa at locations separated by over 12900 km on Earth.

Due to the rapid progress that the field has experimented, some commercial successes
have been developed. Currently, there are several vendors of QKD equipment such as
ID Quantique, Quintessence or Qaskey [70]. Besides this, many major companies and
laboratories around the world have displayed equipment or are actively developing the
technology, like Toshiba, Huawei, NEC, etc.

Besides the original BB84 protocol, more protocols have been developed. In 1991, a
QKD protocol based on entanglement was published by Arthur Ekert, which is known
as E91 [84]. These two protocols are the most famous, but other derivatives have been
created since their invention, such as B92 [85], BBM92 [86], SARG04 [87], measurement-
device-independent QKD (MDI-QKD) [88], twin-field QKD (TF-QKD) [89], etc.

We now proceed to summarize the key features of the current quantum cryptography
applications [33]. As we briefly mentioned earlier, the main advantage they offer is in
regards to security, as they are based on the laws of quantum mechanics and not on
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the particular complexity of solving a certain mathematical problem like the classical
protocols. Also, quantum mechanics cause the transmission of the quantum state to
be sensitive. This means that attempting to tamper with the transmitted state will be
noticed. In the case of QKD, it assures the detection of an eavesdropper. On the other
hand, the current limitations of quantum networks negatively impact the development
of quantum cryptography. In the case of QKD, the typical key generation rate of QKD
networks is still inefficient compared to classical methods. Even though it is being
improved steadily [90], the typical key generation rate of QKD networks is at the scale
of Mbit/s whereas classical optical communications usually provide about 100 Gbit/s per
wavelength channel [91]. Moreover the key efficiency, which describes how many of the
original bit strings are preserved after the key generation, is worsened by decoherence
since noises are introduced during quantum state transmission. Finally, as we have
mentioned, since QKD is relatively simple to implement and is mature enough for real
applications, QKD services have been commercialized successfully by different companies
and research institutes.

In spite of all the progress that the field of quantum cryptography has experimented,
as demonstrated by the commercialization of QKD services, there still are challenges to
overcome in the future. These are [33]:

� Key rate: the key rate of QKD depends on the performance of the particular hard-
ware used. Optical fibres generate less noise compared to transmissions performed
in free space, like those achieved using satellites. On the other hand, transmis-
sion in free space can produce better photon quality than optical fibres. These
parameters are really important, since if the communication between two parties
in a QKD protocol is not stable and correct measurements are not guaranteed,
the parties would wrongly believe that there is an intruder and would abandon a
secure channel.

� Denial of service: If the parties in a QKD protocol presume that the communication
channel is insecure, they would stop using it and switch to a different available
quantum channel, assuming it exits. This means that denial-of-service attacks are
possible in QKD. Attacks based on this strategy and strategies to defend against
it have been proposed [92].

� Key efficiency: the key efficiency represents the proportion of the original bit
strings that are preserved after key generation. It can be calculated dividing the
length of the secret key by the length of the original bit string and it is related to
the amount of time required to generate a key of fixed length. The length of the
secret key should be long enough in order to prevent search attacks that rely on
brute force. If the key efficiency is low, this indicates that the original bit string
is long and that key generation requires a long time. QKD protocols typically
have low key efficiency. As an example in the BB84 protocol [66], the sender and
the receiver measure the same set of quantum states and retain those that have
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the same measurement results, which are then mapped to the secret key. Since
they choose between two measurement bases, they have about a 50% probability of
selecting the same basis and then obtaining the same measurement results. Thus,
about 50% of the quantum states are used to indicate the secret key, which is low
compared to classical approaches.

Even though QKD is the most famous application of quantum cryptography, there
exist many others, such as randomness generation, delegated quantum computation, se-
cure two- and multi-party computation and quantum money [93]. Besides this, classical
cryptographical alternatives known as post-quantum cryptography have been developed.
These protocols are believed to be resistant to quantum attacks, taking advantage of
computational problems that are considered too hard to solve even using a quantum
computer [94]. They seem to be a great alternative to solve the security problem classi-
cally. For example, lattice-based cryptography [95,96] is one of the possible alternatives
to current classical cryptographic protocols based on factorization. It constructs its
cryptographic primitives using lattices and it is assumed to be immune to both clas-
sical and quantum attacks [94]. Other proposals for post quantum cryptography are
code-based [97], hash-based [98] and based on multivariate signatures [99]. Still, post-
quantum cryptography is only immune to known quantum attacks, so new quantum
algorithms developed in the future could pose problems to them.

To conclude this chapter, we want to mention two applications useful for delegated
quantum computation that serve as a nexus between quantum computation and quan-
tum communication: blind quantum computation (BQC) and quantum homomorphic
encryption (QHE). Delegated quantum computation refers to the scenario in which a
client with limited quantum resources delegates a task to a more powerful quantum
server. BQC allows a client to delegate a quantum computing task to a remote server
making use of interactive protocols, where the input, computation and final result are
only known by the client [100]. QHE is a cryptographic technology that allows a remote
server to perform quantum operations on encrypted quantum data so that the underly-
ing plaintext data remains hidden from the server. The main difference between BQC
and QHE is the fact that in BQC the server does not know the quantum operations
performed, whereas in QHE the server is aware of these quantum operations [101]. QHE
is the main focus of this thesis and will be introduced in great detail in the next chapter.

Finally, we want to mention a recent breakthrough in distributed quantum computing.
Using a photonic network interface, two separate quantum processors were linked to
form a single fully connected quantum computer [102]. This enables computations to
be distributed across the network. This scalable architecture is based on modules, each
containing only a small number of trapped-ion qubits that are linked together using
optical fibers. The transmission of data between them is done using photons. This
allows qubits in separate modules to be entangled. The significance of this study is that
it constitutes the first demonstration of quantum teleportation of logical gates. This
process is known as gate teleportation and it is the basis of the QHE schemes used in
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this thesis. Thus this experimental demonstration represents an important step towards
developing efficient QHE schemes.

The remaining chapters of the thesis are organized as follows. In chapter 2 we present
a brief introduction to QHE and describe a QHE scheme in great detail. In chapter 3 we
review the Bernstein-Vazirani algorithm in its standard and recursive versions. Then we
analyse the homomorphic implementation of its recursive version in chapter 4. In chap-
ter 5 we review Grover’s algorithm and then analyse its homomorphic implementation
in chapter 6. Finally, we review Szegedy walks algorithms in their quantum and semi-
classical versions in chapter 7 and study their homomorphic implementations in chapter
8.
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2.1 Background

In the current internet age, plenty of users take advantage of the services offered by
the cloud, uploading enormous quantities of private data for many different services
like storage. Thus, preserving the security of any computation performed on the cloud
is a task of great significance. Similarly to how modern cryptography is applied to
preserve the security of communications, computations performed on the cloud should
be protected utilizing cryptographic technology that preserves the data’s security. In
order to accomplish this, a promising technology that has been developed in recent
years is homomorphic encryption. It allows a client to encrypt data and then send it to
a server that performs operations on this encrypted data. Once the computations are
completed, the server returns the data back to the client so it can be decrypted. Thus,
the client receives the evaluated data while the server never obtains any information
about the actual data in which it operated on. A graphical representation of a simple
homomorphic encryption scenario is shown in figure 2.1.

The notion of fully homomorphic encryption, which was originally called privacy ho-
momorphism, was already introduced in 1978 [103]. Classical homomorphic encryp-
tion can be classified into three types regarding the number of allowed operations on
encrypted data: Partially Homomorphic Encryption (PHE), Somewhat Homomorphic
Encryption (SWHE) and Fully Homomorphic Encryption (FHE). PHE admits just one
type of operation to be performed an unlimited number of times, SWHE admits some
types of operations that can be performed a limited number of times and FHE admits
an unlimited number of operations for an unlimited number of times [104]. Some exam-
ples of PHE and SWHE schemes include the RSA cryptosystem by Rivest, Shamir and
Adleman (1978) [105], ElGamal (1985) [106], Paillier [107] (1999) and Boneh, Goh and
Nissim [108] (2005). The last scheme in particular was the first capable of performing
two operations: an arbitrary number of additions and only one multiplication, then an
arbitrary number of additions again [109].

The first classical FHE scheme was proposed by Gentry [111] in 2009. It takes ad-
vantage of a technique known as bootstrapping, an intermediate process that allows to
refresh a ciphertext with large error to a new one with smaller error. This way, more
computations can be performed. Besides this, Gentry provided a method for construct-
ing a FHE scheme from a SWHE one. Since then, more classical schemes have been
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Figure 2.1: Homomorphic encryption scenario performed between a client and a server.
Image obtained from [110].

proposed and perfected, such as BGV [112], FV [113], CKKS [114] and TFHE [115]. A
extensive review about classical homomorphic encryption can be found in [109]. These
schemes are computationally secure, which means that their security is based on the dif-
ficulty of solving complex mathematical problems, like ideal lattices [111] or the learning
with errors problem (LWE) [112].

Regarding quantum computing and as we described in chapter 1, different companies
have produced quantum computers that are available in the cloud, such as the IBM Q
quantum computers. It is expected that most quantum computers will be accessible
through the cloud in the near future. In order to preserve their security, different quan-
tum homomorphic encryption schemes have been proposed. QHE allows a remote server
to apply a quantum circuit, denoted by QC, on the encrypted quantum data Enc(ρ)
that a client has provided. Once the circuit is completed, the client decrypts the server’s
output and obtains the result of this quantum circuit, QC(ρ). Contrary to the classical
protocols, the security of QHE schemes can be based on the fundamental properties of
quantum mechanics instead of the difficulty of solving complex mathematical problems.

QHE schemes can be classified as either interactive or non-interactive. If the client
and server communicate during the execution of the circuit, the scheme is said to be
interactive. If interactions are allowed the efficiency of the scheme decreases, since the
server must wait until the client finishes some operations before it can resume the execu-
tion of the quantum circuit. For this reason interactive schemes are simpler to construct
than non-interactive ones. As an example of these types of interactive protocols, a QHE
scheme where the number of interactions between client and server is the same as the
number of T -gates contained in the evaluated circuit was proposed in 2015 [116].

Nevertheless, we are more interested in studying non-interactive schemes. We provide
some informal definitions about different properties of QHE schemes below. These will
be expanded more rigorously in section 2.2.1. If a QHE scheme is F-homomorphic then it
can evaluate any quantum circuit homomorphically. A QHE scheme is said to be compact
if the complexity of its decryption procedure does not depend on the evaluated circuit.
Furthermore, for a scheme to be considered a quantum fully homomorphic encryption
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(QFHE) scheme, it must be F-homomorphic and compact. A scheme is perfectly secure
if its security does not rely on the difficulty of solving complex mathematical problems,
so the ciphertext does not convey any information about the contents of the plaintext.

The first proposals of QHE schemes appeared in 2012. A limited symmetric-key QHE
scheme using the Boson sampling and multi-walker quantum walks was proposed by
Rhode [117]. Since this scheme is not F-homomorphic, it only allows the homomorphic
evaluation of certain kinds of circuits. It was later implemented experimentally [118].
Liang [119] defined QFHE and proposed a weak scheme that allows local quantum com-
putations to be performed on encrypted quantum data. However, since its evaluation
algorithm depends on the secret key that the client possesses, it has a very limited appli-
cation. A QHE scheme that allows a large class of quantum computations on encrypted
data was proposed by Tan [120]. Yet, since it can only hide a constant fraction of the
encrypted information, the scheme can not provide security in a cryptographic sense.

Questions about theoretical limits of QHE schemes have also been explored. A no-go
result has been proven which states that any QFHE with perfect security must produce
exponential storage overhead [121]. For this reason, constructing an efficient QFHE
scheme with perfect security is impossible. An enhanced no-go result which states that
constructing a QFHE scheme that is both information theoretically secure (ITS) and
non-interactive is impossible was proved later [122]. Therefore, the best security a non-
interactive QFHE scheme can achieve is computational security. Besides this no-go
result, a compact, non-interactive ITS QHE scheme was constructed [122]. It is not
F-homomorphic due to their no-go result. This kind of scheme that is compact but
not F-homomorphic is called a quantum somewhat homomorphic encryption (QSHE)
scheme.

Due to the no-go results mentioned no QHE scheme can have non-interaction, com-
pactness, F-homomorphism and perfect security simultaneously. Taking this into ac-
count, different schemes have been proposed with less strict conditions. For example,
perfect security can be achieved if the QHE scheme is interactive, like in the one pro-
posed by Liang [116]. Another approach is downgrading the security level from perfect
security to computational security, like Broadbent and Jeffery [123], Dulek et al. [124]
and Mahadev [125] did.

Two non-interactive quantum homomorphic schemes were proposed by Broadbent and
Jeffery, combining quantum one-time pad (QOTP) and classical FHE. Their security and
efficiency are limited by classical homomorphic encryption schemes. The first scheme
they constructed was called EPR (named after Einstein, Podolski and Rosen [126]).
Its properties are computational security, F-homomorphism, non-interaction and quasi-
compactness. A scheme is quasi-compact if the complexity of its decryption procedure
scales sublinearly in the size of the evaluated circuit [123]. EPR is M2-quasi-compact,
where M is the number of T/T † gates contained in the evaluated circuit. This means
that the complexity of its decryption procedure scales with the square of the number of
T/T † gates contained in the evaluated circuit. The scheme proposed by Dulek [124] is
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non-interactive too and relies on the implementation of an ancillary gadget which is based
on classical FHE. For this reason, the scheme’s security is also limited to computational
security. Mahadev managed to construct a QFHE scheme based on the LWE problem
[125], so it is built on classical FHE schemes and has computational security too.

Liang [127] constructed two non-interactive, perfectly secure and F-homomorphic
QHE schemes that are quasi-compact instead of compact. Both Broadbent’s and Liang’s
schemes make use of quantum measurements and Bell states. Moreover, one of Liang’s
schemes called VGT, is M -quasi-compact, so it is superior in that regard compared to
EPR. Since these schemes are quasi-compact, they do not contradict the no go-result
that was previously presented.

Although they are quasi-compact, the main feature of Liang’s schemes [127] is that
they allow the efficient homomorphic evaluation of any quantum circuit with low T/T †-
gate complexity with perfect data security. Due to this, they are suitable for circuits
with a polynomial number of T/T † gates. On the other hand, the decryption procedure
would be inefficient for quantum circuits that contain an exponential number of T/T †

gates. These schemes have been used to implement a ciphertext retrieval scheme based
on the Grover algorithm [128]. Also, a quantum ciphertext dimension reduction scheme
for homomorphic encrypted data based on these schemes was constructed [129].

More QHE schemes and applications have been developed in recent years. The re-
search of the homomorphic evaluation of non-Clifford gates has been focused on the T/T †

gates, so to improve this more non-Clifford gates have been studied. The homomorphic
evaluations of the Clifford gates

√
X (the square root of the X gate, called V in [130]),√

X
†
, and controlled-Z gate have been given along the homomorphic evaluations of

the following non-Clifford gates: controlled-
√
X gate, controlled-

√
X

†
gate and Toffoli

gate [130]. Besides this, three QHE schemes for the single-qubit gates, the double-qubit
gates, and the triple-qubit gate were respectively proposed [130]. A dynamic QFHE
scheme based on universal quantum circuits was proposed to handle the volatility prob-
lem of the server [131], which refers to how a protocol should be aborted if a dynamic
server wants to leave or join the protocol. To handle the situation in which many users
want to begin computations at the same time or users do not want to trust just only one
evaluator and prefer that a few evaluators collaborate to perform computations, a QHE
scheme with a flexible number of evaluators based on (k, n)-threshold quantum state
sharing was proposed [132]. In this scheme, the client can choose d(k ≤ d ≤ n) evalu-
ators in order to share encrypted states with them and cooperate to finish the desired
operations. However, it can only perform some single-qubit unitary operations when
k ≥ 2. Also, the required quantum abilities of each evaluator can be a bit demanding.
This scheme was later improved [133]. The improved version managed to extend the
quantum operations that the evaluators can perform to include all the single-qubit uni-
tary operations even when k ≥ 2 and also managed to reduce the ability of at least d−1
evaluators at the expense of some flexibility. In order to solve the problem regarding the
security of the quantum channel during the transmission process, in which the quantum
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states may be attacked by eavesdroppers, a measurement- device-independent quantum
homomorphic encryption (MDI-QHE) scheme has been proposed [134]. A two-round
QHE scheme based on matrix decomposition and the circuit synthesis method was pro-
posed [135]. In particular, matrix decomposition is used to construct the key updating
function and obtain the corresponding decryption matrix. Then, the decryption matrix
is decomposed into a quantum circuit making use of the circuit synthesis method. Based
on the scheme in [128], an improved secure quantum homomorphic encryption cipher-
text retrieval scheme was proposed [136]. In this new scheme, a trusted third party is
introduced in order to cooperate with the server to execute the Grover algorithm. The
trusted third party marks the solution on the plaintext state in each Grover iteration,
then encrypts this marked state and sends it to the server. Next, the server performs
the remaining operations of this Grover iteration on the encrypted state and returns
the state to the trusted third party, who decrypts it and starts the whole process with
the server once more until the whole algorithm is completed. At this point, the trusted
third party encrypts the searched state and finally sends it to the client so they can
decrypt and measure it to obtain the solution of the search problem. An efficient, error-
correctable QHE scheme based on Calderbank–Shor–Steane codes has been recently
developed [137]. This scheme takes advantage of the inherent properties of quantum
error correction codes to perform encryption and error correction simultaneously. This
eliminates the need for separate encoding steps, thus decreasing resource consumption.
Lastly, we want to mention that a proof of concept implementation of a QHE scheme
on a silicon photonic chip was experimentally demonstrated [138].

Liang’s schemes are the basis of this thesis. We have applied them to the Bernstein-
Vazirani algorithm, the Grover algorithm and Szegedy quantum and semiclassical walks
algorithms. We proceed to review these schemes in this chapter.

2.2 Quantum Homomorphic Encryption scheme

2.2.1 Definitions

In this section, we review the rigorous definitions [123, 127] of some core concepts of
QHE, such as compactness and homomorphism.

Definition 1 (Symmetric-key quantum homomorphic encryption) A symmetric-
key QHE scheme QHE contains the following four algorithms

QHE=(QHE.KeyGen,QHE.Enc,QHE.Eval,QHE.Dec).

1.Key Generation. (sk, ρevk) ← QHE.KeyGen(1n), where sk is the secret key, ρevk is
quantum evaluation key in D(Hevk). The evaluation key is optional in symmetric
QHE scheme.
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2.Encryption. QHE.Encsk : D(HM )→ D(HC), where D(HM ) and D(HC) are the set of
density operators in plaintext space and ciphertext space, respectively.

3.Evaluation. QHE.EvalQC : D(Hevk ⊗HC)→ D(HC′ ⊗Haux), where HC′ is the result
space of quantum computation on the space HC . For any quantum circuit QC
(called evaluated circuit), with induced channel ΦQC : D(HM ) → D(HM ′), we
define a channel EvalQC that maps D(HC) to D(HC′) with an additional auxiliary
quantum state in space Haux. The evaluation key in D(Hevk) is used up in the
process.

4.Decryption. QHE.Decsk : D(HC′ ⊗Haux)→ D(HM ′). For any possible secret key sk,
Decsk is a quantum channel that maps ciphertext state together with auxiliary state
to a plaintext state in D(HM ′).

Definition 2 (Compactness) QHE scheme QHE is compact if the algorithm QHE.Dec

is independent of the evaluated circuit QC.

Definition 3 (Homomorphism) Let L = {Lκ}κ∈N be a class of quantum circuits. A
quantum encryption scheme QHE is homomorphic for the class L if for any sequence of
circuits {Cκ ∈ Lκ}κ∈N and input ρ ∈ D(HM ), there exists a negligible function negl such
that:

∆
(
QHE.Decsk

(
QHE.EvalCκ (ρevk, QHE.Encsk(ρ))

)
,ΦCκ(ρ)

)
≤ negl(κ),

where (sk, ρevk) ← QHE.KeyGen(1κ) and ΦCκ is the channel induced by quantum circuit
Cκ.

Given two quantum states ρ and σ, their trace distance used in definition 3 is defined
as ∆(ρ, σ) = Tr(|ρ− σ|), where |A| is given by

√
A†A.

Definition 4 (Quantum fully homomorphic encryption) A QHE scheme is a quan-
tum fully homomorphic encryption scheme if

1. it is compact and

2. it is F-homomorphic (or homomorphic for F), where F is the set of all quantum
circuits over the universal quantum gate set {X,Z,H, S,CNOT, T, T †}.

Naturally, any universal quantum gate set can be used in the previous definition instead
of the set {X,Z,H, S,CNOT, T, T †}.

Definition 5 (Quasi-compactness) Let L = {Lκ}κ∈N be the set of all quantum cir-
cuits over the universal quantum gate set {X,Z,H, S,CNOT, T, T †}. Let f : L → R≥0
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be some function on the circuits in L. A QHE scheme is f -quasi-compact if there ex-
ists a polynomial p such that for any sequence of circuits {Cκ ∈ Lκ}κ∈N with induced
channels ΦCκ : D(HM )→ D(H(M

′)), the circuit complexity of decrypting the output of

QHE.EvalCκ is at most f(Cκ)p(κ).

Definition 6 (perfect security) QHE scheme QHE is perfectly secure if there exists a
quantum state ΩA′

such that for all states ρAE we have that:

∥ QHE.Enc(ρAE)− ΩA′ ⊗ ρE ∥= 0,

where QHE.Enc is an encryption algorithm performed on the part A of quantum state
ρAE. Denote QHE.Enc(ρAE) as a quantum ensemble over the probability distribution of
the secret key and all the randomness in the quantum algorithm.

2.2.2 Preliminaries

In the circuit model of quantum computation, quantum gates are the basic operations
that compose any circuit that can be implemented [139, 140]. The usual Clifford gates,
which are {X,Z,H, S,CNOT}, are used in the protocol. Gates X and Z are the single-
qubit Pauli gates. The Hadamard gate is H = X+Z√

2
. The matrix representation of these

gates is given by:

X =

(
0 1
1 0

)
Z =

(
1 0
0 −1

)
H =

1√
2

(
1 1
1 −1

)
. (2.1)

The matrices for the phase gate S and the CNOT gate are:

S =
√
Z =

(
1 0
0 i

)
CNOT =


1 0 0 0
0 1 0 0
0 0 0 1
0 0 1 0

 . (2.2)

The CNOT gate transforms a target qubit, t, according to the state of a control qubit
c as:

CNOT |c⟩|t⟩ = |c⟩|t⊕ c⟩,∀c, t ∈ {0, 1}. (2.3)

In order to perform universal quantum computation, a non-Clifford gate must be used
along the Clifford gates. In this case, such gate is the T gate. Its conjugate is simply
T †. Their matrix representation is:

T =

(
1 0

0 ei
π
4

)
T † =

(
1 0

0 e−iπ
4

)
. (2.4)

Then the complete set of gates used in Liang’s schemes is G = {X,Z,H, S,CNOT, T, T †}.
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Regarding the homomorphic evaluation of a quantum circuit, the main issue is evalu-
ating the T and T † gates because these gates generate a S-error:

TXaZb |ϕ⟩ = (S†)aXaZa⊕bT |ϕ⟩ . (2.5)

Thus, this error has to be corrected as efficiently as possible. In case of Liang’s schemes,
this error is corrected by making use of a generalization of quantum teleportation known
as gate teleportation. This procedure is primarily used in measurement-based quantum
computing [141,142].

2.2.3 Gate teleportation

An EPR state is an entangled quantum state given by |Φ00⟩ = 1√
2
(|00⟩ + |11⟩). The

state |Φ00⟩ can be constructed by applying a H gate followed by a CNOT gate, both
acting on the state |00⟩. From this entangled state, the well known four Bell states can
be expressed in a compact expression:

|Φab⟩ = (ZbXa ⊗ I) |Φ00⟩ ,∀a, b ∈ 0, 1. (2.6)

Quantum teleportation [143] is a technique that allows the transferring of quantum
states between a sender and a receiver, taking advantage of entanglement and a classical
communication channel. In this procedure, Alice wants to send Bob a qubit in the
state |ψ⟩. To accomplish this, they first share an entangled pair of qubits in the state
|Φ00⟩. Thus, both have a qubit from the EPR pair. Then, Alice performs a quantum
measurement in the Bell basis using the two qubits she possesses, the qubit in the
state |ψ⟩ and one qubit of the pair |Φ00⟩. Due to entanglement, Bob can now recover
the original state |ψ⟩ applying the correct sequence of quantum gates to the qubit in
his possession. These gates are a combination of X and Z gates, which Bob applies
depending on the measurement results that Alice obtained.

For any single-qubit gate U , the “U -rotated Bell basis” can be defined as [142]: Φ(U) =
{|Φ(U)ab⟩ , a, b ∈ {0, 1}}, where |Φ(U)ab⟩ = (U † ⊗ I) |Φab⟩ = (U †ZbXa ⊗ I) |Φ00⟩.

In case of a single qubit, we have the following expression for quantum teleportation:

|α⟩ ⊗ |Φ00⟩ =
∑

a,b∈{0,1}

|Φab⟩ ⊗XaZb |α⟩ . (2.7)

It can easily be extended for the “U -rotated Bell basis”:

|α⟩ ⊗ |Φ00⟩ =
∑

a,b∈{0,1}

|Φ(U)ab⟩ ⊗XaZbU |α⟩ . (2.8)

where U is any single-qubit gate. Thus equation (2.8) describes gate teleportation.
Similarly to the usual quantum teleportation protocol, Alice and Bob start by sharing
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an entangled EPR pair in the state |Φ00⟩. Then Alice prepares a qubit in the state |α⟩
and performs a “U -rotated Bell measurement”. This is simply a quantum measurement
in which the U -rotated Bell basis is selected as the measurement basis. Alice measures
the two qubits she possesses, one in the state |α⟩ and one of the EPR pair in the state
|Φ00⟩. From this measurement Alice obtains the results a and b. After the measurement
is completed, Bob’s qubit transforms into the state XaZbU |α⟩. Next, Alice tells Bob
the results of her measurement, so Bob can apply the correct X and Z gates to finally
obtain U |α⟩. The gate teleportation procedure is shown in figure 2.2.

Figure 2.2: Quantum circuit for gate teleportation. The box represents the quantum
measurement Alice performs on the qubit |α⟩ and one qubit of the pair |Φ00⟩.
The measurement basis selected is the U -rotated Bell basis Φ(U). Depending
on the measurement results that Alice obtained, a and b, Bob applies Xa

and Zb in order to obtain U |α⟩.

Gate teleportation is clearly an extension of quantum teleportation, since if U were
the identity then the U -rotated Bell basis Φ(U) would reduce to the standard Bell basis,
and therefore gate teleportation would implement the standard quantum teleportation
procedure. The basis of Liang’s QHE schemes is this gate teleportation protocol, because
it corrects the error that results from the homomorphic evaluation of a T gate.

2.2.4 Encryption, evaluation and decryption

Suppose that there is a quantum circuit composed of gates from the set G = {X,Z,H,
S,CNOT, T, T †} that acts on n qubits. In total, there are l gates in the circuit. The
quantum gates in the circuit are numbered starting from left to right. This way the
first quantum gate is denoted by G[1], the second by G[2] and so on until the last gate,
denoted by G[l]. The jth quantum gate is denoted by G[j]. The qubit it acts on is
denoted by the subscript w. As an example the gate G[j] = Xw represents a Pauli X-
gate acting on the wth qubit of the circuit. The CNOT gate acting on the wth control
qubit and the w′th target qubit is denoted by CNOTw,w′ . Among the total number of
gates l, the total number of T and T † gates are denoted by M . Each T and T † gate has
its own number, ji (i ≤ ji ≤ l, 1 ≤ i ≤M) in the sequence of gates {G[j], j = 1, 2, .., l}.
Then G[ji] = T/T † where ji < ji+1. If G[ji] (1 ≤ i ≤ M) is applied on the with qubit
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(1 ≤ wi ≤ n) then we can write G[ji] = Twi/T
†
wi .

Liang proposed two schemes, one called GT and the other VGT. The first step in these
schemes is encrypting the data that will be sent to the server. This is accomplished by
applying a symmetric-key encryption scheme, known as quantum one time pad (QOTP),
to the data. It is based on applying a combination of Xa and Zb gates to each qubit.
The bits a and b are randomly selected from {0, 1} and constitute the secret key of the
client sk. If the plaintext data contains n qubits, the secret key sk requires 2n bits:
sk = (a0, b0), a0, b0 ∈ {0, 1}n. The wth plaintext qubit is encrypted using the secret bits
(a0(w), b0(w)) such that: |α⟩w → Xa0(w)Zb0(w) |α⟩w = |ρ0⟩w where |ρ0⟩w represents the
encrypted state of the wth qubit.

QOTP was proposed by Boykin and Roychowdhury [144]. They proved that if the
bits a and b are randomly selected from {0, 1} and used only once, QOTP has perfect
security. The reason for this is that if QOTP is applied to any arbitrary quantum state
σ, the totally mixed state I2n

2n is obtained:

1

22n

∑
a,b∈{0,1}n

[
n⊗

i=1

X
a(i)
i Z

b(i)
i

]
ρ

[
n⊗

i=1

X
a(i)
i Z

b(i)
i

]†

=
I2n

2n
. (2.9)

Next, the encrypted data will be sent to the server. In order to complete its desig-
nated quantum circuit, the server applies quantum gates from the set G = {X,Z,H, S,
CNOT, T, T †}. As long as the gates performed are Clifford and not T or T †, the homo-
morphic evaluation can be performed straightforwardly. Each time the server performs
one of these gates on a qubit, the key is updated according to the algorithm shown in
figure 2.3. After the jth (1 ≤ j ≤ l − 1) gate is performed, a new key (denoted by
(aj , bj), aj , bj ∈ {0, 1}n) is obtained through key updating. This is the intermediate key.
As an example of this process, the new key that would be obtained after applying a
H-gate is (a1, b1) = (b0, a0) assuming it was the first gate in the circuit so j = 1.

If the gate applied is a T/T †, its homomorphic evaluation is performed using the
gate teleportation procedure explained in section 2.2.3. In this case, the Sa-rotated Bell
measurement is used in order to correct the S-error described previously in Eq. (2.5).
At the beginning of the circuit’s evaluation an EPR source generates M Bell states,
as many as T/T †-gates are in the circuit, denoted by {|Φ00⟩ci,si , i = 1, . . . ,M}, where
qubits ci, i = 1, . . . ,M and qubits si, i = 1, . . . ,M are kept by the client and server
respectively. If the server has to evaluate a T/T †-gate, it first applies this gate to the
desired qubit, then performs a SWAP gate between this encrypted qubit and one of the
entangled qubits that the server possesses, si. The next step is applying a Sa-rotated
Bell measurement on the qubits si and ci. This measurement is performed by the client.
Using the results obtained from this measurement, ra and rb, the encryption key can be
updated. In particular, from TXaZb |α⟩,this whole process returns Xa⊕raZa⊕b⊕rbT |α⟩.
When the evaluated gate is a T †-gate, the key will be updated from T †XaZb |α⟩ to
Xa⊕raZb⊕rbT † |α⟩. This whole process is shown in figure 2.4 for a T gate. It will be
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Figure 2.3: Key updating rules for the homomorphic evaluation of Clifford gates.

Figure 2.4: Homomorphic evaluation of T -gate. |Φ00⟩ represents an EPR pair.

performed M times, as many as the number of T/T †-gates contained in the circuit.

TheseM measurements can be postponed until the server has completed all the quan-
tum operations due to the principle of deferred measurement. Also, the server must gen-
erate the key-updating functions according to the key-updating rules of each gate from
the set G that have already been explained. The key-updating functions are constructed
differently in the schemes GT and VGT. VGT is more optimal than GT, since the latter
is M log(M)-quasi-compact whereas the former is M -quasi-compact. As VGT is the
more optimal scheme, we focus on this one from this point onwards. For the scheme
VGT, the server must generate 2M + 1 key-updating functions, {gi}Mi=1 and {fi}M+1

i=1 .
Once the quantum circuit has been completed, the server sends all the encrypted qubits,
the key-updating functions based on the key-updating rules and all the ancillary si qubits
to the client. Then the client updates its keys according to the key-updating functions
and performs a Sa-rotated Bell measurement on qubits ci and si. Since to perform the
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correct Sa-rotated Bell measurement the updated a key is needed, the client has to alter-
nate between updating the keys and measuring. These measurements must be performed
in the pre-established order, as the updated key depends on the result of the previous
measurement. Once all measurements are completed and all the keys are updated, the
client obtains the final key dk = (afinal, bfinal), afinal, bfinal ∈ {0, 1}n. Finally the client
decrypts the qubits that are in the state |ρfinal⟩, which is the final state that the server
outputs, making use of the final key to obtain the plaintext results in the state |αfinal⟩:
XafinalZbfinal |ρfinal⟩ = |αfinal⟩.

The whole QHE scheme can be described in five steps: Setup, Key Generation,
Encryption, Evaluation, Decryption.

1. Setup: an EPR source generates M Bell states, as many as T/T †-gates are in
the circuit, {|Φ00⟩ci,si , i = 1, . . . ,M}, where qubits ci, i = 1, . . . ,M and qubits
si, i = 1, . . . ,M are kept by the client and the server respectively.

2. Key Generation: Generate random bits a0, b0 ∈ {0, 1}n and output the secret
key sk = (a0, b0).

3. Encryption: for any n qubit data |α⟩, client performs QOTP encryption making
use of the secret key sk = (a0, b0): |α⟩ → Xa0Zb0 |α⟩ = |ρ0⟩.

4. Evaluation: The server applies the quantum gates G[1], G[2],. . . , G[l] in order
on the n encrypted qubits. For each j ∈ {1, . . . , l} there are two possible cases:
if j /∈ {j1, . . . , jM} then G[j] is a Clifford gate and the server applies it. If j =

ji (1,≤ i ≤ M) then the gate G[j] = G[ji] = Twi or T †
wi , the server applies

this gate G[j] on the qubit wi and then the server performs a SWAP gate on
this with qubit and one of the entangled qubits si. Taking j0 = 0 and using
the key-updating rules the server generates the polynomial {gi}Mi=1 for one key
bit aji−1(wi) = gi(aji−1 , bji−1), i = 1, . . . ,M , with aji−1(wi) ∈ {0, 1}. Likewise
according to the key updating rules the server generates the polynomial {fi}Mi=1

for the intermediate key (aji , bji) = fi(aji−1 , bji−1 , ra(i), rb(i)), i = 1, . . . ,M , with
(aji , bji) ∈ {0, 1}2n. The final polynomial that the server generates is fM+1 for
the final key (afinal, bfinal) = fM+1(ajM , bjM ), with (afinal, bfinal) ∈ {0, 1}2n. After
the last gate is applied the server sends all the encrypted qubits, the key-updating
functions and all the ancillary si qubits to the client.

5. Decryption: The client alternates between key updating and performing mea-
surements. For each i = 1, . . . ,M , the client computes gi and obtains the cor-
responding a for the ith Sa-rotated Bell measurement: according to the key
(aji−1 , bji−1) and the key-updating function gi, the client obtains a = gi(aji−1 , bji−1).
If i = 1, the secret key sk = (a0, b0) is (aji−1 , bji−1). Then using this measure-
ment basis, the client performs a Sa-rotated Bell measurement on qubits ci and
si and obtains the measurement results ra(i) and rb(i). Then the client com-
putes the intermediate key (aji , bji) according to the key updating function fi:
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(aji , bji) = fi(aji−1 , bji−1 , ra(i), rb(i)). After the last round, i = M , of this pro-
cess is performed the client obtains the intermediate key (ajM , bjM ). Making use
of this key and the last key-updating function fM+1 the client obtains the final
key: (afinal, bfinal). Finally the client performs QOTP decryption on the encrypted
qubits to obtain the final states: XafinalZbfinal |ρfinal⟩ = |αfinal⟩.

A remark about the setup step in which the client and server share M Bell states is
in order. Actually, it is not necessary for them to pre-share the Bell states. Instead, a
Bell state can be created by the server each time it evaluates a T/T †-gate. Then the
server can generate the M Bell states required and send them back to the client along
with all the encrypted qubits and the key-updating functions.

Therefore, this scheme can evaluate any quantum circuit homomorphically (making
it F-homomorphic) with perfect security. The server can never learn any information
about the plaintext or the evaluation keys at any point of the scheme. The data the server
receives is encrypted using QOTP so it is perfectly secure and the secret key sk used by
the client is hidden perfectly too. There are no interactions between the client and the
server during the evaluation process, so the server can not obtain any information about
the plaintext or the secret key in that step either. Finally it is impossible to obtain
any information once the data is sent back to the client for the decryption process,
since the client performs quantum measurements and key-updating locally and does not
interact with the server. At the last step, the client uses the final key to perform QOTP
decryption which is perfectly secure, concluding the whole scheme.

Now that the whole scheme has been described, the reason why it is quasi-compact
becomes clear. Unlike Clifford gates, the number of T/T †-gates contained in the eval-
uated circuit make the complexity of the decryption process grow due to the quantum
measurements the client has to perform in succession. Thus, the efficiency of the scheme
depends on the number of T/T †-gates. For this reason, the scheme we have described is
only suitable for circuits with a polynomial number of T/T †-gates.

In the following chapters, we will apply this QHE scheme to different quantum algo-
rithms and study their T/T †-gate complexity in order to analyse the efficiency of their
QHE implementations.
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3.1 Background

The algorithms proposed by Deutsch [2] and Deutsch-Jozsa [145] provided the first clues
about the possible benefits of using quantum computers. After the introduction of these
algorithms, Bernstein and Vazirani introduced a problem in which the query complexity
of the quantum solution was better than what any classical computer could achieve.
The Bernstein-Vazirani (BV) [4] algorithm is the first quantum algorithm that revealed
the advantages that a quantum computer could have compared to a classical one. The
nonrecursive version of the problem managed to improve the query complexity from
O(n), which was the best a classical computer could accomplish, to O(1) for the case of
the quantum computer. This improvement constitutes a polynomial speed-up. Due to
its significance, this algorithm has been thoroughly studied. The algorithm was tested
experimentally using an optical implementation of the circuit [146]. A probabilistic
version of the BV problem and a quantum algorithm that solves it have been proposed
that involves finding a certain number of secret keys from a set of multiple secret keys
[147].

It has also been used as the basis of many different applications. One application is a
quantum algorithm that finds the linear structures of a Boolean function [148]. In the
realm of cryptography, the previous work was used as the basis of an algorithm that
finds the linear structures of a vector function in order to attack block ciphers [149].
The BV algorithm was also used as a subroutine in a quantum algorithm for recovering
the key of block ciphers in the quantum related-key attack model. [150]. Recently, the
query complexity of the algorithms presented in [149] were improved further [151]. The
BV and Grover algorithms were combined to generate quantum key-recovery attacks on
different rounds of Feistel constructions [152]. A variant of the algorithm was studied
for quantum learning robust against noise [153].

The nonrecursive BV algorithm is classically tractable because the complexity of the
classical problem scales just polynomially in the problem size. Bernstein and Vazirani
managed to produce a version of the problem which is classically intractable, but can
be solved on a quantum computer. This version of the problem is called the recursive
Bernstein-Vazirani problem. It possesses a superpolynomial query complexity in the
classical realm but only a polynomial query complexity in the corresponding quantum
version. Thus the recursive BV algorithm demonstrated a superpolynomial speed-up
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compared to the best classical algorithms [154]. This algorithm was the first to show
such a speed-up and for this reason it holds a distinguished position in the history of
quantum computing. In this chapter we review both versions of the BV algorithm.

3.2 Bernstein-Vazirani algorithm review

In the Bernstein-Vazirani (BV) problem a n bit function f : {0, 1}n → {0, 1} is given.
This function satisfies the relation: fs(x) = s · x = x1s1 + x2s2 + .... + xnsn mod (2)
where s is an unknown n bit string and the objective is finding s. The best classical
algorithm that can be applied to solve this problem in the exact query complexity model
takes n queries since the function only returns one bit, so the best algorithm is simply
using as input a bit string where all bits are 0 except the ith bit which would be a
1 in order to retrieve si from the function. If bounded error is allowed, suppose that
the function could be queried in a probabilistic manner so all of the bits of s could be
obtained in less than n queries with some probability of failure that is bounded below
1/2. Still, this bounded error algorithm would need Ω(n) queries [154]. This contrasts
with the Deutsch-Jozsa algorithm since a classical probabilistic algorithm makes the
quantum advantage disappear.

In regards to the quantum algorithm, the main idea is implementing fs(x) in a re-
versible manner using a quantum oracle:

Us =
∑

x∈{0,1}n

∑
y∈{0,1}

|x⟩ ⟨x| ⊗ |y ⊕ (s · x)⟩ ⟨y| . (3.1)

The quantum algorithm uses n qubits, all starting in the state |0⟩. The first step is
applying n H gates, one to each qubit. It results in an equal superposition of all possible
n-bit strings:

H⊗n |00 . . . 0⟩ = 1√
2n

∑
x∈{0,1}n

|x⟩ . (3.2)

This state serves as the input for the oracle. The oracle is implemented using an extra
qubit in the state |−⟩ = |0⟩−|1⟩√

2
. If a CNOT gate is applied to the state |−⟩ as the target

qubit, a phase kickback occurs: the control qubit changes its sign and the target qubit
remains unchanged. This is because if a CNOT gate is applied to the state |−⟩ with |1⟩
as the control qubit: CNOT [|1⟩⊗ |0⟩−|1⟩√

2
] = |1⟩⊗ |1⟩−|0⟩√

2
= |1⟩⊗(− |0⟩−|1⟩√

2
) = − |1⟩⊗ |0⟩−|1⟩√

2
.

This means the phase of the terms where s · x = 1 will be flipped. Thus after applying
Us:

|ϕ⟩s =
1√
2n

∑
x∈{0,1}n

(−1)fs(x) |x⟩ = 1√
2n

∑
x∈{0,1}n

(−1)s·x |x⟩ . (3.3)
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Figure 3.1: Nonrecursive Bernstein-Vazirani circuit. A layer of H gates is applied, fol-
lowed by the application of Us and another layer of H gates.

The action of the H gate on a general computational basis state of a n-qubit system
is given by:

H⊗n |u⟩ = 1√
2n

∑
x∈{0,1}n

(−1)u·x |x⟩ , (3.4)

and also the H gate is its own inverse:

H⊗n

 1√
2n

∑
x∈{0,1}n

(−1)u·x |x⟩

 = |u⟩ . (3.5)

Then if we apply n H gates once more, according to equation (3.5) the qubits will be
in the state |s⟩:

H⊗n |ϕ⟩s = H⊗n

 1√
2n

∑
x∈{0,1}n

(−1)s·x |x⟩

 = |s⟩ . (3.6)

Finally after measuring the qubits, s is obtained with a 100% probability. Therefore the
algorithm finds the value of s in just one query. This constitutes a polynomial speed-up
compared to the classical case as we mentioned. The circuit that solves the BV problem
is shown in figure 3.1.

We now move on to explain the recursive BV problem. In the nonrecursive BV prob-
lem, a function fs(x) = s · x is given and s has to be obtained. In comparison in the
recursive BV problem, what has to be obtained is some function g : {0, 1}n → {0, 1}
on s, g(s). We refer to all the possible n bits strings that can be used as inputs to the
function g by sin ∈ {0, 1}n.
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In order to construct the first level of the recursion, an oracle based on two n bits
strings x ∈ {0, 1}n and y ∈ {0, 1}n is applied. Similarly to the nonrecursive BV algorithm
the function queried takes these two bit strings as input and outputs sx · y, hence the
function can be expressed as f : {0, 1}n×{0, 1}n → {0, 1} given by f(x, y) = sx · y. The
sx are 2n different bit strings labelled by x ∈ {0, 1}n with one important property: the
value of g(sx) must coincide with the product of s ·x for some unknown s. The two level
BV problem is then identifying this s and g(s).

When f(x, y) is queried, sx ·y is obtained. In order to find sx for a fixed x, the original
nonrecursive problem would have to be solved. Then after sx has been found for a fixed
x, sx has to be used to calculate g(sx). However each g(sx) for different values of x is
now part of a nonrecursive BV problem. This way the problem becomes more complex
than the original nonrecursive version.

This process used to create the two level BV problem can be done k times to generate
the k level BV problem. At the kth level the function f takes as input k strings of n bits
denoted by xi and calculates f(x1, x2, . . . , xk) = xk · sx1,x2,...,xk−1

. The secret bit string
sx1,x2,...,xk−1

∈ {0, 1}n generates the next lower level problem since g(sx1,x2,...,xk−1
) =

xk−1 ·sx1,x2,...,xk−2
where like before sx1,x2,...,xk−2

∈ {0, 1}n. This process can be continued
until the final level is reached where g(sx1) = s · x1. Finally at this level s can finally be
found.

From this point onwards, we will be discussing the recursive Bernstein-Vazirani prob-
lem for k = 2 . We proceed to solve the problem for an arbitrary case in k = 2.
As in the nonrecursive BV problem, we are given access to a unitary that computes
f(x1, x2) = sx1 · x2 in a reversible manner. If the usual BV algorithm is used, the value
of a sx1 for a fixed x1 would be easy to obtain. The tricky part of the recursive BV
problem is that when g is applied to these sx1 ’s we get a new BV problem that has to
be solved. This implies that we have to use the BV algorithm over all x1’s too.

The oracle for the two level problem is:

Us =
∑

x1,x2∈{0,1}n

∑
y∈{0,1}

|x1⟩1 ⟨x1|1 ⊗ |x2⟩2 ⟨x2|2 ⊗ |y ⊕ (sx1 · x2)⟩ ⟨y| . (3.7)

If we start with two quantum registers, x1 and x2 with all their qubits in the state
|0⟩ and apply H gates to both of them we obtain the usual state that contains the
superposition over all possible bitstrings on the x1 and x2 registers:

H⊗2n |00...0⟩ = 1

2n

∑
x1,x2∈{0,1}n

|x1⟩1 ⊗ |x2⟩2 . (3.8)

The two registers are labelled by a 1 and 2 subscript respectively. Applying the usual
phase kick-back trick using a qubit in the state |−⟩ as the target qubit, we can implement
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the oracle Us. After applying it we then have the following state:

1

2n

∑
x1,x2∈{0,1}n

(−1)sx1 ·x2 |x1⟩1 ⊗ |x2⟩2 ⊗ |−⟩ . (3.9)

By applying n Hadamard gates on the qubits of the second register, we see that they
transform this state to:

1√
2n

∑
x1∈{0,1}n

|x1⟩1 ⊗ |sx1⟩2 ⊗ |−⟩ . (3.10)

The next step is applying g to sx1 to solve the next order Bernstein-Vazirani problem,
since g(sx1) = s · x1. The oracle for g is given by:

G =
∑

x∈{0,1}n

∑
y∈{0,1}

|x⟩2 ⟨x|2 ⊗ |y ⊕ g(x)⟩ ⟨y| . (3.11)

Attaching an extra ancilla qubit in the state |−⟩, we can use the phase kick-back trick
to apply this unitary and turn eq.(3.10) into:

1√
2n

∑
x1∈{0,1}n

(−1)g(sx1 ) |x1⟩1 ⊗ |sx1⟩2 ⊗ |−⟩ ⊗ |−⟩ . (3.12)

This oracle acts only on the second register and the second extra qubit in the state
|−⟩. Of course, just one qubit in the state |−⟩ is enough to implement both Us and G,
we are using two qubits just to separate each oracle more clearly. Next, we have to apply
n H gates to the qubits of the second register and then we apply the oracle Us again.
After applying the H gates we have:

1

2n

∑
x1,x2∈{0,1}n

(−1)g(sx1 )(−1)sx1 ·x2 |x1⟩1 ⊗ |x2⟩2 ⊗ |−⟩ ⊗ |−⟩ . (3.13)

After the application of Us we get another phase kickback:

1

2n

∑
x1,x2∈{0,1}n

(−1)g(sx1 )(−1)sx1 ·x2(−1)sx1 ·x2 |x1⟩1 ⊗ |x2⟩2 ⊗ |−⟩ ⊗ |−⟩ =

1

2n

∑
x1,x2∈{0,1}n

(−1)g(sx1 ) |x1⟩1 ⊗ |x2⟩2 ⊗ |−⟩ ⊗ |−⟩ . (3.14)
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Figure 3.2: Recursive Bernstein-Vazirani circuit for level-2 recursion.

Then, applying H gates to all the qubits in the first register we get the following state:

1√
2n

∑
x2∈{0,1}n

|s⟩1 ⊗ |x2⟩2 ⊗ |−⟩ ⊗ |−⟩ . (3.15)

Finally, by measuring the qubits from the first register we obtain s with 100% proba-
bility. The recursive BV circuit is shown in figure 3.2.
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4.1 Motivation

The Bernstein-Vazirani algorithm is one of the first algorithms that showed the possible
advantages of quantum computing. The recursive version in particular has historical
importance because it was the first algorithm that showed a super-polynomial speed-up
compared to what the best classical algorithms could achieve. We start our quest to
find quantum algorithms that can be homomorphically evaluated in an efficient man-
ner with the recursive BV algorithm due to its remarkable historical significance. We
then found that the homomorphic implementation of this algorithm is not efficient in
the general case and so we decided to study if there were particular cases where the
homomorphic implementation could be performed efficiently. We give a positive answer
to this question, as we managed to construct a class of circuits that solve the recursive
BV problem for the second level of the recursion and can be implemented efficiently
using Liang’s [127] QHE schemes. The motivation for this work was theoretical rather
than practical. We believe the work performed can lead to the application of quantum
homomorphic encryption to a broader range of more complex and practical quantum al-
gorithms and it also shows how particular efficient cases can be found even if the general
case of an algorithm is not efficient.

In the recursive Bernstein-Vazirani algorithm the number of T gates required to solve
the problem is not necessarily a polynomial in general. In our publication [155], we
managed to reduce the number of T gates needed. In particular the circuits we have
introduced, called T-linear circuits with reduced circuit complexity (RCC), allow the im-
plementation of the oracle using a number of T gates that grows linearly with the number
of qubits in the problem. We characterized these circuits in great detail, analysing all the
possible cases in which they can be applied and their corresponding constraints. Since
the number of T gates in T-linear circuits grows linearly, we proved that they constitute
a perfect type of quantum circuits that can be homomorphically evaluated with perfect
security and non-interaction in an efficient manner using QHE schemes. Besides these
findings, we have also shown a possible extension of the previous results in a particu-
lar case that can be applied to any arbitrary level of the recursion. These circuits can
also be homomorphically evaluated in an efficient manner, although not as efficiently as
T-linear circuits with RCC.
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4.2 T-linear circuits with reduced circuit complexity

In chapter 3 the recursive Bernstein-Vazirani algorithm was reviewed. In particular, the
circuit that solves the recursive BV problem for k = 2 is shown in chapter 3, figure 3.2.
In order to study the homomorphic evaluation of the algorithm, we need to implement
this circuit with specific quantum gates. The oracle Us for the recursive BV problem
for k = 2 in the most general case is composed of multi-controlled CNOT gates where
n control qubits are used for the first register and one for the second. This way, the
correct phase kickbacks are applied to the corresponding states.

As an example, we can consider the recursive BV problem for k = 2 where the secret
bit string is s = 11 and the values of g(sin) are selected as: g(00) = 0, g(01) = g(10) =
g(11) = 1. Then the choice of values s00 = s11 = 00, s01 = 01, s10 = 10 is compatible
with the fact that g(sx1) = s · x1. The circuit that solves this problem is represented
using Qiskit [54] in figure 4.1, where the oracle Us is implemented using multi-controlled
CNOT gates.

Figure 4.1: Recursive Bernstein-Vazirani circuit for two recursions for s = 11, repre-
sented in Qiskit.

However in certain situations the oracle Us can be implemented using only Toffoli
gates. We define the circuits where this is possible in the following section.

4.2.1 Definition and characterization

We start this section by defining T-linear circuits with reduced circuit complexity (RCC).

Definition 7 T-linear circuits with RCC are quantum circuits that solve the
Bernstein-Vazirani recursive problem when the oracle Us can be constructed just
with n Toffoli gates at most and the oracle G just with CNOT gates.

Here n is the same number as the qubits contained in each register of the algorithm.
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It is also the number of bits needed to represent s. As a remark, the circuits allowed
are those composed of H gates in some layers, a layer of Z gates after the first layer of
H gates, Toffoli and X gates for the oracle Us and CNOT gates for G. It is useful to
recall that the Toffoli gate performs the mapping TOFF |a, b, c⟩=|a, b, c⊕ (a ∧ b)⟩. We
proceed to show for which values of g(sin) and sx1 a T-linear circuit with RCC can be
constructed.

Ultimately, we want to answer the following question: given a mapping from x1 ∈
{0, 1}n to sx1 ∈ {0, 1}n and a function g : {0, 1}n → {0, 1} such that g(sx1) = s · x1 for
some fixed string s ∈ {0, 1}n. Is it possible to perform the mapping

|x1⟩1 |x2⟩2 |y⟩ 7→ |x1⟩1 |x2⟩2 |y ⊕ (sx1 · x2)⟩ ∀x1, x2 ∈ {0, 1}n, y ∈ {0, 1}, (4.1)

with at most n Toffoli gates?

We start with g(sin). In the BV problem any value for g(sin) can be selected on
the condition that it equals 0 and 1 for a least one of its inputs. Let g be of the
form g(sin) = s · sin and denote the Hamming weight of a string by |s|. The oracle
G implementing |x⟩ |y⟩ 7→ |x⟩ |y ⊕ g(x)⟩ = |x⟩ |y ⊕ (

∑n
i=1 sixi)⟩ in equation (3.11) can

be constructed by a sequence of |s| CNOT s, each one controlled by the qubit |xj⟩,
j ∈ {{1, . . . , n} : sj = 1}, and targeting register |y⟩. If the target |y⟩ is in the state |−⟩,
the desired phase kickback is obtained. Thus, if the values of g(sin) fulfil g(sin) = s · sin
the oracle G can be implemented only using CNOT gates. All T-linear circuits with
RCC fulfil this condition. Moreover, this property of G is valid for any recursion k
because G only acts on one register at a time.

Choosing g(sin) = s · sin restricts the circuits that can be analysed. Nevertheless,
there is a good reason to restrict the function in this manner besides simplifying the
problem, which is the fact that the homomorphic evaluation of CNOT gates does not
increase the complexity of the decryption process. If any other function g that is not
balanced is used, implementing G using just CNOT gates is impossible. In this case G
would be implemented using multi-controlled CNOT gates with n control qubits. Since
these gates contain a larger number of T/T † gates than the standard Toffoli gates, the
decryption process of the QHE scheme would be more inefficient. The main focus of
T-linear circuits with RCC is decreasing the complexity of this decryption process as
much as is feasible.

Then if this g is chosen the problem narrows down to the mapping x1 7→ sx1 with
the restriction s · x1 = s · sx1 for some string s ∈ {0, 1}n. Let f : {0, 1}n → {0, 1}n be
such mapping so we have s · x1 = s · f(x1). The mapping from equation (4.1) can be
generically performed as

|x1⟩1|x2⟩2|y⟩T 17→ |f(x1)⟩1|x2⟩2|y⟩T 27→ |f(x1)⟩1|x2⟩2|y ⊕ (f(x1) · x2)⟩T 37→
|x1⟩1|x2⟩2|y ⊕ (f(x1) · x2)⟩T. (4.2)

Step 2 is simply the application of n Toffoli gates. The j-th Toffoli gate is controlled by
the j-th qubit of registers 1 and 2 and it targets register T, for j ∈ {1, . . . , n}. The issue
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is regarding Steps 1 and 3. Due to the fact that each step must be unitary, f must be
a bijection. The problem is then implementing this map f applying only single-qubit
gates. The reason for this restriction is that we want to implement Us just with Toffoli
gates that activate with either 0 or 1. Thus the only single-qubit gates that can be
applied in the context of this function f are X gates.

The different mappings f that can be implemented are all valid T-linear circuits with
RCC. The simplest mapping f that satisfies s · x1 = s · f(x1) is f(x1) = x1, which
is equivalent to the direct application of n Toffoli gates. This result is summarized in
lemma 1:

Lemma 1 A T-linear circuit with RCC can be constructed for sx1 = x1.

Proof. As mentioned, finding a T-linear circuit amounts to selecting a f that fulfils
the condition s · x1 = s · f(x1). In this case f(x1) = x1 fulfils the condition simply by
substitution.

□

Figure 4.2: T-linear circuit with RCC for s = 11, s00 = 00, s01 = 01, s10 = 10 and
s11 = 11, g(00) = g(11) = 0 and g(01) = g(10) = 1. This circuit is obtained
from lemma 1.

In order to better illustrate this kind of circuits, we solve a circuit composed of 2 qubits
per register, where s = 11. Since g(sin) fulfils g(sin) = s · sin, we have g(00) = g(11) = 0
and g(01) = g(10) = 1. For sx1 , we have sx1 = x1 so: s00 = 00, s01 = 01, s10 = 10,
s11 = 11. As these values were obtained from lemma 1, a T-linear circuit with RCC can
be constructed. Thus, this circuit can be implemented making use of just n = 2 Toffoli
gates for the oracle Us and CNOT gates for the oracle G. The circuit for this case is
shown in figure 4.2. The qubits are denoted by q0, q1,..., qn−1, where q0 refers to the
first one, q1 to the second one and qn−1 to the n-th one. The first register is composed
of two qubits, q0 and q1, and the second register has qubits q2 and q3.

We start by applying a layer of H gates to obtain the superposition of states of x1
and x2 from equation (3.8) and then Us is applied to this superposition. Since s01 = 01,
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the second qubit of each register, q1 and q3 in this case, is used as a control qubit for
a Toffoli gate whose target is the first extra qubit in the state |−⟩. This first Toffoli is
denoted as TOFFq1,q3,q4 where q1 and q3 are control qubits and q4 is the target qubit.
A phase kickback occurs if both control qubits are in the state |1⟩ and the target qubit

is in the state |−⟩: TOFF |1, 1,−⟩ = |1, 1⟩
(
|0⊕(1∧1)⟩−|1⊕(1∧1)⟩√

2

)
= − |1, 1,−⟩. Applying

this Toffoli gives us the state (see figure 4.2):

TOFFq1,q3,q4

[1
4

[
|00⟩1 ⊗ (|00⟩2 + |01⟩2 + |10⟩2 + |11⟩2)

+ |01⟩1 ⊗ (|00⟩2 + |01⟩2 + |10⟩2 + |11⟩2) + |10⟩1 ⊗ (|00⟩2 + |01⟩2 + |10⟩2 + |11⟩2)

+ |11⟩1⊗ (|00⟩2+ |01⟩2+ |10⟩2+ |11⟩2)
]
⊗|−⟩

]
=

1

4

[
|00⟩1⊗ (|00⟩2+ |01⟩2+ |10⟩2+ |11⟩2)

+ |01⟩1 ⊗ (|00⟩2 − |01⟩2 + |10⟩2 − |11⟩2) + |10⟩1 ⊗ (|00⟩2 + |01⟩2 + |10⟩2 + |11⟩2)
+ |11⟩1 ⊗ (|00⟩2 − |01⟩2 + |10⟩2 − |11⟩2)

]
⊗ |−⟩ . (4.3)

The next sx1 is s10 = 10, so now the first qubit of each register is selected as the
control qubit for a Toffoli gate. Then, the control qubits are q0 and q2. This second
Toffoli gate transforms the state into:

TOFFq0,q2,q4

[1
4

[
|00⟩1 ⊗ (|00⟩2 + |01⟩2 + |10⟩2 + |11⟩2)

+ |01⟩1 ⊗ (|00⟩2 − |01⟩2 + |10⟩2 − |11⟩2) + |10⟩1 ⊗ (|00⟩2 + |01⟩2 + |10⟩2 + |11⟩2)

+ |11⟩1⊗ (|00⟩2−|01⟩2+ |10⟩2−|11⟩2)
]
⊗|−⟩

]
=

1

4

[
|00⟩1⊗ (|00⟩2+ |01⟩2+ |10⟩2+ |11⟩2)

+ |01⟩1 ⊗ (|00⟩2 − |01⟩2 + |10⟩2 − |11⟩2) + |10⟩1 ⊗ (|00⟩2 + |01⟩2 − |10⟩2 − |11⟩2)
+ |11⟩1 ⊗ (|00⟩2 − |01⟩2 − |10⟩2 + |11⟩2)

]
⊗ |−⟩ . (4.4)

The combination of both Toffolis also implements s11 = 11. The next step is applying
two H gates to the second register so the state transforms into:

I ⊗H2
[1
4
[|00⟩1⊗ (|00⟩2 + |01⟩2 + |10⟩2 + |11⟩2) + |01⟩1⊗ (|00⟩2− |01⟩2 + |10⟩2− |11⟩2)

+ |10⟩1⊗ (|00⟩2+ |01⟩2− |10⟩2− |11⟩2)+ |11⟩1⊗ (|00⟩2− |01⟩2− |10⟩2+ |11⟩2)]⊗ |−⟩
]
=

=
1

2

[
|00⟩1 ⊗ |00⟩2 + |01⟩1 ⊗ |01⟩2 + |10⟩1 ⊗ |10⟩2 + |11⟩1 ⊗ |11⟩2

]
⊗ |−⟩ . (4.5)

Then, G is applied using two CNOT gates since s = 11, which gives the state:
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I ⊗G
[1
2
[|00⟩1 ⊗ |00⟩2 + |01⟩1 ⊗ |01⟩2 + |10⟩1 ⊗ |10⟩2 + |11⟩1 ⊗ |11⟩2]⊗ |−⟩ ⊗ |−⟩

]
=

=
1

2

[
|00⟩1 ⊗ |00⟩2 − |01⟩1 ⊗ |01⟩2 − |10⟩1 ⊗ |10⟩2 + |11⟩1 ⊗ |11⟩2

]
⊗ |−⟩ ⊗ |−⟩ . (4.6)

Since g(01) = g(10) = 1 a phase kickback is applied to the states |01⟩2 and |10⟩2.
Next, H2 and Us are applied to the second register once more. After two H gates:

I ⊗H2
[1
2

[
|00⟩1 ⊗ |00⟩2 − |01⟩1 ⊗ |01⟩2 − |10⟩1 ⊗ |10⟩2 + |11⟩1 ⊗ |11⟩2

]
⊗ |−⟩⊗ |−⟩

]
=

=
1

4

[
|00⟩1 ⊗ (|00⟩2 + |01⟩2 + |10⟩2 + |11⟩2)− |01⟩1 ⊗ (|00⟩2 − |01⟩2 + |10⟩2 − |11⟩2)

−|10⟩1⊗(|00⟩2+|01⟩2−|10⟩2−|11⟩2)+|11⟩1⊗(|00⟩2−|01⟩2−|10⟩2+|11⟩2)
]
⊗|−⟩⊗|−⟩ .

(4.7)

After applying Us once again:

Us

[1
4
[|00⟩1 ⊗ (|00⟩2 + |01⟩2 + |10⟩2 + |11⟩2)− |01⟩1 ⊗ (|00⟩2 − |01⟩2 + |10⟩2 − |11⟩2)

− |10⟩1 ⊗ (|00⟩2 + |01⟩2 − |10⟩2 − |11⟩2) + |11⟩1 ⊗ (|00⟩2 − |01⟩2 − |10⟩2 + |11⟩2)]⊗ |−⟩

⊗|−⟩
]
=

1

4

[
(|00⟩1−|01⟩1−|10⟩1+ |11⟩1)⊗ (|00⟩2+ |01⟩2+ |10⟩2+ |11⟩2)

]
⊗|−⟩⊗|−⟩ .

(4.8)

Finally, applying two H gates to the first register and measuring it returns the state
|11⟩1 which is the correct value of s.

A different mapping f that fulfils s · x1 = s · f(x1) is f(x1) = x1 where x1 is the
conjugate of x1, with the restriction that s · x1 = s · x1 =⇒ |s| is even. This is
equivalent to flipping all the control qubits applying X gates that surround the n Toffoli
gates or simply applying n Toffoli gates in which the control qubits activate with 0
instead of 1. We refer to such type of Toffoli gate by the name of negated Toffoli gate.

This result is summarized in lemma 2:

Lemma 2 A T-linear circuit with RCC can be constructed for sx1 = x1 provided
|s| is even.
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Figure 4.3: T-linear circuit with RCC for s = 11, s00 = 11, s01 = 10, s10 = 01, s11 = 00
and g(00) = g(11) = 0, g(01) = g(10) = 1. This circuit is obtained from
lemma 2.

Proof. For f(x1) = x1 we have s · x1 = (x1)p ⊕ · · · ⊕ (x1)q where each term of the
sum has a corresponding value of sj = 1 and (x1)p is just the p-th bit of x1. If |s| is
even, the previous sum contains an even number of terms. The equation a ⊕ b = a ⊕ b
holds for arbitrary values of single bits a and b. Applying a ⊕ b = a ⊕ b for every
pair of bits in the previous sum and taking into account that there are no bits left
unpaired as the sum contains an even number of terms we have (x1)p ⊕ · · · ⊕ (x1)q =
(x1)p ⊕ · · · ⊕ (x1)q. Reintroducing the same s in the previous equation we arrive at
s ·x1 = (x1)p⊕· · ·⊕ (x1)q = (x1)p⊕· · ·⊕ (x1)q = s ·x1 and so the equation s ·x1 = s ·x1
holds. Therefore sx1 = f(x1) = x1 fulfils s · x1 = s · f(x1) if |s| is even.

□

As an example of this lemma, if s = 11, then s00 = 11, s01 = 10, s10 = 01, s11 = 00
and the values of g(sin) are g(00) = g(11) = 0, g(01) = g(10) = 1. In figure 4.3, the
circuit that solves the BV problem for these values is represented. As it was mentioned,
the control qubits of the first register of the Toffoli gates are surrounded by X gates, so
they only activate if their state is a 0 instead of a 1.

More generally, we can have the mapping f(x1) = x1⊕z for any string z ∈ {0, 1}n. In
this case we have s ·x1 = s · (x1⊕ z) =⇒ |s∧ z| is even, where s∧ z is the bitwise AND
operation between s and z. This is equivalent to substituting some of the n Toffoli gates
by the same quantity of negated Toffoli gates, leaving the same control qubits that there
were before. In particular, the j-th Toffoli gate is substituted by the negated Toffoli gate
if zj = 1. Of course, if |z| = 0 lemma 1 is recovered and if |z| = n we have lemma 2.

This result is summarized in lemma 3:

Lemma 3 A T-linear circuit with RCC can be constructed for sx1 = x1 ⊕ z for
any string z ∈ {0, 1}n provided |s ∧ z| is even.
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Figure 4.4: T-linear circuit with RCC for s = 111, s000 = 000, s001 = 010, s010 = 001,
s011 = 011, s100 = 100, s101 = 110, s110 = 101, s111 = 111 and g(000) =
g(011) = g(101) = g(110) = 0, g(001) = g(010) = g(100) = g(111) = 1.
This circuit is obtained from lemma 1 after permuting the second and third
control qubits of the second register.

Proof. For f(x1) = x1 ⊕ z, we can expand the expression s · (x1 ⊕ z) = s1((x1)1 ⊕ z1)⊕
· · · ⊕ sn((x1)n ⊕ zn) ⋆

= s1(x1)1 ⊕ s1z1 ⊕ · · · ⊕ sn(x1)n ⊕ snzn = s · x1 ⊕ s · z applying the
distributive property a(b ⊕ c) = ab ⊕ ac of single bits a, b and c on Step ⋆. If |s ∧ z| is
even, then s · z = 1⊕ · · · ⊕ 1︸ ︷︷ ︸

even

= 0 and so if this is fact is applied in the previous equation

we have s · (x1 ⊕ z) = s · x1 ⊕ s · z = s · x1 ⊕ 0 = s · x1. Therefore sx1 = f(x1) = x1 ⊕ z
fulfils s · x1 = s · f(x1) if |s ∧ z| is even. □

A different class of functions f that can be considered is moving part of the map-
ping f onto the Toffoli gates from Step 2 in equation (4.2). It is possible to permute
the controls of the Toffoli gates and also delete some of the Toffoli gates. In particu-
lar, the valid permutations of the control qubits of the second register of the Toffoli
gates also result in T-linear circuits with RCC. A valid permutation of the bits of
f(x1), denoted by σ(f(x1)), must fulfil s · x1 = s · σ(f(x1)) with the restriction that
for each pair of bits that are permuted, p ∈ {1, . . . , n} and q ∈ {1, . . . , n}, sp = sq in
each permutation. We can write the permutation of bits p and q of f(x1) explicitly
as σ(f(x1)) = σ(f(x1)1, . . . , f(x1)p, . . . , f(x1)q, . . . , f(x1)n) = (f(x1)1, . . . , f(x1)q, . . . ,
f(x1)p, . . . , f(x1)n). This is equivalent to permuting the control qubits located in the
second register of the pair of Toffoli gates p and q, leaving the control qubits of the
first register unchanged. Any of the previous mappings is fit to be permuted, provided
each of their respective restrictions are also taken into consideration. As an example if
f(x1) = x1, besides sp = sq for the permuted bits p and q, |s| must be even. For a given
s the maximum number of valid permutations is n! − 1 (all the possible permutations
except the starting configuration) and occurs when |s| = n.
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As an example, if s = 111 and sx1 = f(x1) = x1, then there are 3! − 1 valid per-
mutations available for the values of sx1 obtained from lemma 1. The starting values
of sx1 = x1 in this example are: s000 = 000, s001 = 001, s010 = 010, s011 = 011,
s100 = 100, s101 = 101, s110 = 110, s111 = 111. The first permutation could be switch-
ing the position of bits 2 and 3 so we have σ(f(x1)) = σ(f(x1)1, f(x1)2, f(x1)3) =
(f(x1)1, f(x1)3, f(x1)2): s000 = 000, s001 = 010, s010 = 001, s011 = 011, s100 = 100,
s101 = 110, s110 = 101, s111 = 111. In this example the pair of bits permuted, 2 and 3,
satisfy s2 = s3. Then the control qubits 2 and 3 of the second register of the Toffoli gates
will be permuted. This can be seen in figure 4.4 which shows the circuit that solves this
example. The remaining permuted circuits can be obtained using this process.

With respect to the erasure of Toffoli gates, this can be achieved by setting some bits
of f(x1) to zero, i.e., by using the mapping f(x1)∧u for some string u ∈ {0, 1}n instead
of f(x1). In this case f is still a bijection that fulfils s ·x1 = s · f(x1). This is equivalent
to erasing the j-th Toffoli gate if sj = 0.

This result is summarized in lemma 4:

Lemma 4 A T-linear circuit with RCC can be constructed for sx1 = f(x1) ∧ u
for some string u ∈ {0, 1}n provided u ∧ s = s.

Proof. For f(x1)∧ u we have that s · (f(x1)∧ u) =
∑n

j=1 sjf(x1)juj
⋆
=

∑n
j=1 s

2
jf(x1)j =∑n

j=1 sjf(x1)j = s · f(x1) = s ·x1 if u∧ s = s (used on Step ⋆), i.e., if the bits of s whose
value is 1 are also bits of u whose value is 1. Therefore sx1 = f(x1) ∧ u if u ∧ s = s and
f a bijection are also valid mappings. □

Of course, the valid mappings for f that can be used in lemma 4 are all those from
the previous lemmas such as f(x1) = x1 ⊕ z for any string z ∈ {0, 1}n if |s ∧ z| is even.

As an example of lemma 4, if s = 001, the available values for u = {001, 011, 101, 111}
due to the restriction u ∧ s = s. Taking f(x1) = x1 and u = 011 for this specific case,
the values of sx1 according to lemma 4 are sx1 = x1 ∧ u thus: s000 = 000, s001 = 001,
s010 = 010, s011 = 011, s100 = 000, s101 = 001, s110 = 010, s111 = 011. Since g(sin)
satisfies g(sin) = s · sin the values of g(sin) are g(000) = g(010) = g(100) = g(110) = 0,
g(001) = g(011) = g(101) = g(111) = 1. For these values a T-linear circuit with RCC
can be implemented. The circuit that solves this example is represented in figure 4.5.
Since a Toffoli gate has been erased, Us is constructed using two Toffoli gates instead of
three.

Naturally, there are other ways of setting s·(f(x1)∧u) = s·x1, e.g. dividing the strings
x1 ∈ {0, 1}n into the two sets X0 := {x1 ∈ {0, 1}n : s · x1 = 0} and X1 := {x1 ∈ {0, 1}n :
s · x1 = 1} and mapping X0 7→ {0n} and X1 7→ {0l−110n−l}, where l ∈ {1, . . . , n} is
any entry such that sl = 1. Such mapping can be achieved by u = 0l−110n−l and
f(x1) = x1 ⊕

∑n
m ̸=l 0

l−1(x1)m0n−l where m ̸= l is any entry such that sm = 1, the
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Figure 4.5: T-linear circuit with RCC for s = 001, s000 = 000, s001 = 001, s010 = 010,
s011 = 011, s100 = 000, s101 = 001, s110 = 010, s111 = 011 and g(000) =
g(010) = g(100) = g(110) = 0, g(001) = g(011) = g(101) = g(111) = 1. This
circuit is obtained from lemma 4.

sum
∑n

m̸=l 0
l−1(x1)m0n−l refers to the bitwise sum of strings (each containing n bits)

and (x1)m is simply the m-th bit of x1. If such entries do not exist, i.e. |s| = 1, then
f(x1) = x1 ⊕

∑n
m ̸=l 0

l−1(x1)m0n−l = x1 ⊕ 0n = x1. This is equivalent to having every
Toffoli gate use the same control qubit l in the second register while leaving the control
qubits of the first register unchanged.

This result summarized in lemma 5:

Lemma 5 A T-linear circuit with RCC can be constructed, given a string u =

0l−110n−l, for sx1 =
[
x1 ⊕

∑n
m̸=l 0

l−1(x1)m0n−l
]
∧ u, provided sl = 1 and sm = 1

for any entry where m ̸= l in the sum.

Proof. For this mapping we have sx1 = f(x1) ∧ u =
[
x1 ⊕

∑n
m̸=l 0

l−1(x1)m0n−l
]
∧ u so

s · (f(x1) ∧ u) =
∑n

j=1 sjf(x1)juj
1
= slf(x1)l if u = 0l−110n−l is used on Step 1. Next,

substituting f(x1) we have slf(x1)l = sl[(x1)l ⊕
∑n

m ̸=l(x1)m]
2
= (x1)l ⊕

∑n
m̸=l(x1)m if

sl = 1 (used on Step 2). Then the previous equation is equal to s · x1 =
∑n

j=1 sj(x1)j =

sl(x1)l ⊕
∑n

m ̸=l sm(x1)m
3
= (x1)l ⊕

∑n
m ̸=l(x1)m if sl = 1 and sm = 1 for each term that

appears in the sum inm (used on Step 3). Therefore sx1 =
[
x1 ⊕

∑n
m̸=l 0

l−1(x1)m0n−l
]
∧

u is a valid mapping if u = 0l−110n−l, sl = 1 and sm = 1 for any entry where m ̸= l in
the sum. □

As a remark, if negated Toffoli gates were used instead, the results of lemma 5 remain
the same as long as the corresponding restrictions are taken into account. If instead
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Figure 4.6: T-linear circuit with RCC for s = 111, s000 = 000, s001 = 001, s010 = 001,
s011 = 000, s100 = 001, s101 = 000, s110 = 000, s111 = 001 and g(000) =
g(011) = g(101) = g(110) = 0, g(001) = g(010) = g(100) = g(111) = 1. This
circuit is obtained from lemma 5.

of f(x1) = x1 ⊕
∑n

m ̸=l 0
l−1(x1)m0n−l a different mapping is used such as f(x1) = x1 ⊕∑n

m̸=l 0
l−1(x1)m0n−l with |s| even or f(x1) = x1 ⊕ z ⊕

∑n
m ̸=l 0

l−1(x1 ⊕ z)m0n−l with
|s ∧ z| even and z ∈ {0, 1}n, the same results are obtained.

As an example of lemma 5, if s = 111 and taking l = 3 since s3 = 1, we have
that u = 03−1103−3 = 001. Then m = 1, 2 since s1 = s2 = 1. Thus sx1 = [x1 ⊕∑n

m̸=l 0
l−1(x1)m0n−l] ∧ u = [x1 ⊕ 00(x1)1 ⊕ 00(x1)2] ∧ 001 so: s000 = 000, s001 = 001,

s010 = 001, s011 = 000, s100 = 001, s101 = 000, s110 = 000, s111 = 001. The resulting
circuit is shown in figure 4.6. As it can be seen, the control qubit of the second register
for all Toffoli gates is the third qubit.

In lemma 5 all Toffoli gates use the same control qubit l but naturally this lemma can
be generalized further if only some of the Toffoli gates use the same control qubit. In this
scenario, a valid transformation of f(x1), denoted by τ(f(x1)), applied on its bits p ∈
{1, . . . , n} and q ∈ {1, . . . , n} can be written as: τ(f(x1)) = τ(f(x1)1, . . . , f(x1)p, f(x1)q,
. . . , f(x1)n) = (f(x1)1, . . . , 0p, f(x1)p ⊕ f(x1)q, . . . , f(x1)n). The transformation must
fulfil s · x1 = s · τ(f(x1)) with the restriction that sp = sq = 1 like in lemma 5. This
transformation may be performed for as many bits as desired. If it is applied n − 1
times, selecting all the possible values of p except one that acts as q each time the
transformation is applied, we recover lemma 5 assuming that τ is applied to f(x1) = x1.

Next, in a similar manner to lemma 5, we can divide the strings x1 ∈ {0, 1}n into the
two sets X0 := {x1 ∈ {0, 1}n : s · x1 = 0} and X1 := {x1 ∈ {0, 1}n : s · x1 = 1} and
map X0 7→ {0n} and X1 7→ {1n} where once more l ∈ {1, . . . , n} is any entry such that
sl = 1. Such mapping can be achieved by f(x1) = (x1 ∧ u) ⊕

∑n
m ̸=l 0

m−1(x1)l0
n−m =∑n

m=1 0
m−1(x1)l0

n−m if u = 0l−110n−l, where m ∈ {1, . . . , n}, and (x1)l is simply the
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l-th bit of x1. This is equivalent to having every Toffoli gate use the same control qubit
l in the first register while leaving the control qubits of the second register with no
changes.

This result is summarized in lemma 6:

Lemma 6 A T-linear circuit with RCC can be constructed for sx1 = (x1 ∧ u) ⊕∑n
m̸=l 0

m−1(x1)l0
n−m =

∑n
m=1 0

m−1(x1)l0
n−m, provided u = 0l−110n−l, sl = 1

and also |s| = 1.

Proof. For this mapping we have that s · f(x1) = s · [(x1 ∧ u)⊕
∑n

m ̸=l 0
m−1(x1)l0

n−m]
1
=

s · [∑n
m=1 0

m−1(x1)l0
n−m] =

∑n
j=1 sj(x1)l if u = 0l−110n−l (used on Step 1). If sl = 1

and |s| = 1, then all sj = 0 except sl and the previous equation can be expanded
as

∑n
j=1 sj(x1)l = sl(x1)l = (x1)l. Thus the previous equation is equal to s · x1 =∑n

j=1 sj(x1)j
2
= (x1)l if sl = 1 and |s| = 1 (used on Step 2). Both sides of the equation

s · f(x1) = s ·x1 are equal and therefore sx1 = (x1 ∧u)⊕
∑n

m ̸=l 0
m−1(x1)l0

n−m is a valid

mapping if u = 0l−110n−l, sl = 1 and |s| = 1. □

Unlike in lemma 4 and lemma 5, not all the Toffoli gates can be substituted by negated
Toffoli gates. In this instance the mapping f(x1) = (x1 ∧ u) ⊕

∑n
m̸=l 0

m−1(x1)l0
n−m

=
∑n

m=1 0
m−1(x1)l0

n−m can not be implemented due to the incompatibility between the
conditions |s| = 1 and |s| even. The mapping f(x1) = ((x1 ⊕ z)∧ u)⊕

∑n
m ̸=l 0

m−1(x1 ⊕
z)l0

n−m =
∑n

m=1 0
m−1(x1 ⊕ z)l0

n−m can be applied as long as |s ∧ z| is even which
implies zl = 0 due to |s| = 1. Therefore, the mapping X0 7→ {0n} and X1 7→ {1n} can
only be implemented with regular Toffoli gates like in lemma 6.

As an example of lemma 6, if s = 100 then l = 1 since s1 = 1. We have u = 100
which leads to sx1 =

∑n
m=1 0

m−1(x1)l0
n−m = (x1)100⊕0(x1)10⊕00(x1)1 so: s000 = 000,

s001 = 000, s010 = 000, s011 = 000, s100 = 111, s101 = 111, s110 = 111, s111 = 111. The
resulting circuit is shown in figure 4.7. As it can be seen, the control qubit of the first
register for all Toffoli gates is the first qubit.

In lemma 6 all Toffoli gates use the same control qubit of the first register l. Like
in lemma 5, this can be also applied if only some Toffoli gates use the same con-
trol qubit. In such case, a valid transformation of f(x1), denoted by β(f(x1)), ap-
plied on its bits p ∈ {1, . . . , n} and q ∈ {1, . . . , n} can be expressed as: β(f(x1)) =
β(f(x1)1, . . . , f(x1)p, f(x1)q, . . . , f(x1)n) = (f(x1)1, . . . , f(x1)p, f(x1)p, . . . , f(x1)n). The
transformation must fulfil s ·x1 = s ·β(f(x1)) with the restriction that sp = 1 and sq = 0.
This transformation may be performed for as many bits as desired. Once more, if it is
applied n − 1 times, selecting all possible values of q except one that acts as p each
time the transformation is applied, lemma 6 is recovered assuming that β is applied to
f(x1) = x1.
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Figure 4.7: T-linear circuit with RCC for s = 100, s000 = 000, s001 = 000, s010 = 000,
s011 = 000, s100 = 111, s101 = 111, s110 = 111, s111 = 111, and g(000) =
g(001) = g(010) = g(011) = 0, g(100) = g(101) = g(110) = g(111) = 1. This
circuit is obtained from lemma 6.

By combining all the previous lemmas and transformations that have been presented,
the remaining valid T-linear circuits with RCC can be implemented, i.e., a circuit that
contains regular and negated Toffoli gates, where some of their control qubits are per-
muted, some others act on the same qubit of the first register, others on the same qubit
of the second register and some Toffoli gates are deleted altogether is also a T-linear
circuit with RCC, provided the corresponding restrictions are considered for the qubits
involved.

For the function g(sin) selected, the degrees of freedom of the problem are: which
type of Toffoli gate is applied regarding if it activates with a 1 or a 0, the number of
Toffoli gates used, and the control qubits used. Thus all possible cases are: applying n
Toffoli gates, negated Toffoli gates or a combination of both types of gates (lemmas 1,
2, and 3 respectively), erasing some of these n Toffoli gates (lemma 4), all the possible
permutations of the control qubits of the second register for all the previous lemmas
(given by σ(f(x1))), using the same control qubit of the second register for all the
Toffoli gates (lemma 5) or only for some of them (given by τ(f(x1))) and lastly using
the same control qubit of the first register for all the Toffoli gates (lemma 6) or only for
some of them (given by β(f(x1))). Therefore the circuits obtained from all the possible
combinations of all these cases constitute the complete set of T-linear circuits with RCC
for k = 2. As a remark, the circuits allowed here are those composed of H gates in some
layers, a layer of Z gates after the first layer of H gates, Toffoli gates and X gates for
the oracle Us and CNOT gates for G. In regard to the number of Toffoli gates that
are required for T-linear circuits with RCC, at worst n gates are needed. The best case
scenario occurs for a circuit obtained from lemma 4 where all Toffoli gates are erased
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Figure 4.8: A Toffoli gate can be implemented using 7 T/T †.

but one.

4.2.2 Homomorphic implementation and extended results

The main feature of T-linear circuits with RCC is the fact that the oracle Us is simplified
from multi-controlled CNOT gates to just n Toffoli gates at most and the oracle G is
also simplified so it can be constructed using CNOT gates instead of multi-controlled
CNOT gates. The importance of this simplification is related to the number of T gates
needed to implement each operation.

For T-linear circuits with RCC, like the one in figure 4.2, the number of T gates grows
linearly with the number of qubits of each register (the same number of bits needed to
represent s), n, required to solve the problem. As it has already been discussed, the
reason for this is that in the worst case n Toffoli gates are required to implement Us.
Since a Toffoli gate can be decomposed in 7 T/T † gates as shown in figure 4.8 (T † gates
are counted as T gates) and taking into account that Us must be applied twice to solve
the recursive BV problem for k = 2, the number of T gates required is 14 · n, which
means that this number grows linearly with n, thus the number of T gates grows as
O(n).

In chapter 2 it was shown that Liang’s QHE schemes are only suitable for circuits
with a polynomial number of T/T † gates. Thus, this fact means that T-linear circuits
are a perfect example of an algorithm that can be evaluated in an efficient manner using
Liang’s QHE schemes. Summarizing in corollary 1:

Corollary 1 The number of T/T † gates required to implement T-linear circuits
with RCC grows linearly with the number of qubits of each register needed to solve
the problem: O(n). Therefore T-linear circuits with RCC can be implemented
efficiently using Liang’s QHE schemes.

On the other hand, for the k = 2 case, if Us has to be constructed using only multi-
controlled CNOT gates, the number of T gates grows differently. Since g(sx1) = s · x1,
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half of the values of g(sx1) will be 1, so half of all sx1 strings will have |sx1 | ̸= 0 (they
will not be equal to 0n). Then Us will require at least a multi-controlled CNOT gate
for half of the sx1 strings, because in contrast to Toffoli gates, a multi-controlled CNOT
gate is restricted to just one value of x1 each time it is applied. Thus, the number of
multi-controlled CNOT gates will be 2n−1 at least, since there are 2n sx1 strings and
we have to take half of that number.

Taking into account that Us is applied twice, the number of multi-controlled CNOT
gates would be 2n. Assuming for simplicity that each multi-controlled CNOT gate could
be constructed using 7 T/T † gates like the Toffoli gates, the number of T gates grows
exponentially with the number of qubits of each register n, thus the number of T gates
grows as Ω(2n). Therefore this implementation of Us would not be appropriate to be
evaluated homomorphically applying the QHE schemes presented in chapter 2.

Assuming that the multi-controlled CNOT gates contain the same number of T gates
as the Toffoli gates is an extreme simplification. Still since the number of T gates is
exponential even in this case, it is enough for our purpose: studying if the number of T
gates contained in the circuit is exponential or polynomial.

We want to mention some cases where Us must be implemented using multi-controlled
CNOT gates because Toffoli gates are not enough. A group of circuits where this occurs
are those where 2n−1+1 of the sx1 strings are mapped making use of any of the previous
lemmas but the remaining strings are mapped to different values that are still valid. For
instance it is possible to construct a BV problem in which one half of the sx1 strings
are mapped to x1 and the other half of the sx1 strings are mapped to smax = 1n since
g(smax) = s · smax = 0 ∀s if |s| is even and g(smax) = s · smax = 1 ∀s if |s| is odd
(assuming g(sin) satisfies g(sin) = s · sin).

As an example of such case if s = 111, then s000 = 000, s001 = 111, s010 = 111,
s011 = 011, s100 = 111, s101 = 101, s110 = 110, s111 = 111 and g(000) = g(011) =
g(101) = g(110) = 0, g(001) = g(010) = g(100) = g(111) = 1. Since |s| is odd,
g(smax) = s · smax = s · 111 = 1 which means that smax is a valid value for all sx1

strings where g(sx1) = s · x1 = 1. This example is basically what would be obtained
from using lemma 1 for s = 111 but substituting half of the values of sx1 for smax.
Nevertheless, it is impossible to construct this circuit just using n Toffoli gates, because
s001 = s010 = s100 = 111, but according to lemma 6 we have that X1 7→ {1n} only if
|s| = 1. This means that if s001 is mapped to smax, then s010 = s100 ̸= smax so this
particular case can not be implemented with Toffoli gates and requires multi-controlled
CNOT gates. For this particular example, using sx1 = x1 as in lemma 1 to apply 3
Toffoli gates would implement Us for all the sx1 strings where g(sx1) = 0 and would
implement s111 = 111 too. This is performed in order to minimize the number of multi-
controlled CNOT gates as much as is feasible. Still, for the remaining values (s001, s010,
s100) two multi-controlled CNOT gates would be required for each sx1 so Us implements
s001 = s010 = s100 = smax.
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In the general case for an arbitrary n where X1 7→ {1n}, X0 7→ {x1} and assuming
that n Toffoli gates are employed to map X0 7→ {x1} so the maximum number of phase
kickbacks are applied, minimizing the amount of multi-controlled CNOT gates utilized
in these circuits, 2n−1 − 1 sx1 strings still have to be mapped to smax after the Toffoli
gates are applied. Then each of these strings would require at least a multi-controlled
CNOT gate (most strings would require more) in order to obtain the desired mapping,
so at minimum 2n−1 − 1 multi-controlled CNOT gates would be required to implement
Us. Thus, as it has been discussed previously, the best possible number of T gates for
these types of circuits grows as O(2n). If Toffoli gates were not used then each of the
2n−1 sx1 strings that must be mapped to smax would require n multi-controlled CNOT
gates, making the number of T gates in the circuit grow exponentially once more (worse
than the former n Toffoli gates case).

Finally we want to briefly discuss how the results obtained for T-linear circuits with
RCC could be extended for different functions g(sin) than the one we used and for k > 2.

A simple function g could be g(sin) = s · sin. This function is simply the application
of |s| negated CNOT gates. Then we have that f must obey s · x1 = s · f(x1). This
means that all the previous results presented for T-linear circuits with RCC still apply
here, taking into consideration that the restrictions that negated Toffoli gates had are
now the restrictions of the usual Toffoli gates. As an example if f(x1) = x1 =⇒ s ·x1 =
s · f(x1) = s · x1, so by using the mapping f of lemma 1 we recover the condition of
lemma 2. Generalizing further, any balanced function g(sin) = s · (sin ⊕ z) for any
string z ∈ {0, 1}n can be selected, taking into account the corresponding restrictions
when selecting a specific f(x1). All these functions can still be implemented with just
|s| CNOT gates, mixing usual and negated CNOT gates.

Next we can investigate functions g that are not balanced. As we mentioned previ-
ously, these functions have to be implemented with multi-controlled CNOT gates with
n control qubits that activate with 0 or 1 as required and target the state |−⟩ to generate
phase kickbacks. A multi-controlled CNOT gate with n control qubits can be decom-
posed into 2(n− 1) Toffoli gates using (n− 1) extra ancilla qubits. An example of this
decomposition [139] is presented in figure 4.9 for any multi-controlled U gate.

We are still interested in implementing Us with n Toffoli gates at most for these kind
of functions g. For example the function g defined as g(sin) = 1 if sin = 0n−11 and
g(sin) = 0 for the remaining inputs can be constructed using only one multi-controlled
CNOT gate that activates for the state

∣∣0n−11
〉
and targets the state |−⟩. Making use

of lemma 5 we can map X0 7→ {0n} and X1 7→ {0n−11} taking l = n. It is important
to notice that for this type of function g, the restriction sl = 1 from lemma 5 does not
apply any more and instead we have l ∈ {{1, . . . , n} : g(0l−110n−l) = 1}, so in this
example g(0l−110n−l) = g(0n−11) = 1 and l = n. The mapping for f is now f(x1)∧ u =[∑n

m 0l−1(x1)m0n−l
]
∧ u for u = 0l−110n−l and any entry m such that sm = 1. Then

for the example chosen l = n and we have that f(x1) ∧ u =
[∑n

m 0n−1(x1)m
]
∧ 0n−11 =∑n

m 0n−1(x1)m. From this we obtain a valid implementation of Us for this particular
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Figure 4.9: A multi-controlled single qubit gate U with n = 5 control qubits, decomposed
into 8 Toffoli gates using 4 ancilla qubits in the state |0⟩. If U = X we have
a multi-controlled CNOT gate.

function g that still uses only n Toffoli gates at most. Nevertheless after decomposing
the multi-controlled CNOT gate into 2(n − 1) Toffoli gates, the resulting circuit now
needs n− 1 ancilla qubits and contains 2n+2(n− 1) Toffoli gates at most. The number
of T gates then still grows as O(n). Thus the decryption procedure of this circuit is still
efficient provided n−1 extra ancilla qubits are employed in the QHE scheme. Naturally,
this result also works for a function g defined as g(sin) = 1 if sin = 0l−110n−l, g(sin) = 0
for the remaining inputs and any value of l.

Making use of the previous example we can easily generalize the result for every
function g that satisfies:

g(sin) =

{
1 if |sin| = 1

0 if |sin| ≠ 1.
(4.9)

This function g is implemented using n multi-controlled CNOT gates, the l-th gate
activating for the state

∣∣0l−110n−l
〉
, where l ∈ {1, . . . , n}. As usual the target is the state

|−⟩. For this type of g we can obtain valid mappings for Us if we use lemma 5 again,
mapping X0 7→ {0n} and X1 7→ {0l−110n−l}. The restriction sl = 1 is not required any
more and instead any value of l can be selected, since any l satisfies g(0l−110n−l) = 1.
The mapping f is then f(x1)∧u =

[∑n
m 0l−1(x1)m0n−l

]
∧0l−110n−l =

∑n
m 0l−1(x1)m0n−l

for any entry m such that sm = 1. These circuits need n − 1 extra ancilla qubits and
contain 2n + n · 2(n − 1) Toffoli gates at most. Then the number of T gates grows as
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O(n2). The decryption process of these circuits then still has polynomial complexity but
it is now quadratic instead of linear. Therefore their homomorphic evaluation is still
feasible, even though it is less efficient compared to T-linear circuits with RCC.

In general, lemma 5 can be utilized to implement a valid Us for these types of functions
g that are constructed with multi-controlled CNOT gates. As long as g(sin) = 1 if
sin = 0l−110n−l for a certain l and g(sin) = 0 for sin = 0n, the remaining values of
g(sin) are not important and the mapping obtained from lemma 5 can be used, taking
into consideration that the restriction sl = 1 is no longer needed. The reason that this
lemma can be applied is simply that g(0n) = 0 =⇒ X0 7→ {0n} and g(0l−110n−l) =
1 =⇒ X1 7→ {0l−110n−l}.

Another type of function g that can be considered in order to expand the previous
results further is:

g(sin) =

{
1 if |sin| = n

0 if |sin| ≠ n
(4.10)

This function g is constructed using one multi-controlled CNOT gate that activates for
the state |1n⟩, where the target is the state |−⟩ as usual. If lemma 6 is used to map
X0 7→ {0n} and X1 7→ {1n} a valid implementation for Us and this g is obtained that can
be used for the special case where |s| = 1. These circuits contain 2n+2(n−1) Toffoli gates
and n− 1 ancilla qubits once more, so their number of T gates grows as O(n). However,
this implementation of Us given by lemma 6 is limited by the condition |s| = 1. In order
to go beyond this restriction, a different implementation of Us that can be considered is
applying n2 Toffoli gates. Each of these Toffoli gates is controlled using the l-th qubit
of the first register and the m-th qubit of the second register, for l,m ∈ {1, . . . , n}. This
way each qubit in the first register acts as the control qubit for n Toffoli gates and each
of these gates makes use of a different control qubit from the second register. Applying
this implementation of Us we obtain the mapping X0 7→ {0n} and X1 7→ {1n} with
the restriction that |s| = n. The mapping f is then f(x1) =

∑n
l=1,m=1 0

m−1(x1)l0
n−m,

where the sum is performed over all the values of l and m. These circuits need n − 1
ancilla qubits and contain 2n2 + 2(n − 1) Toffoli gates. Thus, the number of T gates
grows as O(n2) which means that the decryption procedure of these type of circuits still
has polynomial complexity. Therefore their homomorphic evaluation, while less efficient
than the evaluation of T-linear circuits with RCC, is still feasible. For an arbitrary s and
this g, the implementation of Us is performed making use of n · |s| Toffoli gates. Here,
each of these Toffoli gates is controlled using the l-th qubit of the first register and the
m-th qubit of the second register, for any entry l ∈ {{1, . . . , n} : sl = 1}, all the available
values of m ∈ {1, . . . , n} and the mapping f(x1) =

∑n
l,m=1 0

m−1(x1)l0
n−m. Once the

usual gate decomposition is completed we find that the number of T gates grows as a
polynomial, since at worst for |s| = n it grows as O(n2) as previously explained.

Finally we can generalize these results for a g that satisfies g(sin) = 1 if sin = 0n−i1i

for i ∈ {1, . . . , n} and g(sin) = 0 for the remaining values, i.e., g(sin) = 1 just for
one string sin with any number of ones. Then g can be constructed using one multi-
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controlled CNOT gate that activates for the state
∣∣0n−i1i

〉
and targets the state |−⟩

once again. In this case Us is implemented using i · |s| Toffoli gates. Each of these Toffoli
gates is controlled using the l-th qubit of the first register, the m-th qubit of the second
register, for any l ∈ {{1, . . . , n} : sl = 1}, any m ∈ {1, . . . , n} such that (sin)m = 1
when g(sin) = 1 and the mapping f(x1) =

∑n
l,m 0m−1(x1)l0

n−m. Of course the mapping

X0 7→ {0n} and X1 7→ {0n−i1i} is obtained from this Us. Like in the previous case, the
homomorphic evaluation of the circuits that result from this Us and g is feasible because
the number of T gates grows as a polynomial. This is because after the decomposition of
the Toffoli gates and the multi-controlled CNOT gate, the number of T gates grows as
O(n2) at worst. This corresponds with the |s| = i = n case described by the function 4.10
and implemented making use of n2 Toffoli gates for Us. Naturally the results obtained
here also apply to a g where g(sin) = 1 only for one string sin whose ones are localized
in any position, not necessarily restricted as they were in sin = 0n−i1i.

In regards to the extension of these results for k > 2, the mapping that Us implements
for the general k case is

|x1⟩1 . . . |xk⟩k |y⟩ 7→ |x1⟩1 . . . |xk⟩k
∣∣y ⊕ (sx1,...,xk−1

· xk)
〉

∀x1, . . . , xk ∈ {0, 1}n, y ∈ {0, 1}. (4.11)

We want to implement this mapping using nmulti-controlled CNOT gates with k control
qubits. We will only consider the function g(sin) = s·sin, hence each application of G can
be implemented with |s| CNOT gates at most just like in T-linear circuits with RCC.
Then by selecting this g the problem narrows down to the mapping x1, . . . , xk−1 7→
sx1,...,xk−1

with the condition sx1,...,xk−2
· xk−1 = s · sx1,...,xk−1

for some string s ∈ {0, 1}n.
Let f : {0, 1}n → {0, 1}n, f(x1, . . . , xk−1), be this mapping. Then we have sx1,...,xk−2

·
xk−1 = s ·f(x1, . . . , xk−1). Like in the k = 2 case, the mapping from equation (4.11) can
be generically performed as:

|x1⟩1 . . . |xk⟩k|y⟩T 17→ |f(x1, . . . , xk−1)⟩1 . . . |xk⟩k|y⟩T 27→
|f(x1, . . . , xk−1)⟩1 . . . |xk⟩k|y ⊕ (f(x1, . . . , xk−1) · xk)⟩T 37→

|x1⟩1 . . . |xk⟩k|y ⊕ (f(x1, . . . , xk−1) · xk)⟩T. (4.12)

Step 2 is just the application of n multi-controlled CNOT gates with k control qubits.
The j-th multi-controlled CNOT gate is controlled using the j-th qubit of registers 1,
2,. . . , k and it targets register T, for j ∈ {1, . . . , n}. The issue is in regards to Steps
1 and 3. As in the k = 2 case, f must be a bijection since each step must be unitary.
Also like before, we want to implement this map f using just single-qubit gates, so the
X gates are allowed. Then the multi-controlled CNOT gates that can be applied may
be activated with either 0 or 1.

Studying this mapping in general was out of the scope of our publication [155], so we
just give an brief example of a possible extension in the general k case. We can simply
make use of the map f(x1, x2, . . . , xk−1) = x1 ∧ x2 ∧ · · · ∧ xk−1. In order to fulfil the
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condition sx1,...,xk−2
· xk−1 = s · f(x1, . . . , xk−1) we require |s| = n and we assume that

sx1,...,xk−2
= x1 ∧ · · · ∧ xk−2, sx1,...,xk−3

= x1 ∧ · · · ∧ xk−3, . . . , sx1 = x1. Then we have
sx1,...,xk−2

·xk−1 = s ·f(x1, . . . , xk−1) = s · (x1∧· · ·∧xk−1) =⇒ (x1∧· · ·∧xk−2) ·xk−1 =
s · (x1 ∧ · · · ∧ xk−1) =⇒ |s| = n. This mapping f is equivalent to simply applying n
multi-controlled CNOT gates with k control qubits. A single multi-controlled CNOT
gate with k control qubits can be decomposed into 2(k − 1) Toffoli gates. If the n
multi-controlled CNOT gates are decomposed we then have n · 2(k − 1) Toffoli gates
and k − 1 extra ancilla qubits, so the number of T gates grows as O(n · k). Then the
decryption process of the QHE for these circuits still has polynomial complexity. Thus
their homomorphic evaluation is still efficient, just not as much as T-linear circuits with
RCC in the k = 2 case. Therefore even in the general k case some extensions of T-linear
circuits with RCC, relevant in the context of QHE, can still be found.

We conclude this chapter with a possible application of T-linear circuits with RCC.
These circuits could be used as a test to asses the correct functioning of a quantum
computer. The simulation of these circuits can not be performed efficiently using classical
computers due to the T gates they contain. Nevertheless such circuits require less
computational power than circuits containing an exponential number of T gates. We
are currently in the so called “noisy intermediate-scale quantum” era (NISQ) in which
the best quantum computers available contain at most a few hundred qubits but have not
achieved fault-tolerance yet and are still not large enough to use the full computational
power offered by quantum mechanics. Seeing that the number of T gates grows as
O(n) for T-linear circuits with RCC, these circuits could be implemented in quantum
computers with a substantial number of qubits in order to certify their correct functioning
by ensuring that the correct s is returned and it would be less computationally complex
than implementing other algorithms where the number of T gates is higher than linear.
Besides this application, T-linear circuits with RCC could be great circuits in which to
test QHE experimentally due to their linear number of T gates.

4.3 Conclusions

� In this chapter we have defined and characterized a certain group of quantum
circuits, called T-linear circuits with RCC, that solve some particular cases of the
recursive Bernstein-Vazirani problem for k = 2. The main characteristic of these
circuits is simplifying the quantum oracle required to solve the problem from multi-
controlled CNOT gates to Toffoli gates. This decreases the T gate complexity of
the oracle. In particular, the number of T gates required to solve the problem
grows linearly with the number of qubits used to represent the secret key s. This
feature is important in the realm of quantum homomorphic encryption.

� In Liangs’s [127] QHE schemes the decryption procedure depends only on the
number of T/T † gates in the circuit, so the schemes are only efficient for circuits

52



4.3 Conclusions

with a polynomial number of T/T † gates. Since the number of T/T † gates in T-
linear circuits with RCC grows linearly as O(n), they constitute a perfect example
of quantum circuits that can be evaluated homomorphically with non interaction
and perfect security in an efficient manner.

� On the other hand, a circuit that solves the recursive BV problem for k = 2 that
can not be constructed using a polynomial number of T/T † gates would not be
suitable to be implemented applying these QHE schemes, unlike T-linear circuits
with RCC. As it was shown such a circuit requires an exponential number of
T/T † gates, which means its decryption procedure would be inefficient due to the
quasi-compactness of the QHE schemes. Still, the homomorphic implementation of
the recursive BV algorithm for general cases could be performed using a different
QHE scheme that has compactness in exchange of less restrictive conditions, such
as downgrading the security level from perfect security to computational security.
A scheme that satisfies these requirements is the one proposed by Mahadev [125],
so studying the particular application of this scheme to the general cases of the
recursive BV problem could serve as a future line of research.

� We analysed some other possibilities of implementing the oracle G making use of
different functions g. In these cases, we found that some implementations of Us

using only Toffoli gates instead of multi-controlled CNOT gates can still be con-
structed. Their number of T/T † gates grows polynomially so their homomorphic
evaluation is still efficient, although not as much as in T-linear circuits with RCC.
Moreover, these circuits need n−1 extra ancilla qubits due to the decomposition of
the multi-controlled CNOT gates used to implement G. An extension of T-linear
circuits for the general case k of the recursion was also found for a simple case.
In these circuits the number of T/T † gates grows as O(n · k). Therefore their ho-
momorphic implementation is efficient too, taking into account that k − 1 ancilla
qubits are needed in this case.

� Studying the extension of T-linear circuits with RCC for higher orders of the recur-
sion in more detail and analysing the efficiency of their homomorphic encryption
could serve as future work.
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5.1 Background

One of the most basic tasks that a computer can perform is searching. There are plenty
of different applications and problems based on searching, such as retrieving data from
a database, finding the maximum or minimum value in an array, factoring an integer,
problems about constraint satisfaction (like the Boolean satisfiability problem), problems
about combinatorial optimization and many more.

Perhaps the simplest search problem can be considered the unstructured search prob-
lem. It consists in finding a desired element in a database with no structure. Due to
this condition, for a classical computer there is no better algorithm than checking each
element in the database until the desired element is found. Assuming there are N ele-
ments in this database, this process takes at most O(N) queries. Surprisingly, it turns
out quantum mechanics offer a better solution to this problem, which is the quantum
algorithm proposed by Grover [156]. Grover’s search algorithm is considered one of
the most successful algorithms in quantum computing, since it showed the advantage
quantum computers have over classical computers in the unstructured database search
problem. Grover’s algorithm improved the query complexity from O(N), offered by the
best classical algorithm, to just O(

√
N). This constitutes a quadratic speed-up.

Due to its importance, Grover’s algorithm has been studied extensively. In [157] a
family of quantum search algorithms is investigated, showing that Grover’s algorithm
holds a distinguished place in this family, as it is the most optimal algorithm in this
family. Also, the algorithm has been used as the basis for many different quantum
algorithms and applications, such as quantum counting [158], which is an algorithm that
efficiently counts the number of solutions for a given search problem, or the collision
problem [159]. Surprisingly it also shares an isomorphism with classical kinematics
collisions [160]. Grover’s algorithm also has application regarding symmetric encryption,
since it can be applied to the problem of finding the secret key. The quadratic speed-up
that the algorithm offers over a classical exhaustive key search seems to be the most
relevant quantum cryptanalytic impact for block ciphers [161]. In this chapter we will
review the Grover algorithm in order to study its homomorphic implementation in the
next chapter in great detail.
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5.2 Grover’s algorithm review

As we have mentioned in the unstructured search problem, a list ofN unordered elements
is given. The components of this list are labelled from 0 to N − 1 without any loss of
generality. There is an element in this list that has to be found denoted by w. Since
there is no structure in this list all the elements have to be checked in order to find the
desired element in the classical scenario. This process takes on average N/2 attempts
and in the worst case scenario it takes N tries, making the complexity of the classical
problem O(N).

As we mentioned, in the quantum algorithm given by Grover the searched element can
be found in just O(

√
N) steps which constitutes a quadratic speedup. For simplicity,

the elements of the list can be written as N = 2n for some integer n. This way we can
represent the N elements of the list using n qubits.

The algorithm begins with n qubits in the state |0⟩. The first step in Grover’s algo-
rithm is state preparation. In this step, n Hadamard gates are applied to each qubit in
order to obtain an uniform superposition of all possible n bit strings:

|s⟩ = H⊗n
∣∣0⊗n

〉
=

1√
N

N−1∑
x=0

|x⟩ . (5.1)

In the next step, the oracle expressed by Uw = I − 2 |w⟩ ⟨w| is applied. Given any state
|x⟩ as input, the oracle will output:

Uw |x⟩ =
{
|x⟩ if x ̸= w

− |x⟩ if x = w
(5.2)

This oracle changes the amplitude of the searched state while leaving the rest unaffected.
The action of the oracle on the superposition state |s⟩ is given by:

Uw |s⟩ =
1√
N

N−1∑
x=0
x ̸=w

|x⟩ − 1√
N
|w⟩ . (5.3)

Next, the diffusion operator given by Us = 2 |s⟩ ⟨s|−I is applied to Uw |s⟩. This operator
flips the amplitudes around the mean. Thus, the amplitude of each state decreases except
in the case of searched state that experiments an increase in its amplitude. This process
of amplifying the amplitude of the desired state is known as amplitude amplification.
Grover’s algorithm consists on applying the operators Uw and Us iteratively.

The algorithm has a well known geometric interpretation based on two reflections that
lead to a rotation around an angle θ in a plane. In this interpretation, an orthonormal
coordinate system is used. As the superposition state |s⟩ is not orthogonal to the searched
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Figure 5.1: Circle defined by eq. (5.5). The basis is given by the states |s̃⟩ and |w⟩. The
angle θ̄ that this state forms with the horizontal axis is given by equation
(5.6).

state |w⟩, we introduce a new state called |s̃⟩ that is perpendicular to |w⟩ defined by:

|s̃⟩ = 1√
N − 1

N−1∑
x=0
x ̸=w

|x⟩ . (5.4)

The state |s̃⟩ is then obtained from the state |s⟩ by removing the desired state |w⟩
and rescaling so that the state |s̃⟩ is still normalized. The states |s̃⟩ and |w⟩ form a basis
and so any state can be expressed in terms of an angle θ:

|θ⟩ = cos(θ) |s̃⟩+ sin(θ) |w⟩ . (5.5)

Both the Uw and Us operators keep the resulting state in the circle defined by eq (5.5).
This circle is shown in figure 5.1. The first step of the algorithm is also represented in
figure 5.1 since the state shown is the starting superposition state |s⟩. The angle θ̄ that
this state forms with the horizontal axis is given by equation (5.6).

θ̄ = arcsin ⟨s|w⟩ = arcsin
1√
N
. (5.6)

The next step is applying the oracle Uw. Geometrically this is equivalent to a reflection
about the |s̃⟩ axis since the amplitude of the state |w⟩ experiments a change of its sign.
The last step to complete an iteration of the algorithm is applying Us. This operator
reflects the state about the state |s⟩ as shown in figure 5.2.
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Figure 5.2: The oracle Uw reflects about |s̃⟩ and the diffusion operator Us reflects abound
|s⟩.

Two consecutive reflections constitute a rotation. The angle corresponding to this
rotation is 2θ̄ as it can be seen in figure 5.3. Thus, the combined action of both operators
on any state is given by eq. (5.7).

UsUw |θ⟩ =
∣∣θ + 2θ̄

〉
. (5.7)

If both operators are applied to the initial state |s⟩, we obtain UsUw |s⟩ =
∣∣θ̄ + 2θ̄

〉
.

Figure 5.3: The combination of Uw and Us rotate the initial state by an angle of 2θ̄.

The combined action of the operators is then repeated iteratively in order to rotate
the initial state |s⟩ closer to the desired state |w⟩. This means performing a rotation
from θ = θ̄ to θ = π/2 in steps of 2θ̄. After O(

√
N) iterations, the amplitude of the
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desired state |w⟩ reaches its maximum and so the probability of obtaining |w⟩ in a
quantum measurement approaches 1. Thus, the final step of the algorithm is performing
a quantum measurement of the n qubits that returns the searched element of the list,
w, with high probability.

In case there are m elements that have to be found in the list instead of just one,
the steps of the algorithm remain unchanged: preparation of the superposition state |s⟩,
iterative application of the operators Uw and Us and measurement of the n qubits. In
this case, the number of steps required to obtain the desired elements is bounded by

O

(√
N
m

)
[162].
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6 Homomorphic Encryption of the Grover
Algorithm

6.1 Motivation

Grover’s algorithm is one of the most successful quantum algorithms. It serves as the
basis of many other algorithms and applications. Following our quest to find quantum
algorithms that can be homomorphically encrypted in an efficient manner, it is nat-
ural to study Grover’s algorithm next, due to its great importance and wide variety
of applications. Furthermore, as most quantum computers will be accessible through
the cloud, the security of the computations processed in these environments will be-
come paramount. If homomorphically encrypted quantum search could be performed
efficiently it would represent an important development, since not only we would have a
faster search than what any classical computer can perform, but also a perfectly search
algorithm protected by the fundamental properties of quantum mechanics.

Taking into account these motivations, we have combined Liang’s QHE schemes and
Grover’s algorithm to perform homomorphically encrypted quantum search. Recall that
the main feature of Liang’s schemes [127] is that despite being quasi-compact, they al-
low the efficient homomorphic evaluation of any quantum circuit with low T/T †-gate
complexity with perfect security. Due to this trait, they are suitable for circuits with a
polynomial number of T/T †-gates. Previous works that applied these QHE schemes to
Grover search were performed by Gong et al. [128]. In particular, they implemented a ci-
phertext retrieval scheme based on the Grover algorithm using these QHE schemes. They
performed simulations and experiments using Qiskit and IBM’s quantum computers as
an example of the scheme. However, the Grover search simulations they constructed
were made on a circuit containing two qubits that only needed Clifford gates. Also,
no analysis of the homomorphic implementation of a general Grover circuit was done.
Regarding the implementation of T/T † gates, only one of these gates was implemented

In our publication [163], we have improved these previous results by proposing a
homomorphic implementation of Grover’s algorithm using Liang’s schemes that allows
the homomorphic evaluation of any Grover circuit efficiently, provided we have access
to n − 2 ancilla qubits besides the n qubits used in Grover search. As an example, a
homomorphic Grover search circuit for 3 qubits has been simulated using Qiskit. Our
simulation of the homomorphic evaluation of a Grover circuit is more complex than
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those performed in [128] because it contains T/T † gates. Besides this, we showed how to
apply classically controlled-S gates in the Qiskit simulation to correctly evaluate multiple
T/T † gates and account for every possible measurement result. The results obtained
from our simulation can always be correctly decrypted after obtaining the final key for
each qubit involved. We also discuss the T/T †-gate complexity of the algorithm unlike
previous works [128]. The fact that this number grows slower than any linear function
will demonstrate that our proposal for a general Grover homomorphic implementation
is efficient. In the particular case of a database with only one marked element, different
quantum search algorithms that reduce the number of quantum gates needed to solve
the problem have been proposed by Arunachalam and de Wolf [164] and Briański et
al. [165]. We also show that these algorithms can be homomorphically evaluated in a
more efficient manner than Grover’s algorithm. Finally, we study the efficiency of the
homomorphic evaluation of more practical quantum search algorithms used in quantum
key attacks for symmetric encryption schemes.

6.2 Homomorphic Grover simulation in Qiskit

6.2.1 Qiskit setup

In this section a simulation of a homomorphic evaluation of a Grover circuit is shown.
The simulation has been performed in IBM Qiskit [54].

Suppose that the client wants to solve the unstructured search problem using Grover’s
algorithm. He wants to do it without the server learning anything about his data so the
client decides to use quantum homomorphic encryption to preserve its security. In this
particular case, he wants to find two marked elements in a list containing eight elements.

The circuit that the client wants to evaluate is shown in figure 6.1. The qubits are
denoted by q0, q1, ..., qn−1. Notice that in Qiskit the states are represented as |qn−1...q1q0⟩
so the circuit in figure 6.1 should be read starting from q2 and finishing at q0. The length
of the list is N = 8 which means that n = log2N = 3 qubits are needed. This circuit
finds two elements in the list: the states |011⟩ and |101⟩ (Qiskit notation is being used
here). Then Grover’s algorithm for two marked elements is applied. The reason why this
circuit was selected is related to the complexity of the simulation. For N = 8 and m = 2
only one iteration is needed and the circuit still requires the use of T/T †-gates. This
makes the homomorphic evaluation not trivial but still simple enough to be simulated.

All the steps of the circuit are separated by a grey barrier in figure 6.1. The first
step applies 3 H-gates to each qubit in order to create the superposition state |s⟩.
The next step is the application of the oracle Uw, so the states |011⟩ and |101⟩ are
marked using two controlled-Z gates. The third step is the application of the diffusion
operator Us using a CCZ gate (a controlled Z-gate that has 2 control qubits and one
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Figure 6.1: The quantum circuit that the client wants to evaluate. It implements a
Grover search for n = 3 qubits, N = 8 elements and m = 2 marked items
in Qiskit. The two marked items are |011⟩ and |101⟩. Each step of the
algorithm is separated by a grey barrier.

Figure 6.2: Toffoli gate decomposition into 7 T/T †-gates.

target qubit) surrounded by H and X gates. In figure 6.1, the CCZ gate has already
been decomposed into a Toffoli gate which has its target qubit surrounded by two H-
gates. Using the relation Z = HXH, any Z-gate can be implemented using an X
gate surrounded by two H gates. The reason for this decomposition is that in order
to implement this circuit homomorphically, it has to be decomposed into gates of the
set G = {X,Z,H, S,CNOT, T, T †}. This means that each controlled-Z gate from the
oracle Uw has to be substituted by a CNOT gate surrounded by two H-gates just like
the CCZ gate was substituted by a Toffoli gate surrounded by H-gates. The last gate
that has to be transformed is the Toffoli gate. Recall that it can be decomposed into 7
T/T †-gates as seen in figure 6.2.

After decomposing the two controlled-Z gates, the CCZ gate and the Toffoli gate into
gates of the set G, a new circuit represented in figure 6.3 is obtained. This circuit is
now composed only of gates from the set G and so it can be evaluated homomorphically
using the QHE scheme described in chapter 2. The total number of gates of the circuit
is l = 35. The sequence of gates is G[1] = H0, G[2] = CNOT2,0, ... and so on until the
last three gates which are G[33] = H0, G[34] = H1, G[35] = H2.

The first step of the QHE scheme that the client must perform is generating the secret
key, so the client starts by generating the random bits a0, b0∈ {0, 1}3 to obtain his secret
key sk = (a0, b0). In the simulation n = 3. We chose a0 = a0(0)a0(1)a0(2) = 111 and
b0 = b0(0)b0(1)b0(2) = 111 where a0(n− 1) and b0(n− 1) refer to the values of the key
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Figure 6.3: Compilation of the circuit that the client wants to evaluate decomposed using
gates from the set G.

for qn−1. This way we have that for q0 the keys are (a0(0), b0(0)) = (1, 1). For q1 and q2
the keys are (a0(1), b0(1)) = (1, 1) and (a0(2), b0(2)) = (1, 1) respectively. Of course, any
value for the keys can be chosen at this stage. Next, the first step of Grover’s algorithm,
state preparation, is performed using three H gates to obtain the superposition state
|s⟩. Then |s⟩ is encrypted using the secret key sk. This means that all the qubits are
encrypted using X1Z1 since the keys for each qubit are (1, 1). Now that the data has
been encrypted by the client, it is sent to the server.

The server starts by generating as many EPR pairs as T/T † are in the circuit. Since
M = 7 then seven entangled pairs have to be generated. An EPR pair can be easily
constructed just using a H-gate on the first qubit and a CNOT gate in which the target
is the second qubit. Since 7 entangled pairs are used this means that 14 additional qubits
are then needed in the simulation.

The simulation we performed contains 17 qubits in total. An image containing such a
number of qubits would be too large to show properly so we show an equivalent circuit to
the one that we used in our Qiskit simulation in figure 6.4. Besides the Qiskit simulation,
we also calculated the value of each key before any Sa-rotated Bell measurement is
performed using a Python script that takes the initial keys and calculates the final keys
for all possible Sa-rotated Bell measurement results, using the key updating rules of
the gates from the set G. There are some details that need further explanation. As we
mentioned, 14 extra qubits are needed to evaluate the 7 T/T †-gates. However in figure
6.4 there are only two extra qubits denoted by q3 and q4. Instead of using 7 EPR pairs
and performing 7 Sa-rotated Bell measurements, we make use of Qiskit reset operation
which is denoted by the gate |0⟩ in the circuit. This gate simply turns the state back to
|0⟩, so we can perform a Sa-rotated Bell measurement, use the reset operation on the
qubits that were measured and entangle them again using a H gate and a CNOT gate.
The reason this is done is simply to obtain a more compact image, because instead of
using 17 qubits only 5 are needed. The number of Sa-rotated Bell measurements remains
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Figure 6.4: Simulated circuit in Qiskit. This circuit is a simplified version of the simu-
lation performed in order to make the image more compact.

the same: M = 7.

The main issue that has to be solved is correcting the phase errors and for this purpose
classically controlled S-gates are used in the circuit. These gates are denoted by a
S-gate on the target qubit and a control located in the register denoted by c in the
circuit, below q4. This c register contains the results of all the quantum measurements
so it is made of classical bits. An example of these classically controlled S-gates are
the two gates that act on q3 after the first T (second T/T †) gate of the circuit. In
chapter 2 it was explained that in the decryption process the client needs to obtain the
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corresponding value of aj before performing the correct Sa-rotated Bell measurement.
This means that to perform the correct simulation one cannot simply apply S1-rotated
Bell measurements in all cases, since there would be cases where no S gate should
be applied in the measurement. Instead each possible measurement result from all
the previous Sa-rotated Bell measurements has to be taken into account and used to
calculate the corresponding a for the next measurement so the simulation returns the
correct values for all possible scenarios. Using the key updating Python script mentioned
previously, the aj relative to a measurement is calculated, one for each possible result
of all the previous measurements. Then for each aj = 1 a controlled S gate is used,
where the control is a classical bit string sequence stored in c that contains one result
of all the previous measurements. As an example notice that for the second T/T † in
figure 6.4 there are two control-S gates. This is because in the previous T/T †-gate four
measurement results are obtained. After key updating two of them lead to a17 = 1 for
this second T/T † gate (which is the 18th gate of the circuit), so two classical bit strings
stored in c have to be used as the control for two control-S gates. The third T/T † in
figure 6.4 contains 8 control-S gates for the same reasons, only now there are 16 possible
measurement results because there are two previous measurements. The second reason
why the circuit shown in figure 6.4 is not exactly the circuit that was simulated is the
number of these control-S gates that were used. For the last T/T † of the circuit 2048
control S gates were used, so the resulting image would be too large to show here. The
only two differences between the circuit shown in figure 6.4 and the simulated circuit
are that the latter used 17 qubits with no reset operation and that it contained all the
necessary control S gates in the measurements. Nevertheless the circuit in figure 6.4
is still useful to be presented here because it illustrates all the relevant elements of the
simulation: the encryption using X and Z gates according to the secret key, the 7 Sa-
rotated Bell measurements along the entangled qubits and some classically controlled S
gates that are needed in these measurements.

We want to remark that the main issue about evaluating the T/T † gates is related
to the particular homomorphic encryption scheme used and not to the implementation
of the gates on the IBMQ platform. It is already assumed that the T/T † gates can
be implemented with zero error in the QHE scheme. However, all the Sa-rotated Bell
measurements must be performed in order by the client. Thus the complexity of the
decryption process depends necessarily on the number of T/T † gates contained in the
evaluated circuit, even if the T/T † gates are implemented with zero error.

We can proceed with the remaining steps now that these details have been properly
discussed. After evaluating all the quantum gates in the circuit using the key updating
rules, the server would send the encrypted qubits back to the client, the key-updating
functions and all the entangled qubits. We want to remark that the 7 Sa-rotated Bell
measurements in the protocol are performed by the client once he receives all the data
from the server and updates its keys accordingly. The last step of the scheme is measuring
the qubits q0, q1 and q2 and using the final key dk to decrypt the measurement results.
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6.2.2 Simulation results

The results from the simulation are shown in figure 6.5. The horizontal axis represents
the measurement result obtained and the vertical axis shows the probability of obtaining
each result. The circuit was executed 10 times in order to obtain a compact image. As
it can be seen, every state in figure 6.5 is obtained with probability 0.1%. Each mea-
surement result contains the results obtained from the 7 Sa-rotated Bell measurements
and the measurement values of q0, q1 and q2. The first 14 bits in each result represent
the results of the 7 Sa-rotated Bell measurements. If we start reading from the left, the
first two bits refer to the last measurement and the last two bits refer to the first mea-
surement. This is because the first Sa-rotated Bell measurement is performed on qubits
q4 and q3. The next Sa-rotated Bell measurement is performed on qubits q6 and q5.
This continues until the last Sa-rotated Bell measurement which is performed on qubits
q16 and q15. Then the last 3 remaining bits represent q2, q1 and q0. The probability
of obtaining each state of figure 6.5 is not the main focus here. Instead what we are
interested in is obtaining the correct result after decryption given a measurement result
of q0, q1 and q2. In order to show the results obtained for the encrypted qubits more
clearly, we also present figure 6.6 which contains the measurement results of just q2, q1
and q0. The encrypted state 001 was obtained once, the states 010, 100 and 111 were
obtained two times and finally the state 011 was obtained three times. These are the
measurement results that have to be decrypted using the final keys.

The decryption process is better understood by means of an example. If we take the
first result from figure 6.5 which is 00101000010010001, the last 3 bits 001 represent
the encrypted value of Grover’s algorithm result. However, the state 001 is not one
of the solutions of the Grover circuit used. On the other hand the first fourteen bits,
00101000010010, are the results of the seven Bell measurements. Using these values
and the Python script for key updating based on the rules from chapter 2, the final
key dk can be obtained. In this case the final key is (afinal(0), bfinal(0)) = (0, 1) for
q0, (afinal(1), bfinal(1)) = (1, 1) for q1 and (afinal(2), bfinal(2)) = (0, 1) for q2 so dk =
(afinal, bfinal) = (afinal(0)afinal(1)afinal(2), bfinal(0))bfinal(1)bfinal(2)) = (010, 111). At this
point the result of the algorithm can be decrypted. Since the measurement of q0, q1 and
q2 was performed before decrypting the qubits using the final key, to decrypt a classical
result the operation is simply afinal⊕rc, the bitwise modulo 2 sum where rc is the classical
bit string obtained from the quantum measurement. Therefore for this example where
the encrypted result of Grover’s algorithm is rc = 001 we have 010⊕ 001 = 011. Recall
that for the particular Grover circuit that was evaluated the correct results are either
011 or 101, so the decrypted result that was obtained is indeed correct.

For the remaining 9 results obtained from figure 6.5, the same process was performed
to obtain the decrypted result. Table 6.1 shows the final decrypted results along the
final key of every qubit for each result obtained from the Qiskit simulation. As it can be
seen every simulation result is correctly decrypted into 011 or 101, the desired elements
from the Grover search problem. The bit string 011 was obtained 7 times and 101 was
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Figure 6.5: Results of the homomorphic Grover circuit simulation. This histogram shows
10 different measurement results. Each bar contains the results of the 7 Sa-
rotated Bell measurements and the final encrypted states of qubits q2, q1 and
q0.

Figure 6.6: Results of the homomorphic Grover circuit simulation. This histogram shows
10 different measurement results. Only the final encrypted states of qubits
q2, q1 and q0 are included.
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obtained the remaining 3. If the simulation is performed more times, the results get closer
to the expected 50% chance of obtaining each state. Therefore the simulation obtains
the correct results of the algorithm after decryption for all possible cases, demonstrating
the correctness of the QHE scheme.

Simulation result Sa-rotated Bell measurements Encrypted result Final q2 key Final q1 key Final q0 key Decrypted result

00101000010010001 00101000010010 001 (0,1) (1,1) (0,1) 011

00110111010111100 00110111010111 100 (0,1) (0,0) (1,0) 101

01000000110110111 01000000110110 111 (0,0) (1,0) (0,1) 101

01001001001011010 01001001001011 010 (0,0) (0,0) (1,0) 011

01011110010010010 01011110010010 010 (0,0) (0,1) (1,1) 011

01101101101101011 01101101101101 011 (0,1) (0,1) (0,0) 011

10000010010001100 10000010010001 100 (1,0) (1,0) (1,1) 011

10101101111001111 10101101111001 111 (1,1) (0,0) (0,0) 011

10110110010110011 10110110010110 011 (0,1) (0,1) (0,0) 011

10111001100000011 10111001100000 011 (1,1) (1,0) (0,1) 101

Table 6.1: Results from figure 6.5. For each result obtained from the simulation the
following information is given: its 7 Bell measurements results, the encrypted
Grover search result, the corresponding final key for each qubit q2, q1 and q0
and the final Grover search result.

We want to remark that the physical implementation of the IBMQ gates does not
significantly impact the efficiency of the QHE scheme. The physical gates that the IBM
quantum computers can implement are limited to some single-qubit gates such as

√
X

and one two-qubit gate. On the other hand, the QHE scheme applies the set of gates
G = {X,Z,H, S,CNOT, T, T †} that can perform universal quantum computation and
the scheme assumes that all these gates can be performed in the particular quantum
platform that the server is using. The IBMQ platform was used as an example to
demonstrate the QHE scheme but the scheme is not restricted to the IBMQ particular
platform hardware. In any case even though the IBM quantum computers can only
implement a limited number of physical gates, these physical gates implement all the
logical gates contained in the evaluated circuit. Then the number of logical T/T † gates
remains the same and so since the amount of Sa-rotated Bell measurements would be
the same, the efficiency of the QHE protocol would remain the same.

To obtain the number of physical T/T † gates contained in the whole algorithm, we
only need to calculate how many physical gates are needed to implement one T gate and
multiply that number by the number of T gates needed for the whole algorithm, so we
have Tphysical ·M , where Tphysical is the number of physical IBMQ gates required to con-
struct one T gate andM is the number of T gates contained in the algorithm. In the next
section, we calculate this value of M for the whole Grover algorithm. This calculation
serves to determine the efficiency of the homomorphic evaluation of the algorithm.
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6 Homomorphic Encryption of the Grover Algorithm

6.3 Grover search

In this section the T/T †-gate complexity of Grover’s algorithm is discussed, along with
a proposal to evaluate any Grover circuit homomorphically. For this purpose, the or-
acle and the diffusion operator have to be decomposed into gates from the set G =
{X,Z,H, S,CNOT, T, T †}. We will consider the case where there is only one marked
element in the list and then generalize for the case with m marked elements.

Starting with the oracle Uw, a quantum state that is the solution of the problem is
marked. The oracle can be constructed using a multi-controlled Z-gate with n−1 control
qubits that adds a negative phase only to the desired quantum state. The control qubits
should only activate for the desired state. This means that for each qubit in which |w⟩
contains a 0 the corresponding control qubit has to be surrounded by two X gates, one
before the control qubit. This is also applies to the target qubit. As we have seen,
a controlled Z gate can easily be decomposed into a CNOT gate by surrounding the
target qubit with two H gates due to the identity Z = HXH, so the oracle can be
implemented with a multi-controlled CNOT gate with n− 1 control qubits.

On the other hand, the diffusion operator is independent of the searched element and
is the same for every Grover circuit. Making use of Us = 2 |s⟩ ⟨s|−I and |s⟩ = H⊗n |0⊗n⟩
we have:

Us = 2 |s⟩ ⟨s| − I = H⊗n
(
2
∣∣0⊗n

〉 〈
0⊗n

∣∣− I)H⊗n. (6.1)

This means that the operator 2 |0⊗n⟩ ⟨0⊗n| − I has to be surrounded by 2n H-gates. If
a global (−1) phase is applied to the previous operator, we have I − 2 |0⊗n⟩ ⟨0⊗n|. This
operator is basically another oracle in which the desired state is the |0⊗n⟩ state since
[I − 2 |0⊗n⟩ ⟨0⊗n|] |0⊗n⟩ = − |0⊗n⟩ and [I − 2 |0⊗n⟩ ⟨0⊗n|] |x⟩ = |x⟩ for any |x⟩ ≠ |0⊗⟩.
Then it can be implemented using a multi-controlled Z gate with n− 1 control qubits,
where each qubit is surrounded by two X-gates. This multi-controlled Z gate can be
decomposed like the one used in Uw. Therefore the diffusion operator can be implemented
using a multi-control CNOT gate with n−1 control qubits and a target qubit surrounded
by 2 H gates, where all the n qubits are surrounded by 2n X gates and 2n H gates.

As an example, the whole algorithm is shown in figure 6.7 for the state |1001⟩, in order
to make clear how the oracle and diffusion operator are implemented using gates from
the set G = {X,Z,H, S,CNOT, T, T †}. The only gates that are not present in this set
are the multi-controlled CNOT gates with 3 control qubits.

The number of T/T † gates is the relevant parameter that determines if a certain
algorithm can be efficiently encrypted using Liang’s QHE scheme. Then the only gates
that have to be taken into account from the oracle and the diffusion operator are the
multi-controlled CNOT gates, since these gates are the only ones that contain T/T †

gates. Recall that the Grover algorithm needs n qubits to search N = 2n elements in
a list. The oracle and the diffusion operator are applied once for each iteration of the
Grover algorithm. Then if there is only one marked state, one iteration of Grover’s
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6.3 Grover search

Figure 6.7: Grover oracle and diffusion operator for w = 1001 using gates from the set
G and two multi-controlled CNOT gates with three control qubits. Both
operators are surrounded by a dotted box to clearly delimit the operations
they contain. The operators are used iteratively O(

√
N) times and then each

qubit is measured.

algorithm requires two multi-controlled CNOT gates (with n−1 control qubits), one for
the oracle and another for the diffusion operator. The next step is decomposing these
gates in terms of T/T † gates.

As it was shown in chapter 4, a multi-controlled CNOT gate with n−1 control qubits
can be decomposed into 2(n − 2) Toffoli gates using (n − 2) extra ancilla qubits. An
example of this decomposition [139] is shown again in figure 6.8 for any single qubit gate
U . If U = X this corresponds to the decomposition of the multi-controlled CNOT gate.

Figure 6.8: A n = 6 multi-controlled single qubit gate with 5 control qubits and 4 ancilla
qubits, decomposed into 8 Toffoli gates.

If two multi-controlled CNOT gates are used to run one query of the Grover algorithm
for a list with just one marked item, then the number of Toffoli gates is given by:
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6 Homomorphic Encryption of the Grover Algorithm

2 MCNOT = 2(2(n− 2)) Toffolis = 4(n− 2) Toffolis = 4(log2(N)− 2) Toffolis
(6.2)

where n = log2(N) was used at the last step. Since the oracle and the diffusion operator
are repeatedO(

√
N) times, the number of Toffoli gates needed to run the whole algorithm

is given by:
4[log2(N)− 2)] ·

√
N Toffolis. (6.3)

Since a Toffoli gate can be decomposed in seven T/T †-gates (figure 6.2) the number
of T/T † gates, M , is finally obtained:

M = 7 · 4[log2(N)− 2)] ·
√
N = 28[log2(N)− 2)] ·

√
N → O(log2(N)

√
N). (6.4)

From eq. (6.4) we see that M grows slower than a linear function. Since the QHE
scheme is only suitable for circuits with a polynomial number of T/T † gates, the fact that
M = O(log2(N)

√
N) means that the Grover algorithm can be implemented efficiently

using the QHE scheme discussed.

If there are more desired elements in the N items list instead of just one, this result is
still true. The reason for this is that for each new marked element, the diffusion operator
remains the same and only the oracle changes. In this case, the oracle marks m elements
in the list rather than one. Thus, instead of just using one multi-controlled CNOT
gate, the oracle would be implemented using m multi-controlled CNOT gates. If m+1
multi-controlled CNOT gates are used to run one query of the Grover algorithm, the
number of Toffoli gates is given by:

m+1 MCNOT = (m+1)(2(n−2)) Toffolis = 2(m+1)(log2(N)−2) Toffolis. (6.5)

Following the same reasoning as in the previous case of just one marked element, the
number of T/T † gates of the whole algorithm is still O(log2(N)

√
N) and so the de-

cryption process of the algorithm remains efficient. Therefore the Grover algorithm can
be homomorphically implemented using n qubits and n − 2 extra ancilla qubits in an
efficient manner. For a N = 2n list, the client should then prepare 2n − 2 qubits in
total, encrypt them, send them to the server and then perform the corresponding M
measurements to correctly decrypt the results.

We want to mention that more optimizations can be used, such as decomposing the
multi-controlled CNOT gate using the relative phase Toffoli gate from [166] instead of
the decomposition based on Toffoli gates that was used in figure 6.8. This leads to a
reduction in the number of T/T † gates. In particular, instead of the 14(n − 2) T/T †

gates that were needed using our decomposition for the multi-controlled CNOT gate
with n qubits, only 8n− 17 T/T † gates are used. Also, the number of ancillas decreases
from n − 2 in our case to ⌈n−3

2 ⌉. Using this relative phase Toffoli gate decomposition,
we get

M = 2[8 log2(N)− 17] ·
√
N = [16 log2(N)− 34] ·

√
N, (6.6)
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and so M is still bounded by O(log2(N)
√
N). Another example of further optimizations

that can be used is replacing the diffusion operator with all single qubit gates, as pro-
posed in [167]. Inspired by quantum partial search algorithms such as [168] and [169],
a version of Grover’s algorithm with improved depth was proposed [170]. Also, quan-
tum search algorithms with reduced depth compared to the standard Grover algorithm
have been implemented on the IBM quantum computers [171]. These algorithms with
reduced depth constitute examples of other type of further optimizations that can be
applied. However, we want to clarify that our publication [163] was not concerned about
finding the most optimal homomorphic implementation of Grover’s algorithm. Instead,
its purpose was to study whether the homomorphic encryption of Grover’s algorithm
can be implemented in an efficiently enough manner. Using our gate decompositions, we
have found an upper bound that grows slower than any linear function. Therefore, we
have shown that our homomorphic implementation of the algorithm can be performed
in an efficiently enough manner. More efficient implementations can be applied , such
as the relative phase Toffoli gates, but studying them in detail in order to find the most
optimal implementation is left as future work.

We want to mention some results regarding the special case in which there is only
one desired element in the database. Grover [172] proposed an algorithm that finds this
unique element using only O(

√
N log2 log2N) elementary gates without increasing the

number of queries needed in a significant manner. This algorithm is no longer made
of O(

√
N) identical iterations and it is more complicated than the standard Grover

algorithm. Then in 2017 Arunachalam and de Wolf [164] proposed a more efficient
Grover search algorithm regarding its gate complexity. For a sufficiently large database
of size N that contains just one marked element and for any constant r, this algorithm

finds the only desired element using O(
√
N) queries and O(

√
N log

(r)
2 N) elementary

gates. The iterated binary logarithm is defined as log
(s+1)
2 = log2 ◦ log(s)2 where log

(0)
2 is

the identity function. The elementary gates used are the Toffoli gate and any unitary
single qubit gate like theH andX gates. If we have a very large N items list that is also a
power of 2, r can be chosen to be r = log⋆2N so the algorithm finds the searched element
using only O(

√
N log2(log

⋆
2N)) elementary gates in the optimal π

4

√
N queries. The

function log⋆2N represents the number of times the binary logarithm must be iteratively

applied to N to obtain a number that is at most 1: log⋆2N = min{r ≥ 0 : log
(r)
2 N ≤ 1}.

Later in 2021, Briański et al. [165] proposed an algorithm that is even more efficient
regarding the gate complexity. Fix any ε ∈ (0, 1) and any N ∈ N of the form N = 2n.
Suppose a quantum oracle O is given that operates on n qubits marking exactly one
element. Then there exists a quantum circuit, denoted by A, that uses the oracle O at
most (1+ ε)π4

√
N times and uses at most O(log2(1/ε)

√
N) nonoracle basic gates, which

finds the element marked by O with certainty. Since these algorithms have a reduced
number of T/T † gates compared to the standard Grover algorithm, they can also be
homomorphically evaluated using the QHE scheme presented in chapter 2. Furthermore,
their homomorphic evaluation is even more efficient than the standard Grover algorithm
due to their reduced T/T †-gate complexity.
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6 Homomorphic Encryption of the Grover Algorithm

Arunachalam and de Wolf [164] mentioned that most applications of Grover’s algo-
rithm study databases with an unknown number of desired elements and only focus on
the number of queries. They ended their article asking whether there are any applica-
tions where the reduction in the number of quantum gates for the special case of just one
marked element is both applicable and significant. We want to give a positive answer
for this question. Quantum homomorphic encryption is a perfect application for this
algorithm, since the advantage it offers regarding the gate complexity is significant in
the context of improving the efficiency of the decryption process.

6.4 Homomorphic quantum key attack

We want to comment on the complexity of the oracle of Grover’s algorithm. The oracle
that has been presented is the simplest one that can be chosen. For more practical
quantum search problems, such as quantum key search for block ciphers like the Ad-
vanced Encryption Standard (AES), more complex oracles are needed. These oracles
require more resources, so it is interesting to study if the homomorphic evaluation of
these oracles is still efficient.

In [173], quantum circuits that perform quantum key search using the Grover algo-
rithm for the Advanced Encryption Standard (AES) are proposed. Given a block cipher
C with block length n and key length k, for a key K ∈ {0, 1}k, we can denote by CK(m)
∈ {0, 1}n the encryption of message m ∈ {0, 1}n under the key K. Given r plaintext-
ciphertext pairs (mi, ci) where ci = CK(mi), Grover’s algorithm can be applied in order
to find the secret key K. Since AES operates on plaintexts-ciphertexts of length 128,
we have that ci ∈ {0, 1}128. The Boolean function f for the Grover oracle takes a key
K ∈ {0, 1}k (where k ∈ {128, 192, 256} for AES) as input and can be defined as:

f(K) =

{
1 if ci = CK(mi) for all 1 ≤ i ≤ r
0 otherwise.

(6.7)

There are other keys than K that can possibly encrypt the known plaintexts to the same
ciphertexts. These keys are called spurious keys.

The circuits proposed in [173] are studied for each standardized key size of AES:
128, 192 and 256 bits. Each variant is denoted by AES-128, AES-192 and AES-256.
Specifically, the number of T gates and Clifford gates for the oracle and the whole
Grover key search are calculated for these circuits. As always, we are interested in the
number of T gates of these circuits, since it determines the complexity of the decryption
process of the QHE scheme. It is assumed that r = 3 for AES-128, r = 4 for AES-192,
and r = 5 for AES-256 suitable plaintexts-ciphertexts pairs are needed to characterize
the secret key uniquely. Using a circuit for the block cipher, the Grover oracle encrypts
r plaintext blocks under the same candidate key. Next, a comparison operation with
the classical ciphertexts flips the result qubit conditionally and the r encryptions are
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6.4 Homomorphic quantum key attack

un-computed. This comparison function is implemented using a multi-controlled NOT
gate with 128r control qubits (for r = 3, 4, 5) and a single target qubit. For a key size
of k = 128 bits, the oracle is composed of a 384-fold controlled NOT gate and six AES
boxes that can be decomposed into 12204 and 6·1060864 = 6365184 T gates respectively.
Its circuit is shown in figure 6.9. Thus, the oracle for AES-128 requires 6377388 T gates.

Figure 6.9: Oracle implementation for the key size k = 128. It requires r = 3 AES
invocations that have to be uncomputed later, which means that six AES
boxes are required in total to find a unique key. Once the AES boxes have
been computed, the result is compared with the given ciphertexts c1, . . . , cr
using a multiply controlled NOT gate in which the controls are determined
by the values of the bits of each ci. This is denoted by the superscript ci
on top of the controls in the figure. To determine the number of T gates,
we have to add the contribution from the 384-fold controlled NOT gate and
each AES box. Image obtained from [173].

As a crude time estimate, assuming that one Bell measurement and the subsequent
key-updating needed to obtain the key of the next Bell measurement can be performed
in 10−3 seconds at best and 1 second at worst, between 1.771 and 1771 hours would
be needed to decrypt the whole oracle. Taking into account this estimation and the
number of T gates mentioned, we believe implementing this oracle homomorphically is
quite complex but still feasible. To implement the whole Grover algorithm, a 128-fold
controlled NOT implements the diffusion operator and ⌊π4 2k/2⌋ iterations are needed.
The estimated number of T gates required to implement the whole Grover algorithm on
AES-128 is:

(6377388 + 1000) · ⌊π
4
264⌋ = 9.24 · 1025 = 1.19 · 286. (6.8)

Considering this large number of T gates, we believe that the homomorphic implemen-
tation of the whole Grover algorithm on AES-128 can not be implemented efficiently
since the decryption procedure would take too much time to be completed.
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For AES-192, the oracle is similar to the one presented in figure 6.9, only that it now
requires eight AES boxes and a a 512-fold controlled NOT gate, so we have that their
number of T gates is 8 · 1204224 = 9633792 and 16300 respectively. The T -count of the
whole oracle is then 9650092. In case of AES-256, the oracle requires ten AES boxes and
a 640-fold controlled NOT gate, so their number of T gates is 10 · 1505280 = 15052800
and 20396 respectively. The T -count of the whole oracle is then 15073196. For AES-192,
a 192-fold controlled NOT implements the diffusion operator, so the estimated number
of T gates required to implement the whole Grover algorithm on AES-192 is:

(9650092 + 1512) · ⌊π
4
296⌋ = 1.81 · 2118. (6.9)

In case of AES-256, a 256-fold controlled NOT implements the diffusion operator, so
the estimated number of T gates required to implement the whole Grover algorithm on
AES-256 is:

(15073196 + 2024) · ⌊π
4
2128⌋ = 1.41 · 2151. (6.10)

From these number of T gates contained in AES-192 and AES-256, we can see that
more gates are needed compared to AES-128 and so the homomorphic implementation
of AES-192 and AES-256 is even more inefficient.

We have studied more articles that cover practical Grover search problems. In [174],
the cost analysis of implementing Grover’s key search algorithm on the family of KATAN
block ciphers is studied. KATAN is a family of hardware-oriented, lightweight block ci-
phers specially designed for sensor networks, radio-frequency identification tags, and In-
ternet of Things. The different variants studied are KATAN32, KATAN48 and KATAN64,
depending on the block length. For the oracle, 64630, 85680 and 128464 T gates are
needed for KATAN32, KATAN48 and KATAN64 respectively using Toffoli gates in the
decomposition. The authors also studied the resources needed using a gate called the
AND gate. It is shown in figure 6.10. If the oracle is constructed using the AND gate
presented in the paper, 37248, 49104 and 73600 T gates are needed for KATAN32,
KATAN48 and KATAN64 respectively. These T counts are lower than those obtained
for AES and so these oracles can be implemented more efficiently. Using the same crude
time estimation as in AES, the worst KATAN64 oracle that contains 128464 T gates
would be implemented in 35 hours at worst and 0.035 hours at best. To implement the
whole algorithm ⌊π4 2k/2⌋ iterations are needed with no parallelization. Thus, the T gate
count is 255.63, 256.04 and 256.62 for KATAN32, KATAN48 and KATAN64 if the Toffoli
gate is used. If the AND gate is used for the whole algorithm, then the T gate count
is 254.84, 255.23 and 255.82 for KATAN32, KATAN48 and KATAN64. These numbers
are lower compared to AES. However they are still too large for efficient homomorphic
implementation, since taking the lowest value of 254.84 and using the previous time esti-
mation, at best 8.95 · 109 hours would be needed to complete decryption process of the
whole algorithm.

In [175], Grover’s search algorithm is applied on all the variants of a lightweight cipher
known as SIMON. The different variants of SIMON are denoted by SIMON 2n/mn,
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Figure 6.10: AND gate used to study the cost analysis of implementing Grover’s key
search algorithm on the family of KATAN block ciphers. Image obtained
from [174].

where 2n denotes the block size of the variant and mn is the size of the secret key. Here,
n can take values from 16, 24, 32, 48 or 64 and m from 2, 3 or 4. The quantum resources
needed for this attack are also estimated. The variants studied were: SIMON 32/64,
48/72, 48/96, 64/96, 64/128, 96/96, 96/144, 128/128, 128/192 and 128/256. For the
oracle, the lowest number of T gates found is 24492 for SIMON 32/64 and the highest
is 205740 for SIMON 128/256. Once again these oracles present a lower T gate count
compared to those found for AES. For the whole algorithm, the lowest number of T
gates is 1.27 · 246 for SIMON 32/64 and the highest is 1.11 · 2145.2 for SIMON 128/256.

In [176], Grover’s algorithm is applied to an optimized implementation of Simplified
AES and the quantum resources for the attack are also obtained. Simplified AES uses
a 16-bit block plaintext and a 16-bit key. In order to construct the oracle, 192 Toffoli
gates and 32 multi control CNOT gates with three control qubits are needed. Using the
decompositions of these gates that we have presented (figures 6.2 and 6.8) for simplicity,
the upper bound for the number of T gates is 192 · 7 + 32 · 4 · 7 = 2240. For the
whole algorithm, the number of T gates is 2240 · ⌊π4 216/2⌋ = 450240. This number of
T gates is significantly lower compared to the previous cases shown. Thus, the efficient
homomorphic encryption of Grover’s algorithm applied to simplified AES is feasible,
since using the same crude time estimation as in AES we find that the decryption process
would take between 125 hours at worst and 0.125 hours at best. However, simplified
AES is a teaching tool designed to help students understand the basic structures of AES
and is not a block cipher that is actually used in practical cryptography.

Regarding AES, the results presented in [173] have been improved in different articles.
In [178], an explicit quantum design of AES-128 is given. The number of T gates for
one invocation of AES-128 is 1053696, which is better than the 1060864 T gates needed
in [173]. Besides this improvement, the number of qubits used is also reduced. In [177],
rather than focusing on minimizing the number of qubits, the authors study AES-128,
AES-192 and AES-256 focusing on minimizing the oracle’s depth. They also managed
to reduce the number of known plaintext-ciphertext pairs required to obtain a unique
key compared to [173]. This way, using r = 2 for both AES-128 and AES-192 and r = 3
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Reference Variant Number of T gates: oracle Number of T gates: Grover key search

Ref [173]

AES-128 with r = 3 6377388 1.19 · 286

AES-192 with r = 4 9650092 1.81 · 2118

AES-256 with r = 5 15073196 1.41 · 2151

Ref [174]

KATAN32-Toffoli gate 64630 255.63

KATAN48-Toffoli gate 85680 256.04

KATAN64-Toffoli gate 128464 256.62

KATAN32-AND gate 37248 254.84

KATAN48-AND gate 49104 255.23

KATAN64-AND gate 73600 255.82

Ref [175]
SIMON 32/64 24492 1.27 · 246

SIMON 128/256 205740 1.11 · 2145.2

Ref [176] Simplified AES 2240 450240

Ref [177]

AES-128 with r = 1 54908 1.32 · 279

AES-128 with r = 2 109820 1.32 · 220

AES-192 with r = 2 122876 1.47 · 2112

AES-256 with r = 2 151164 1.81 · 2144

AES-256 with r = 3 226748 1.36 · 2145

Table 6.2: Number of T gates required to implement the oracle and the whole Grover
key search for different schemes. Using the mentioned crude time estimation,
each number also represents the time it would take to complete the decryption
process of the oracle and the whole algorithm in the worst case expressed in
seconds. The time needed in the best case is obtained by simply multiplying
each worst case value by 10−3. r refers to the number of known plaintext-
ciphertext pairs that are required for a successful key-recovery attack.

for AES-256 guarantees a unique key with overwhelming probability. In particular, the
probabilities of obtaining no spurious keys are 1 − ε, where ε < 2−64, ε < 2−128 and
ε < 2−128 respectively. Besides this, they also mention that if a success probability
lower than 1 is acceptable, then it suffices to use r = ⌈k/n⌉ plaintext-ciphertext pairs.
As an example, if r = 1 is used for AES-128, the probability of not having spurious
keys is 1/e ≊ 0.368. This could be a high enough probability for a successful attack in
certain situations, like when there exists a tight limit on the width of the attack circuit.
Regarding the oracle, for AES-128 they report 54908 T gates for r = 1 and 109820 T
gates for r = 2, for AES-192 they report 122876 T gates for r = 2 and for AES-256
they report 151164 T gates for r = 2 and 226748 T gates for r = 3. These oracles
are a considerable improvement compared to the previous AES oracles mentioned and
their homomorphic implementation seems feasible. For the whole algorithm, this work
reports 1.32 · 279 and 1.32 · 280 T gates for AES-128 with r = 1 and r = 2 respectively.
Even though the number of T gates is significantly reduced, we believe these numbers
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are still too large for efficient homomorphic encryption, since using our usual estimation
the decryption process would take too much time to be completed.

Table 6.2 shows the number of T gates needed to implement the corresponding oracle
and the whole Grover key search for the different schemes that have been presented in
this section. Using the usual crude time estimation, each number also represents the time
it would take to complete the decryption process of the oracle and the whole algorithm
in the worst case expressed in seconds. To obtain the corresponding time needed in the
best case, we simply have to multiply each worst case value by 10−3.

In conclusion we have studied the encryption resources of different practical Grover’s
algorithms. We have found that the number of T gates of quantum key attacks for
symmetric encryption schemes is too large to be implemented homomorphically in an
efficient manner except in toy models like simplified AES. Therefore, applying homomor-
phic encryption to these algorithms seems too inefficient. Still, other practical problems
where Grover’s algorithm can be applied, such as the Boolean satisfiability problem,
may have simpler oracles that can lead to an efficient homomorphic implementation of
the whole algorithm. The research of more practical versions of Grover’s algorithm that
have an efficient homomorphic implementation is left as future work. Nevertheless, we
believe that the work presented here can serve as a good basis in this endeavour.

6.5 Conclusions

� We have combined Liang’s [127] quasi-compact QHE scheme and Grover’s algo-
rithm to perform homomorphically encrypted quantum search. This QHE scheme
has perfect security, F-homomorphism, no interaction between client and server
and quasi-compactness. The scheme does not contradict the no-go result obtained
in [121] because it is not compact. The decryption procedure is independent of
the size of the evaluated circuit and depends only on the number of T/T † gates
contained in the circuit.

� Using this QHE scheme, we have simulated a quantum circuit that implements
the Grover algorithm homomorphically for a particular case which contains three
qubits using Qiskit [163]. We calculated the values of the keys at each circuit’s step
and showed how to apply classically controlled-S gates in the simulation to account
for every possible result. After obtaining the final key for each qubit involved, the
results obtained from this simulation can always be correctly decrypted. This can
be seen in table 6.1.

� Regarding the decryption procedure of the QHE scheme, it is only efficient for
circuits with a polynomial number of T/T †-gates. As we have seen, the num-
ber of T/T † gates of any Grover circuit is O(log2(N)

√
N) which means that it

grows slower than any linear function. Therefore, Grover’s algorithm is a perfect
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illustration of a quantum algorithm that can be implemented homomorphically
with perfect security and non interaction in an efficient manner. In the particular
case of a database with just one desired element, more efficient algorithms have
been proposed by Arunachalam [164] and Briański [165]. Their gate complexity
is O(

√
N log2(log

⋆
2N)) and O(log2(1/ε)

√
N) respectively, so the decryption proce-

dure of their homomorphic evaluation is more efficient than the standard Grover
algorithm.
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7 The Szegedy Quantum Algorithm and
Quantum Walks

7.1 Background

Quantum walks are one of the most promising family of algorithms in the current land-
scape. These algorithms are generated from the quantization of classical random walks.
The discrete time version of these algorithms was the first one to be proposed [179]. A
continuous time version was proposed later [180]. These walks have produced a large va-
riety of algorithms for problems such us element distinctness [181], quantum search [182]
and triangle finding [183]. Another reason why they are remarkable is that they can be
used to simulate different physical systems [184].

One of the most important quantum walks in discrete time was introduced by Szegedy
[185] as a generalization of the Grover algorithm [156]. Unlike other approaches, such
as the coined quantum walk [186] that act on undirected graphs and present difficul-
ties quantizing arbitrary Markov chains, Szegedy quantum walk can quantize a general
Markov chain. For this reason, this walk can be applied to any arbitrary weighted graph.
The original formulation proposed by Szegedy was a coinless quantum walk on bipar-
tite graphs that quantized a general Markov chain on weighted graphs by means of a
duplication process. Later, an alternative formulation of the walk was developed [187]
that avoided the requirement of duplicating the graph. This formulation allows to es-
tablish an equivalence between the coined quantum walk model and Szegedy quantum
walk [188,189].

Szegedy quantum walk has shown its usefulness for many different types of problems,
such as classification [190–192], optimization [193–197], quantum search [184, 198–200]
and machine learning [201]. Also a graph-phased Szegedy quantum walk has been de-
veloped recently, which includes complex-phase extensions [202]. We want to mention
the quantum PageRank algorithm [190] as another important application that relies on
the Szegedy quantum walk. The classical PageRank algorithm represented a revolution
in the field of search engines for surfing the Internet [203]. This algorithm can rank
pages objectively using the structure of the network they form. The quantum version
has shown that it can outperform the classical one.

Recently, another type of walk algorithm that combines classical and quantum traits
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was developed [204]. This algorithm is known as the semiclassical walk. They have
been analysed in the context of searching and ranking nodes in graphs, demonstrating
advantages with respect both classical and quantum algorithms [204, 205]. In practice,
these walk algorithms are based on repeated measurements of the quantum walker’s
position at fixed time intervals. This trait could be important in algorithms that need
to know the position of the walker not only at the end of the quantum walk. After each
measurement, part of the system has to be reset. This means that the information of
the qubits must be erased and the system must be reinitialized using either quantum or
classically controlled gates that can read the previous measurement result.

7.2 Review of quantum walks algorithms

7.2.1 Classical walks

We first review the classical walks in an brief manner. The classical random walk happens
in the nodes of a graph. Taking a stochastic perspective, the walker is located in one
particular node of the graph at each time step. From this node, it can jump to any
other node, including the current one, with a certain probability [204]. A classical walk
performed in a graph with three nodes is shown in figure 7.1. At time t = 0 the walker

Figure 7.1: Example of a trajectory followed by a particle in a classical walk performed
in a graph with 3 nodes. The walker is in a certain node at each time step
and it jumps to another node with a certain probability. Image obtained
from [204].

is located in node 2. At t = 1, it jumps to node 1 stochastically. At t = 2 it remains in
the same node and finally at t = 3 it jumps to node 0. The trajectory that the walker
follows is different each time the walk is performed, since this process is stochastic. A
probability distribution for the walker being at each node at each time step can be
obtained if we average over the different trajectories that the walker may follow.
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The probability distribution of the walker being at each node can be simulated deter-
ministically if the probabilities that the walker jumps from one node to any other are
known. We define the classical transition matrix of a graph G, whose elements Gji rep-
resent the probabilities that the walker jumps from node i to node j. The probabilities
of each column add to one, so we have:

N−1∑
j=0

Gji = 1, (7.1)

where N is the number of nodes contained in the graph. The matrix G is then a N ×N
matrix.

We denote by p(t) a column vector whose elements are the probabilities that the
walker is at each node at a certain time t. Then, the classical walk can be simulated
deterministically, given an initial probability distribution called p(0), using the transition
matrix as

p(t) = Gtp(0). (7.2)

Both points of view have applications depending of what the desired result is: a specific
position of the walker or a probability distribution. The stochastic simulation is used in
optimization algorithms, such as simulated annealing with Metropolis-Hastings, where
obtaining a single node as an optimal solution is what is desired [206–208]. Calculating
the entire transition matrix can be unfeasible if the search space is too large. Then, by
calculating only the probabilities required at each time step, the computational cost of
the algorithm is reduced.

7.2.2 Szegedy quantum walk

The classical Markov chain can be quantized through Szegedy’s quantum walk [185,187].
In this quantum walk the Hilbert space is the span of all the vectors representing the
N ×N directed edges of the graph, so we have

H = span{|i⟩1 |j⟩2 , i, j = 0, 1, ..., N − 1} = CN ⊗ CN , (7.3)

where the states with indexes 1 and 2 refer to the nodes on two copies of the original
graph. Then, the states are defined over two quantum registers, which can be reinter-
preted as position and coin registers respectively [202,204]. By convention the nodes of
the network, and thus the matrix indexes, are counted from 0 to N − 1. We define the
vectors

|ψi⟩ := |i⟩1 ⊗
N−1∑
k=0

√
Gki |k⟩2 , (7.4)

which are a superposition of the vectors that represent the edges outgoing from the ith

vertex, whose coefficients are given by the square root of the ith column of the transition
matrix G.
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Next, we define a projector operator onto the subspace generated by these vectors:

Π :=
N−1∑
i=0

|ψi⟩ ⟨ψi| . (7.5)

The quantum walk operator Uw is defined as

Uw := SwR, (7.6)

where R is a reflection about the subspace generated by the states |ψi⟩,
R := 2Π− 1, (7.7)

and Sw represents the swap operator between the two quantum registers,

Sw :=
N−1∑
i,j=0

|i, j⟩ ⟨j, i| . (7.8)

The initial state of the system |ψ(0)⟩ is typically a linear combination of the |ψi⟩
states that represent the initial probability distribution of the walker. Once the unitary
evolution Uw has been applied a number t of time steps, the position of the walker can
be usually obtained by measuring the first register. Then, the probability distribution,
denoted by pq(t), is provided by the projection onto the computational basis of the first
register,

[pq(t)]i =
∣∣∣∣ ⟨i|U t

w |ψ(0)⟩1

∣∣∣∣2 . (7.9)

There are some algorithms where the second register is measured instead of the first
[190–192, 205]. Nevertheless without loss of generality, in our publication [209] we only
considered measurements in the first register.

The formulation of Szegedy quantum walk that we have just described corresponds
to the alternative formulation that we mentioned earlier [187]. This way, it can be
understood as a coined quantum walk in which the first register encodes the position of
the walker in the graph, and the second register encodes the coin state. Szegedy’s original
formulation was based on a coinless quantum walk that performed two reflections, each
around one of the two previous subspaces [185]. Using this original formulation, the
unitary operator for one step of Szegedy’s quantum walk can be expressed as [184]:

W = RBRA, (7.10)

where RA corresponds to a reflection over the subspace spanned by the |ψi⟩ states and
RB corresponds to another reflection over the subspace generated by the swapped ver-
sion of these states. If we identify RA = R and RB = SwRSw, we can see that the
original unitary operator W corresponds to the application of the coined version of the
operator twice, which means that W = U2

w. We presented this original formulation for
completeness purposes, and we will use the alternative formulation [187] from this point
onwards.
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7.2.3 Semiclassical walk formulation

Semiclassical walks are a new type of algorithms that combine both classical and quan-
tum features [204]. They have showcased superior performance compared to both clas-
sical and quantum algorithms in ranking and searching problems [205]. Considering a
functional point of view in a quantum computer, these walks consist of repeated mea-
surements of the walker’s position at regular time intervals. Two parameters are used
to describe a semiclassical walk:

� Quantum time tq, which is the number of times the walk unitary evolution operator
Uw is applied between measurements.

� Classical time tc, which represents the number of times that the whole scheme of
quantum evolution and measurement is repeated.

In case of the semiclassical Szegedy walk, we can distinguish two classes of algorithms,
class I and class II, depending on which register is being measured (1 or 2) to obtain
the information about the position of the walker. It is more common to have walks of
class I, but there are applications where the measured register is the second one, like
the quantum PageRank algorithm [199, 203]. Nevertheless, we will deal just with the
semiclassical walks of class I from this point onwards.

Each classical step of the semiclassical walk consists of a quantum evolution which is
determined by the quantum time tq, a measurement of the position and then a reset of
the system. The information contained in the second register is erased to reset the system
and the result obtained from measuring the position of the walker is used to prepare its
corresponding proxy state. These proxy states represent the walker’s classical position
in the Hilbert space where the quantum walk happens. These proxy states can be
defined arbitrarily but in the case of Szegedy’s quantum walk, there is a natural choice
of states, which is the set of states determined by eq. (7.4). An example of this type
of semiclassical walks of class I is shown in figure 7.2. We denote by xtc the classical
position of the walker at a certain classical time tc. The walker starts at node x0. Then
we prepare the state |ψx0⟩ and perform the quantum evolution parametrized by the
quantum time tq, applying the operator Uw as many times as tq indicates. Next, the
first register is measured and the resulting state of the system is a particular node x1
in the first register. The state of the second register is not relevant, since the system is
reset using the information about the node obtained from the measurement. Next, we
prepare the new state for the node that was measured: |ψx1⟩. This procedure can be
repeated as many classical steps as desired.

Up until this point, we have described the semiclassical walk in an abstract manner.
We now proceed to show the quantum circuits needed to perform this process. As we
mentioned, at each classical step tc, the classical position of the walker xtc is represented
in the quantum system by its corresponding state

∣∣ψxtc

〉
in eq. (7.4). In order to prepare

this state, we introduce the update operator V , which prepares the state |ψi⟩ from the
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Figure 7.2: Representation of the semiclassical Szegedy walk of class I. The position of
the walker at each classical time step is given by xtc . The classical infor-
mation is used to prepare the corresponding state

∣∣ψxtc

〉
, then the quantum

evolution is performed, and finally a new classical position is measured from
the first register. Image obtained from [204].

computational basis of the first register, provided the second one is in the state |0⟩2 [210].
We then have:

V |i⟩1 |0⟩2 = |ψi⟩ . (7.11)

n

n

...
. . . ...

Register 1: Init

V U
tq
w V U

tq
w

Register 2: |0⟩ |0⟩

Cl. register:

tc = 0 tc = 1 tc = tf

Figure 7.3: Quantum circuit for the semiclassical Szegedy walk. The walk is performed tf
classical time steps, and at each classical step the quantum evolution operator
Uw is applied tq times. After each classical step measurement performed in
the first register and before the next quantum walk evolution, the second
register is reset to the state |0⟩2. Then the update operator V is applied to
create the new initial state |ψx⟩ depending on the measurement result x.

The implementation of a semiclassical walk using quantum circuits is shown in Figure
7.3. First, we generate an initial state in the first register. This state represents the
initial classical distribution of the walker at time step tc = 0. It can be implemented as
a quantum superposition of the computational basis where all coefficients are positive or
as a mixed state. After the measurement at tc = 0, the first register results in the state
|x0⟩1. From this point onwards, each classical step tc > 0 is composed of four operations.
The second register is reset to the state |0⟩2, so that its previous information is erased
and the system transforms into the state |xtc−1⟩1 |0⟩2. Next, the update operator creates
the initial state of the step

∣∣ψxtc−1

〉
. The quantum unitary evolution operator Uw of the

Szegedy quantum walk is applied a number of times determined by tq, and finally the first
register is measured once again to obtain the new classical position xtc . This procedure
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is repeated until the last classical step tf is completed.

From a rigorous point of view, semiclassical walks can be understood as classical
walks in which the transition matrices encode the quantum evolution. These are known
as semiclassical transition matrices and can be defined as:

G
(tq)
ji :=

∣∣∣∣∣∣ ⟨j|U tq
w |ψi⟩1

∣∣∣∣∣∣2 . (7.12)

Notice that we actually have an entire family of semiclassical walks, parametrized by the
quantum time tq, and that the time steps of the walker are actually determined by the
classical time tc. The semiclassical matrix could be used to simulate the semiclassical
walk deterministically in a classical computer, provided there is an efficient classical
simulator of the quantum walk to obtain all the matrix elements [211].
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8.1 Motivation

Quantum walks algorithms constitute one of the most successful family of quantum al-
gorithms, due to their many different variants and wide range of applications. Following
our quest to study the homomorphic encryption of different quantum algorithms and
taking into account the success found analysing the Grover algorithm, it is natural to
turn our attention to quantum walks next. After the success found simulating the homo-
morphic implementation of Grover’s algorithm, we are also interested in the simulation
of QHE schemes, and we want to improve them as much as possible.

Regarding the simulation of QHE schemes, an open-source Python implementation of
the EPR scheme [123] has recently been constructed [212]. There was also a previous
work that simulated circuits consisting only of Clifford gates using Qiskit and the EPR
schemes [213]. Liang’s schemes have also been simulated in different works. A simulation
of Grover’s algorithm was performed using a circuit that only contained two qubits and
Clifford gates [128]. Besides this, they also performed an experimental implementation
of the decryption scheme for a single T gate using an IBM quantum computer. In
our second publication [163], we simulated a more complex Grover search circuit using
Liang’s schemes in Qiskit. This simulation contained three qubits and seven T/T † gates.
We managed to correct the errors generated by the T/T † gates using classically controlled
S gates. However, the value of each key had to be calculated beforehand to determine the
correct control value of the classically controlled S gates. This requires the calculation
of a number of key values that grows exponentially with the number of T/T † gates, and
an exponential amount of classically controlled S gates.

In our third publication [209], we reformulated Liang’s schemes using classical-quantum
circuits for the decryption procedure. This reformulation of the scheme allowed us to
construct a classical simulator using Qiskit. Our simulator constitutes an improvement
compared to the previous simulations of Liang’s schemes, since it does not require any
previous calculation of the keys. Instead, the keys are calculated as the simulation runs.
This results in a simulation that contains a linear number of classically controlled S
gates instead of an exponential one. Thus, the evaluated circuits can contain any arbi-
trary number of T/T † gates. Based on our simulation algorithm, we also developed a
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Python library called Classical-Quantum Circuits for Quantum Homomorphic Encryp-
tion (CQC-QHE) to construct and classically simulate the classical-quantum circuits
that are required for the quantum homomorphic encryption simulation.

We applied this QHE scheme to quantum walks, specifically the Szegedy quantum
walk and its semiclassical counterpart. Before our work, a previous study of quantum
walks with QHE was done [117]. However, it was focused on the context of Boson
sampling using a multi walker, and is radically different from the usual quantum walks
studied in the literature [184]. Furthermore, the QHE scheme applied was very limited
since it was not universal, contrary to our scheme.

In order to apply the QHE scheme to semiclassical walks, the rules for the homo-
morphic evaluation of the reset and intermediate measurement operations must also
be considered. We also provided the rules for these operations in our third publica-
tion [209]. We then examined the T/T †-gate complexity of the circuits required to
implement Szegedy quantum walk on different graphs structures: cyclic graphs, com-
plete graphs and bipartite graphs. We proved that all the circuits considered can be
implemented homomorphically in an efficient manner. Besides this, we simulated a ho-
momorphic Szegedy quantum walk on the bipartite graph for six qubits using Qiskit.
The correct results are always obtained after the decryption procedure, independently
of the initial key used in encryption. In order to check that the results are indeed the
correct ones, we used the python library SQUWALS [211] to simulate the walk algorithm
deterministically. We simulated a homomorphic semiclassical walk on a cycle graph that
contains six qubits too. Once again, we used SQUWALS to simulate the walk determin-
istically in order to verify that the decrypted results of the QHE simulation are correct.
The positive results obtained from both simulations show the correct functioning of
the QHE scheme. Finally as we mentioned, we introduced the library CQC-QHE to
construct and classically simulate the classical-quantum circuits needed for quantum ho-
momorphic encryption simulation scenarios. This library can be accessed by anyone, so
we expect our work will be of interest to those looking to apply homomorphic encryption
to specific quantum circuits.

8.2 Quantum homomorphic encryption

In this section we describe a QHE scheme based on gate teleportation similar to Liang’s
scheme. However, we do it in a more practical manner. For a rigorous mathematical
description we refer to the original work [127]. Moreover, we will show how this scheme
can be easily implemented in terms of classical-quantum circuits.
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8.2.1 Scheme description

Let us consider a quantum algorithm as the process of applying a quantum circuit
represented by an unitary operator U to an initial state |α⟩, to obtain the quantum
state |β⟩ = U |α⟩. The client is able to prepare |α⟩, and the task of the server is
applying the quantum circuit of the algorithm. The client wants to prevent the server
from obtaining information about |α⟩, so the quantum algorithm is performed using
quantum homomorphic encryption. The QHE scheme used in our publication [209]
consists of three main procedures, two performed by the client and one by the server.
The quantum circuit performing U must be decomposed in Clifford+T gates from the
set G = {X,Z,H, S, S†, CNOT, T, T †}.

Step 1: the client initializes a n-qubit system in the desired initial state |α⟩ of the
corresponding quantum algorithm. The qubits are denoted as qi for i = 1, .., n. The
client encrypts the system using QOTP encryption [144] before sending the qubits to
the server, who will run the algorithm. In order to accomplish this, the client randomly
generates a secret key composed of two bit strings of length n. These two bit strings are
stored in classical-bitstring variables. Let us denote as x and z these classical-bitstring
variables, so we have:

x = x1x2...xn, (8.1)

z = z1z2...zn. (8.2)

The client applies Pauli gates X and Z to each qubit qi in order to encrypt them,
depending on the classical bits xi and zi which contain the initial secret key at this
point. Then, the client prepares the encrypted state

|αenc⟩ =
[

n⊗
i=1

Xxi
i Z

zi
i

]
|α⟩ , (8.3)

and sends the qubits to the server.

Step 2: The quantum circuit that the server runs can be read sequentially gate
by gate. For each gate g in the circuit that has to be evaluated, the server applies
its corresponding homomorphic evaluation scheme. Whereas this process consists of
simply applying gate g for Clifford gates, it is more complex for T/T † gates. Each gate
evaluation produces a change in the encrypting key of the system, which means that
the values stored in classical bits xi and zi have to be updated accordingly. For each
gate g (CNOT ) applied to qubit qi (qubits qi and qj), there is a key-updating function,
denoted as fg,i (fC,ij), that determines how the associated classical bits xi and zi must
be updated. Then, the server generates a sequence with the key updating functions
according to the sequence of gates contained in the quantum circuit. Once the server
finishes the evaluation of all the gates, it sends the qubits with the state |βenc⟩ back to
the client, along with the sequence of key-updating functions.
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Step 3: For each function fg,i or fC,ij in the sequence of key-updating functions, the
client performs the corresponding key updating of classical bits:

xi, zi ← fg,i(xi, zi), (8.4)

(xi, zi), (xj , zj)← fC,ij((xi, zi), (xj , zj)). (8.5)

After completing this sequence, these classical bits contain the final encryption key.
Therefore, the client can obtain the decrypted final state applying QOTP decryption
with these bits:

|β⟩ =
[

n⊗
i=1

Xxi
i Z

zi
i

]
|βenc⟩ . (8.6)

In principle, obtaining the final decrypted state |β⟩ is what the client needs in case he
wants to utilize it as the initial state for a different algorithm, or if he wants to perform
measurements in different basis than the computational one. On the other hand, in most
cases the client just wants to measure the final state |β⟩ in the computational basis.
In such case, the client can measure directly |βenc⟩ and obtain the classical bitstring
encrypted with the key stored in classical bits xi. Finally, the client can easily decrypt
the classical result using this key and classical XOR operations instead of applying X
and Z quantum gates.

8.2.2 Evaluation schemes and key-updating functions for Clifford+T gates

We have only described our QHE scheme in an abstract sense so far. We proceed to
show the explicit form of the evaluation schemes and key-updating functions for each
quantum gate. In the following, we use a and b to denote constant values of bits, whereas
to denote classical-bit variables whose value can change we use x and z.

Let |ϕ⟩ be an arbitrary quantum state, like any intermediate state of the quantum
algorithm. In case of single qubit gates, for the sake of simplicity we suppose that they
act on the first qubit of |ϕ⟩, which is encrypted with x1 = a and z1 = b in the first
qubit q1, so we have Xa

1Z
b
1 |ϕ⟩. We already know how the encrypting key changes after

applying each of the quantum gates, since the rules for each gate were explained in
chapter 2 but it is still useful to revisit this. Let us start with Clifford gates, and in
particular the X gate. We have, up to a global phase:

X1X
a
1Z

b
1 |ϕ⟩ = Xa

1Z
b
1X1 |ϕ⟩ , (8.7)

so the classical bits do not change after applying the quantum gate. If we applied a Z
gate instead, we would have:

Z1X
a
1Z

b
1 |ϕ⟩ = Xa

1Z
b
1Z1 |ϕ⟩ , (8.8)
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so the encrypting key remains unchanged once more. Thus, the key-updating function
for both gates is simply the identity:

fX,i(xi, zi) = fZ,i(xi, zi) = (xi, zi). (8.9)

Next we have the Hadamard H gate, so

H1X
a
1Z

b
1 |ϕ⟩ = Xb

1Z
a
1H1 |ϕ⟩ . (8.10)

Since in this case the encrypting key changes, the classical bits must be updated to
x1 = b and z1 = a. Then, the key-updating function is

fH,i(xi, zi) = (zi, xi). (8.11)

Finally, for the S and S† gates we have

S1X
a
1Z

b
1 |ϕ⟩ = Xa

1Z
a⊕b
1 S1 |ϕ⟩ , (8.12)

S†
1X

a
1Z

b
1 |ϕ⟩ = Xa

1Z
a⊕b
1 S†

1 |ϕ⟩ , (8.13)

so in both cases the bits are updated to x1 = a and z1 = a ⊕ b. This means that both
gates share the same key-updating function:

fS,i(xi, zi) = fS†,i(xi, zi) = (xi, xi ⊕ zi). (8.14)

For the CNOT gate, assuming that the quantum state is encrypted with x1 = a1,
z1 = b1, x2 = a2, z2 = b2 and that the CNOT gate takes qubit q1 as the control qubit
and q2 as the target qubit, we have

CNOT12X
a1
1 Zb1

1 X
a2
2 Zb2

2 |ϕ⟩ = Xa1
1 Zb1⊕b2

1 Xa1⊕a2
2 Zb2

2 CNOT |ϕ⟩ . (8.15)

In this case the classical bits must be updated to x1 = a1, z1 = b1 ⊕ b2, x2 = a1 ⊕ a2,
z2 = b2, so the key-updating function is

fC,ij((xi, zi), (xj , zj)) = ((xi, zi ⊕ zj), (xi ⊕ xj , zj)). (8.16)

With this, the key-updating functions of Clifford gates have been obtained. We can
see that the homomorphic evaluation scheme for Clifford gates corresponds trivially to
applying these gates. However, for non-Clifford gates the situation is different. Recall
that if a T gate is applied to an encrypted state (assuming it is in the first qubit), we
have:

T1X
a
1Z

b
1 |ϕ⟩ = (S†

1)
aXa

1Z
a⊕b
1 T1 |ϕ⟩ , (8.17)

so there is an additional phase error given by (S†)a. The bit value a is given by the
encrypting-key bit x1 before the T gate is applied. The server is unable to correct this
error since a depends on the initial encrypting key, which the server can not access.
Since our QHE scheme is non-interactive, the server can not send the qubit to the client
to correct the phase error until the algorithm is finished. We make use of the gate
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XaZb |ϕ⟩ T Xa⊕raZa⊕b⊕rbT |ϕ⟩

Bell:

H Sa H rb

ra

Figure 8.1: Homomorphic evaluation scheme for a T gate using gate teleportation. Be-
sides the T gate, a swap gate, Clifford gates and measurements are performed.
The part on the left of the red line is performed by the server, and the part
on the right by the client once the server has finished running the quantum
algorithm.

teleportation procedure that was introduced in Liang’s schemes [127] to teleport a Sa

gate to the qubit. We recall this procedure in Figure 8.1. The server creates a Bell state
in two ancilla qubits (denoted as Bell) using a H and a CNOT gate. Then, the server
applies a swap gate between the problem qubit and the first qubit of the Bell register.

Due to the principle of deferred measurements [139], the client can postpone the Sa-
rotated Bell measurement until the server has finished running the quantum circuit.
Thus, the server completes the algorithm and then sends the ancilla qubits along with
the main qubits of the system. Taking all this into account, the evaluation scheme
for a T gate corresponds to the part to the left of the red line in Figure 8.1, and the
key-updating function is given by:

fT,i;l(xi, zi) = (xi ⊕ ral , xi ⊕ zi ⊕ rbl). (8.18)

Let L be the number of T/T † contained in the quantum circuit of the algorithm. For
each of these gates, two different ancilla qubits are needed, there are L Bell registers.
The new subscript l = 1, ..., L in the key-updating function refers to the Bell register
that the client must measure to obtain the classical bits ral and rbl . Then, when the
function fT,i;l is read in the sequence of key-updating functions in Step 3, the client has
to perform the quantum operations at the right of the red line in Figure 8.1, besides
the classical XOR operations. Thus, it can be thought as a kind of classical-quantum
key-updating function.

In last place, for a T † gate we have

T †
1X

a
1Z

b
1 |ϕ⟩ = Sa

1X
a
1Z

a⊕b
1 T †

1 |ϕ⟩ . (8.19)

Using the same procedure as with the T gate, in this case the teleported Sa combined
with the Sa error produces Za. This cancels the a superscript in the Z gate, so the key
updating function is:

fT †,i;l(xi, zi) = (xi ⊕ ral , zi ⊕ rbl). (8.20)
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8.2.3 Circuit representation

The whole procedure of Step 2 can be represented by a quantum circuit. We also want
a circuit representation for the decryption procedure that the client performs in Step
3. The key-updating functions of Clifford gates are based on applying XOR or swap
operations, which can be achieved using classical CNOT and swap gates on the classical
bits xi and zi. Thus, the key-updating process can be represented with classical circuits.
In the case of T/T † gates, the key-updating function can be treated as a classical-
quantum procedure, so it can represented using a circuit that contains both classical
and quantum gates. Then, the whole procedure performed on Step 3 can be represented
with a classical-quantum circuit. In Table 8.1 we summarize the building blocks for the
circuits that the server and the client have to run.

As an example of the application of the QHE scheme, we show a quantum algo-
rithm that we want to homomorphically evaluate in Figure 8.2. The client would cre-
ate the initial state. Then the server would run the evaluation schemes associated to
each gate and generate the corresponding sequence of key-updating functions [fH,1, fS,2,
fC,12, fT,1;1, fS†,1, fT †,1;2]. This sequence is then used by the client to update the en-
crypting keys.

q1:
Init

H T S† T †

q2: S

Figure 8.2: Example of a quantum algorithm with 2 T/T † gates and Clifford gates ap-
plied to two qubits. The first block denoted by “Init” is an algorithm used
by the client to create the initial state sent to the server. Its homomorphic
implementation does not concern us since it is not performed by the server.
The remaining Clifford+T gates constitute the server’s algorithm. The final
step is measuring each qubit.

From this simple circuit, the circuits that must be run in the three steps of the QHE
scheme can be showcased. In Figure 8.3(a) we present the circuit that the client must
run to initialize the system in Step 1. Notice that the Init gate does not need to be
compiled in the Clifford+T gates of the universal set of gates G, since it is performed
before encryption. After generating the initial state, the client initializes the classical
bits that store the encrypting key at random and applies classically-controlled quantum
gates to encrypt the system. Since we have n = 2 qubits, there are 2n = 4 classical
bits. In Figure 8.3(b) we show the homomorphic evaluation of the quantum gates of
the circuit performed by the server. Since there are two T/T † gates, two quantum Bell
registers are required, which means that four ancilla qubits are used. Finally, in Figure
8.3(c) we can see the classical-quantum circuit that the client has to perform in order to
obtain the final encrypting key. Notice that in this example we measure the main qubits,
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Gate Server Client

X XaZb |ϕ⟩ X XaZbX |ϕ⟩ x : a a

z : b b

Z XaZb |ϕ⟩ Z XaZbZ |ϕ⟩ x : a a

z : b b

H XaZb |ϕ⟩ H XbZaH |ϕ⟩ x : a b

z : b a

S XaZb |ϕ⟩ S XaZa⊕bS |ϕ⟩
x : a a

z : b a⊕ b

S† XaZb |ϕ⟩ S† XaZa⊕bS |ϕ⟩
x : a a

z : b a⊕ b

CNOT

Xa1Zb1⊕b2

Xa1⊕a2Zb2

Xa1Zb1

CNOT |ϕ⟩|ϕ⟩
Xa2Zb2

x1 : a1 a1

z1 : b1 b1 ⊕ b2
x2 : a2 a1 ⊕ a2
z2 : b2 b2

T

XaZb |ϕ⟩ T Xa⊕raZa⊕b⊕rbT |ϕ⟩

qBell:
H

qBell:
S H

cBell:
rb
ra

x : a a⊕ ra
z : b a⊕ b⊕ rb

T †

XaZb |ϕ⟩ T † Xa⊕raZb⊕rbT † |ϕ⟩

qBell:
H

qBell
S H

cBell:
rb
ra

x : a a⊕ ra
z : b b⊕ rb

Table 8.1: Classical-quantum circuits for the evaluation schemes performed by the server
and the corresponding key-updating function performed by the client, associ-
ated to each Clifford+T gate. Quantum bits are represented by single lines,
whereas classical bits are represented using double lines. Notice that for T/T †

gates, the client applies a S gate controlled by classical bit x. Since this bit
stores the value a, the client ends up applying Sa. For each quantum Bell
register, denoted as qBell, there is an associated classical register, denoted by
cBell, with two bits. The qubits of the registers qBell start in state |0⟩. We
want to remark that there is a fundamental difference regarding the evalu-
ation of T/T † gates and Clifford gates, since the former makes use of both
qubits and classical bits whereas the latter just requires classical bits.
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q1:

Init
X Z

q2: X Z

x1: 0/1?

z1: 0/1?

x2: 0/1?

z2: 0/1?

(a)

q1: H T S† T †

q2: S

qBell 1:

H

qBell 2:

H

T gate T † gate

(b)

q1:

q2:

qBell 1:
S H

qBell 2:
S H

cBell 1:

cBell 2:

x1:

z1:

x2:

z2:

T T †H CNOT S†S

(c)

Figure 8.3: Circuits for the three steps of the QHE scheme applied to the example circuit
in Figure 8.2. a) Classical-quantum circuit for the initialization performed
by the client in Step 1. Qubits q1 and q2 begin in the state |0⟩. b) Quantum
circuit for the quantum algorithm performed by the server in Step 2. The
qubits of the registers qBell start in the state |0⟩. c) Classical-quantum
circuit for key-updating and measurement performed by the client in Step
3. Quantum bits are represented using single lines, whereas classical bits are
illustrated using double lines.
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8 Homomorphic Encryption of Quantum Walks Algorithms

q1 and q2, before the decryption process. Then the classical results must be decrypted
with classical bits x1 and x2. This procedure will be used in the following simulations in
order to see the results before and after decrypting. Nevertheless, we could instead apply
X and Z gates controlled by their respective classical bits to obtain the final decrypted
quantum state.

8.2.4 Security and resources analysis of the QHE scheme

The QHE scheme that we have reviewed in this section is non-interactive and F-
homomorphic since it can be applied to any quantum circuit. Like in Liang’s schemes,
the encryption is performed using the QOTP protocol. Recall that it has perfect security,
because if the encryption bitstrings are chosen at random and used just once, applying
this protocol to any arbitrary quantum state ρ produces the totally mixed state [144]:

1

22n

∑
a,b∈{0,1}n

[
n⊗

i=1

Xai
i Z

bi
i

]
ρ

[
n⊗

i=1

Xai
i Z

bi
i

]†

=
12n

2n
. (8.21)

Combining this with the fact that there is no interaction in the evaluation and decryption
processes, then this QHE has also perfect security.

Our QHE scheme only differs from Liang’s scheme [127] in regards to the way the
key-updating functions are created. As it has been presented our scheme does not have
L-quasi-compactness, since the number of key-updating functions scales linearly with
the number of gates contained in the circuit. This happens because we have an inde-
pendent key-updating function per quantum gate, independently of the gate being a
Clifford or T/T † gate. However, the scheme can be slightly modified in order to achieve
the L-quasi-compactness and make it more similar to Liang’s scheme.

Since all key-updating functions related to Clifford gates are deterministic and do not
require quantum measurements, a sequence of Clifford key-updating functions can be
composed into a single one denoted by f̃l. Then, before the first T/T † gate, between
each of them and after the last one there is just a single key-updating function f̃l, where
l = 1, ..., L + 1. This function can be calculated only by means of XOR operations.
Each new bit value is obtained as the XOR sum of the 2n classical bits. Since the
XOR is self-inverse, in this sum each bit appears at most once. Thus, the number of
classical operations that are required for each of the 2n new bit values is at most 2n− 1,
not scaling with the number of quantum gates that regulate the composed function f̃l.
In case of the key-updating functions associated with the T/T † gates, at most 3 XOR
operations are required. Since there are L functions of this class, the maximum number
of classical operations required for decrypting, denoted as |Ocl|, is

|Ocl| = (L+ 1)|f̃l|+ 3L = (L+ 1)2n(2n− 1) + 3L, (8.22)
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8.2 Quantum homomorphic encryption

where |f̃l| denotes the maximum number of classical operations of f̃l. Therefore, the
complexity scales as O(L) and the QHE scheme has L-quasi-compactness.

The sequence of key-updating functions for the example circuit of Figure 8.2 would
be [f̃1, fT,1;1, f̃2, fT †,1;2, f̃3], where the composed functions are:

f̃1((x1, z1), (x2, z2)) = ((z1, x1 ⊕ x2 ⊕ z2), (x2 ⊕ z1, x2 ⊕ z2)), (8.23)

f̃2((x1, z1), (x2, z2)) = ((x1, x1 ⊕ z1), (x2, z2)), (8.24)

f̃3((x1, z1), (x2, z2)) = ((x1, z1), (x2, z2)). (8.25)

The first function is an ordered combination of the key-updating functions of the H,
S and CNOT gates. The second one corresponds directly to the function of the S† gate
applied to the first qubit, and the third one is simply the identity because there are no
more gates after the last T/T † gate.

Since two ancilla qubits are required for each T/T † gate and the client has to perform
O(L) classical-quantum decrypting operations, the efficiency of the scheme depends on
the number of T/T † gates. Therefore, any quantum algorithm can be implemented
efficiently with this scheme provided that L grows as a polynomial with the size of the
problem [127].

Even though we have ultimately described a L-quasi-compact scheme making use of
the composite Clifford key-updating functions, these functions can not be implemented
in Qiskit due to its current limitations. Thus for simulation purposes, we will apply the
unmodified scheme with a function per gate in Section 8.4. Still, the composition of
Clifford gates for key updating is theoretically feasible, and incorporating them could
serve as future work.

Finally, regarding the privacy of the server’s circuit, notice that using an independent
key-updating function per gate would allow the client to obtain information about the
sequence of quantum gates used that are neither X nor Z gates, as the server would
not append any key-updating function for these two gates because they are trivial.
Even if the composite Clifford functions were used, each Clifford subcircuit in the entire
circuit (up to Pauli operators on some qubits) still needs to be known by the client,
although not in the original form necessarily. Thus, the security of the server’s circuit is
compromised, as in the case of Liang’s scheme. Nevertheless, the client is typically the
one that proposes the circuit to the server, like in the quantum walks we study in this
chapter, so that it is not necessary for the server to keep the circuit secret.

8.2.5 QHE scheme with semiclassical framework

In order to perform the homomorphic implementation of a semiclassical walk, the client
would create the initial state that represents the classical distribution, and the server
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8 Homomorphic Encryption of Quantum Walks Algorithms

would perform the rest of the circuit shown in Figure 7.3. Notice that besides the
usual quantum operators, which can be expressed in Clifford+T gates, there also are
intermediate measurements and qubit reset operations. Then, these new operations
need their corresponding key-updating functions. Although there are rules for the final
measurements and new qubits initialization in the literature [123], they are not treated
as intermediate operations in a quantum circuit and the measured state of the system is
not considered. Thus, we have to further analyse this case to verify that the rules hold.

We start with the rules of the measurement operation. Suppose there is a qubit that
after being measured results in the state |0⟩ with probability p0 and in the state |1⟩
with probability p1. If a X gate is applied these probabilities are exchanged. Then, if
the resulting state after measuring a qubit is |m⟩, the encrypted state with Xa results
in the state Xa |m⟩, where m ∈ {0, 1}. Since applying a Z gate does not affect the
measurement probabilities, this gate does not play any role. Moreover, as the resulting
state of a measurement is always an eigenstate of the Z gate, we can consider that the
resulting state is not encrypted by any Z gate without loss of generality. Taking all
these information into account, we see that the key-updating function associated to the
measurement operator is

fM,i(xi, zi) = (xi, 0). (8.26)

In case of the reset operation, the final state is always |0⟩ regardless of the encrypting
key of the qubit, so this final state is not encrypted by any gate. Then, the associated
key-updating function is

fR,i(xi, zi) = (0, 0). (8.27)

In Table 8.2 the circuits that the sever and the client must apply for these two op-
erations are shown. We want to remark that these operations behave as Clifford gates,
which means that their key-updating functions are deterministic and can be composed
with Clifford key-updating functions in order to reach the L-quasi-compactness.

Finally, we proceed to analyse the security of the algorithm. In this case, as the initial
state represents a classical distribution, this state is a linear combination of the compu-
tational basis states with no relative phases or a mixed state. Thus, all the information
can be obtained if the measurements are only performed in the computational basis,
whose results are invariant under the application of Z gates. Then, this state can be
encrypted using just X gates. Even though the length of the encrypting key is half of the
standard one as it only contains a single bitstring instead of two, the initial state also
contains less information than an usual quantum state. Thus, for states representing
classical distributions, applying QOTP encryption with X gates provides perfect secu-
rity too. For a classical distribution state, it does not matter if it is a mixed state or a
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Gate Server Client

XaZb |ϕ⟩ XaZ0 |m⟩
x : a a

z : b 0 0

|0⟩ XaZb |ϕ⟩ |0⟩ X0Z0 |0⟩
x : a 0 0

z : b 0 0

Table 8.2: Classical-quantum circuits for the evaluation schemes performed by the server
and the key-updating function performed by the client, corresponding to mea-
surement and reset operations. Quantum bits are represented by single lines
and classical bits are represented by double lines.

quantum superposition. Let us consider the mixed state

ρc =
N−1∑
i=0

pi |i⟩ ⟨i| , (8.28)

where pi are the different probabilities of the classical distribution represented by this
state. It is trivial that ρc = ZiρcZ

†
i for any Z gate acting on any qubit. Therefore, if we

apply all the random keys with X gates we recover the totally mixed state again:
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(8.29)
where in the last step equation (8.21) was used.

8.3 T/T † gate complexity of Szegedy quantum circuits

As we already know, a quantum algorithm can be implemented efficiently using a QHE
scheme if the number of T/T † gates contained in the circuit scales polynomially with
the size of the problem. In the case of Szegedy quantum walks, the size of the problem
is expressed in terms of the number of nodes of the graph N . On the other hand, the
number of time steps of the quantum walk depends on the particular algorithm chosen.
As long as the algorithm is efficient, the number of time steps scales polynomially with
N . As an example, this parameter scales with the square root of N [184,200] for search
problems in graphs. Therefore, the efficiency of the implementation ultimately depends
on the quantum circuit constructed for the unitary evolution operator Uw in (7.6).
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In order to obtain a quantum circuit for the Szegedy quantum unitary Uw, two registers
of qubits are needed. Each register representsN possible states for a graph withN nodes.
From this point onwards, we consider that each register has n qubits, being N = 2n, so
the total number of qubits contained in the circuit is 2n. Szegedy quantum walk unitary
evolution Uw (7.6) is composed of two operators: the swap Sw and the reflection R. For
a general circuit, we have to diagonalize the reflection operator (7.7) using the update
operator V [210,214] whose action was defined in (7.11), so we have:

V †RV = 2

N−1∑
i=0

V † |ψi⟩ ⟨ψi|V − 1 = 2

N−1∑
i=0

|i⟩
1
⟨i| ⊗ |0⟩

2
⟨0| − 1 = 1⊗D, (8.30)

where

D = 2|0⟩
2
⟨0| − 1 (8.31)

is a diagonal operator that acts on the second register. Thus, the reflection operator R
can be decomposed as R = V (1 ⊗D)V †. Using this fact, we can implement a general
circuit for the unitary operator Uw of the Szegedy quantum walk. This circuit is shown
in Figure 8.4, where there are four operators. The swap operator Sw is constructed using
swap gates that act between the qubits of the first and second registers. Since the swap
gates can be decomposed using three CNOT gates [139], they do not contribute to the
number of T/T † gates.

n

n

...
...

Register 1:

V † V

Register 2: D

Figure 8.4: General quantum circuit for the unitary evolution operator Uw of Szegedy
quantum walk in terms of the update operator V , a diagonal operator D and
the swap operator S.

The diagonal operator D is a reflection around the state |0⟩2 in the second register.
This operator only depends on the number n of qubits in each register and is independent
of the type of graph. The circuit for this operator is shown in Figure 8.5. Before
continuing, let us fix some notation about controlled gates for the rest of the chapter.
We denote by single-controlled-U gate a general U gate that is controlled by nc = 1
control qubits, whereas we denote by multi-controlled-U gate a general U gate that is
controlled by nc > 1 control qubits. The CNOT gate is a single-controlled-X gate,
whereas a Toffoli gate corresponds to a multi-controlled-X gate with nc = 2 control
qubits. Since the usual controlled gates that activate when the control qubits are in
the state |1⟩ can be transformed into controlled gates that activate when the control
qubits are in the state |0⟩, surrounding them using Clifford X gates, there is no need
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to consider the particular controlling state for obtaining the number of T/T † gates. In
the case of the operator D, we have a multi-controlled-X gate with nc = n − 1 control
qubits. This type of gate can be decomposed into Toffoli gates using ancilla qubits as
shown in Figure 8.6(a). For nc control qubits, the decomposition yields 2nc − 3 Toffoli
gates, so for nc = n − 1 we have 2n − 5 Toffoli gates. Furthermore, a Toffoli gate can
be decomposed into Clifford+T gates as shown in Figure 8.7, so that one of these gates
adds 7 T/T † gates. Thus, the operator D contains 7(2n − 5) = 14n − 35 T/T † gates.
Since n = log2(N), this operator grows logarithmically and it can be homomorphically
implemented in an efficient manner for any graph. Note that this formula only applies
to n ≥ 3, since for n ≤ 2 the number of T/T † gates in the circuit is zero.

...
n− 1

−Z

= ...
n− 1

X H X H X

Figure 8.5: Quantum circuit for the diagonal operator D in Figure 8.4. It can be
implemented using a multi-controlled-(−Z) gate. Since −Z = XZX and
Z = HXH, this gate can be implemented with a multi-controlled-X gate.

The update operator V † is the inverse of the operator V . Its circuit is constructed
inverting the order of the gates present in V and substituting each of these gates by their
inverse. If a circuit is compiled in Clifford+T gates, the inverse gates are also Clifford+T
gates, which means that the number of T/T † gates is conserved. Thus, both operators
contain the same number of T/T † gates. Let LV be the number of T/T † gates contained
in the operator V . Then the total number of T/T † gates contained in the circuit for Uw,
denoted by LU , can be expressed as:

LU = 14n− 35 + 2LV . (8.32)

Thus, the efficiency of the implementation depends only on the update operator V . This
is also the case for a semiclassical walk, since the quantum circuit is composed of the
V and Uw operators, and measurements and reset operations behave as Clifford gates
regarding the T/T † count.

The number of T/T † gates of the update operator V depends on the particular graph
chosen. In the following sections we present the decomposition of the update operator V
for different types of graphs whose symmetry allows the construction of efficient circuits.
These graphs are represented in Figure 8.8. The main feature of these graphs is the
quantum circuits they lead to, which are simple toy models for testing Szegedy quantum
walk simulations. They can also provide insights for more complex graphs. Furthermore,
some of these graphs have applications in search algorithms [202]. Quantum circuits
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|q1⟩
|q2⟩
|q3⟩
|q4⟩
|q5⟩

|0⟩
|0⟩
|0⟩

|t⟩

control
qubits

ancilla
qubits

target
qubit

(a)

|q1⟩
|q2⟩
|q3⟩
|q4⟩
|q5⟩

|0⟩
|0⟩
|0⟩
|0⟩

|t⟩

control
qubits

ancilla
qubits

target
qubit U

(b)

Figure 8.6: a) Decomposition of a multi-controlled-X gate that contains nc = 5 control
qubits into 2nc − 3 = 7 Toffoli gates using nc − 2 = 3 ancilla qubits. b)
Decomposition of a multi-controlled-U gate that contains nc = 5 control
qubits into 2nc − 2 = 8 Toffoli gates and a single-controlled-U gate using
nc−1 = 4 ancilla qubits. These ancilla qubits must start in state |0⟩ and they
also end up in the state |0⟩. Thus, they can be reused for all multi-controlled
gates in the circuit. The total number of ancilla qubits only depends on the
largest multi-controlled gate, providing at most n − 1 ancilla qubits for a
circuit with n qubits. Moreover, if they are provided by the client, they can
be encrypted, as long as the initial state before encryption has these qubits
in state |0⟩.

X

=

T

T T †

H T † T T † T H

Figure 8.7: Decomposition of a Toffoli gate into Clifford+T gates using 7 T/T † gates.
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derived from these graphs that scale polylogarithmically in the number of gates have
been proposed [214]. Nevertheless, these circuits are given in terms of multi-controlled
gates and also general rotation gates, whose decomposition in Clifford+T gates is more
complex.

0

1
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6
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(a)

0

1
2

3

4

5
6

7

(b)

0 1 2 3 4 5 6 7

8 9 10 11

(c)

Figure 8.8: Representation of different types of graphs with symmetry. a) Cycle graph
with N = 8 nodes. b) Complete graph with N = 8 nodes. c) Complete
bipartite graph with a set of N1 = 8 nodes shown in orange and another set
of N2 = 4 nodes shown in green. The graphs have been plotted using the
python library NetworkX [215].

8.3.1 Cyclic graph

A cycle graph is shown in Figure 8.8(a). It is composed of a closed line of N nodes,
where each node is only connected to its front node and its back node. The transition
matrix is

Gji =
1

2
δi,j−1 +

1

2
δi,j+1. (8.33)

The quantum circuit for the update operator V [214] is presented in Figure 8.9. In our
publication [209] we used big-endian ordering convention for the order of qubits. This
way, the left-most qubit in the tensor product of a multi-qubit state corresponds to the
upper-most qubit of the circuit. The contribution to the number of T/T † gates comes
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from the permutation operators, denoted by P+. The action of these operators on m
qubits adds 1 to each computational basis state:

P+ |x⟩ = |x+ 1 mod m⟩ . (8.34)

...
...

. . .

...
...

...

Register 1: n

Register 2:

H

P+

P+

P+

n

X

X

X

Figure 8.9: Quantum circuit for the update operator V for the Szegedy quantum walk
on a cycle graph.

The quantum circuit for a controlled-P+ operator that acts on m qubits is shown in
Figure 8.10. There are multi-controlled-X gates with different amounts of control qubits,
starting from nc = 2 until nc = m control qubits. Once again, each of these gates can be
decomposed into 2nc − 3 Toffoli gates using the decomposition of Figure 8.6(a). Then,
since each Toffoli gate can be decomposed into 7 T/T † gates, we have that the number
of T/T † gates for a controlled-P+ operator is:

LP+ = 7

m∑
nc=2

(2nc − 3) = 7(m2 − 2m+ 1). (8.35)

In the circuit for the update operator V we have controlled-P+ operators that act on
different numbers of qubits, starting from m = 2 to m = n target qubits. Thus, adding
the number of T/T † gates of each controlled-P+ operator we obtain the number of T/T †

gates for the update operator V :

LV = 7
n∑

m=2

(m2 − 2m+ 1) =
7

6
(2n3 − 3n2 + n). (8.36)
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...
m P+

=
...

· · · ...
m

Figure 8.10: Quantum circuit for a controlled-P+ operator applied to m qubits.

Substituting in equation (8.32) we obtain the number of T/T † gates required for the
unitary evolution operator Uw in the case of the cycle graph:

LU =
14

3
n3 − 7n2 +

49

3
n− 35. (8.37)

Finally, using the fact that n = log2(N) we can express LU in terms of the number of
nodes:

LU =
14

3
log32(N)− 7 log22(N) +

49

3
log2(N)− 35. (8.38)

As it can be observed, in the asymptotic limit the number of T/T † gates scales as
O(log32(N)), so it scales polylogarithmically with the size of the problem. Therefore this
quantum walk can be implemented efficiently using a QHE scheme.

8.3.2 Complete graph

A complete graph is shown in Figure 8.8(b). It is formed by N nodes, where each node
connects to all the remaining nodes and without self-loops. The transition matrix is

Gji =
1

N − 1
(1− δij). (8.39)

The quantum circuit for the update operator V [214] is shown in Figure 8.11. The
contribution to the number of T/T † gates in this circuit originates from the same P+

operators as in the cycle graph and a new contribution due to the operator Ṽ , whose
quantum circuit is presented in Figure 8.12. Then, the number of T/T † gates for the
unitary evolution operator Uw in the case of the complete graph is

LU =
14

3
n3 − 7n2 +

49

3
n− 35 + 2L

Ṽ
. (8.40)
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In Figure 8.12 we have identified five different types of sources that contribute to the
number of T/T † gates. Then we can express this number for the Ṽ operator in terms of
these sources as

L
Ṽ
= LCX + LCH + LCA + LCR + LR. (8.41)

Since we are interested in the asymptotic scaling, we assume that each register contains
n ≥ 3 qubits, so that all these sources are present in the circuit.

...
...

. . .

...
...

...

Register 1: n

Register 2: Ṽ P+

P+

P+

n

Figure 8.11: Quantum circuit for the update operator V for Szegedy quantum walk on
a complete graph.

The term LCX corresponds to the number of T/T † gates due to the decomposition of
the last multi-controlled-X gate, which has nc = n−1 control qubits. Making use of the
decomposition in Toffoli gates of Figure 8.6(a) and taking into account that each Toffoli
gate contains 7 T/T † gates, we obtain that

LCX = 7(2(n− 1)− 3) = 14n− 35. (8.42)

Next we have the term LCH , which depends on the decomposition of the last multi-
controlled-H gate. Since the Hadamard gate can be expressed using H = AXA†,
with A = SHTHS†H, the multi-controlled-H gate can be decomposed into a multi-
controlled-X gate in which the target qubit is surrounded by A and A†. Thus, this
unitary transformation costs two T/T † gates, which added to the contribution of the
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8.3 T/T † gate complexity of Szegedy quantum circuits

multi-controlled-X gate results in:

LCH = 7(2(n− 1)− 3) + 2 = 14n− 33. (8.43)

...
. . . ...

LR LCA LCR LCA LCR LCA LCR LCH LCX

n

RY (θ1)

H RY (θ2)

H H RY (θ3)

H H

H H H RY (θn−1)

H H H H

Figure 8.12: Quantum circuit of the operator Ṽ that appears in Figure 8.11. The angles

are given by θi = 2arccos
(√

(2n−i − 1)/(2n−i+1 − 1)
)
. The formula of the

RY (θ) gate is given in equation (8.45).

The remaining controlled-H gates appear in the form of controlled arrays of H gates,
shown as blue boxes in Figure 8.12. These controlled arrays contribute to the term
LCA. In this case we treat each array as a general unitary gate U , so we can apply a
decomposition into 2nc − 2 Toffoli gates and an array of H gates that are controlled
by a single qubit, as shown in Figure 8.6(b) (taking U = H). On one hand, for the
Toffoli gates we have to take into account that there are different multi-controlled gates
regarding their number of control qubits, starting from nc = 1 to nc = n − 2 control
qubits, and that each Toffoli gate contains 7 T/T † gates. On the other hand, each single-
controlled-array with h Hadamard gates corresponds to h single-controlled-H gates. As
we did previously, these gates can be converted into Clifford CNOT gates at the cost
of two T/T † gates. We have to consider the different arrays of H gates present, which
start from h = 2 to h = n− 1 Hadamard gates. Thus, the total contribution of all these
gates can be expressed as

LCA = 7
n−2∑
nc=1

(2nc − 2) + 2
n−1∑
h=2

h = 8n2 − 36n+ 40. (8.44)

The term LCR corresponds to the number of T/T † gates added by the controlled-RY

gates. These gates can be decomposed into 2nc− 2 Toffoli gates and a single-controlled-
RY gate applying the decomposition of Figure 8.6(b) once more. The contribution due
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to the Toffoli gates is the same as it was for the term LCA, since we have multi-controlled
gates from nc = 1 to nc = n− 2 control qubits. Given the matrix form of a RY gate as

RY (θ) =

 cos
(
θ
2

)
− sin

(
θ
2

)
sin

(
θ
2

)
cos

(
θ
2

)
 , (8.45)

we have that RY (θ) = XRY (−θ/2)XRY (θ/2). Then a single-controlled-RY gate can be
decomposed into two RY gates using the decomposition shown in Figure 8.13. Thus, the
term LCR can be expressed as

LCR = 7

n−2∑
nc=1

(2nc − 2) + (n− 2)2LR = 7n2 − 35n+ 42 + (2n− 4)LR, (8.46)

where LR represents the number of T/T † gates required to compile a RY gate, which so
far we consider that it does not depend on the angle θ.

RY (θ)
=

RY

(
− θ

2

)
RY

(
θ
2

)

Figure 8.13: Decomposition of a single-controlled-RY gate into two CNOT gates and
two RY gates.

Taking into account all the contributions in eq (8.41) we obtain the number of T/T †

gates for the operator Ṽ :

L
Ṽ
= 15n2 − 43n+ 14 + (2n− 3)LR. (8.47)

Substituting in eq (8.40) we finally obtain the number of T/T † gates of the unitary
evolution operator Uw:

LU =
14

3
n3 + 23n2 − 209

3
n− 7 + (4n− 6)LR. (8.48)

We can express it in terms of the number of nodes of the graph, leading to

LU =
14

3
log32(N) + 23 log22(N)− 209

3
log2(N)− 7 + (4 log2(N)− 6)LR. (8.49)

If we assume that a RY gate can be implemented efficiently, with a scaling that grows
slower than the cube of the logarithm of the number of nodes, then the number of T/T †

gates scales as O(log32(N)) and the unitary evolution Uw can be implemented efficiently
using a QHE scheme.

Solovay-Kitaev theorem states that any single qubit gate U can be implemented using
Clifford+T gates with O(logc(1/ε)) gates, where c is a small constant approximately
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8.3 T/T † gate complexity of Szegedy quantum circuits

equal to 2 and ε represents the error of the approximation using a finite number of
gates [139]:

ε ≥ ∥Ū − U∥, (8.50)

where Ū is the approximated gate. Then, RY gates can be implemented efficiently in
principle for any angle θ. Furthermore, the number of T/T † gates required to implement
a RY gate is the same as for a RZ gate due to RY (θ) = SHRZ(θ)HS

†. There are more
efficient algorithms for decomposing a RZ in T/T † gates, such as the algorithm [216]
which claims that any RZ gate requires at worst a number of T/T † gates

LR = 4 log2(1/ε) +O(log(log(1/ε)). (8.51)

The error ε is due to the approximation of a single RZ gate. The total error of the
algorithm denoted by ϵ scales linearly with the number of gates that are decomposed
approximately. Since the unitary evolution Uw is decomposed into 4 log2(N) − 6 RY

gates, in the case of a quantum algorithm that uses t time steps of the walk we have
that the error per RY gate is

ε =
ϵ

(4 log2(N)− 6)t
. (8.52)

Thus, we can express the cost of a single RY gate as

LR = 4 log2((4 log2(N)− 6)t/ϵ) +O(log(log((4 log2(N)− 6)t/ϵ)). (8.53)

If the algorithm is efficient then the number t of time steps scales as a polynomial in
N . An example of such case is the quantum walk search algorithm with sinks, which
requires O(

√
N/M) time steps for finding one of the M marked nodes [184]. Therefore,

the assumption that LR scales slower than O(log32(N)) is fulfilled and this quantum walk
can be efficiently implemented using a QHE scheme.

8.3.3 Bipartite graph

A complete bipartite graph is shown in Figure 8.8(c). It is composed of two sets of nodes
denoted by N1 and N2 respectively, so that it has N = N1 + N2 nodes in total. Each
node links to all the nodes of the other set, but there are no edges that connect two
nodes inside the same set. Let us denote the set of indexes for the first N1 nodes as V1
and for the remaining N2 nodes as V2. The corresponding transition matrix in this case
is:

Gji =



1

N2
if i ∈ V1 and j ∈ V2,

1

N1
if i ∈ V2 and j ∈ V1,

0 otherwise.
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Let n1 and n2 be two integer numbers so that N1 = 2n1 and N2 = 2n2 with n2 ≤ n1.
In order to construct a quantum circuit for this graph we require n = n1 + 1 qubits,
so that the circuit simulates the Szegedy quantum walk in an augmented graph with
2n = 2N1 ≥ N1 + N2 nodes, while still recovering the original Hilbert space of the
bipartite graph with N1 +N2 nodes as an invariant subspace.

0 1 2 3 4 5 6 7

8 9 10 11

(a)

0 1 2 3 4 5 6 7

8 9 10 11 12 13 14 15

(b)

Figure 8.14: a) Representation of a complete bipartite graph with a set of N1 = 8 nodes
shown in orange and another set of N2 = 4 nodes shown in green. b)
Representation of an augmented complete bipartite graph with a third set
of N1 −N2 = 4 nodes shown in red.

We have slightly modified the circuit found in the literature [214] in the case of the
bipartite graph in order to obtain a single update operator V like it was shown in Figure
8.4. The quantum circuit that we have constructed for the update operator is shown in
Figure 8.15. Below we provide a proof of correctness for our proposed quantum circuit.
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8.3 T/T † gate complexity of Szegedy quantum circuits

We start by showing the complete bipartite graph again in 8.14(a) and presenting
its corresponding augmented graph with 2n = 2N1 ≥ N1 + N2 nodes, shown in figure
8.14(b), along it. This augmented graph has a third set with N1 −N2 additional nodes
marked in red, which link to the N1 nodes of the first set. Nevertheless, no node in the
graph links to them.

The Hilbert space of the original bipartite graph with N1 +N2 nodes is

H = span{|i⟩1 |j⟩2 , i, j = 0, 1, ..., N1 +N2 − 1}. (8.54)

We proceed to prove that it can be recovered as an invariant subspace of the Hilbert
space of the augmented graph, which is

H̃ = span{|i⟩1 |j⟩2 , i, j = 0, 1, ..., 2N1 − 1}. (8.55)

We denote the set of indexes for the first set of N1 nodes as V1, for the second set of
N2 nodes as V2, and for the new third set of N1 −N2 nodes as V3. Then the transition
matrix for the augmented graph is

G̃ji =



1

N2
if i ∈ V1 and j ∈ V2,

1

N1
if i ∈ V2 and j ∈ V1,

1

N1
if i ∈ V3 and j ∈ V1,

0 otherwise.

(8.56)

The unitary evolution operator for the Szegedy quantum walk in this graph, denoted by
Ũw, is

Ũw = Sw

[
2

2N1−1∑
i=0

|ψi⟩ ⟨ψi| − 1
]
= Sw

2 ∑
i∈(V1∪V2)

|ψi⟩ ⟨ψi|+ 2
∑
i∈V3

|ψi⟩ ⟨ψi| − 1

 ,
(8.57)

where we have separated the sum in two terms, the first one corresponding to the |ψi⟩
states of the original nodes, and the other term with the states |ψi⟩ of the added nodes.
From equation (7.4) and equation (8.56) we have that

|ψi⟩ =



|i⟩1 ⊗
∑
k∈V2

1√
N2
|k⟩2 if i ∈ V1,

|i⟩1 ⊗
∑
k∈V1

1√
N1
|k⟩2 if i ∈ V2,

|i⟩1 ⊗
∑
k∈V1

1√
N1
|k⟩2 if i ∈ V3.

(8.58)
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If we select an arbitrary state in the original Hilbert space H, we can see that it is a
linear combination of the computational basis whose first register has an index in V1∪V2.
Thus, it is perpendicular to the states |ψi⟩ for i ∈ V3. Therefore, the second term in
the sum of equation (8.57) does not affect these arbitrary states and the action of the
operator is the same as that of the original graph evolution operator:

Uw = Sw

[
2

N1+N2−1∑
i=0

|ψi⟩ ⟨ψi| − 1
]
. (8.59)

Therefore, the original Hilbert space H is invariant under the action of Ũw, and the
action of the operator remains the same as the original quantum walk. The reason for
this is that the extra N1 −N2 nodes are not linked by any node. Nevertheless, it does
not matter what nodes they link to. It is arranged in this manner for convenience in
order to construct a quantum circuit for the update operator.

As we know, the action of the update operator V is defined as

V |i⟩1 |0⟩2 = |ψi⟩ . (8.60)

...
...

...
...

...
...

Register 1: n1 + 1

Register 2:

H

n1 − n2

H

H

n2

H

Figure 8.15: Quantum circuit for the update operator V for Szegedy quantum walk on
a complete bipartite graph.
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The quantum circuit that we propose for implementing it is shown in Figure 8.15. For
an initial state |i⟩1 |0⟩2 with i ∈ V1, the first qubit of the first register is in the state |0⟩.
Then, a X gate is applied to the first qubit of the second register, transforming it to the
state |1⟩. Any computational basis state with the first qubit in the state |1⟩ corresponds
to the second half of the nodes. After applying the Hadamard gates to the last n2 qubits,
the second register ends up in a linear combination of the first 2n2 = N2 states |k⟩2 of
the second half of the nodes. Thus, the resulting state is a linear combination of all the
nodes in V2 and the state |ψi⟩ for i ∈ V1 is obtained. If instead the initial state is |i⟩1 |0⟩2
with i ∈ V2 or i ∈ V3, the first qubit of the first register is in the state |1⟩. In this case,
Hadamard gates are applied to the last n1 qubits of the second register, which ends up
in a linear combination of 2n1 = N1 states whose first qubit is in the state |0⟩. Thus, it
corresponds to the linear combination of all the states associated to the nodes in V1, and
the corresponding states |ψi⟩ are obtained once again. Therefore this quantum circuit
correctly implements the action of the update operator V .

Focusing our attention to the number of T/T † gates again, we see that in this case
the contribution to the count of T/T † gates comes from the controlled array of H gates.
Since there is only a single control qubit, this controlled array corresponds to n1 − n2
single-controlled-H gates. Each of these gates contains 2 T/T † gates after rotating the
H gates into X gates as we did in the case of the complete graph. Therefore, the total
number of T/T † gates for the update operator V is:

LV = 2(n1 − n2). (8.61)

Taking into account that the operator D requires n = n1+1 qubits, we can substitute
in equation (8.32) to obtain:

LU = 14(n1 + 1)− 35 + 4(n1 − n2) = 18n1 − 4n2 − 21. (8.62)

Finally, we express this equation in terms of the number of nodes:

LU = 18 log2(N1)− 4 log2(N2)− 21, (8.63)

so it scales linearly with the logarithm of the number of nodes. Therefore the homomor-
phic evaluation of the bipartite graph can be implemented efficiently.

8.4 Homomorphic quantum walk simulation

In this section, we present simulations of a quantum and a semiclassical Szegedy walk
with our QHE scheme using the IBM Qiskit simulator. Due to measurements of the Bell
registers, the key-updating process is not deterministic. Preceding QHE implementations
of Liang’s scheme in Qiskit used only Clifford gates in the circuit [128] or required
the previous calculation of all the possible mappings between the initial and the final
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key [163]. For each T/T † gate there are 2 resulting bits to consider, which meant that
the number of possibilities that had to be precalculated increased exponentially, making
the simulation of an arbitrarily large circuit impossible. Furthermore, an exponentially
growing number of classically-controlled S gates was required in the simulation. In our
case, due to the classical gates applied for the key-updating process presented in Section
8.2.3, the encrypting key is updated during the running time in the Qiskit simulator. This
eliminates the necessity to precalculate anything and leads to the running time of the
simulation increasing linearly. We first explain how the classical gates were constructed
in Qiskit and then we proceed to show the simulations performed.

8.4.1 Classical gates in Qiskit

Qiskit allows the implementation of quantum gates that are controlled by classical bits.
However, the application of classical gates on classical bits is not currently allowed by
Qiskit. In order to overcome this issue, we use ancilla qubits to emulate these classical
gates. These ancilla qubits can be loaded with the value of the classical bits so we can
apply the equivalent quantum gate to the desired classical gate, and finally measure
them to copy the results back to the bits.

We will start with the classical bit-flip or NOT gate. The classical-quantum circuit
that emulates this gate with an ancilla qubit is shown in Figure 8.16. We first apply a
reset operation to the ancilla qubit so that it is in the state |0⟩, and then we apply a X
gate controlled by the classical bit. Thus, if the bit has the value a ∈ {0, 1}, the qubit
is left in the state |a⟩. The equivalent quantum gate to the classical NOT gate is the X
gate. We then apply this gate to the qubit, and finally measure its value so it is stored
in the classical bit. Notice that since the qubit was previously reset to the state |0⟩, it
is always either on |0⟩ or |1⟩ after the X gates are applied. Therefore, the measurement
is deterministic and the emulation of the classical NOT gate is correct.

qbit 1

1cbit 1

|0

cbit 1_0=0x1

X X

0

Figure 8.16: Quantum circuit for the emulation of a classical NOT gate using one ancilla
qubit.

For classical gates that act on two bits, in this case the classical CNOT gates or the
classical swap gates, we require two ancilla qubits. The classical-quantum circuits that
emulate these gates are shown in Figure 8.17. Once more, we first reset the ancilla qubits
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and then copy the values of the classical bits applying classically-controlled-X gates.
Then, we apply the equivalent quantum gate, a CNOT or a swap gate respectively, to
the ancilla qubits. Finally we measure the qubits and store the results in the classical
bits.

qbit 1

qbit 2

1cbit 1
1cbit 2

|0

|0

cbit 1_0=0x1

X

cbit 2_0=0x1

X

0

0

(a)

qbit 1

qbit 2

1cbit 1
1cbit 2

|0

|0

cbit 1_0=0x1

X

cbit 2_0=0x1

X

0

0

(b)

Figure 8.17: a) Quantum circuit for the emulation of a classical CNOT gate using two
ancilla qubits. b) Quantum circuit for the emulation of a classical swap
gate using two ancilla qubits.

Another classical gate we are interested in is the reset gate. It erases the value of a
classical bit and turns it back to a 0. In this case, we first apply a reset operation to an
ancilla qubit so the state |0⟩ is obtained and then we measure it, storing the result in
the classical bit. The classical-quantum emulation circuit is shown in Figure 8.18.

qbit 1

1cbit 1

|0

0

Figure 8.18: Quantum circuit for the emulation of a classical reset using an ancilla qubit.
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Lastly, we also want to be able to initialize the classical bits at 0 or 1 randomly in
order to generate an initial secret key at running time. In this case, we have that the
quantum analogue gate is the H gate. Even though this gate is purely quantum and
the qubit ends up in a coherent superposition after applying it, if we measure the qubit
the classical bit obtained is either 0 or 1 at random with a probability of 50% for each
value. The classical-quantum emulation circuit is shown in Figure 8.19.

qbit 1

1cbit 1

|0 H

0

Figure 8.19: Quantum circuit for the emulation of a classical random initialization using
an ancilla qubit. The measurement result serves as one bit of the secret
key.

Since the ancilla qubits have to be reset before each classical gate emulation and these
ancilla qubits do not play any role after the measurement, they can be reused for all the
classical gates in the circuit. This means that we need only two ancilla qubits in total.
Moreover, the addition of these qubits in the simulation can even be avoided. In our
QHE scheme the client measures the quantum state in the computational basis and then
proceeds to decrypt the classical result. This measurement can be performed before all
the classical gates required for the key-updating process. Since the main qubits of the
circuit do not play any role after measurement, we can reset them and make use of two
of them as the ancilla qubits for the classical gates. Thus, we save memory and time
resources by a factor of four, since there is no need to add two new qubits to the system.
Naturally, this simplification can only be performed if the main circuit contains more
than a single qubit, which is the most common situation.

8.4.2 Simulation results in Qiskit

The first simulation we have performed is a time step of the Szegedy quantum walk
on the bipartite graph with N1 = N2 = 4, so that the graph contains N = 8 nodes
in total. We select this case because for N1 = N2 the quantum circuit for the update
operator V does not contain any T/T † gate, as it can be seen from equation (8.61).
Since the circuit for this graph requires n = 3 qubits per register, the only gate that
contains T/T † gates is the Toffoli gate of the diagonal operator D, so that the total
number of T/T † gates is L = 7. This number is the minimum non-null number of
T/T † gates that we can have in this kind of circuits, which means that this circuit is
the easiest one that can be simulated. The decomposition of the algorithm in terms of
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Clifford+T gates can be seen in Figure 8.20. We have chosen the initial state of the
walk as |ψ(0)⟩ =

√
0.75 |ψ0⟩+

√
0.25 |ψ4⟩. This state is created first applying a RY gate

that leaves the first register in the state
√
0.75 |0⟩1 +

√
0.25 |4⟩1, and then a posterior

application of the update operator V . Notice that since the client does not perform the
QHE evaluation, the RY gate does not have to be decomposed.

reg. 1 0

reg. 1 1

reg. 1 2

reg. 2 0

reg. 2 1

reg. 2 2

3meas

reg. 1 0

reg. 1 1

reg. 1 2

reg. 2 0

reg. 2 1

reg. 2 2

3meas

/3
RY X

H

H

X

H

H

X X

X

X

X H H T T T

T

T H

T

T

H

X

X

X

X

H

H

X

0 1 2

Figure 8.20: Quantum circuit for Szegedy quantum walk over a bipartite graph with
N1 = N2 = 4 nodes decomposed in Clifford+T gates. Notice that although
Qiskit uses little-endian ordering, we construct the circuits using big-endian
ordering, which means that the resulting bitstring of the simulation must
be reversed. The two first blocks of the circuit correspond to the RY gate
and the V operators of the client. The rest of the circuit is the Uw operator
of the server. The last block of Uw is the compilation of the three swap
gates into CNOT gates.

For the homomorphic implementation, since there are 7 T/T † we need 14 ancilla qubits
in this case. Thus, the total number of qubits required for the QHE implementation is 20.
Using the classical-quantum circuit blocks of Figure 8.1 we have constructed the circuit
for the three steps of the QHE scheme described in Section 8.2, in a similar manner as
the circuit presented in Figure 8.3. We have concatenated them in a single circuit so
that it can be run in the Qiskit simulator. As we mentioned in section 8.4.1, Qiskit can
implement classically-controlled gates but it is not currently able to implement classical
gates applied to classical bits in a straightforward manner. In order to overcome this
issue, we have used two additional ancilla qubits. For each classical gate, making use
of classically-controlled-X gates we copy the value of the classical bits into the qubits
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which start in the state |0⟩. We then apply the equivalent quantum gate between the
qubits, and we measure them to copy the values back to the classical bits. If we reset
these qubits after each classical gate, they can be reused for the whole circuit. We also
want to remark that even though Qiskit uses little-endian ordering [54], we construct
the circuits using big-endian ordering, which means that the resulting bitstring of the
simulation must be reversed.

In Table 8.3 we present the results of seven runs of the simulation. As it can be
observed, each initial key is updated into the final key once the algorithm is finished.
Moreover, the last two rows are highlighted in blue to show how even if the initial
keys are the same, we obtain two different final keys that depend on the measurement
results of the Bell registers. Thus, the final key is not obtained deterministically. In
this particular circuit, the position of the walker is obtained by measuring only the first
register, so the classical results are bitstrings with only 3 bits. Once the final key is
calculated, the decrypted result can be obtained applying the element-wise XOR to the
first three bits of the final X key. As an example, the first encrypted result obtained,
101, is decrypted using the corresponding final key 010, so we have 101⊕ 010 = 111 and
the final decrypted result is obtained.

Initial key
Sa-rotated Bell measurements

Final key Result
X Z X Z Encrypted Decrypted

000|010 011|100 10|11|01|10|11|00|00 010|000 011|111 101 111
001|000 011|110 00|01|10|11|11|00|01 010|001 010|111 110 100
011|001 011|000 00|00|11|10|01|10|00 100|011 101|111 000 100
000|001 001|101 01|00|00|00|11|00|01 001|000 010|101 101 100
011|010 010|101 00|11|00|11|00|01|10 000|011 010|110 101 101
011|010 111|011 11|01|00|10|10|10|01 111|011 001|111 011 100
011|010 111|011 00|10|10|01|11|00|00 010|011 010|111 110 100

Table 8.3: Results for seven repetitions of the simulation of the QHE scheme applied
to the quantum walk on the bipartite graph. We show the initial keys that
were generated, the results obtained from measuring the Bell registers, the
updated final keys, and the results of measuring the qubits of the first register.
These last results are decrypted according to the first three bits of the final
key associated to X gates. The last two rows marked in blue show that the
final key is obtained stochastically even if the initial key is the same.

If we simulate the algorithm for a larger amount of repetitions, we can sample the
probability distribution of the walker. For this purpose, we have run the circuit for
20000 repetitions. The results are shown in Figure 8.21. Before decrypting, an homo-
geneous distribution is obtained. The reason for this is due not only to the randomness
present in the initial key generation, but also the randomness of the Sa-rotated Bell mea-
surements. In order to evaluate the correctness of the results obtained after decrypting,
we have simulated the walk algorithm deterministically making use of the python library
SQUWALS. It provides an efficient classical simulator for Szegedy quantum walks [211].
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As it can be seen from Figure 8.21, the decrypted distribution and the simulated dis-
tribution are similar, and actually their differences are caused due to the stochasticity
of the Qiskit simulator for a finite number of repetitions. Therefore, the homomorphic
simulation of the quantum walk on the bipartite graph is correct.
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Figure 8.21: Probability distributions of the walker for the quantum walk on the bi-
partite graph using the QHE scheme and 20000 samples, before and after
decrypting. The results are compared with the deterministic probability
distribution obtained making use of the SQUWALS library [211].

Besides this simulation, we have also simulated a semiclassical walk on a cycle graph
with N = 8 nodes. In this case the quantum circuit for the unitary evolution operator
Uw has n = 3 qubits per register. Then, substituting in equation (8.37) we see that it
has LU = 77 T/T † gates. This means that 154 ancilla qubits would be required for the
QHE scheme implementation of a just single quantum step. For a classical simulator like
Qiskit, whose memory requirements increase exponentially with the number of qubits,
a simulation of this magnitude is impossible to achieve. In order to overcome this issue,
we use a simplification of the simulation which requires only 2 ancilla qubits for all the
T/T † gates contained in a circuit, based on the simulation implemented previously in
our Grover search publication [163]. Due to the principle of deferred measurement, it
was established that the client can wait to measure the Bell registers after the server
has finished its operations. Nevertheless, for the sake of simulation, the client could
perform key-updating in parallel with the circuit of the server, and measure the Bell
register just after the server evaluates a T/T † gate. To measure in the correct Bell
basis, key-updating is performed to know the value of the classical bit a corresponding
to that T/T † gate, stored in the classical bit x associated with the qubit at that instant
of the simulation. Then, for each gate contained in the quantum algorithm, we have
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8 Homomorphic Encryption of Quantum Walks Algorithms

to implement its quantum evaluation scheme circuit in parallel with the corresponding
classical-quantum circuit required for key-updating.

After measuring a quantum Bell register, its qubits no longer play a role in the simu-
lation. Then, we can reset the Bell qubits once a measurement is completed, and reuse
them for all the remaining T/T † gates of the circuit. Thus, we can represent all the Bell
registers that would be required in a real implementation of the QHE scheme using just
two ancilla qubits. Therefore, the memory requirements are independent of the number
of T/T † gates, and the scheme can be simulated for any circuit provided that the number
of qubits of the original algorithm allows it. Notice that for this simulation procedure
the main qubits are measured at the end of the simulation. This means that we cannot
make use of two of them as ancilla qubits for the classical gates emulation. Nevertheless,
as the quantum Bell register is reset after each measurement, its two qubits can also be
used for all the classical gates. Thus, adding two additional qubits to the system can
also be avoided in the case of the simplified simulation.
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Figure 8.22: Probability distributions of the walker for the quantum walk on the bipartite
graph using the QHE scheme and 20000 samples, making use of a) the real-
istic simulation and b) the simplified simulation. The results are compared
with the deterministic probability distribution obtained using SQUWALS.

In order to verify that the simplified simulation provides the same results than the
simulation with all the ancilla qubits, we compare the results obtained using both simula-
tion methods for the previous bipartite graph in Figure 8.22. We can see that the results
are similar in both cases, and their differences can be attributed once again to the fact
that we are sampling the probability distributions with a finite number of repetitions.

We also verified that the simplification works for a circuit that contains measurement
and reset operations. For this purpose we created an artificial circuit, shown in Figure
8.23.

The results obtained from simulating this example circuit are shown in Figure 8.24.
The homogeneous distribution is obtained from both QHE simulations before decrypting,
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Figure 8.23: Example circuit with measurement and reset operations. The part of the
client corresponds to the RY gates located before the first grey barrier.

and once the results are decrypted they are the same as the original unencrypted circuit.

Figure 8.24: Results of the QHE scheme simulation of the quantum circuit in Figure
8.23 using the realistic and the simplified simulation. The results are also
compared with the simulation of the circuit without applying the QHE
scheme.

Regarding the semiclassical walk on the cycle graph, we selected a quantum time
tq = 2. Then, the semiclassical walk is equivalent to a classical walk over two in-
dependent square graphs [204]. Its representation is shown in Figure 8.25(a). For the
initial classical probability vector we chose (0.75, 0.25, 0, 0, 0, 0, 0, 0)T , whose correspond-
ing quantum state is created by the client with a RY gate. We performed the simulation
of the semiclassical walk for tc = 10 classical steps. Like we did for the simulation of the
bipartite graph, we have also performed a deterministic simulation using the SQUWALS
library [211]. The results of this simulation are shown in Figure 8.25(b), where we show
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8 Homomorphic Encryption of Quantum Walks Algorithms

the probability that the walker has of being at each node for each classical step. The
walker alternates between odd and even nodes at each time step, since both squares of
the graph have an even number of nodes. Furthermore, as both squares of the graph are
not connected, the total probability inside them is conserved. The results of the QHE
scheme implementation using Qiskit for 20000 repetitions are presented in Figure 8.25(c)
before decrypting, and in Figure 8.25(d) after decrypting. As expected, an homogeneous
distribution is obtained before decrypting, whereas after the decryption process is com-
pleted we obtain similar results to the deterministic simulation. This means that the
QHE scheme simulation is successful for the semiclassical walks too, which contain reset
and measurement operations. The fact that the QHE scheme functions for both types
of walks demonstrates the correctness of the scheme.
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Figure 8.25: Semiclassical graph for the semiclassical walk on the cycle with N = 8
nodes for tq = 2. The graph has been plotted using the python library
NetworkX [215]. b) Probability of the walker being at each of the eight
nodes at each classical time step of the semiclassical walk in a) obtained
deterministically using the SQUWALS library [211]. c)-d) Probability of
the walker being at each of the eight nodes at each classical time step of the
semiclassical walk in a) sampled with 20000 repetitions of the QHE scheme
simulation, before decrypting and after decrypting respectively.
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8.5 Conclusions

We want to remark that these simulations constitute the first simulations of Liang’s
scheme in which the keys are updated as the simulation is being run and also where the
number of classically controlled S gates grows linearly. Moreover, the Python library
CQC-QHE has been built from these simulations. It is available on GitHub [217]. There
is a guide about how the different functions work, and tutorials implementing the quan-
tum and semiclassical walks shown in this chapter. At the present time, the user must
provide the circuit that he desires to evaluate decomposed into Clifford+T gates, or with
multi-controlled-X gates that activate for the state |1⟩. A possible path to expand the
library could be including the automatic decomposition of more quantum gates, like RY

gates.

This library represents an important contribution to the field of QHE simulation, since
it can be applied to a plethora of quantum circuits in a direct manner. Therefore using
this library, QHE simulations of many existing quantum algorithms can be tested easily
and this can represent an important leap in the field.

8.5 Conclusions

� In this chapter, Liang’s quasi-compact QHE scheme [127] was reinterpreted in
terms of classical-quantum circuits. The resulting scheme is still perfectly secure,
non-interactive, F-homomorphic and quasi-compact. The complexity of the de-
cryption procedure still depends on the number of T/T † gates, L. Moreover, we
have proved that it can also be applied to semiclassical circuits, making use of the
key-updating rules for the homomorphic evaluations of the intermediate measure-
ment and reset operations. These rules were presented in table 8.2.

� We have studied the efficiency of this QHE scheme applied to both quantum and
semiclassical walks based on Szegedy’s quantization of certain types of networks:
cyclic graphs, complete graphs and bipartite graphs. The value of L for the differ-
ent graphs analysed grows slower than any linear function. In particular, L scales
as O(log32(N)) for the cyclic graphs and the complete graphs, and it scales as
O(log2(N)) for the bipartite graphs. The scheme is efficient only for circuits with
a polynomial number of T/T † gates. Therefore, the Szegedy quantum walks anal-
ysed are perfect illustrations of algorithms that can be evaluated homomorphically
with non-interaction and perfect security in an efficient manner.

� Making use of this QHE scheme in Qiskit, first we have simulated a quantum circuit
that implements the walk on a bipartite graph homomorphically to verify the cor-
rect functioning of the scheme. We showed how to apply classical-quantum gates
in the Qiskit simulation in order to correct the phase errors and update the keys as
the gates were applied. The python library SQUWALS was used to simulate the
walk algorithm deterministically in order to verify that the obtained results are
correct. The correct results can always be successfully decrypted, independently
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of the initial key used in encryption. This fact is demonstrated by table 8.3 and
figure 8.21. We have also simulated a quite more complex circuit for a semiclassical
walk on a cycle graph, which contains intermediate measurement and reset opera-
tions. Once more, the walk was simulated deterministically using the SQUWALS
library. This deterministic simulation was employed to verify the correctness of
the decrypted results of the QHE simulation. These positive outcomes, which can
be seen in figure 8.25, demonstrate the correct functioning of the QHE protocol,
even if there are non-unitary operations in the circuit.

� These results represent an improvement compared to previous simulations of the
QHE scheme, since those were restricted to just Clifford gates or had an exponen-
tial number of classically controlled S gates, requiring the calculation of the final
keys beforehand. Our simulations use classical gates to simulate the key-updating
functions at running time. This is performed for all gates in the circuit, so the de-
cryption procedure scales linearly with the total number of gates instead of L. The
reason for this is that Qiskit does not allow the application of arbitrary functions
to classical bits. Still, we believe this method of QHE simulation is successful as
a proof of concept. On the other hand, the compilation of the Clifford composite
functions in XOR gates could serve as future work.

� Using our results we have created a Python library based on Qiskit, named CQC-
QHE [217]. It is able to construct and classically simulate the classical-quantum
circuits required for quantum homomorphic encryption. Currently, the user must
provide the circuit that he wants to evaluate compiled into Clifford+T gates, or
with multi-controlled-X gates that activate for the state |1⟩. The automatic de-
composition of circuits that contain other types of gates, such as RY gates or
controlled-H, is a research line left as future work. Since this is an open access
library and its application for plenty of quantum circuits is direct, we expect that
it will be applied by different researchers interested in QHE simulation, further
expanding this field of research.

� More optimizations can be applied regarding the decomposition of controlled gates,
such as decomposing the multi-controlled-X gate applying the relative phase Toffoli
gate [166] or the recent multi-controlled quantum gates implementations proposed
in [218]. These implementations would decrease the number of T/T † gates and an-
cilla qubits required. In any case, since the implementations we have constructed
are already efficient for the Szegedy graphs studied, the study of further optimiza-
tions is left as future work.
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