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Abstract—Hyperspectral imaging is an excellent tool to remotely
analyze the Earth from in-orbit devices. Satellites capture these
images containing vast information about the ground pixels. To
optimize storage and transmission speeds, compression is often per-
formed onboard the satellite. To that end, algorithms such as the
CCSDS 123.0-B-2 are implemented on FPGAs, enabling this pro-
cess in an efficient and fast manner. Single-Event Upsets (SEU) are
commonplace in this scenario, e.g. bit flips in the FPGA’s configura-
tion memory which can catastrophically alter the algorithm’s out-
put. In this paper, we propose a fault tolerance technique for this
specific case. The compression core is checked periodically by run-
ning a golden model designed to excite the full internal datapath
based on a synthetic image. A failure in this check will trigger a
reconfiguration of the compression core. Results show better detec-
tion rates than Dual Modular Redundancy (DMR) at a fraction of
the resource cost, proving this technique as a viable alternative.
Furthermore, other algorithms with similar processing flows might
benefit as well from this technique.

Index Terms—Remote sensing, reconfigurable architectures,
fault tolerance, image coding, satellite applications.

I. INTRODUCTION

N recent years, the number of satellites orbiting the Earth has

grown to almost 10,000 active satellites. Although most of
them are dedicated to telecommunications, navigation, and spa-
tial sciences, over 10% are employed for remote sensing. One of
the many technologies that is used in this particular field is
hyperspectral imaging [1]. These images include, for each spa-
tial pixel, information about hundreds of different points in the
electromagnetic spectrum. These hyperspectral signatures help
scientists track climate change effects [2], monitor crop fields
[3], detect targets [4], identify different materials and minerals
[5], and many more [6].
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Their on-orbit collection poses many challenges, especially con-
sidering the great amount of data that can be captured by a single
sensor such as AVIRISNG [7]. Data needs to be quickly processed
and sent back to Earth in order to avoid memory bottlenecks. To
optimize the transmission link capacity, compression algorithms
can be used to reduce the image size beforehand.

Many compression techniques have been proposed over the
years: generalizations of traditional image compression techni-
ques [8], extensions that take into account the spectral correla-
tion present within pixels [9], and ad hoc algorithms targeting
the specific characteristics of hyperspectral data. The latter have
excelled in both compression ratio and quality, with the CCSDS
123.0-B-2 algorithm [10], [11] being the reference in perfor-
mance. It is a standard supported by the main spatial agencies,
achieving high compression rates in both lossy and lossless
compression modes while at the same time designed to be hard-
ware-friendly.

Many implementations have arisen in recent years, with spe-
cial focus on real-time performance to avoid the aforementioned
bottlenecks. FPGAs have been generally the platform of choice
[12], [13], [14], [15], [16], traditionally outperforming CPUs
and GPUs [17] in energy consumption with similar or better per-
formance. An added benefit of using FPGAs is the fact that there
have been radiation-hardened versions available for some time
[18], which can be readily used for space missions.

These missions often deal with unpredictable errors due to
radiation altering the internal state of electronic components.
One of the most common kinds of errors are the so-called
Single-Event Upsets (SEU) [19], which induce spontaneous bit
flips in the storage elements of the circuits. For reprogrammable
devices, this is especially problematic since the errors can occur
not only in the data, but in the datapath itself, altering function-
ality until reprogramming is performed.

In ASIC-based systems, hyperspectral image compression is
often considered a non-critical mission operation because an
SEU typically affects only a single image, and the error dissi-
pates afterward. This is because, in ASICs, the configuration is
static, and any bit flip caused by radiation is isolated to the
affected image and does not propagate further. Once the error
affects the data of that image, the system continues to function
normally, as soft errors do not affect the structure of the circuits
but only the data. This characteristic of ASIC systems makes
them less vulnerable to the persistent effects of soft errors, as
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these are transient and do not impact the ongoing operations
permanently.

However, in FPGAs, the situation is more critical. If an SEU
affects the configuration memory, it can alter the behavior of the
circuit, causing incorrect compression of not just one image, but
all subsequent images until the configuration is repaired. Unlike
ASICs, FPGAs are reconfigurable, and errors in the configura-
tion memory can result in a cascading effect, where the failure
of one component leads to further erroneous outputs until the
system is reprogrammed. This situation can significantly impact
mission operations, especially in environments like space.

In the context of small satellite missions, such as CubeSats,
these challenges are even more pronounced. CubeSats typi-
cally have strict limitations on power, size, and shielding
capabilities, making the use of heavy-duty fault-tolerant
mechanisms less practical. Therefore, it becomes crucial to
explore alternative protection strategies, such as the one
proposed in this paper, that offer a more efficient and
resource-conscious solution while still ensuring reliable error
correction for radiation-induced failures.

By design, CCSDS 123.0-B-2 compression and decompres-
sion is a process that is very sensitive to errors. A predictive
model is used to estimate input data values based on available
information. The better the model, the higher the compression
ratio. This model is grown from input data statistics and inter-
mediate values generated by the compressor. An error in any of
them will propagate forward until the end of the compression
process, rendering the information unrecoverable [20].

It is thus of uttermost importance that the compression and
decompression process is carried out unaffected by errors.
Decompression is done back at the ground stations (where
SEUs are not usually a problem), transmission can be protected
by Cyclic Redundancy Check (CRC), and memory by generic
Error Correction Codes (ECC), but compression must be done
error-free at the capture device.

In these cases, techniques based on modular redundancy,
such as Dual Modular Redundancy (DMR) and Triple Modular
Redundancy (TMR), have been traditionally used [21]. These
techniques respectively duplicate or triplicate the circuit logic,
in order to detect errors, and even to correct them in the case of
TMR. However, the overhead (both in area, power, resources,
etc.) is replicated with each copy of the circuit. This makes these
techniques very costly, and many times unfeasible. Thus, other
approaches are usually preferable.

An alternative is to use reduced precision techniques. Although
these techniques are also based on redundancy, the extra copies
that are added are not identical to the original circuit, but simpli-
fied versions which incur smaller overheads. This usually applies
to arithmetic and filtering systems, where functionally-equivalent
copies can be obtained by reducing the precision of the calcula-
tions [22].

Algorithm-Based Fault Tolerance (ABFT) is another protec-
tion strategy that is widely used in circuits that present certain
mathematical properties. In this way, some checks can be
applied in different points of the circuits to verify that the prop-
erty is met. If not, that would imply that an error is present in the
system [23].
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Scrubbing is another approach where the configuration mem-
ory of the FPGA is periodically refreshed. Data corruption
detection still needs to be addressed since the technique itself
does not perform checks on output data, but only on the inner
configuration bits. This technique relies on high configuration
refresh rates to avoid errors from persisting, with just a small
area overhead [24].

Protection needs to address two important factors: First, it
needs to detect the error fast, in order not to lose critical infor-
mation. Second, it needs to be power and resource efficient,
since in the context of on-board satellite FPGA processing, both
are required to be under strict thresholds.

In this paper, we propose a novel fault tolerance technique for
the case of CCSDS 123.0-B-2 compression. Our approach
works by periodically running a golden dataset through the core,
which is based on a synthetic image [25] and designed to use all
of the internal components. If the output does not match the
golden model, we can assume that some internal component has
a critical error, and thus reprogramming is necessary. This
method only requires the golden data to be available to the core
under protection, being much cheaper than other approaches as
the golden model is between 100 and 2,000 times smaller than
non-synthetic images from the sensors.

Results show that the proposed technique incurs less than
10% overhead, when compared to the 100% overhead of DMR.
Still, detection capacity remains as high with more than 99.7%
of the critical errors detected, proving this method to be effective
in the case of error detection.

Specifically, the contributions of this work are:

e The design of two different error detection techniques
that protect the CCSDS 123.0-B-2 compressor architec-
ture by computing a synthetic image.

e The hardware implementation of the suggested methods
on an FPGA device based on a low-area/low-latency
architecture.

e The verification of the performance of the error detection
technique by running the architecture on an FPGA device
(also simulated in software testing 50,000 image com-
pressions) and testing the behavior with different input
data from three sensors.

e The proposal of a procedure to check if the architecture
is reliable or not, correct the errors in the architecture and
compress, if necessary, the image to meet the timing con-
straints of three different sensors.

It is important to remark two questions:

e The technique is applied to protect the hardware of the
compressor architecture, not to check if the input data
from the images have been altered or not. The focus of
this contribution is to protect the configuration memory
of the FPGA device that contains the architecture of the
compressor itself, as other parts (such as the memory buf-
fers) can be easily protected with the error correction codes
integrated into the devices. Unlike ASIC architectures, in
which the errors may be transient, when FPGA devices suf-
fer an event upset the error is permanent, because it modi-
fies the configuration memory. Therefore, recapturing and
recompressing the image cannot be applied directly, as the
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hardware of the compressor has been corrupted and it will
not recover until a reconfiguration of the memory is
performed.

e The suggested techniques to protect this hardware are
based on a synthetic image. To show their effectiveness,
different input images are tested, but in all cases, the
image computed to detect the errors is a synthetic one
which is between 100 and 2,000 times smaller than the
input images from the different sensors under test. Using
this small image that excites all the hardware units by
design, ensures constant and low overhead with the inde-
pendence of the input information.

The paper is organized as follows: First, the context of the
problem is given, providing an idea of applicability. Then, the
proposed error detection technique is explained, followed by
the test platform used to simulate SEUs. Finally, results are pre-
sented and compared with existing techniques, followed by the
conclusions of this research.

II. PROBLEM CONTEXT

Satellites are constantly exposed to radiation, thus suffering
multiple errors as SEUs. This is especially critical in small satel-
lites (e.g. CubeSats [26]) due to their hard constraints in terms
of how much shielding they can support or how much power
they can devote to implement more fault-tolerant systems.
Unlike large-scale missions (such as e.g. those involving the
ISS) where the instrumentation can afford more robust error-
mitigation techniques, the equipment used in small satellites is
more aligned with the limitations of these platforms. The focus
of this paper is precisely on addressing the specific needs of
small satellite missions.

Although it varies depending on the mission details, a Cube-
Sat can usually afford around 1-Watt power budget [27] operat-
ing in Low Earth Orbit (LEO). This constrains the operation of
the satellite, having to be extremely efficient in data manage-
ment and transmission. In particular, satellites that perform
Earth observation missions are especially sensitive to this situa-
tion. CubeSats in LEO orbits have quite limited time in view of
the ground station, which is the only time interval in which the
downlink transmission can happen. On average, the typical view
time of such missions is around 5 - 10 minutes per pass [28].
Since observation sensors have a much higher throughput, this
means that satellites should store multiple images onboard until
the transmission link to the ground station is enabled. Also,
since that transmission window is limited, the amount of infor-
mation has to be minimized, and that is why images are usually
compressed before they are stored and sent to the station. The
operation workflow is depicted in Fig. 1.

First, the sensors acquire the images, which are immediately
compressed, and the output of this compression is stored
onboard. When a transmission window opens, the stored images
are downlinked to the station. This procedure poses several risks
from the reliability perspective. Since images spend a significant
time in the satellite, the probability of being affected by an SEU
is relevant. Thus, it is critical to apply protection mechanisms to
the information in order to preserve its integrity.

Sensor —>» Compressor — Data storage — Communication

[ ] Protected with ECC (standards
or recommendations)

Fig. 1. Block diagram of the system from a fault tolerance perspective.

While the images are stored in the onboard temporary mem-
ory, Error Correction Codes (ECC) are usually implemented in
order to achieve this protection. A typical memory technology
for these applications is three-dimensional memory devices
such as HMC and HBM [29], [30], which have been deeply
studied against radiation effects and integrate several fault
tolerant architectures based on coding techniques like the
ones in [31].

After this, in the transmission period, images are usually pro-
tected using CRC and similar techniques. For example, the Con-
sultative Committee for Space Data Systems (CCSDS) suggests
the use of low-density parity-check codes of different rates with
excellent error correction performance (these codes are capacity
achieving) [32] or low-complexity schemes to protect the down-
link transmission such as Bose—Chaudhuri-Hocquenghem codes
(BCH codes) [33]. Even new non-binary LDPC codes are sug-
gested to protect synchronization frames and telecommands,
ensuring that the transmission of data from the satellite to the
ground stations and vice versa is preserved [34].

But these efforts are worthless if the images have suffered an
SEU during the compression process, since that error would be
stored and subsequently transmitted no matter how well these
processes are protected. The issue with the compression is that,
since it is implemented on an FPGA, any configuration memory
error would alter the structure (and therefore the functionality)
of the algorithm. To prevent this from happening, a technique to
detect the error has to be implemented, and once this happens
the FPGA has to be reconfigured in order to get rid of the bit flip
in the configuration memory. The scope of this paper is to pro-
vide an efficient solution to this issue, which will be explained
in the next sections.

III. A NOVEL ERROR DETECTION TECHNIQUE

CCSDS 123.0-B-2 works by creating a predictive model with
the input data. New samples are predicted with the existing
model, and only the differentials are encoded. The encoder itself
has also a model to adapt to the differentials’ statistics. This
method works extremely well if both the predictor and encoder
models can efficiently adapt to the input data. A diagram of the
process is shown in Fig. 2.

The decoder must be able to reconstruct the exact same model
in order to correctly decode the differentials. If at some point the
models are out of sync, the decoder will try to decode data based
on a model different from the one it was encoded with, and the
decoded data will not be correct. CCSDS 123.0B-2 works by
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Fig. 2.  Simplistic view of the CCSDS compression core, showing both the pre-
dictor and encoder feedback loops.

Fig. 3. Original and decompressed images after an SEU in the datapath. The
black and white part is erroneously reconstructed, the grey part corresponds to
missing bits.

decoding in reverse order (we have used the hybrid encoder), so
if the final model is corrupted, deconstruction will not be possi-
ble. An example of this effect can be seen in Fig. 3.

The models can get out of sync when an SEU occurs in the
datapath, eventually affecting the internal state and all subse-
quent outputs, including the final model. This fact alone moti-
vates protecting the circuit against errors, since erroneous
outputs cannot be easily recovered. Instead of using traditional
protection techniques such as DMR and TMR, we can exploit
this cascading error characteristic.

The idea is as follows: If an error was introduced in the
FPGA'’s configuration memory, it would end up affecting
the prediction or coding of a sample (either from an error in the
compressor data path, or in the internal state). The compressor’s
output will be erroneous from that point forward. Thus, by
detecting a single error in the output, we can assume that an
error occurred in its generation, and the circuit is malfunction-
ing. Furthermore, since the last bytes of the output would always
be erroneous under this assumption, only those need to be
checked.

We tested this hypothesis by simulating SEUs in software
and checking the output results. We chose a register, a random
bit within that register and a random time slot within the com-
pression time. After the specified time, that bit was randomly
flipped when read. With this approach, we performed a total of
50,000 image compressions, using the Cuprite Valley image as
a reference. We compared the raw outputs, the last 8 bytes, and
the compressed length. Results are shown in Table I. The output
image was always corrupted when an SEU was introduced. By
checking the last 8 bytes, corruption was detected 100% of the
times. By checking the output length, corruption was detected >
99.91% of the times.
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TABLE I
RESULTS FOR 10000 SEU SIMULATION IN DIFFERENT INTERNAL REGISTERS
Detection
Register Corrupted? Last 8B Check Length Check
Central difference 10000 10000 9999
Local Sum 10000 10000 10000
Mapped residual 10000 10000 10000
Input sample 10000 10000 10000
Weight vector 10000 10000 9991
rst n:r,?!
' SELFCHECK
GOLDEN s>  CONTROL SIGNALS
N~ e » TIMER } » timeout
W T s> REF i > ref_finished
L w5 CCSDS " CHECK | »ref_failed
(23.9:8:2 4 ool FULL » full_finished
RS gl = | CHECK Rl falld

Fig. 4. Proposed protection technique for the CCSDS 123.0-B-2 core. Note
that GOLDEN is the memory that stores the synthetic image that is used to detect
the errors in the architecture of the compressor.

To know what the expected output bits or length are, we
would need another compressor producing the same output,
going back to a DMR approach. Instead of working over ran-
dom data, we stored a precomputed result over a test pattern
(“TestPattern” in [25]). The test pattern input is a set of values
(a 17 x 36 x 100 pixel image) which are designed to excite the
full range of internal values of the compressor. The test pattern
output is the compressed version of that pattern.

This test pattern is proposed by the CCSDS as a verification
mechanism for the compression standard, as indicated in the
CCSDS 120.2-G-2 informational report [35]. If a given imple-
mentation compresses this test pattern correctly, it is assumed
that the implementation properly handles edge cases in the inter-
nal counters and registers, and thus will also function correctly
under typical excitation values. We theorize that a failure in the
compressor circuitry will most likely result in errors when com-
pressing the test pattern image. This is confirmed later in
Section V, where a circuit failure that leads to corruption of
standard images is detected over 99.7% of the time by running
the test pattern through the compressor and verifying its output.

To test the circuit for errors, the test pattern (which is stored
in a TMR BRAM with periodic scrubbing to preserve its integ-
rity) is run through the compressor periodically, and the output
is compared with the golden output. If they differ, that means
that the core is producing erroneous output bits and thus, an
internal error has occurred either in the compressor or in the
checker. A reconfiguration would be triggered in this case to
ensure the circuit is corrected. Two are the main advantages of
this method over other solutions: i) It has error-detecting capa-
bilities like DMR (only triggering reconfiguration if needed),
while ii) using a small amount of resources, like scrubbing.

Two types of modules are used in this error detection scheme,
which can be seen in Fig. 4.
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e A timer counts the number of elapsed cycles, triggering a
timeout signal when the test pattern is supposed to be
compressed (we can know beforehand the number of
cycles that the test pattern takes to compress since the cir-
cuit is fully deterministic). If the timeout signal triggers,
but the other detection modules have not finished, an
error has occurred that has resulted in less data output
than expected.

e A comparator checks that the output matches the expected
result. Two different comparators are introduced: one that
checks the full output image, and another one that just
checks for output size and final frame (64 bits) to match.
The idea is that, given the unpredictability of the output
when an error occurs, this second checker will perform just
as well as the full checker, while using a fraction of the
memory.

As a side note, errors might also impact the protection tech-
nique itself, potentially rendering it non-functional. In our
implementation, just the critical components (timer, compara-
tors) have been triplicated in order to avoid this problem. Also,
whenever an error in these components is detected, reconfigura-
tion is triggered as with the rest of the system errors. The over-
head due to the triplication of these components is negligible
due to their small relative size in the design.

The proposed solution relies on the previously mentioned pat-
tern in [25], which will indicate the presence of an error when
its compressed output does not match the pre-calculated behav-
ior. However, this incurs a time overhead due to the periodic
check of this pattern. Therefore, an interesting matter would be
to identify the minimal size that such a pattern should have in
order to be effective. The smaller the pattern is, the less time it
would consume while being checked. But, as mentioned before,
it is important that the pattern excites all the parts of the circuit,
in order to verify that no error is present. A smaller pattern could
eventually lose this coverage and therefore it would not be so
effective. Therefore, in order to test this, two alternatives to the
proposed method will be considered:

e Method A: To check the full compressed pattern output,

as described before.

e Method B: To use only the last compressed frame of the
pattern, as the minimal element to be checked.

The novelty of Method B is based on leveraging how the com-
pressing algorithm works, i.e., propagating the calculations (and
thus any eventual error) from the beginning to the last bytes.
Therefore, these last bytes form a kind of signature that allow us
to detect an error in the system just by examining these bytes. This
produces savings on both time and power consumption respect to
Method A, with a very similar error detection capability.

One important point is that there are other situations, apart
from SEUs, in which this proposal would add extra value in
terms of reliability. For example, in order to detect Total Ioniz-
ing Dose (TID). TID is produced over time (not as the result of
a particle strike as in the soft error case), and acts on the device
cumulatively. When the accumulated radiation surpasses a cer-
tain amount, the device will not work anymore, making its
effects permanent. Eventually, scrubbing mechanisms would
not work in the device, posing a potential risk to reliability. The

ACME
controller

Error
campaign

Fault Injector
(SEM IP)

Output log
file

Monitor
(UART)

4

Design under

test
(CCSDS core)

Fig. 5. Schematic diagram of the fault injection environment based on the
ACME tool.

presented technique could also be used to detect this situation,
in the same way it works with SEUSs.

IV. TEST PLATFORM BASED ON FPGA FAULT EMULATION

Nowadays, there are different ways to test circuits imple-
mented in an FPGA to verify their correct behavior against radi-
ation effects. The first one consists of performing physical
experiments at ground facilities, trying to replicate the condi-
tions of the space environment. This possibility would be con-
ducted at particle accelerators to replicate the impact of particles
in the device. The main issues for this kind of approach are both
the cost and the availability of the facilities in addition to the
control of the experiments. Due to this, tests based on fault emu-
lation techniques are presented as a more convenient option.
This methodology (which is not intended to replace radiation
tests, but to perform a first analysis on soft errors that would be
eventually refined later with actual physical tests) is based on
inducing artificial bit flips using several methods. In this work,
the injection procedure is done by flipping bits on a Zyng-7000
SoC configuration memory through the automatic configuration
memory error-injection tool (ACME) [36]. In this way, the
design can be altered and its behavior can be assessed using dif-
ferent benchmarks and test cases both exhaustively and not.

As a particularity, to inject errors in the configuration mem-
ory, ACME makes use of the Xilinx Soft Error Mitigation
(SEM) IP Controller [37]. In Fig. 5 the ACME schematic dia-
gram is presented. The modules that make up the injection tool
are the following:

e ACME Controller is the core that controls the error injec-
tion process, from the error campaign generation to the
analysis of the results.

e The fault injector is the module in charge of executing
the injection models generated by the ACME controller.
For this purpose, SEM IP is the Xilinx core used to write
on the Zyng-7000 SoC configuration memory to emulate
bit flips.

e Design under test (DUT) is the target circuit to be studied
in the presence of bit flips (SEUs). In this case, the pro-
tection techniques proposed in the previous section for a
real-time compressor based on the CCSDS 123.0-B-2
standard are the target of the experiments.

e Monitor is the message-passing interface to trace all the
system interactions via UART protocol.
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Fig. 6. Experimental setup. Module A is the proposed technique from Fig. 4,
Module B encapsulates it for testing.

The adoption of the SEM IP injector engine responds to the
need for a solution based on a non-invasive way to read and
write into the Xilinx FPGA configuration memory, to manage
the fault injection process. Also, although the error campaign
has been performed in an exhaustive way in this work, which
means 2,935,196 injections for a Zyng-7000 SoC board,
ACME was able to improve the performance in some cases,
working on reduced sets of the configuration bits defined by
Xilinx in [38], [39]. This optimization capacity is offered by
the ACME tool [40], which is able to extract the essential bits
of the specific design.

V. EXPERIMENTAL RESULTS
A. Error Detection Analysis

In this section we describe the experimental setup that was
followed to perform the analysis of faults in the FPGA imple-
mentation of the compressor (with different images and degrees
of compression) and to validate the proposed solution. In Fig. 6,
a block diagram with the different modules of the test can be
seen. Module A includes the protected design that consists of
the architecture from [16] and the extra control units and memo-
ries required to detect failures. As we can see, Module A has
five different outputs: selfcheck-timeout, selfcheck-full-failed, self-
check-full-finished, selfcheck-ref-failed and selfcheck-ref-finished.

The selfcheck-full-finished and selfcheck-ref-finished signals
are activated during the detection phase, when the expected
amount of output bits have been emitted by the compressor. It is
important to remember once again that, as we are using a fixed
image to test the status of the compressor, the number of clock
cycles is known a priori. The full and ref tags of the signals indi-
cate if we are detecting the errors by running and comparing the
full reference pattern (method A defined in Section III) or just
by comparing the last frame (method B, Section III). As one
frame has 64-bit length, we started with the hypothesis that
checking only the last frame would provide a large enough error
detection coverage.

Signals selfcheck-full-failed and selfcheck-ref-failed are active
when the output of the compressor differs from the output of the
pre-compressed pattern, when checking the full-frame or only the
last one (method A and B respectively). Module B includes a
golden model of a compressed normal image in which no error is
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TABLE II
RESULTS FOR THE FAULT INJECTION CAMPAIGN OF IMAGE 1: CUPRITE
VALLEY, NEVADA. COMPRESSED WITH MAX ABSOLUTE ERROR SET TO 1024,
AND MAX RELATIVE ERROR SET TO 4096

Total injections 2,935,196 100%
Errors at the output (compressed) image 431,051 14.6856%
Detected errors method A 429,765 99.7017%
Undetected errors method A 1,286 0.2983%
Detected errors method B 429,762 99.7010%
Undetected errors method B 1,289 0.2990%

TABLE III
RESULTS FOR THE FAULT INJECTION CAMPAIGN OF IMAGE 2: SUWANNEE
WILDLIFE AREA, FLORIDA. COMPRESSED WITH MAX ABSOLUTE ERROR SET
TO 1, AND MAX RELATIVE ERROR SET TO 0

Total injections 2,935,196 100%
Errors at the output (compressed) image 2,166,356 73.8062%
Detected errors method A 2,166,172 99.9915%
Undetected errors method A 184 0.0085%
Detected errors method B 2,166,172 99.9915%
Undetected errors method B 184 0.0085%

TABLE IV
RESULTS FOR THE FAULT INJECTION CAMPAIGN OF IMAGE 3: CUPRITE
VALLEY, NEVADA. COMPRESSED WITH MAX ABSOLUTE ERROR SET TO 16,
AND MAX RELATIVE ERROR SET TO 16

Total injections 2,935,196 100%
Errors at the output (compressed) image 2,507,985 85.4452%
Detected errors method A 2,507,972 99.9995%
Undetected errors method A 13 0.0005%
Detected errors method B 2,507,972 99.9995%
Undetected errors method B 13 0.0005%

injected. Module B has two different outputs that are active when
the compressed image from Module A differs from the output in
Module B (check-failed), or when Module B ends but Module A
is still running (check-finished). In other words, Module B outputs
allow us to control the real deviations of Module A compressor
from the ideal behavior when faults are injected.

For the injection, in Module A we use a modified version of
the ACME tool described in Section IV, in which we select the
area of Module A on which to perform an exhaustive injection
campaign, so that all the essential bits involved in the configura-
tion memory of the FPGA are tested. For each of the tests, we
performed 2,935,196 injections on a Zyng-7000 SoC running
the compressor in real time. Results are summarized in Tables
IL, III, and IV. It is important to notice that, for all the experi-
ments, module A implements the unprotected version of the
compressor and the protected architectures that include methods
A and B. Finally, we should remark that the objective of the
technique is to detect errors in the hardware that implements the
compression algorithm, not in the images. The tests are per-
formed with real images just to show that regardless of the input
of the sensor, the detection capability is similar to DMR, but
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with lower complexity. The data generated by the sensor would
be stored in memory resources protected by the ECCs included
in the FPGA device.

The first important conclusion, which is not related to the pro-
tection method, is that although the compressor implemented is
the same in the three cases, the number of errors in the com-
pressed images is linked to the input image and the level of com-
pression (loss). It can be seen how the image with a higher degree
of compression (image 1, compression of 100 to 1, from Table II)
only suffers errors in the compressed image in 14.69% of the
cases’, and for the image with the lowest degree of compression
(image 3, compression of 4 to 1, from Table IV) the impact of
faults is larger, 85.45% of the injections produce errors at the
compressed output. An intermediate case with an image that has
a compression of 18 to 1 (image 2 and Table IIT) produces errors
in the compressed images in 73.81% of the injections.

This means that not all the faults in the compressor are going
to have a direct effect on the output image. This is something
relevant from the protection side, as it means that not all the
images would require the same number of reconfigurations of
the FPGA if techniques such as DMR are implemented, but at
the same time, it means that with these DMR techniques, faults
may be unnoticed, and the probability of accumulating errors
would increase.

These deviations may come from the fact that, with a higher
level of compression, inner functions such as the residual map-
ping stop being surjective. In fact, the higher the compression,
the more input values map to the same outputs. As an example,
when generating the quantization intervals, errors as high as half
of the quantization bin size might be unnoticed since they will
all map to the same bin center.

On the other hand, as the detection always uses the same pat-
tern to verify the correct behavior of the compressor, the differ-
ence between images and compression parameters does not
have significant changes. For example, for image 1, 2 and 3
there is 99.701%, 99.992% and 99.999% of errors detected,
respectively.

In addition, there is a negligible difference between using the
whole pattern (method A) or only the last frame for the detection
(method B) of error (only 3 injections out of 2,935,196), conclud-
ing that the test of the last frame is enough, and the extra area and
time required to check the whole compressed pattern is not worth
the extra cost. Moreover, the percentage of detection compared to
DMR is very similar (99.67% reported in [20]), but with less area
as we will discuss in the next subsection. The main difference is
that the pattern image also detects the faults in the configuration
memory, even when there is no error on the compressed images,
preventing the design from accumulating errors due to masking,
but with more reconfigurations than DMR.

B. Area and Power Analysis

Area and power estimations have been obtained for the
XQRKU060 FPGA [41] which is considered a reference for

'"This percentage is computed considering the number of deviations of the
compressed image in Module B, by means of the check-failed and check-
finished signals and the total number of fault injections.

TABLE V
AREA AND POWER RESULTS FOR DIFFERENT CORE PROTECTION METHODS
None Method A Method B DMR
Power(W) | 0.531 | 0.761 (43.31%) | 0.660 (24.29%) 1.027 (93.41%)
Max MHz | 200.88 | 187.23 (-6.80%) |197.27 (-1.79%) | 197.39 (-1.74%)
LUTs 16,152 | 16,293 (0.87%) | 16,277 (0.77%) | 32,310 (100.04%)
REGs 15,337 | 15,519 (1.19%) | 15,477 (0.91%) | 30,747 (100.48%)
CLBs 3,810 | 4,192 (10.03%) | 4,043 (6.12%) | 7,681 (101.60%)
BRAMs 443 475 (7.22%) 459 (3.61%) 886 (100%)
DSPs 30 30 (0%) 30 (0%) 60 (100%)

spaceborne missions [42]. The core is synthesized for a maxi-
mum target image size of 4096 frames by 640 pixels per frame
by 512 bands per pixel. Table V shows the area and power
results for the compression core for the unprotected version, the
protected methods A and B and the classical DMR.

Two main observations can be done:

e First, including the unprotected design and full protec-
tions with method A and B, the core mainly increases
power consumption, though it stays under the budget of
IW. Compared to the DMR version, where the power
consumption increases by 93% with respect to the unpro-
tected version, the proposed methods require between
1.34 and 1.55 times less power obtaining and error detec-
tion of more than 99.6%. This is due to the fact that the pro-
posed methods process a small synthetic image, which is
the golden model, to detect the errors, while DMR needs to
process the input image from the sensor twice, increasing
the dynamic power consumption between 100 and 2,000
times. For DMR the maximum frequency can be reduced to
ensure that it is within the power budget. However, for
some sensors, the timing overhead will be non-negligible as
we will discuss in the next section. On the other hand, the
same reduction in frequency can be applied to methods A
and B to decrease power consumption even more.

e Second, the increase in area resources for the methods A
and B is around 1% in LUTs and registers, and less than
11% in CLBs and BRAMs. DSP resources for our pro-
posals are the same as the ones implemented in the unpro-
tected version. In contrast, DMR has an increase of area
larger than 100% for LUTs, registers and CLBs, and 100%
for BRAMs and DSPs, which increases the area of the
architecture and hence the cross section of the design and
the probability of suffering a fault in the final application.

C. Timing Analysis

The critical path of the protected versions is increased in all
cases compared to the unprotected one, lowering the maximum
frequency achievable (Table IV).

The largest degradation is introduced in method A, where the
maximum frequency is reduced by 6.80%. On the other hand,
method B and DMR suffer similar reductions, about 1.7% less.
One of the main advantages of DMR is that it does not add any
extra latency unlike our proposed solutions, which require extra
clock cycles to process the pattern and check if there are errors
in the architecture. It is also able to detect both hard and soft
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TABLE VI
TIMING ANALYSIS OF DIFFERENT SENSORS FOR THE PROPOSED SOLUTION.
ESTIMATES BASED ON [43]* AND [1]**

SENSOR Image Size Speed Capture
AVIRIS 224 x 680 x 512 1.827 MS/s 42,666.67 ms
AVIRIS-NG 480 x 640 x 512 37.5 MS/s 4,194.304 ms
NACHOS*#* 350 x 350 x 2000 12.25 MS/s 20,000 ms
CHIME* 420 x 1,024 x 2,048 125 MS/s 7,046.43 ms
SENSOR Compressor (x 2) | Self-check | Reconfigure | Slack (abs)
AVIRIS 390.20 ms (x 2) 2.2 ms 1,016 ms | 40,868.06 ms
AVIRIS-NG | 1,045.64 ms (x 2) 2.2 ms 1,016 ms 1,084.82 ms
NACHOS** 1,225 ms (x 2) 2.2 ms 1016 ms 16,531.8 ms
CHIME* | 4,404.91 ms (x 2) 2.2 ms 1,016 ms | -2,781.59 ms

errors on the fly when the DMR output does not match. How-
ever, the problems with DMR are two: 1) it does not detect accu-
mulated faults, and ii) the power consumption exceeds the
budget of some small platforms such as CubeSats (it is almost
twice the power consumption of methods A and B, see Table
IV). For this reason, the proposed solution seems to be more
appropriate for integration in low-cost environments, but the
latency constraints need to be met. To verify this, we need to
ensure that our proposal can: i) compress the image that we
want to transmit, ii) run the test pattern (in method A or B), iii)
do the shelf check for errors explained in the previous sections,
iv) if errors are detected: reconfigure the FPGA, and compress
the image stored in the buffer again. This has to be done in the
capture time of the sensor (Fig. 7), assuming that: i) the sensor
operates continuously and ii) we use a ping-pong buffer to tem-
porarily store images in case they need to be reprocessed.
Optionally, the buffers could be removed completely if the
image could be recaptured in the event of failure, or if the data
loss of one image is not significant.

The unprotected architecture runs at 3.2Gbps at 200MHz in a
XQRKUO060 FPGA device. The whole detection method takes
2.2ms for method B to test this architecture. In addition, the
slowest process to perform reconfiguration is of 100Mbps, and
the length of the .BIT file is 12.7MB, which requires about 1s.
Table VI shows, for different sensors?, the image size, sensor
speed, and timing results about capture, compression, self-check
with method B and configuration times assuming a 200MHz
clock. We can see how for the AVIRIS, AVIRIS-NG and
NACHOS sensors, we have enough time to perform the whole
process, so we can run everything in real-time, meet power con-
straints and protect from accumulated errors in more than 99.7%

2We include compression and recompression in the same column
(Compressor (x2)) following the schedule suggested in Fig. 7.
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of the cases. After the process of Compression, self-check and
reconfiguration, there is a gap of 41,258.26ms, 2,130.5ms and
17,756.8ms for the AVIRIS, AVIRIS-NG and NACHOS sensors,
and only 390.2ms, 1,045.6ms and 1,225ms are required respec-
tively for compression. In other words, if an error is produced, we
have enough time to correct it and perform the compression again
(avoiding the loss of the information from the sensor). This can
be seen as positive slack in the last column.

The main limitation is found in the CHIME Sensor (dimen-
sions and speed are estimates based on [43]), in which the sys-
tem is not fast enough, and we only have time to compress a
part of the image in the event of reconfiguration. Either real-
time is sacrificed, or a certain percentage of data loss is assumed
with the current design. Other techniques based on high-speed
scrubbing [44] of the configuration memory would take longer
time (about 1,800ms more in a worst-case scenario with MBUs),
which would not allow a new compression of the image for
AVIRIS-NG sensors. Even in the best scenario, with a small
number of errors, scrubbing would require at least between 8 and
30ms [45], which is between 3.6 and 13.6 times more latency
compared to our proposed solution, also depending on the number
of errors, while in method A and B latency is constant and the
performance is not limited for MBUs. In addition, another advan-
tage of the suggested techniques is that they are active, so they
just perform the reconfiguration/correction when an error is
detected during the computation. Therefore, no interaction with
the configuration memory is required if no error is detected, while
scrubbing needs to check the whole memory to ensure if there is
an error or not, increasing power consumption.

Although the suggested technique is robust and can be used as
a standalone solution, with less than 0.3% undetected errors, note
that the schedule proposed in Fig. 7 can also be combined with
scrubbing techniques with longer periods to reduce unnecessary
memory access and power consumption and reduce the percent-
age of undetected errors. For the rest of the sensors in which the
proposed method is fast enough and there is extra time, the maxi-
mum frequency of the design can be reduced to save power.

Note that the timing analysis for method A is omitted as it
requires more clock cycles than method B and the fault detec-
tion is almost the same (a difference of less than 0.0007%, see
Table I) but with 1.15 times extra power consumption and larger
area requirements.

D. Comparison With Scrubbing

In reconfigurable systems, scrubbing is a common and widely
used technique to protect against radiation-induced errors that
affect the configuration memory of FPGAs. Scrubbing periodi-
cally detects and corrects errors by reloading the correct config-
uration, ensuring that the system continues to operate reliably.
Given the widespread use of this method, it is important to
compare scrubbing with our proposed protection technique.
The following analysis evaluates the efficiency of both meth-
ods, showing when our technique is preferable to scrubbing.

Our calculations show two scenarios. For higher SEU arrival
rates, scrubbing the system after each image may be more effi-
cient, as it does not require a full board reconfiguration (which is
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the most time-consuming operation) after each SEU. However, for
lower SEU arrival rates, our proposed method would be preferable
since the number of reconfigurations would be fewer, and check-
ing the entire device is faster than with scrubbing techniques.

Let 7 be the capture time of an image in seconds. Define N; =
(24 -3600)/I as the number of images captured per day. Let 7
represent the time taken to perform our protection technique,
and 7, the time taken to scrub the device (including detection
and correction). Let T, be the reconfiguration time, and 7}, be the
processing time for a full image. Let f represent the error fre-
quency (in errors/bit-day). Define S, as the number of critical
configuration bits in our protection technique, and S; as the num-
ber of configuration bits in the scrubbing method.

The expected time spent on checking and correcting errors is:

Tprapasal = N;- Tc + (Tr + Tp) f . Sc

Tscrub = NI . Tx + (Tp) f . S‘v

The first term in both equations represents the total time spent
running the protection techniques on the images. Specifically, in
the first equation, it is the number of images multiplied by the
time required by our technique, and in the second equation, it is
the number of images multiplied by the device scrubbing time.
This term depends solely on the number of images captured per
day and is independent of the number of errors that occur. The
second term, on the other hand, varies with the number of errors,
as it represents the time needed to correct the errors that occur
with both techniques. Therefore, this term is weighted by the
error frequency, f. Note that the scrubbing method does not need
to reconfigure the device in the event of an error, as the check
itself is self-repairing. Additionally, scrubbing must handle the
entire set of configuration bits in the device, whereas our tech-
nique is only affected by the subset of critical bits (those which
have any effect on the design).

Now let us assume that the AVIRIS-NG sensor is used, with /
= 4.194, along with the XQRKUO60 running the core at
200Mhz. Running times under this configuration are 7, =
2.2ms, 8ms < Ty < 30ms, T, < 1016ms and 7,, = 1046ms. The
maximum number of critical bits found in our experiments was
S. = 2,507,972 out of S; = 2,935,196. Using these values, we
have that T),,oposat = Tscrns = 339.37 when f = 5.686 - 107°
errors/bit-day. Repeating the calculations for the NACHOS sen-
sor yields Tpoposat = Tserus = 79.05 when f =~ 1.237 - 1077
errors/bit-day.

This means that for SEU arrival rates higher than this thresh-
old, the scrubbing approach would be better, and for SEU arrival
rates lower than that, our proposal would be more efficient. A
typical on-orbit SEU error rate ranges from 10> errors/bit-day
in commercial devices [46], down to 1077 to 1078 errors/bit-day
in rad-tolerant devices [47] (such as the XQRKUO060) and with
even lower rates at 10~ '° to 107'? errors/bit-day in rad-hard
devices [48]. These figures can go below 10~ errors/bit-day in
non-orbital scenarios [49]. Although these typical values are
usually refined for specific missions using tools like SPENVIS
[50], the calculated values should be within the same order of
magnitude.

All the mentioned frequencies are below the threshold that has
been calculated. This means that our proposed technique is more
favorable, as it requires less total processing time. It is important
to note that these calculations assume the best-case scenario for
scrubbing and the worst reconfiguration times and number of crit-
ical bits for our technique, suggesting that, with more refined val-
ues, the proposed method would be even more efficient.

Finally, to verify the consistency of the results on other
FPGAs, the previous calculations were repeated for two addi-
tional boards (the Zyng-7000 and the Ultrascale+). After these
calculations, the obtained break-even error frequencies, f; for the
AVIRIS-NG sensor are as follows: 29.34-10 for the Zyng-
7000 and 19.74-10 for the Ultrascale+. And for the NACHOS
sensor, the corresponding frequencies are 6.15-107° and
4.14-107°, respectively.

It can be observed that these frequencies are of the same order
of magnitude as those obtained for the first FPGA, and therefore
the conclusions regarding the advantages of using our technique
versus scrubbing remain unchanged.

VI. CONCLUSION

Compression algorithms are a necessary piece of the hyper-
spectral puzzle. Their applicability in imaging satellites, imple-
mented on FPGAs, require protection techniques to be put in
place, to avoid data corruption.

A novel fault-tolerance technique is proposed in this paper for
the CCSDS 123.0-B-2 hyperspectral image compression algo-
rithm. Instead of the traditional approaches of replicating the
implementation (or parts of it) to detect errors, our technique is
based on output checking.

A golden reference is periodically input to the compressor,
while checking the output for errors against a reference vector.
If an SEU is present within the FPGA’s configuration memory,
an error will arise at some point during the computation, cascad-
ing down to the output and corrupting the result from that point
forward. The checker will detect the difference and issue a
reconfiguration process.

Results show this technique to be comparable in detection
accuracy to that of DMR, at a fraction of the resources and
power cost. In a real-time scenario, the detection speed is
enough to issue and perform a reconfiguration before the next
image is available for most sensors.

This technique might also be useful in other scenarios where
an error in the algorithm propagates indefinitely until processing
terminates.
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