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Abstract

In [20], Kedlaya and Umans proposed an algorithm that, after doing some preprocessing,
enables fast evaluation of a multivariate polynomial. Recently, this algorithm has been used
to achieve a breakthrough in cryptography, building an unkeyed DEPIR (Doubly Efficient
Private Information Retrieval) in [22]. This construction allows, only after one run of a pre-
processing algorithm on a database, efficient private access to it for any client.

The goal of this TFM is to realize an implementation (the first one to the best of our
knowledge) of the algorithm by Kedlaya and Umans in order to understand its practical per-
formance and also, to build a new polynomial commitment based on it. Our new polynomial
commitment scheme allows the prover to compute proofs for evaluations in time sublinear
in the size of the polynomial. We achieve this by committing to the data structure result-
ing from preprocessing the polynomial using a vector commitment scheme with logarithmic
opening run-time. We also analyze the efficiency and the security of this construction, discuss
its limitations and possible strenghtenings.

Key words

Cryptography, Polynomial Commitments, Vector Commitments, Fast Polynomial Evalu-
ation, DEPIR
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Abstract

En [20], Kedlaya y Umans propusieron un algoritmo que, después de realizar un preproce-
samiento, permite la evaluacion rapida de un polinomio multivariable. Recientemente, este
algoritmo se ha utilizado para lograr un avance en criptografia, construyendo un DEPIR (Re-
cuperacién de Informacién Privada Doble y Eficiente) sin claves en [22]. Esta construccién
permite, solo después de una ejecucién de un algoritmo de preprocesamiento en una base de
datos, el acceso privado y eficiente a la misma para cualquier cliente.

El objetivo de este TFM es realizar una implementacién (la primera, segiin nuestro conocimiento)
del algoritmo de Kedlaya y Umans para comprender su rendimiento practico y también para
construir un nuevo compromiso de polinomio basado en él. Nuestro nuevo esquema de com-
promiso de polinomio permite al probador computar pruebas para evaluaciones en un tiempo
sublineal en el tamano del polinomio. Logramos esto comprometiéndonos con la estructura
de datos resultante del preprocesamiento del polinomio utilizando un esquema de compro-
miso vectorial con tiempo de apertura logaritmico. También analizamos la eficiencia y la
seguridad de esta construcciéon, discutimos sus limitaciones y posibles fortalecimientos.

Palabras clave

Criptografia, Compromisos de Polinomio, Compromisos Vectoriales, Evaluacién Réapida
de Polinomios, DEPIR
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Chapter 1

Introduction

1.1 Introduction to the algorithm

In [20] Kedlaya and Umans show how to preprocess polynomials f(X7, ..., X,,) over a ring
R to create a data structure that allows us to later evaluate the polynomial on any given
input (aq,...,q,) € R™ extremely efficiently, in time that is sublinear in the description
length of the polynomial. The result works over many types of rings R, including R = Z,
for an arbitrary ¢ € N, as well as polynomial rings R = Z,[Y]/(Ei1(Y)) or even R =
Z,Y, Z]/(EL(Y), E2(Z)) for monic polynomials E, Ey (and more). Assume f(Xy,...,X,,) €
R[X1, ..., X,] has individual degree < d in each variable. The description of such polyno-
mial consists of N = d™ coeflicients and hence evaluating it naively would take at least
Q(Nlog|R|) time. The work in [20] shows how to preprocess such a polynomial in time
N -O(m(logm+logd+loglog |R|))™ - poly(m,d,log|R|) into a data structure of at most the
above size, such that, on any future input (o, ..., a,,) € R™, we can use the data structure
to evaluate f(aq, ..., ;) in just poly(m, d,log |R|) time. This gives significant saving in time,
at least in some select parameter ranges.

We include a sketch of the technique in [20]. Start with the special case of R = Z,. We
reinterpret the polynomial f(Xy,..., X,,) over Z, as a polynomial over the integers Z, where
the coefficients and the inputs are taken from the set {0, ...,¢ — 1}. The maximal value that
this polynomial can take over the integers is < M = d™(q¢ — 1)™. Let pi,...,p, be the set
of all primes p; < 16log M, which ensures that H?:l p; > M. To evaluate the polynomial f
over the integers, it suffices to evaluate it modulo each of the primes p; separately and then
reconstruct the answer over the integers using the Chinese Remainder Theorem (CRT [37]).
So we reduced the problem of evaluating the polynomial f modulo ¢ to that of evaluating
it modulo p; for a small set of h = O(log M) much smaller primes p; = O(log M). Using
this idea we can preprocess the polynomial as follows, consider constructing h tables, where
the i-th table simply stores all the possible evaluations of the polynomial f on all p!* pos-
sible inputs (ay, ..., a;;,) modulo p;. This allows for extremely fast evaluation on any input
(a1, ..., am) € Z7' just by looking up one entry in each table and then using CRT.

The result extends to rings R = Z,[Y]/(E1(Y)), by reducing the problem over such rings
to that over Z, for some r > ¢ that depends on |R|. Instead of evaluating f(aq, ..., a,,) over
R, we evaluate it over Z, by taking all the coefficient /input ring elements and substituting
Y = M for some sufficiently large M € 7Z and doing all the computation modulo r for some
sufficiently large r > M, such that there is no wrap-around. The output is an integer whose
base-M digits correspond to the coefficients of Y in the correct evaluation of f(ay, ..., )



over R. We can further extend the result to R = Z,[Y, Z]/(E1(Y), E2(Z)) (and beyond)
analogously.

1.2 Introduction to applications in cryptography

This algorithm has already been applied to solve an open problem in cryptography, the
construction of a DEPIR (Doubly Efficient Private Information Retrieval) scheme, in [22].
Our theoretical contribution is a new application of this algorithm to build a polynomial
commitment scheme which is efficient for the prover.

1.2.1 DEPIR

A (single server) private information retrieval (PIR [14]) scheme is a protocol between a
server who holds a database DB € {0,1}" and a client who wishes to learn the i-th location
D BJi] of the database without revealing the index i € [N] to the server. For example, a client
may want to retrieve a movie from Netflix without revealing to Netflix which one. A trivial
solution is for the server to simply send the entire database DB to the client. The goal of
PIR is to solve this problem with much lower communication complexity, which should be
sub-linear in the database size V.

However, PIR comes with a major limitation. While it provides low communication com-
plexity, it inherently requires the server to read the entire database DB during each protocol
execution and therefore the computational complexity on the server side is at least linear
in N. For example, using PIR, Netflix would need to perform a huge computation over its
entire movie database to serve a single movie to a client. This limitation significantly restricts
PIR’s usefulness.

The DEPIR (doubly efficient PIR) gets around the above limitation and simultaneously
provides low communication and server computation. To do so, it modifies the original setting
by allowing the database DB € {0,1}" to be preprocessed into some static data structure
DB that is stored on the server. This one-time preprocessing is allowed to run in time that
is linear, or even slightly super-linear, in the database size N. Subsequently, any client can
run a PIR protocol with the server to learn the value DB[i] without revealing the index i,
where both the communication and the server/client computation during the protocol are
sub-linear in the database size V.

Depending on the nature of the preprocessing there are three versions of DEPIR: unkeyed,
public-key and secret-key DEPIR. Unkeyed DEPIR is the simplest and strongest notion. In
unkeyed DEPIR, the preprocessing algorithm that maps the database DB to the data struc-
ture DB is a deterministic function that the server executes on its own. Previous work in [10]
and [7] gave the first constructions on keyed DEPIR, however they require a trusted party

to generate the keys and to create the preprocessed data structure DB.

The construction in [22], which is the one presented in section 4, makes use of the prepro-
cessing algorithm by Kedlaya and Umans to achieve an unkeyed DEPIR construction under
the standard ring learning with errors (RingLWE [23]) assumption (which is a well-studied
hardness assumption). They also construct an updatable DEPIR that allows the server to
update individual bits of the database DB and correspondingly update the preprocessed data
structure DB in sub-linear time.



1.2.2 Prover-efficient polynomial commitment

Commitment schemes are fundamental components of many cryptographic protocols. A com-
mitment scheme allows a committer to publish a value, called the commitment, which binds
her to a message (binding) without revealing it (hiding). Later, she may open the commit-
ment and reveal the committed message to a verifier, who can check that the message is
consistent with the commitment.

In [15] they use the following informal example to explain it, consider the following game
between two players P and V:

1. P wants to commit to a message m. To do so, he writes down m on a piece of paper,
puts it in a box, and locks it using a padlock.

2. P gives the box to V.
3. If P wants to, he can later open the commitment by giving V the key to the padlock.
There are two basic properties of this game, which are essential to any commitment scheme:

e Having given away the box, P cannot anymore change what is inside. Hence, when the
box is opened, we know that what is revealed really was the choice that P committed
to originally. This is called the binding property.

e When V receives the box, he cannot tell what is inside before P decides to give him the
key. This is called the hiding property.

Assume now we want to generate commitments using digital communication between
players. There are several ways in which one can commit to a message:

1. Let g and h be two random generators of a group G of prime order p. In this scheme,
known as Pedersen commitment [29], the commitment is C(y 5y (m,r) = g™h", where r
is a randomly chosen value in Z,. Pedersen commitments are unconditionally hiding,
and computationally binding under the assumption that the discrete logarithm (DL
[3]) problem is hard in G.

2. Let g and h be two random generators of a group G of prime order p. In this scheme,
based on ElGamal encryption scheme [16], the commitment is Ciy 5y (m, ) = (¢9", g"h"),
where r is a randomly chosen value in Z,. ElGamal based commitments are com-
putationally hiding, and perfectly binding under the assumption that the Decision
Diffie-Hellman (DDH [4]) problem is hard in G.

3. The committer may publish H(m, r) for a collision resistant hash function H ([6, Section
8.1]) and a random 7 € {0,1}* for a large enough X. This would be computationally
binding and computationally hiding in the random oracle model [46].

Now, assume that we want to commit to a polynomial p(x) € Z,[z] which has degree
t and coefficients py, ..., p;. We could commit to the string (po|pi|..-|p¢), or to some other
unambiguous string representation of p(x). Based on the commitment function used, this
option may have a constant size commitment which determines p(x). However, it limits the
options for opening the commitment; opening must reveal the entire polynomial. This is
not always suitable for cryptographic applications, most notably secret sharing, that require
evaluations of the polynomial (i.e., p(i) for ¢ € Z,) to be revealed to different parties or at
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different points in the protocol without revealing the entire polynomial. One solution is to
commit to the coefficients, for example C = (g, ..., g?*)!, which allows one to easily confirm
that an opening p(i) for index ¢ is consistent with C. However, this has the drawback that
the size of the commitment is now ¢ 4+ 1 elements of G.

In section 5.2, we present the notion of polynomial commitment schemes (introduced in
[19]) in detail, the idea is that a user can commit to a polynomial p € Z,[z]| over Z, and
later open to an evaluation p(x) at any point x € Z,. Previous to that, in section 5.1, we
also present a similar notion, vector commitments schemes [13], where instead of committing
to polynomials we commit to vectors and we want to give proofs for positions instead of for
evaluations. Our main novel contribution, presented in section 5.2, is a polynomial commit-
ment that is efficient for the committer generating evaluation proofs. The way we achieve
this is by committing to the data structure outputted by Kedlaya/Umans algorithm using
a vector commitment V'C. Then opening for evaluations can be reduced to opening some
positions in the data structure plus reconstructing the evaluation using the CRT algorithm.

More concretely, by being efficient for the committer we mean that he can compute eval-
uation proofs in time sublinear in the length of the polynomial. In order to achieve this
we need to instantiate our construction with a vector commitment that satisfies a concrete
complexity restriction shown in 5.1. In section 5.2, we also present two vector commitment
schemes, Merkle Tree Vector Commitment [24] and Incrementally Aggregatable Vector Com-
mitment [9], which satisfy this complexity constrain.

This PC construction was built in collaboration with a team formed by: Matteo Cam-
panelli, Dario Catalano, Danilo Francati, Emanuele Giunta, Rosario Gennaro and both my
supervisors Dario Fiore and Ignacio Cascudo. Right now we are still working on the strenght-
enings and the applications of it.

I This is just an illustrative example as it doesn’t satisfy hiding.
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Chapter 2

Preliminaries

2.1 Notation

Define N = {0,1,2,...} to be the set of natural numbers, Z = {...,—2,—1,0,1,2,...} to be
the set of integers and R to be the set of real numbers. For any integer n > 1, define
n] = {1,...,n} and [n] = {0, ...,n — 1}. For an array A € {0,1}", we index the array from
0 and A[i] denotes the bit in position i € [n]. By default, all the logarithms are base 2
and logn stands for log, n. For any g € N, let Z, be the ring Z/qZ. We denote by // the
natural division, i.e. for any n,m € N, n//m = |n/m]. We use A € N to denote the security
parameter. A function € : N — N is said to be negligible, denoted ¢(\) = negl(\) if for every
positive polynomial p(-) and all sufficiently large n it holds that e(n) < 1/p(n) (more details
in [43]). We say that an algorithm is probabilistic polynomial time (abbreviated PPT) if its
running time is bounded by some polynomial p(A) (more details in [44]). A function p(\)
is polynomial (denoted p(A\) = poly(A)) if p(A) = O(X°) for some constant ¢ > 0. For a
finite set S, we write a <°* S to mean a is sampled uniformly randomly from S. For an
algorithm A, we write y <— A(x) for the output of A on input z. For two distributions X, Y
parametrized by A we say that they are computationally indistinguishable, denoted X =~ Y,
if for every PPT distinguisher D we have |Pr[D(X) = 1] — Pr[D(Y) = 1]| = negl(\). Across
the text, when we refer to an algorithm having random access to a data structure we mean
that the time complexities for those algorithms are in the RAM model [45], i.e. access to
large memory is constant-time.

2.2  Auxiliary algorithms

In this section we’ll present some of the algorithms that will be used in the preprocessing
and the evaluation algorithms.

2.2.1 Multipoint Evaluation Algorithm

The data structure outputted by the preprocessing algorithm which allows efficient evalua-
tions of a polynomial f € R[X7, ..., X,,], essentially consists in a set of h primes py, ..., p, and
a set of h tables Ti, ..., T}, where the i-th table T; contains the evaluations of the polynomial
Ji = f mod p; in all the points in Z;. This could be easily but not efficiently implemented
by evaluating the polynomials f; in each point in Z7' independently. Luckily, the multipoint
evaluation problem is well known and there exist algorithms that allow evaluation in several
points faster than independent evaluation of each point. We’ll start by introducing the algo-
rithm to evaluate univariate polynomials at several points, then we’ll use this algorithm to
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give a solution for multivariate polynomials in section 3.1.

Throughout this section, we introduce algorithms based on polynomial multiplication
and division. In order to abstract from the underlying multiplication algorithm in the cost
analyses, we introduce the following notation.

Definition 2.2.1. Let R be a ring (commutative, with 1). We call a function M : N\ {0} —
R.o a multiplication time for R[X] if polynomials in R[X] of degree less than n can be
multiplied using at most M (n) operations in R. We call a function D : N\ {0} — R.o a
division time for R[X] if polynomials in R[X] of degree less than n can be divided using at
most D(n) operations in R.

We’ll simplify the exposition by assuming that the number n of points we want to evaluate
is a power of 2. For a general n, we have two options of either adding some “phantom”
points or splitting points into two roughly equal halves in the recursive calls. The idea of
the univariate evaluation algorithm is to split the points we want to evaluate {ug, ..., u,_1}
into two halves of equal cardinality and to proceed recursively with each of the two halves.
This leads to a binary tree of depth logn with root {uy, ..., u,—1} and the singletons {u;} for
0 < ¢ < n at the leaves (see figure 2.1).

i=k [ Ho, ... U1 }

My o
i=k— ( U, - -5 Upj2—1 j [ Upf2s---sln—1 j
Mi_10 M1
izl[ Uy, U] ] [ us, U3 ]
Mg M,
i=0 (] [m]) (] ()
Moo  Moyr Moz  Mo3 Mon-—2 Mo 1

Figure 2.1: Subproduct tree for the multipoint evaluation algorithm [35, Section 10.1].

We let m; = z — u; as above and define:
Mi,j = Myj.oi * Myjgiyy " - mj.2i+(2i_1) = H myj.oiq (21)
0<i<2?

for 0 <i <k =1logn and 0 < j < 2¥7". Thus each M, is a subproduct with 2 factors of
m =[], <n T = Mo and satisfies for each 7, j the recursive equations

Mo,; = mj;, M1 = M;aj - Migji1. (2.2)

If R is an integral domain [41] and wy, ..., u,—; are distinct, then A/; ; is the monic square-
free polynomial whose zero set is the j-th node from the left at level i of the tree in figure
2.1.

The following algorithm solves the more general problem of computing the subproducts
M, ; for arbitrary moduli my, ..., my_1.



Definition 2.2.2 (Building up the subproduct tree [35, Algorithm 10.3]).
Input: my,...,m,_; € R[X] with n = 2% for some k € N.
Output: The polynomials M;; as in 2.1 for 0 <i < k and 0 < j < 2k
Algorithm:

1. For each 0 < j < mn, let My; = m,.
2. Foreach 1 <i¢ <k:

For each 0 < j < 28 let M;; = M;_19; - M;_12j41.
3. Output M, ; for 0 <i¢<kand 0<j < k=t

Proposition 2.2.1. Algorithm 2.2.2 correctly computes all subproducts M;; € R[X]| and
takes at most M(m) -logn operations in R, where m =3, deg(m;).

Proof. Correctness is clear from equation 2.2. Let d;; = deg(M; ;) for all i and j. Step 1
uses no arithmetic operations, and the cost for the i-th iteration of step 2 is at most

S o M(dig) <M D dij | =M(m)

0<j<2k—1 0<j<2k—1

operations in R, since Zo<j<2k7i d; ; = m. The time estimate follows, since there are & = logn
iterations.

]

We now present a divide-and-conquer algorithm that, given all subproducts M; ;, proceeds
top down along the tree in figure 2.1.

Definition 2.2.3 (Going down the subproduct tree [35, Algorithm 10.5]).

Input: f € R[X] with degree < n = 2* for some k € N, wg,...,u,_; € R and the
subproducts M; ; from 2.1.

Output: f(ug), ..., f(un_1) € R.
Algorithm:

1. If n =1 then: Output f n times.
2. If n > 1 then:
(a) Let 7o = f modulo My_1o and let , = f modulo My_1 ;.
(b) Recursively compute 74(ug), ..., 7o(Un/2-1)-
(c) Recursively compute 71 (ty/2), ..., 71(Un—1).
(d) Output 7o(ug), .., ro(Uns2-1), 71(Un/2), - T1(Un—1)-

Proposition 2.2.2. Algorithm 2.2.3 works correctly and takes at most D(n)-logn operations
in R. This is at most O(M(n) -logn) operations in R.



Proof. To argue correctness of this algorithm we’ll use induction. If k£ = 0, then f is constant
and the algorithm outputs the correct values in step 1. Otherwise, if 1 < k, then we can
assume that the results of steps 2.b and 2.c are correct. Let qo = f/My_10and ¢ = f/My_11.
Then
Flug) = qo(ui) My—1,0(u;) +ro(u;) = ro(u;) f0<i< 3 .
' qu(wg) My 1 (wi) +7r1(uw) = rmi(u;) if §<i<n

Let T'(n) = T'(2%) denote the cost for the recursive process. Then T'(1) = 0 and
T(2%) = 2T(2F1) + 2D(2F 1)
<2k

for k > 1, so that T'(n) = T(2%) < 2k- D(2¥"1) < D(n)logn, by Lemma 8.2 in [35]. The last
claim follows from Theorem 9.6 in [35].
UJ

Putting both algorithms together now, we obtain the univariate multipoint evaluation
algorithm:

Definition 2.2.4 (Univariate Multipoint Evaluation algorithm [35, Algorithm 10.7]).
Input: f € R[X] with degree < n = 2* for some k € N and g, ..., u,_1 € R.
Output: f(u),..., f(u,_1) € R.

Algorithm:

1. Let M;; be the outputs of algorithm 2.2.2 on input (z — up), ..., (T — up_1).
2. Output the result of algorithm 2.2.3 on input f, the points u; and the subproducts
Mi’j.

Proposition 2.2.3. Evaluation of a polynomial in R[X] of degree less than n at n points in
R can be performed using at most O(M(n) - logn) operations in R.

A generalization of this algorithm for multivariate polynomials can be found in algorithm
3.1.1.

The key to make this algorithm work with the desired complexity is using a good algorithm
for multiplying polynomials.

Algorithm | M(n) ‘
classical 2n?
Karatsuba (Karatsuba & Ofman 1962) 0(n'?%)

FFT multiplication (provided that R supports the FFT) O(nlogn)
Schonhage & Strassen (1971), Schénhage (1977)
Cantor & Kaltofen (1991); FFT based

Fiirer (2009); FFT based nlogn -2000g™n)

O(nlognloglogn)

Figure 2.2: Various polynomial multiplication algorithms and their running times [35, Section
8.3].

The table in figure 2.2 shows the complexity of some well-known polynomial multiplica-
tion algorithms. We would be interested in applying the FFT (Fast Fourier Transform [40])
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multiplication algorithm, to perform univariate multipoint evaluation in O(n - (logn)?) op-
erations, however, this algorithm requires the ring R to support FF'T which precisely means
the following:

Definition 2.2.5 ([35, Definition 8.17]). We say that a (commutative) ring R supports the
FFT if R has a primitive 2*-th root of unity for £ € N. Where w € R is a n-th primitive
root of unity for any n € N (n # 0) if:

2. n-1p is a unit in R.!
3. w™? — 1 is not a zero divisor for any prime divisor ¢ of n.?

This isn’t satisfied in general for rings of the form Z, with ¢ a prime. For example, in
Z7 we don’t have 4-th primitive roots of unity as the only w € Z; such that w* = 1 are
w =1 and w = 6 but they don’t satisfy the 3rd condition in the definition above. Luckily,
the algorithm by Schonhage and Strassen achieves a good complexity (shown in figure 2.2)
over more general rings that don’t need to support FFT directly. This algorithm achieves to
compute univariate multipoint evaluation in O(n - (logn)? - loglogn) operations.

The way Schonhage and Strassen algorithm works is by adjoining “virtual” roots of unity,
and then applying FFT multiplication. Let R be a ring such that 2 is a unit in R (which
is the case for any R = Z, with ¢ a prime except for ¢ = 2), n = 2" for some k € N, and
D = R[z|/(z™ + 1). The congruences

" =-1 mod (2" +1), 7 = (2" =1 mod (z" + 1)

imply that w = 2 mod (z"+1) € D is a 2n-th root of unity. Moreover, w"—1=(—1)—1 =
—2 is a unit in R since 2 is, and w is a primitive 2n-th root of unity.

To multiply two polynomials f, g € R[x] with deg(fg) < n = 2% € N, it is clearly sufficient
to compute fg modulo 2™ + 1. This is called the negative wrapped convolution of f and g.
We let m = 2W8/21 ¢ = n/m = 2[#/21 and partition the coefficients of f and g into ¢ blocks of
size m, that is, we write

_ mj o mj
= E fix™, g= E gz,
0<j<t 0<j<t

with fj,g; € R[z] of degree less than m for 0 < j < t. With f" = Y., fiv/, ¢ =
> 0<j<t ¥ € Rlz,y], we then have that f = f'(z,2™) and g = ¢'(z,2™). It is sufficient to
compute f’¢’ modulo y* + 1, since

flgd=n+qy +1)=n" mod (y +1) (2.3)
for some 1/, ¢’ € R[x,y| implies that

fg=f'(x,2™)g (x,2™) = N (x,2™) + ¢ (z,2™) (2" + 1) = ' (x,2™) mod (2" + 1)

'Recall that a € R is a unit in R if there exists a b € R such that ab = ba = 15.
2Recall that a € R is a zero divisor in R if there exists a b € R such that b # 0 and ab = 0.




so computing h' would solve our problem. We want to compute b’ € Rz, y] with deg, b’ <t
satisfying 2.3 (which uniquely determines /’). Comparing coefficients of ¢/ for j > t, we see
that deg, ¢ < deg,(f'g’) < 2m and conclude that

deg, h' < max{deg,(f'¢"),deg, ¢'} < 2m. (2.4)

With f* = f' mod (2" + 1), ¢* = ¢ mod (2™ + 1) and h* = I/ mod (z*™ + 1) in Dly],
2.3 implies
f*g* =h* mod (y' + 1) in D[y]. (2.5)

Since the three polynomials have degrees in x less than 2m, by 2.4, reducing them modulo
2™+ 1 is just taking a different algebraic meaning of the same coefficient array. In particular,
the coefficients of A’ € R[z][y] can be read off the coefficients of h* € Dl[y].

Computationally, “nothing happens” in mapping A’ and h*, but we are now in a situation
where we can apply the machinery of the FFT to compute 2.5, as follows. Since t equals
either m or 2m, D contains a primitive 2¢-th root of unity 7, namely

d (2™ +1 if t =2

2 mod (z*™+1) ift=m
Then 2.5 is equivalent to

f (y)g*(ny) = h*(ny) mod ((ny)" + 1),

or
Fy)g*(ny) = 1" (ny)  mod (y" — 1), (2:6)
since n* = —1. Given f*(ny) and g*(ny) in D[y|, we can apply the FFT algorithm to compute
h*(ny) with O(tlogt) operations in D.
To see how this works more clearly check the following example:

Example 2.2.1. Let R = Zs, f(z) = z* + 22 + 3, and g(z) = 223 + 2% + 42 + 2 in Zs[z].
Then we can compute fg € Zs[z] witk k = 3 as follows. First, we compute m = 2, t = 4,
f(z,y) = y*+2x+3 and ¢'(z,y) = (2z+1)y+4x+2. Then, we have that n = x mod (z*+1),

)=y +2+3, gy =2n+1)y+4n+2,

Fy) =n** +2n+3,  g* () = (20° +n)y + 40+ 2.
Now the FFT algorithm would yield the following result

Fny)g(ny) = 2n* +7°)y° + (4° + 20°)y" + (40° + 30 + 3n)y + 3n* + 0+ 1 = h*(ny)
and therefore
W (y) = h*(n(n~'y)) = 20+ 1y’ + (40 + 2)y* + (47° + 30 +3)y + 30" + 1+ 1.
Finally, we have that
W (z,y) = 2z + 1)y® + (4o +2)y* + (42” + 32+ 3)y + 32° + v + 1

and therefore
W(z,2?) =22" + 2% +42° + 2* + 32 + 2* + 2 + 1.
So, as claimed we have that:

h(z) = h'(z,2%) mod (2 +1) = 22" + 2% + 42° + 2" + 32° + 2* + 2 + 1 = f(2)g(x).
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2.2.2 CRT Algorithm

The Multipoint Evaluation algorithm was used to compute the data structure that allows
fast evaluation of f € R[Xj,..., X,,]. Now, the only thing left to do is to reconstruct the
solution using this data structure. As we’ll prove later in theorem 3.1.3, to evaluate f(«) for
a € R™ it suffices to compute a z € Z such that

z = fi(a;) mod p; for all i € [h]

(where o; = @ mod p;) and then reduce it modulo g. To compute this z € Z we’ll use the
well known CRT algorithm:

Definition 2.2.6 (Chinese Remainder Theorem algorithm [35, Algorithm 5.4]).

Input: mgq,...,m;, € R pairwise coprime and rq,...,7, € R, where R is an Euclidean
domain.

Output: z € R such that z =r; mod m; for all i € [A].
Algorithm:

1. Let m =[]\, m.
2. For each i € [h]:
(a) Let m; = .
(b) Compute s;,t; € R such that s;m, + t;m; = 1 using the Extended Euclidean
algorithm.?

(c) Let ¢; = rys; mod m,.

3. Output z = 317 ¢;ml.

which works in our case because R = Z is an Euclidean Domain [39].

To see the correctness of this algorithm, we observe that ¢;m) = 0 mod m; for j # i and
cimi = risim), = r; mod my;, and therefore z = ¢;m); = r; mod m; for 0 < i < h, as claimed.

3The Extended Euclidean algorithm can be found in [35, Algorithm 3.14]
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Chapter 3

The algorithm

The algorithm for polynomial evaluation with preprocessing by Kedlaya and Umans [20],
shows how to preprocess a multivariate polynomial f(Xj, ..., X,,) € R[X}, ..., X;»] (for some
ring R) into a static data structure such that, for any given input o € R™ given later, we
can use the data structure to evaluate f(a) € R quickly, in time that is sublinear in the
description-length of the polynomial.

First we are presenting the algorithm for the case R = Z,. Then we do it for R =
Z4Y]/(Ey[Y]) by reducing this problem to the case R = Z, for some ¢'. Using the same
ideas we can build the algorithm for R = Z,[Y, Z]/(E:1[Y], E»[Z]) and beyond.

3.1 Algorithm for 7Z,

We start by the simplest version of the algorithm and the one we’ve implemented, the case
R = 7Z,. The main idea for this case is reinterpreting the polynomial f(Xj,..., X,,) over
Z, as a polynomial over the integers Z, with coefficients and inputs in {0,...,¢ — 1}. The
maximal value this polynomial can take over the integers is < M = d™(q—1)9". Let py, ..., pn
be the set of all primes p; < 16log M, which ensures (by lemma 3.1.1) that H?Zl pi > M.
To evaluate the polynomial f over the integers, it suffices to evaluate it modulo each of
the primes p; separately and then reconstruct the answer over the integers using the CRT
algorithm. So we reduced the problem of evaluating the polynomial f modulo ¢ to that of
evaluating it modulo p; for a small set of h = O(log M) much smaller primes p; = O(log M).
Using this idea we can preprocess the polynomial as follows, consider constructing h tables,
where the i-th table simply stores all the possible evaluations of the polynomial f on all pI”
possible inputs (s, ..., @,,) modulo p;. This allows for extremely fast evaluation on any input
(a1, ..., am) € Z7' just by looking up one entry in each table and then using CRT.

We'll start by proving the auxiliary lemma needed for the correctness of the algorithm.

Lemma 3.1.1 (Product of small primes [20, Lemma 2.4]). For all integers M > 2, the
product of the primes less than or equal to 16log M s greater than M. That is,

M < H p.

p<16log M
p prime
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Proof. By Legendre’s formula [36], we can rewrite:

n! = H D fil{p%J

p<n
p prime

(o) = s = 17

where e, = > .7, (L%J - L%J - an_ﬂmJ>

p prime
Note that e, < 1 for \/n < p < n and e, < log,(n) for all p. From this and the fact that

(1) < (I_TLT/LQJ) for all 0 < m < n, it follows that:

In particular

n2—+7—11:n41r1zn:(:;)5<m72j)§ I pfmm<| 1L »|n"

m=0 Vn<p<n p<n
p prime p prime

For M > 50, we have that:

2”
<—— <
~ (n+1)nvr ~ H b

p<n
p prime

forn = [16log M |, so the claim holds. For M < 50, we can use the program lemma_primes.py
in [11] to check it holds too.
O

Now we’ll define the algorithm that allows the evaluation of all the points in Z}' using
the algorithm 2.2.4 for univariate polynomials.

Definition 3.1.1 (Multivariate Multipoint Evaluation algorithm [20, Theorem 4.1]).
Input: f € Z,[X1, X, ..., X;,] with individual degree < p in each variable.
Output: f(Z)) ={f(a) | a € Z}}.

Algorithm:
1. If m = 1 then: Output algorithm 2.2.4 applied to f.

2. If m > 1 then:
(a) Write f(X1, Xa, ..., Xom) as S o X1 fi(Xo, ooy Xon).

b) For each f;, recursively compute f;(3) on all points 8 € Z™1.
p
(c) For each f € Zgl_l, output the evaluation of the univariate polynomial
970 Xif:(8) on all points in Z,.

Lemma 3.1.2. Given a polynomial f € Z,[X1, Xa, ..., Xin] with individual degree < p in each
variable, the algorithm 3.1.1 outputs f(Z;') in:

m - O(p™ - poly(log p))

operations.
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Proof. We'll proceed by induction on m:

- For m = 1: the algorithm 2.2.4 correctly computes f(Z,) in O(p-poly(logp)) operations
using FFT based multiplication.

- For m > 1: by induction hypothesis we can assume that on the step 2.b the f;(5) on
all points 3 € Z7'~" are correctly computed in (m —1)-O(p™ " - poly(log p)) operations
for each f;. The last step also takes O(p - poly(log p)) operations using fast univariate
multipoint evaluation for each £ € Z;Fl. The overall time then is:

p-(m—1)-0(p™ " poly(logp)) +p™ " - O(p - poly(log p))
which equals m - O(p™ - poly(logp)) as claimed.
[

Having both lemmas established let’s now define the preprocessing algorithm and the
evaluation algorithm and prove their correctness/efficiency:

Definition 3.1.2 (Preprocessing algorithm for R = Z,).
Input: f € Z,[X1, X5, ..., X,,] with individual degree < d in every variable.
Output: Data structure that allows fast evaluation of f.
Algorithm:
1. Let M = d™¢™ @D+ and let py, ..., pn be the distinct primes less than or equal

to 16log M for some h € N.

2. Lift f € Z,[X1,..., X;n] to f € Z[Xy, ..., X,n), i-e., the coefficients of f are obtained
by lifting the corresponding coefficients of f from Z, to Z, where the coefficients
are represented by {0,1,...,¢ — 1} in both Z, and Z.

3. For each i € [h], let f, € Zy,[X1, ..., Xim] be the polynomial f: = f modulo p; (i.e.,
take every coefficient of f modulo p;). Moreover, compute the following for each
.
(a) Compute the reduction f; modulo X" — X for each j € [m].
(b) Using algorithm 3.1.1, evaluate f,(a) on all point a € L.

(c) Let T; be the table of evaluations, i.e., T; == (f;(a) : a € Z7}).
4. Output the data structure consisting of p1, ..., pn, 11, ..., T}.

Definition 3.1.3 (Evaluation algorithm for R = Z,).
Input: The data structure in 3.1.2 for f € Z,[X, ..., X,,] and o € Z7".
Output: f(a) € Z,.
Algorithm:

1. Lift o to @ € Z™, i.e., each coordinate of @ is obtained by lifting the corresponding
coordinate of a from Z, to Z.

2. For each i € [h], let @; € Z;! be the point obtained by @ modulo p; coordinate-

wise. Moreover, for each i, the evaluation f;(@;) € Z,, is obtained by looking it
up in table T;.
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3. Use CRT algorithm 2.2.6 to find the smallest z € Z such that

z = f,(@;) mod p; for all i € [h].
4. Output z modulo ¢ as the evaluation f(a).

Theorem 3.1.3 (Preprocessing polynomials over Z,). Let ¢ € N and let f € Z,[ X1, Xa, ..., X
be a polynomial of individual degree < d in every variable. Then, the preprocessing algorithm
3.1.2 takes the coefficients of f as an input, runs in time

S = poly(m,d,logq) - O(mdlogq)™

and outputs a data structure of size at most S, and the evaluation algorithm 3.1.3 with random
access to the data structure, is given an evaluation point o € Z' and computes f (c) in time

poly(m,d,logq).

Proof.

Correctness:

The correctness of the above algorithm is argued as follows. Because the lifted polynomial f
and the lifted point @ each have coefficients/components in {0, ...,¢—1}, and f has individual
degree < d, we can bound the lifted evaluation over Z by: 0 < f(@) < M. By Lemma 3.1.1,
we then have f(@) < M < [Ticyn pi- Notice that f(@) = f,(@) mod p; for all i € [n]. .

Also, by CRT, there is a unique solution for z < Hz‘e[h} p; such that z = f,(@;) mod p; for all

i € [h]. Recalling that f.(@;) are correctly computed by the FFT evaluation (Lemma 3.1.2),
we have z = f(@) by the uniqueness. Correctness follows since z = f(@) mod ¢ = f(«).

Preprocessing time:

We next calculate the computation time of the data structure. Ash < 16log M = O(mdlog q),
it takes time poly(m, d, log q) to compute M, py, pa, ..., pp. Also, it takes time d"-poly(m, d,log q)
to compute f; for all i € [h] (and to reduce it modulo X" — X; for each j € [m]) since f
consists of d™ coefficients. We then apply Lemma 3.1.2 to obtain 7;’s, which takes time
(d™ + (16 log M)™) - poly(m, d,log q). We thus have

S = poly(m, d,logq) - O(mdlogq)™.

Evaluation time:

The evaluation time given « is straightforward. It takes time poly(m,d,logq) to perform
the modular reduction (from a to @;) as well as the looking up for f,(a@;) for all i € [h].
Performing the CRT and taking the result modulo ¢ also take time poly(m,d,logq).

]

3.1.1 Improving the algorithm

In the paper, they also present an improvement of the algorithm that allows reducing the
(log ¢)™ factor in the preprocessing algorithm run-time into a (loglogq)™ factor by using
the original algorithm “recursively”. The improved algorithms just have some slight changes
with respect to the ones already presented, in the preprocessing instead of computing 7T; =
{fi(a) | a € Z"} we compute the data structure DB; outputed by algorithm 3.1.2 for each
of the f,’s and then in the evaluation algorithm we compute each of the f,(@;)’s by invoking
algorithm 3.1.3 on DB;. The resultant algorithms with the changes highlighted in blue are
the following:
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Definition 3.1.4 (Preprocessing algorithm for R = Z, improved).
Input: f € Z,[X1, Xy, ..., X,,] with individual degree < d in every variable.
Output: Data structure that allows fast evaluation of f.
Algorithm:

1. Let M = d™¢™¢D+1 and let py, ..., pp be the distinct primes less than or equal
to 16log M for some h € N.

2. Lift f € Z,[X1,..., X,n] to f € Z[Xy, ..., X,n], i-e., the coefficients of f are obtained
by lifting the corresponding coefficients of f from Z, to Z, where the coefficients
are represented by {0,1,...,¢ — 1} in both Z, and Z.

3. For each i € [h], let f; € Zy,[X1, ..., Xim] be the polynomial f. = f modulo p; (i.e.,
take every coefficient of f modulo p;). Moreover, compute the following for each
1

(a) Apply algorithm 3.1.2 to compute the data structure for the polynomial f;
over Zp,; let DB; be the resulting data structure.

4. Output the data structure consisting of p1, ..., pn, DBy, ..., DB,
Definition 3.1.5 (Evaluation algorithm for R = Z, improved).
Input: The data structure in 3.1.4 for f € Z,[X1, ..., X,,] and o € Z7".
Output: f(a) € Z,.
Algorithm:

1. Lift a to@ € Z™, i.e., each coordinate of @ is obtained by lifting the corresponding
coordinate of a from Z, to Z.

2. For each i € [h], let @; € Z;! be the point obtained by @ modulo p; coordinate-

wise. Moreover, for each i, the evaluation f, (@;) € Z,, is obtained by invoking the
evaluation algorithm 3.1.3 using the data structure DB;.

3. Use CRT algorithm 2.2.6 to find the smallest z € Z such that
z = f;(@) mod p; for all i € [h].
4. Output z modulo ¢ as the evaluation f(«).

Now with this algorithm we achieve the following result:

Theorem 3.1.4 (Preprocessing polynomials over Z, improved). Let ¢ € N and let f €
Ly X1, Xo, ..., Xin] be a polynomial of individual degree < d in every variable. Then, the
preprocessing algorithm 3.1.4 takes the coefficients of f as an input, runs in time

S =d™ - poly(m,d,logq) - O(m(logm + log d + loglog q))™

and outputs a data structure of size at most S, and the evaluation algorithm 3.1.5 with random
access to the data structure, is given an evaluation point o € Z;' and computes f(a) in time

poly(m,d,logq).
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Proof.

Correctness:

The correctness of the recursion follows by the same argument as theorem 3.1.3 and the
correctness of the base case then follows from theorem 3.1.3 directly.

Preprocessing time:

We next calculate the efficiency of the data structure. For each i € [h], by theorem 3.1.3,
the data structure DB; can be computed in time .S; = poly(m,d,logp;) - O(mdlog p;)™, and
takes at most S; space. Since p; < 16log M = O(mdlogq) for all i, the total space of all h
data structures is

S = O(mdlog(mdlogq))™ - poly(m,d,logq) =
=d™ - poly(m, d,logq) - O(m(logm + logd + loglog ¢))™.

Evaluation time:
Finally, given o € Z;, the evaluation time is at most

poly(log M) - poly(m, d,loglog M) = poly(m,d,logq),

where poly(log M) comes from the CRT and h < 16log M, and poly(m, d,loglog M) comes
from each of the evaluation of f,(@;) using theorem 3.1.3.
O]

Note that the recursion decreases the problem size in ¢ but at the cost of extra factors in
(logm + logd)™.

3.2 Algorithm for extension rings

We now extend the results of the previous section to work over extensions rings of Z,. By ex-
tension ring we mean rings of the form Z,[Y]/(E1(Y')) where E; is an arbitrary (non-constant)
monic! polynomial, and also extensions for several variable like Z,[Y, Z]/(E;[Y], E»[Z]) and
beyond. We start by giving an algorithm to evaluate polynomials over univariate extension
rings of the form R = Z,[Y]/(E1(Y)), we later show how to extend this for polynomials over
bivariate extensions rings of the form R = Z,[Y, Z]/(E:1[Y], E2[Z]) and quickly explain how
this can be generalized for polynomials over n-variate extension rings.

The main idea for R = Z,[Y]|/(E1(Y)) is the following. First, instead evaluating f(«) over
R, we lift the evaluation to Z[Y] without reducing modulo ¢ or modulo F;(Y"). In that case,
we can show that the output 8 = f(a) € Z[Y] is a polynomial 8 = >>2 3,V of degree < D
with non-negative coefficients 3; < M for some integer bounds D, M that we compute below.
But this means that we can recover the entire polynomial § given its evaluation 5(M) € Z
on input Y = M, since the D + 1 coefficients of 5 are just the D + 1 digits of (M) when
written in base M. Furthermore, 3(M) < r := MP*!. Therefore, instead of evaluating f(a)
over Z[Y] it suffices to evaluate it over Z, by reducing modulo (Y — M) and modulo r; the
reduction modulo r does not have any effect and the base M digits of the output S(M) as
an integer are the coefficients of 8 as a polynomial over Z[Y]. We can now use the results in
the previous section to preprocess the reduced version of the polynomial f over Z, for fast
evaluation.

IThis means that it‘s leading coefficient is 1.
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The idea for R = Z,|Y, Z]/(E1(Y'), E2(Z)) (and beyond) is similar. We first lift the evalu-
ation to Z[Y, Z] and then reduce it to an evaluation over Z.[Y]/(Y?" + 1) for an appropriate
r', D', which we then solve using the algorithm from the previous paragraph.

Definition 3.2.1 (Preprocessing algorithm for R = Z,[Y]/(E1(Y))).

Input: [ € R[Xy, Xy, ..., X,,)] with individual degree < d in every variable.

Output: Data structure that allows fast evaluation of f.

Algorithm:

1.

Let e = deg(E,), M = d™(e(q — 1))™ 4D+ 11, D = (e — 1)(m(d — 1) + 1) and
ro= MP+L

. Lift f € R[Xy, ..., X,n] to f € Z[Y][ Xy, ..., X,u] by lifting each coefficient of f from

R to Z[Y].

3. Compute f € Z,[X1, ..., X;n] by reducing f modulo the ideal (r,Y — M).

4.
d.

Apply algorithm 3.1.4 to compute the data structure T for f.
Output the data structure consisting of M, r,T.

Definition 3.2.2 (Evaluation algorithm for R = Z,[Y]/(E1(Y))).

Input: The data structure in 3.2.1 for f € R[Xj, ..., X},] and a € R™.

Output: f(a) € R.

Algorithm:

AR AN el N

Lift a to & € (Z[Y])™ by lifting each coordinate.

Compute @ € Z" from & by reducing each coordinate modulo the ideal (r, Y —M).
Use the data structure T’ to compute § = f(@) € Z, and lift to 3 € Z.

Let fo, ..., Bp € [M] be the digits of 3 written in base M so that 3 = Zfzo B; M.
Construct the polynomial Q(Y) = 3.2, 3Y? € Z[Y].

Output Q(Y') modulo (g, E1(Y)) as the evaluation f(«).

Theorem 3.2.1 (Preprocessing polynomials over Z,[Y|/(Ey(Y))). Let R = Z,[Y]/(EL(Y))
for some q € N and some arbitrary monic polynomial E; with degree e > 0, and let

f € R[Xy,...

, X be a polynomial of individual degree < d in every variable. Then, the

preprocessing algorithm 3.2.1 takes the coefficients of f as an input, runs in time

S =d™ - poly(m,d,log|R]|) - O(m(logm + logd + loglog | R|))™

and outputs a data structure of size at most S, and the evaluation algorithm 3.2.2 with random
access to the data structure, that is given an evaluation point a € R™ and computes f(«) in

time

pOly(m7 d7 log |R|)
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Proof.

Correctness:

For f € R[Xy,..,Xm] and o € R™, let v = f(&) € Z[Y] denote the evaluation of the
lifted polynomial on the lifted input. Observe that v(Y') = ZZD:O 7Y is a polynomial in the
variable Y with non-negative coefficients ; > 0 and degree < D = (e — 1)(m(d — 1) + 1).
This holds because each coordinate of & and each coefficient of f is itself a polynomial in YV’
of degree < (e — 1) with coefficients in [¢]. Also observe that we can bound the coefficients

v by
D

% <y < (1) < d™(elg — 1)@ 41 = M.
1=0

Where the last inequality follows by substituting Y = 1 in all coefficients of f and coordinates
of &, in which case each of them becomes an integer < e(q — 1); each monomial term then
evaluates to an integer < (e(q — 1))™@=D+1 and we sum d™ of them. Next note that
reducing v = f(&) modulo Y — M is equivalent to evaluating v(M). Also v(M) < MP+! =
so reducing v(M) modulo r and then lifting the answer to Z is the same as computing (M)
in Z. Therefore, by the correctness of 3.1.4, the value 8 = f (@) mod (r,Y — M) computed

in step 3 of algorithm 3.2.2 is just v(M). Furthermore, for the values ; computed in step 4,
we have:

D D
B= 3" M = (M) = Y
1=0 =0

with 3;,7: € [M], which implies B; = ~;. Therefore, for the polynomial Q computed in step
5, we have Q = v = f(&) € Z[Y] and hence Q(Y) mod (¢, E1(Y)) = f(«).

Preprocessing /Evaluation time:

The efficiency of the preprocessing and the evaluation algorithms follow almost immediately
from the efficiency properties of theorem 3.1.4 applied to the ring Z,. This is because con-
structing and using the data structure for f contributes the dominant term in the run time
and data structure space. Thus the claimed efficiency holds since logr = poly(m, d,log|R|)
and hence loglogr = O(logm + logd + loglog | R|).

]

Following very similar techniques to those in the proof of theorem 3.2.1, we can ac-
tually extend the result to handle evaluating polynomials over extension rings of ¢ vari-
ables R = Z,[Y1, ..., Y1]/(E1(Y1), ..., E.(Y;)) for arbitrary ¢ and arbitrary non-constant monic
polynomials E;, as long as ¢ = O(1). That is, given R of the above form and a polyno-
mial [ € R[Xy,..., X;n], we can reduce the problem of preprocessing/evaluating the poly-
nomial over R to the case of preprocessing/evaluating the polynomial over the ring R’ =
Zp Y1, ..., Yia]/(E1(Y1), ..., E{_;(Y;—1)) for some r; > g and polynomials F, ..., E]_, of greater
degree, as in the proof of theorem 3.2.1. This is done by (partially) evaluating at Y; = M, for
some large enough M; € N and reducing modulo " and the polynomials E, ..., Ef_; which
are chosen large enough to avoid any “wrapping” over the modulus. Repeating this process
iteratively, we ultimately reduce to invoking theorem 3.1.4 for the ring Z,» for some r* > q.
Because t is constant, the size of the final ring satisfies logr* = poly(m,d,log|R|) so we
achieve the same efficiency properties as in theorem 3.2.1.
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3.3 The implementation

Part of our work has been giving the first known implementation for this algorithm for the
case R = Z,, which can be found in [11]. Implementing the algorithm in Rust felt natural.
Rust is a programming language that has widely been used in the context of cryptography.
For example, some nice crypto libraries such as RustCrypto [31], ring [33] or sodiumoxide
2], and some blockchains such as Parity Substrate [28], Solana [34] or Nervos CKB [25], are
built on Rust. There are several reasons that make Rust well suitable to cryptography [26],
some of them are:

1. Memory safety: Memory management is one of the key challenges in developing com-
plex systems like blockchain. Rust provides memory safety without garbage collection.
This means that you can write code without worrying about memory leaks, dangling
pointers, or buffer overflows, which are common issues in other languages.

2. Concurrency and performance: Rust allows for concurrent execution, which is crucial
for blockchain systems due to their decentralized nature.

3. Interoperability: Rust can be easily integrated with other languages. This character-
istic makes it easy to create blockchain systems that interact seamlessly with existing
systems and libraries.

Our first idea was using the arkworks [1] set of libraries. Arkworks is a Rust ecosystem
for zkSNARK programming. Libraries in the arkworks ecosystem provide efficient implemen-
tations of all components required to implement zkSNARK applications, from generic finite
fields to R1CS constraints for common functionalities. This includes implementations of mul-
tivariate polynomials over finite fields which matched perfectly with our problem. However,
implementing the algorithm in the arkworks environment was challenging for several reasons:

1. Need of giving generators: The finite field library doesn’t provide a parametric way
to build the Z, given a prime p € N. In order to build the field Z, you have to provide
a generator of the field?. However, there is a nice algorithm [32, Section 11.1] to find
generators in this case. A concrete example of how the arkworks syntax is used to build
Zq is shown in Figure 3.1.

2. Types not buildable on run-time: Another problem was that the structures/types
for Z, couldn’t be built on run-time. This was fixable by creating a Rust auxiliary
file where the Z,’s where generated until a high bound and accessing them from the
original Rust file with the algorithm. To build this auxiliary file we did a Python script
that iterated over the primes until a high bound, founded generators for their field and
generated the Rust code, which could be then automatically written in the auxiliary
Rust file. This approach might be problematic, maybe we are given a polynomial
[ € Z,X1,Xs, ..., X;,] with ¢,m,d such that 16log M is higher than our bound and
therefore, some of the Z,,’s wouldn’t be built. However, in the context of this algorithm
this isn’t a huge problem as whenever you want to build the data structure for a new
polynomial f you can just pass the Python script the new ¢, m,d and let it write the
new Z,’s needed.

*Recall that a generator of Z, is an element g € Z,, such that {¢g" mod p | n € N} = Z* (= Z, \ {0} for p
prime).
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3. Types not usable on run-time: At some point we realized that using the polynomials
in arkworks didn’t work for this algorithm. The reason is that in this algorithm we
have to work with polynomials over several Z,, where the primes p; for i € {1,...,h}
are computed in run-time, and even if the structures/types for Z,, are pregenerated,
Rust doesn’t support dependent types [38] so you couldn’t use them parametrically.

use ark_ff::fields::{Field, MontBackend, MontConfig, Fp};

#[derive(MontConfig)]

#[modulus = "17"]

#[generator = "3"]

pub struct Z17Config;

pub type Z17 = Fp<MontBackend<Z17Config,1>,1>;

Figure 3.1: Building the type for Z;7 in ark-ff.

For this reason we had to discard arkworks and use our own type for polynomials. As poly-
nomials, we wanted a data structure that made it easy to access the monomial of a given vector
of powers. The straightforward idea is using dictionaries (HashMaps in Rust), where the keys
are the vector of powers and the values are the coefficients. For example, the polynomial
f(xo, 21) = 32222 + 32321 + 22072 + 1071 + 470+ 23 + 1 would be represented by the HashMap
{[2,2] : 3, [2,1] : 3, [2,0] : 0, [1,2] : 2, [1,1] : 1, [1,0] : 4, [0,2]: 1, [0,1] : 0, [0,0] : 1}.

The implementation of the preprocessing algorithm, which is shown in Figure 3.1.2, was
mainly challenging because of the FFT _multipoint_eval function, which implements the mul-
tivariate multipoint evaluation algorithm in 3.1.1. In order to make this algorithm work,
we first needed to implement the algorithm that computes univariate multipoint evaluation.
The univariate multipoint evaluation algorithm, which we explained in 2.2.4, is relatively
easy to implement. However, if we want it to have the right efficiency, we need to use the
right algorithm for the underlying polynomial multiplications in R[Xj, ..., X,,], i.e. we need
to implement a FFT-based polynomial multiplication, and this was the really hard part.

fn preprocessingA3(d:u32, q:ul28, m:u32, f:HashMap<Vec<u32>,1128>) -» (Vec<ul28>,Vec<HashMap<Vec<il28>,1128>>) {
let M: ul28 = d.pow(m) as ul28 * g.pow(m*(d-1)+1};
let bound: ul28 = 16*Intlog::log2(M) as ul2§;
let primes: Vec<ul28> = get primes(bound as u6d).iter().map(|&x| x as ul28).collect();
let mut DS: (Vec<ul28>,Vec<HashMap<Vec<il28>,i128>>) = (primes.clone(),Vec::new());
let 1ift_f: HashMap<Vec<u32»,i128> = 1lift(&f,q);
for p_i in primes {
let f i: HashMap<Vec<u32»,1128> = 1lift(&lift f,p i);
let T_i: HashMap<Vec<il28»,i128> = FFT_multipoint_eval(f_i,p_i,m);
DS.1.push(T_1i);

DS

Figure 3.2: Preprocessing algorithm 3.1.2 Rust.
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fn fast_evalA3(alpha:&Vec<i128>, DS:(Vec<ul28>,Vec<HashMap«Vec<il28>,i128>>), q:ul28) -> i128 {
let mut i: u32 = 8;
let mut residues: Vec<il28> = Vec::with capacity(DS.8.len() as usize);
let modules: Vec<ul28» = DS.0;
for p_i in &modules {
let alpha_i: Vec<il28> = alpha.iter().map(|x| x.rem_euclid(&(*p_i as i128))).collect();

}

let f alpha i: 1128

residues.push(f_alpha_i);

i+=1;

*(DS.1[1 as usize].get(&alpha i).unwrap());

let z: i128 = (Chinese_Remainder_Theorem(residues.iter().map(|x| x.to_bigint().unwrap()).collect()
,modules.iter().map(|x| x.to_biguint().unwrap()).collect())%q).to_i128().unwrap();

z

Figure 3.3: Evaluation algorithm 3.1.3 in Rust.

As we’ve explained in the preliminaries, implementing FFT-based multiplication is “easy”
if the ring R over which the polynomials are defined contains certain primitive roots of unity,
i.e. holds definition 2.2.5. This is not the case in general for R = Z, with p prime. There

are two ways to overcome this:

1. We can either lift f,g € Z,[X;, ...

. Xm] to f,5€ C[Xy, ...

multiplication directly in O(n - logn) operations in C (where deg f,degg < n).

, X;n] and perform FFT-based

2. Or we can apply the algorithm by Schénhage and Strassen, which adjoins “virtual”
roots of unity, and then applies FFT multiplication. This algorithm would take O(n -
logn - loglogn) operations in Z, (where deg f,degg < n).

Ideally, we would like to apply the second approach but implementing Schonhage/Strassen’s
algorithm requires good libraries to represent the polynomials, as we need to apply FFT based
multiplication over roots of unity w € R[z]/(z*™ + 1). As we weren’t aware of good libraries
to implement this, we followed the first approach and we used the polynomen [30] Rust library
to implement the FFT based multiplication and the univariate multipoint evaluation.

Example 3.3.1. Let’s give the implementation a test with a toy example to check it’s
working well. Let f(xo, 1) = xox1 + 220 + 1 + 1 € Zs[xo, 21]. If we apply the preprocessing
algorithm (shown in 3.2) to f and then apply the evaluation algorithm (shown in 3.3) to
evaluate f on every point o € Z2 we get the following results:
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Figure 3.4: Implementation evaluations.
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Now, we can compare the output with the real evaluations of the polynomial in table 3.1
and check that they match
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011234
011130214
112]0(3[|1]4
ap | 2131211014
3141414144
4101123 |4

Table 3.1: Real evaluations.

In terms of efficiency, the algorithm seems to still be far from being practical. We ran
experiments for d € {1,...,10}, for ¢ € {2,3,5,7,11} and for m € {1,2,3}. We had to stop
test there as the times/memory needed for preprocessing where already huge. For m = 3,
d = 3 and ¢ = 5 the algorithm already takes 30 hours to preprocess and needs 59.957 GB of
memory. All the data from the test’s can be found in [11] in the file test.json.
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Chapter 4
DEPIR

The algorithm by Kedlaya and Umans has already been applied to solve an open problem
in cryptography. The PIR (private information retrieval) allows a client to read data from
a public database held on a remote server, without revealing to the server which locations
he is reading. In a doubly efficient PIR (DEPIR), the database is first preprocessed, but the
server can subsequently answer any client’s query in time that is sub-linear in the database
size.

Ring LWE:
The construction on [22] is built on top of the Ring LWE (Learning With Errors) assumption,
which is stated as follows:

Definition 4.0.1 (The RingLWE assumption [23]). Let n = n(\) € Z and ¢ = ¢(\) € Z be
integers. Define the ring R = Z,[Z]/(Z" + 1) and let X = X' (\) denote an error distribution
over the ring R. The RingLWE,, , v assumption, states that for any [ = poly(\) it holds that

{(a;,a; - s+ ei)}ie[l] ~. {(a;, ui)}ie[l]

where s <+ R, a; + R, ¢; + X and u; + R.

ASHE:

On top of this assumption they define ASHE (Algebraic Somewhat Homomorphic Encryp-
tion). An ASHE is a symmetric-key CPA-secure encryption scheme, where the plaintext
space is Zg for a prime d of our choosing, and the ciphertext space is some corresponding
polynomial ring R. An ASHE allows us to homomorphically evaluate multivariate polynomi-
als f(X1, ..., X;n) with degree < d in each variable over encrypted data, just by evaluating the
same polynomial (appropriately lifted) over ciphertexts. An ASHE consists of five PPT algo-
rithms: Setup, Gen, Enc, Dec, Lift. In the case of the Ashe for the DEPIR construction
they are the following:

e params = Setup(1*,1¢, 17 N): Set the gap parameter t := Dlogd+log N +logd+1
and choose n = poly(\, t), ¢ = \°® and a S-bounded error distribution X' as defined
in [22, Section 2.2] so that ¢ > (28n)! > 2Nd(d(S + 1)n)P and ¢ is relatively prime to
d. Define the rings

Q=Z(2)/(Z +1), Ri=QYI/(YP+1) = [y, 2)/(Z" +1,YP + 1),
e 5 < Gen(1"): Sample s <* Q uniformly at random.
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Also,

ct < Enc(s, j1): Reinterpret 1 € Zg as an element of . Sample a <°* @ and e +* X.
Let
b=a-s+d-e+pu€q.

Define ¢t € R as the formal polynomial with a symbolic variable Y via:

ct(Y)=—a-Y +0.

p = Dec(s,ct): Interpret ¢t € R as a formal polynomial ct(Y) € Q[Y]/(YP + 1)
and compute g = ct(s) € @ to be its evaluation on s € (). Interpret g € @ as a
formal polynomial g(Z) € Z,[Z]/(Z™ + 1) and let h = ¢(0) € Z, be its constant term.
Reinterpret h as an element of Z,; and output it.

7o = Lift(u): Reinterpret p € Zy as an element of R.

this scheme satisfies the following definitions of correctness, security and efficiency over

the Ring LWE assumption!:

Correctness: We require that for all plaintexts p1, ..., tt, € Z4 and for any polynomial
f(Xy, ..., X,,) over Zy consisting of at most N terms and total degree < D, it holds
that:

params = Setup(1*,1¢,1P N);
s < Gen(params);
Pr | Dec(s,ct’) = f(u1, ..., ftm) : ctj <= Enc(s, p;) for all j € [m]; | = 1.
T = Lift( /)
ct' = f(cty, ..., cty)

Security: We require the standard symmetric-key IND-CPA security [17, Definition
6.8] for the encryption scheme (Gen,Enc,Dec) when params := Setup(1*,1¢,1P N) for
any N = poly(X), d = poly(\) and D = poly ().

Efficiency: We require that the description length of ring elements, the run-time of
the ring operations and the run-time of Setup, Gen, Enc, Dec and Lift are all bounded
by poly(A, D, d,log N).

DEPIR:

Over this ASHE we can now construct the DEPIR solution. At a high level, an unkeyed
DEPIR scheme is a protocol between a Server and an arbitrary Client. The protocol consists
of four algorithms, Prep, Query, Resp and Dec, which are performed in two phases of the
protocol, preprocessing and query, illustrated as follows:

Preprocessing. Server has a database DB € {0,1}" and runs the deterministic
preprocessing algorithm DB :=Prep(1*, DB). It stores the static data structure DB
in random-access memory.

Query. Client knows the database size N, has index i € [N] and wants to learn the
entry D B[i] without revealing 1.

1. Client runs (ct, s) < Query(1*, N,i) to generate query ciphertext ct that it sends
to Server, and a query-specific secret decoding key s that it keeps locally.

LA proof for this can be found in [22, Theorem 3.2
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2. Server responds with the answer ans <—Resp(5§ , ct) using random-access to the
data structure DB.

3. Client decodes the answer using the algorithm b :=Dec(s,ans) to learn the bit
b = DBIi].

The algorithms (Prep,Query,Resp,Dec) should satisfy the following correctness, security
and efficiency definitions:

Correctness: Honest execution of Prep, Query, Resp and Dec successfully recovers
requested data items with probability 1. That is, for every DB € {0,1}" and every
i € [N], it holds that

DB = Prep(1*, DB);
Pr | Dec(s,ans) = DBJi] : (ct,s) < Query(1*, N,i); | = 1.
ans = Resp(DB, ct)

Security: No efficient adversary can distinguish the queries output by Query on input
index ig and 7;. Namely, we can define the following game between a challenger and an
adversary A:

1. (ig, i1, 1V, auz) + A(1?): A selects a size N, a challenge index pair ig,i; € [N]
and auxiliary information aux.

2. b+ {0,1}; (s, ct) + Query(1*, N,i,): The challenger selects a random bit b and
generates a sample query ct for the chosen index 7.

3. b« A(auz,ct): A outputs a guess for b, given the query ct.

We require that for every PPT adversary A, there exists a negligible function negl such
that the distinguishing advantage of A in the above security game is

| Pr[b’ = b] — 1/2] < negl(\).

Efficiency: Suppose that Resp is given random accesses to DB. We say the scheme
(Prep, Query, Resp, Dec) is doubly efficient if Prep runs in time poly(A, N) and
Query, Resp, Dec run in time sublinear in V. Ideally, we want Prep to run in quasi-
linear time in N and Query, Resp, Dec run in polylogarithmic time in N.

Now, let’s present the DEPIR construction in [22]. The construction relies on some
parameters d, m such that d is prime and d”™ > N. The construction consists of 3 steps that
carefully fit together:

1. Express the function fpp(i) = DBJi] as an m-variate polynomial of individual degree
< d over Z4, where the inputs are the base-d digits of the index 1.

2. Construct a basic PIR scheme by using ASHE to homomorphically evaluate the poly-
nomial fpp over the encryptions of the base-d digits of ¢; the ciphertext consists of m
ring elements and the server computation consists of evaluating the “lifted” polynomial
fpp over them.

3. Preprocess the polynomial f,5 into a data structure DB that enables fast online eval-
uation using Theorem 3.2.1.
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This DEPIR construction is implemented by the following four algorithms:

Parameters: The database size N, determines some parameters d,m € N such that
d prime and d™ > N. Let params = ASHE.Setup(1*,1¢,1P d™) with D = dm,
which determines a ring R = Z,[Y, Z]/(E1(Y), E»(Z)). Without loss of generality, we
implicitly assume all algorithms have access to these parameters, which they can derive
from A\, N.

Prep(1*, DB):

1. Let fpp = ToPoly,,, (DB). This algorithm interpolates the coefficients of a m-
variate polynomial over Z; with individual degree < d in each variable such that
fps(baseq (7)) = DBJi] for all i € [N]. The total degree of fpp is < dm and the
total number of terms is < d™.

2. Lift fpp € Zg[X1, ..., Xm] to fpg € R[X4, ..., X;n] Via fpp = ASHE.Lift(fpp).

3. Invoke the preprocessing algorithm (3.1.2 for general R) on the polynomial f
over R and let the resulting data structure be DB.

4. Output DB.
Query(1*, N, i):
1. Let (i1, ...,1m) = baseq, (i) be the base-d digits of 1.
2. Sample s «+— ASHE.Gen(1?%).
3. For each j € [m], encrypt i; by invoking ct; <— ASHE.Enc(s, ;).
4. Output (ct = (cty, ..., cty),S).
Resp(lf?\é, ct):

1. Parse ct = (cty, ..., ctp).

2. Invoke the evaluation algorithm (3.1.3 for general R) to evaluate ans = fpg(ct1, ..., ctp)

using random-access to the data structure DB.

3. Output ans.
Dec(s, ans):

1. Output ASHE.Dec(s, ans).

And, as expected, this construction satisfies the three definitions above, correctness, security
and efficiency.

e Correctness: Consider any DB € {0,1} and any i € [N] with (iy,..., i) =

baseqm(i). Let DB = Prep(1*, DB), (ct,s) < Query(1*, N, i), ans = Resp(DB, ct)
and b = Dec(s, ans). The polynomial fpp computed during the preprocessing satisfies
fos(i1,...,im) = DBJi]. Also, by the correctness of polynomial evaluation with prepro-
cessing (Theorem 3.2.1), we have that the value ans computed during Resp satisfies
ans = fpglcti,...,ct,). Hence, by the definition of correctness for ASHE, we have
that:

b = ASHE.Dec(s, ans) = ASHE.Dec(s, fpg(cti,...,ctm)) = fop(ii, ..., im) = DBI[i].
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e Security: The security of the DEPIR follows directly from that of ASHE, since the
adversary only sees m ASHE ciphertexts.

e Efficiency: We calculate the computation time and output size for each algorithm.
Recall that, by the definition of ASHE efficiency, the bit-length of ring elements and
the run-time of the ring operations are bounded by poly(A, d, m).

— Prep: The interpolation takes time d™ - m - poly(log d) and ASHE.Lift takes time
d™ - poly(\,d,m). By Theorem 3.2.1, computing the data structure DB takes
time:

d™-m™ - poly(m,d,log|R|) - O(logm + log d + loglog |R|)™ =
=d™-m™ - poly(m,d, \) - O(logm + log d + log \)™,

which therefore dominates the run-time of Prep and also bounds the size of DB.

— Query: The run-time of Query is bounded by that of ASHE.Gen and that of
running m copies of ASHE.Enc, which is bounded by poly(\, d, m) by the definition
of ASHE efficiency.

— Resp: By Theorem 3.2.1, the run-time of Resp is bounded by poly(m, d,log |R|) =
poly(\,d, m).

— Dec: By the definition of ASHE efficiency, the run-time of Dec is bounded by
poly(A, d, m).

Updatable DEPIR:
Later in the paper they also add updatability to the scheme, which means that the server can
efficiently update bits of the database, by setting DBJi] := b, and correspondingly update

the preprocessed data structure DB in sublinear time.

Briefly, the updatable DEPIR data structure DB consists of a hierarchy of L = log N
levels of exponentially increasing size. Each level [ € {0, ..., L} contains a database DB,
consisting of 2! location/value pairs (i,b) sorted according to the location i € [N] and a
preprocessed data structure lf)\él for DB, under the basic DEPIR scheme. Initially, all the
data is contained inside the N = 2 pairs (¢, DBJ[i]) in the largest level L, and the remaining
levels are empty. To update DBJi] := b, the server first puts the pair (,b) in a temporary
buffer and, after every 2! updates, the server will take all the pairs (4,b) contained in the
first [ levels DBy, ..., DB; and in the temporary buffer, and sort them according to location
into the database DB; at level [, taking only the freshest copy from the smallest level if there
are conflicting location/value pairs (i,b) with the same i at different levels. The server then
applies the basic DEPIR-preprocessing to this database DB, to create lf)\éfl,\/and empties all
the data from levels 0, ...,1 — 1. The DEPIR-preprocessed data structure DB; at every level
[ allows the client to privately execute arbitrary RAM computation over the data in DB; by
making a sequence of basic DEPIR queries to the server. Therefore, to query for a location ¢
in the updatable DEPIR scheme, the client makes a sequence of queries to the basic DEPIR
to perform a binary search for the location i in every level [ € [L] and takes the freshest such
tuple (7,0) found in the smallest level.

A downside of this updatable DEPIR scheme is that the PIR protocol now requires
O(log N) rounds of interaction for the client to run binary search by making DEPIR queries.
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However, they achieve to reduce this to the optimal 2 rounds by using RAM-FHE [18]. In
particular, RAM-FHE allows the client to send an encrypted index i to the server, and the
server can homomorphically perform binary search over the data DB; in each level [, by using
random access to the data structure DB to efficiently derive the encrypted output, without
additional interaction.
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Chapter 5

Prover-efficient polynomial
commitment

5.1 Vector commitments

One of the key building blocks of our new polynomial commitment is a vector commitment
to the data structure produced by the preprocessing algorithm. The vector commitment
schemes were introduced in [12]. A vector commitment allows one to commit to an ordered
sequence of values in such a way that it is later possible to open the commitment only with
respect to a specific position.

A vector commitment scheme consists of four algorithms: VC.Setup, VC.Commit,
VC.OpenPos and VC.VerifyPos.

e VC.Setup(1%,s): Given the security parameter A and the size s of the committed vec-
tor (with s = poly())), the setup outputs some public parameters PK which implicitly
defines the message space M.

e VC.Commit(PK,m;r): Given m € M?, the public parameters PK and (possibly)
randomness r, the committing algorithm outputs a commitment string C and an aux-
iliary information aux.

e VC.OpenPos(PK,m;,i,auz): Given m; € M and i € [s], this algorithm is run by
the committer to produce a proof w; that m; is the i-th committed message.

e VC.VerifyPos(PK,C,i,m;,w;): Given m; € M and i € [s], the verification algo-
rithm accepts (i.e., it outputs 1) only if w; is a valid proof that C was created to a
sequence m € M? such that m[i] = m;. Otherwise it outputs 0.

Now, we define a vector commitment scheme to be secure if it satisfies the following
properties:

e Correctness: Let PK «+ VC.Setup(1?,s) and m € M?*. For any (C,aux) +
VC.Commit(PK,m;r) for a (possibly) randomness r:

Pr (VC.VerifyPos(PK,C,i,m;, VC.OpenPos(PK,m;,i,auz)) = 1) =1

i.e. the output of the VC.OpenPos algorithm is successfully verified by the VC. VerifyPos
algorithm.
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e Position Binding: For any PPT adversary A:

_ PK < VC.Setup(1*,s), (C,i,m;, w;, m},w}) < A(PK) :
AdviE () = Pr VC.VerifyPos(PK,C,i,m;,w;) = 1 A = negl(\)
VC.VerifyPos(PK,C,i,m,,w}) =1 AN m; #m)

Intuitively, correctness holds if honestly generated proofs for positions are accepted by the
verification algorithm and position binding holds if generating proofs for different messages
in the same position is infeasible (which implies that the committer can’t lie with the proofs).

Vector commitments can also be required to be hiding. Informally, a vector commitment
is hiding if an adversary cannot distinguish whether a commitment was created to a sequence
(my,...,mg) or to (m},...,m}), even after seeing some openings (at positions ¢ where the two
sequences agree).

5.2 Polynomial commitments

The polynomial commitment schemes were introduced in [19]. A polynomial commitment
allows one to commit to a polynomial in a way that it is later possible to open evaluations
(generate proofs that evaluations are correct) without leaking the entire polynomial.

A polynomial commitment scheme consists of four algorithms: Setup, Commit, OpenEval
and VerifyEval.

e Setup(1*,m,d): Given the security parameter A\, the number of variables m and a
bound for the degree of each individual variable d, the setup outputs some public
parameters PK which implicitly define the polynomial space

{p € R[X{, ..., X}»] | p has individual degree < d in each variable}.

e Commit(PK, p(X);r): Outputs a commitment C to a polynomial p(X) for the public
key PK and (possibly) randomness r, and some associated decommitment information
aux. (In some constructions, auzx is null).

e OpenEval(PK, p(X),i,aux): Outputs w;, where w; is a witness for the evaluation p(7)
of p(X) at the index i and aux is the decommitment information.

e VerifyEval(PK,C,i,p(i),w;): Verifies that p(i) is indeed the evaluation at the index
1 of the polynomial committed in C. If so it outputs 1, otherwise it outputs 0.

Now, we define a polynomial commitment scheme to be secure if it satisfies the following
properties:

e Correctness: Let PK <« Setup(1*,m,d) and p(X) € R[Xi,...,X,,] with degree
< d in each variable. For any (C,aur) < Commit(PK,p(X);r) for a (possibly)
randomness 7:

Pr (VerifyEval(PK,C,i,p(i), OpenEval(PK, p(X),i,auz)) = 1) =1

i.e. the output of the OpenEval algorithm is successfully verified by the VerifyEval
algorithm.
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e Commitment Binding: For any PPT adversary A:

. PK <« Setup(1*,m,d), (p(X),r,p'(X),r") + A(PK) :
AdvpE™(A) =Pr [ Commit(PK,p(X);r) = Commit(PK,p'(X);r’) A | =negl(\)
p(X) # p'(X)

e Evaluation Binding: For any PPT adversary .A:

. PK <« Setup(1*,m,d), (C,i,y,w;,y,w}) + A(PK) :
AdvPEY(N) = Pr VerifyEval(PK,C,i,y,w;) = 1 A = negl(\)
VerifyEval(PK,C,i,y,w}) =1 N y#

As with vector commitments, we can also require polynomial commitments to be hiding.
Informally, a polynomial commitment is hiding if an adversary cannot distinguish whether
a commitment was created to a polynomial p € R[Xy, ..., X,,,] or to p' € R[X1, ..., X,,] both
with individual degree < d in each variable, even after seeing some openings (at x € R™
where both polynomials agree).

Some extra properties, based on the ones for functional commitments in [13] are the
following;:

e Weak Evaluation Binding: For any PPT adversary A:

| PK + Setup(1*,m, d), (p(X), i,y u;) + A(PK)
Adv‘ﬁ%ﬁgmd()\) = Pr (C, auz) < Commit(PK,p(X);r) A = negl(\)
VerifyEval(PK,C,i,y,w;) =1 A y # p(i)

e Strong Evaluation Binding: For any PPT adversary A:

PK < Setup(1*,m,d), (C,{i;,y;,w;}}_,) < A(PK) :
Vj € [N]: VerifyEval(PK,C,i;,y;,w;) =1 A
3 p € R[Xy,..., X,,] with degree < d in each variable :
Vj € [N]:p(ij) = y;

Where the last condition is equivalent to saying that there doesn’t exist a solution to
the following linear system:

Advpid(\) = Pr = negl(\)

M-z=y

where M is the (N x d™)-size matrix consisting of all the monomials evaluated in the
i;'s, z is the d™-size vector of coefficients of the polynomial and y is the N-size vector
consisting of the y;’s.

Now, let’s prove that this definitions satisfy that Strong Evaluation Binding —
Evaluation Binding = Weak Evaluation Binding —> Commitment Binding as
expected.

Proposition 5.2.1 (Weak Evaluation Binding =— Commitment Binding). If « PC
satisfies correctness and weak evaluation binding then it also satisfies commitment binding.

Proof. Let’s proceed by contradiction. Assume a PPT A breaks commitment binding.
Let PK < Setup(1*,m,d), then by assumption (p(X),r,p'(X),r") < A(PK) such that
Commit(PK,p(X);r) = Commit(PK,p'(X);r") = (C,auz) and p(X) # p/(X). Asp(X) #
P/ (X) there must exist an ¢ € R™ such that p(i) # p/(i). Let B be a PPT such that
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(p(X),r,i,p (i), w)) < B(PK) where w} <— OpenEval(PK,p'(X), i, aux). Then, by correct-
ness we have that:
VerifyEval(PK,C,i,p' (i), w)) =1

but pf(é) 7 p(i).
]

Proposition 5.2.2 (Evaluation Binding — Weak Evaluation Binding). If a PC
satisfies correctness and evaluation binding then it also satisfies weak evaluation binding.

Proof. Let’s proceed by contradiction. Assume a PPT A breaks weak evaluation binding.
Let B be the following PPT"

B(PK) A

PK _

y’ :p(z) gp(X)ﬂa?i?y?wi)

(C,auzx) < Commit(PK,p(X);r)

w, <— OpenEval(PK, p(X), 1, auz)

T
<C7 i? Y, Wi, y,7 w;)

By correctness of the PC' we have that VerifyEval(PK,C, i,y ,w;) = 1. Also, if A wins the
game then y # p(i7) = ¢’ and VerifyEval(PK,C,i,y,w;) = 1 and therefore:

AQVEER) = AdvEER ()
By the assumption then B breaks evaluation binding.

]

Proposition 5.2.3 (Strong Evaluation Binding — Evaluation Binding). If « PC
satisfies strong evaluation binding then it also satisfies evaluation binding.

Proof. Let’s proceed by contradiction. Assume a PPT A breaks evaluation binding. Let B
be the following PPT"

B(PK) A
PK .
‘(Cu 7:7 Y1, W1, Y2, w?)
il =1
iz =1
T

(€, {ij, yj, wi}oy)
If A wins then Vj € {1,2}, VerifyEval(PK,C,i;,y;,w;) = 1. Also, in that case y; # y
and therefore it can’t exist p(X) € R[X] such that p(i1) = y1 A p(i2) = y2 (because then
y1 = p(i1) = p(i) = p(ia) = y2). Therefore:

AdvEEM(\) = AdvE B

33



By the assumption then B breaks strong evaluation binding.

5.3 Prover-efficient polynomial commitment

Based on the preprocessing algorithm, we’ve constructed a polynomial commitment scheme
in which the prover computing an evaluation proof for p(z) can run in time sublinear in
Ip|]. This can be done thanks to preprocessing p(z) at commitment time, an commiting to
the resulting data structure DS using a vector commitment. Then, we can send proofs for
the positions in DS that the verifier needs to compute p(x) as proofs for the polynomial
commitment, and he can verify evaluations using CRT.

To implement this construction we need the following building blocks:

e Vector commitment scheme: VC = (VC.Setup, VC.Commit, VC.OpenPos, VC.VerifyPos)
which has to satisfy a special efficiency property for the opening algorithm (stated af-
ter).

e Polynomial preprocessing scheme: PP = (PP.PreProcess, PP.Lookup, PP.Reconstruct)
where:

- PP.PreProcess(p(X)): Given an m-variable polynomial p(X) of individual degree
< d over aring R[X], outputs a data structure DB of size S. Notice S is a function
of (R,m,d).

- PP.Lookup(R,m,d, z): Given the description of a ring R, the number of variables
m, the degree d, and an evaluation point x € R™, outputs a tuple of k indices
U, ., 1 € [[S]]

- PP.Reconstruct(R, z, DB[i1], ..., DBJi]): Given the evaluation point « and k val-
ues of DS, outputs the result of the evaluation y = p(x).

We'll also need this polynomial preprocessing scheme to satisfy the following properties:

1. Correctness: For any p(X) € R[Xj, ..., X,,] with individual degree < d and for
any r € R™ we have that:

p DB + PP.PreProcess(p(X)), (i1, ...,i) < PP.Lookup(R,m,d,x) 1\ ]
t PPReconstruct(R, z, DB[i1], ..., DBlix]) = p(z) o

2. Both PP.Lookup and PP.Reconstruct are deterministic algorithms.
Given this building blocks, our polynomial commitment scheme PC'/ ¢ is the following:
e Setup(1*,m,d):

1. Generates the ring R.

2. Let S be the upper bound on the size of the data structure DB produced by the
preprocessing algorithm.

3. Let PKpp < VC.Setup(1*, S).
4. Output PK = (PKpg, R,m,d).
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e Commit(PK,p(X);r): Given p(X) a polynomial of m variables and individual degree
< d in each variable.
1. Let DB « PP.PreProcess(p(X)) (with |[DB| = S).
2. Let (CDB, CLU,ZBDB) <— VC.Commit(PKDB, DB, ’I“).
3. Output C, = Cpp and let auz, = (DB, auzpp).

e OpenEval(PK, p(X),z,aux,)': Given x € R™.
1. Let (74, ...,1;) < PP.Lookup(R, m,d, x).
2. For each j € [k], let w; <= VC.OpenPos(PKppg, DBi;l,i;, aurppg).
3. Output w, = (DBJi1],wn, ..., DBlig], wg).
e VerifyEval(PK,C,,z,y,w,): Given y € R.
1. Parse w, = (v1,wy, ..., Ug, Wg).
2. Let (i1, ...,19) < PP.Lookup(R, m,d, z).
3. Output

k
(/\ VC . VerifyPos(PKpp,Cpg, ij,vj, w;) = 1) A y = PP.Reconstruct(R, x, vy, ..., vg).

j=1
Now, let’s check which of the properties defined above this scheme satisfies.

Proposition 5.3.1 (Correctness). If VC satisfies correctness then the PCy¢ scheme sat-
isfies correctness.

Proof. Let PK <+ Setup(1*,m,d) and (C, = Cpp, aux, = (DB, aurpp)) < Commit(PK, p(X);r).
Let w, < OpenEval(PK,p(X),x,aux,). By definition of OpenEval, we can rewrite w, =

(v1, w1, ..., vk, wi) where Vj € [k], v; = DBJi;] and w; = VC.OpenPos(PKpg,i;,v;,auxpp)

with (i1, ...,7x) = PP.Lookup(R, m,d, x). Then:

VerifyEval(PK, C,, z, p(x), w,) = VerifyEval(PK, C,, z, p(z), (v1, w1, ..., Vg, wy)) =

k
= (/\ VC’.VerifyPos(PKDB,CDB,ij,vj,wj)) A (p(z) = PP.Reconstruct(R, x, vy, ..., vg)) W

Jj=1

—
N

= (p(x) = PP.Reconstruct(R, x, vy, ...,v;)) = 1

where in (1) we use V(s correctness.
[

Proposition 5.3.2 (Evaluation Binding). If VC satisfies position binding then the PCy¢
scheme satisfies evaluation binding.

Proof. Let’s proceed by contradiction. Assume a PPT A breaks PCy ¢ evaluation binding.
This means for PK < Setup(1*,m, d), A(PK) outputs (Cp, z,y, w,,y',w,) such that:

VerifyEval(PK, Cp, z,y,w,) = 1 A VerifyEval(PK,C,,xz, 9/ ,wl) =1 AN y#vy

Notice for both executions of the VerifyEval algorithm, we compute the same tuple of
indices (i1,...,1;) - PP.Lookup(R,m,d,z) as we have the same input z. If we parse
wy = (v1, Wy, ..., Vg, wy) and wl, = (v}, wy, ..., vy, w)) we have two options:

!Notice in our case p(X) is not needed as an input.
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L If (vy, ., o) = (U], ..., v},) then
y = PP.Reconstruct(R, x, v, ..., vx) = PP.Reconstruct(R, z, v}, ...,v) = '
but y # ¢’ (contradiction).

2. If (v, ..., ) # (V) ...,v,) then 3j € [k] such that:
V C . VerifyPos(PKpg,Cpg, ij,vj, w;) =1 A
A VC VerifyPos(PKpg,Cpp, ij,v;, w;) = 1 A v; # vj
and therefore we break V' C position binding.
O]

Now, we’ll prove that as expected the algorithms 3.1.2 and 3.1.3 are a valid instantiation
of the PP scheme, i.e. they ensure both correctness and determinism in the PP.Lookup and
P P.Reconstruct algorithms.

Proposition 5.3.3. The polynomial preprocessing scheme PPKU = (PPKU.PreProcess,
PPKU.Lookup, PP.Reconstruct) defined as follows:

e PPKU.PreProcess(p(X)): Gwen p(X) € Z4[ X, ..., Xin] with individual degree < d in
each variable, output algorithm 3.1.2 applied to p(X).

e PPKU.Lookup(Zy,m,d,x): Given x € Ly, lift it to Z and reduce it modulo each of the
h primes. For each i € [h] output the index in DB corresponding to p; and to @;.

e PPKU.Reconstruct(Z,, x, DBli1], ..., DB[ix]): Given k positions of the database, recon-
struct the solution using the CRT algorithm as in 3.1.3 and output it modulo q.

15 a correct polynomial preprocessing scheme.

Proof. Trivial by correctness and determinism of algorithms 3.1.2 and 3.1.3.

]

However, if we instantiate the PCy ¢ scheme with the polynomial preprocessing scheme
for these algorithms, we don’t satisfy strong evaluation binding. The intuition behind this
is that the space of the data structures is bigger than the space of the polynomials we
preprocess and therefore, there should exist data structures that verify evaluations but that
don’t match any polynomial. More concretely for Z,, the space of polynomials is P =
{f € Z,|X1,...,X:m] | f has individual degree < d in each variable} and has size |P| = ¢*";
the space of the data structures should have the same size as the following space DS =
[T {fi € Z,[X1,..., Xm] | f; has individual degree < d in each variable} because we can 1-
to-1 correspond the 7; tables with polynomials in Z,,[ X, ..., X,,] with individual degree < d
in every variable 2 and therefore has size:

h
|DS| = H{fl € Zyp,[ X1, ..., Xim] | fi has individual degree < d in each variable}| =
i=1

h
H {fi € Z,,[ Xy, ..., X:»] | fi has individual degree < d in each variable}| =
i=1

=[»" = (sz) > M*"

=1

2The reason why this is a 1-to-1 correspondence is that given a polynomial f; we can determine it’s table
by evaluating on every point in Z;; and given a table T; we can determine it’s polynomial by using Lagrange
interpolation [42].
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where M = d™¢™ D41 Therefore:
|DS| > |P| > |{PP.PreProcess(f) | f € P}|.

Proposition 5.3.4 (Strong Evaluation Binding). The PCy¢ scheme doesn’t satisfy
strong evaluation binding.

Proof. Let d = 2, m = 2 and PK = (PKpp,Z,) + Setup(1*,m,d). Let f(Xi,Xs) =
—2X1Xo+ X1+ Xo+1 € Z,X1,Xs). Let A be the following PPT"

A(PK) :

Let DB = PPKU.PreProcess(f)

For each i in PPKU.Lookup(Z,, m,d, (0,2)) :
Replace DBJi] with 1

Let C = (VC.Commit(PKpg, DB;r
Let w(o,0) = OpenEval(PK, f
Let w1y = OpenEval(PK, f

(1,00 = OpenEval(PK, f
Let wq 1y = OpenEval(PK, f
Let w2) = OpenEval(PK, f

a
3
S~—

8:?88
NSRS
SISISISES
SEEE®

Y

T
(€, {((0,0), £(0,0), w(.0), (0, ) F0,1), wo ),
((1,0), F(1,0), wio)). (1. ) £, w0.0). ((0,2), L wis)))
Notice that as (0,2) mod pl = (0,2) for all i € [h]\ {1} and (0,2) mod p; = (0,0) which
satisfies that f5(0,0) = 1 (which is the exact value we “replaced” in the data structure)

the points (0,0), (0,1), (1,0) and (1,1) should still verify after replacing DBJi] in i €
PPKU.Lookup( M, d, (0,2)). Therefore, it holds that:

VerifyEval(PK,C, (0,0), 1,w(,) = VerifyEval(PK,C, (0,1),2,w1)) =
= VerifyEval(PK,C, (1,0),2,wq,0)) = VerifyEval(PK,C, (1,1), 1,w@ 1)) = 1.

Also, PPKU Reconstruct((0,2),1,...,1) = 1 and therefore VerifyEval(PK,C, (0,2),1,wz2) =
1. However, the system of equations in the strong evaluation binding definition, which is the
following

0001 1
001 1 P11 9
0101 Prof—fof,
1111 Po1 1
002 1 Po.o 1

doesn’t have any solution in Z,. Therefore, Advff}BCiEdc()\) = 1.

5.3.1 Efficiency of the PCy ¢ construction

As said in the introduction, we want the prover to be able to compute evaluation proofs for
p € R[ Xy, ..., X,,] (with individual degree < d in each variable) in time sublinear in |p| = d™,
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therefore, we have to instantiate the construction above with an appropriate VC. If we
denote by COE(|R|,m,d) the complexity of the OpenEval algorithm, by CLU(|R|,m,d)
the complexity of the PP.Lookup algorithm and by COP(|M|,s) the complexity of the
VC.OpenPos algorithm for M the message space of the VC and s is the size of the vector
we commit to, we want to satisfy that:

COE(|R|,m,d) = CLU(|R|,m,d) + k- COP(IM|,s) < d™

If we take R = M = Z, and s = S = poly(m,d,logq) - O(mdlogq)™ then the equation
simplifies to:

COE(q,m,d) = CLU(q,m,d) + k-COP(q,S) =
= poly(m,d,logq) + h- COP(q,S) = (5.1)
= poly(m,d,log q) + O(mdlogq) - COP(q,S) < d™.

Some vector commitment constructions that satisfy this constrain are: Merkle Tree VC [24]
and Incrementally Aggregatable VC [9].

Merkle Tree VC:

Given a vector (my,...,ms) € M?® one way we could easily commit to it is by hashing every
value with a collision resistant hash h : M — Y, i.e. committing to C = (h(my), ..., h(ms)).
Then we can verify positions just by hashing the position we are asked for and by the col-
lision resistant property ® we would have a position binding commitment. However, this
commitment requires the verifier to store the s values (h(my), ..., h(ms)). Fortunately, we
can improve this solution by making use of a clever data structure called Merkle trees which

can be used to hash the whole vector. The resulting hash function H is called a Merkle tree
hash.

The Merkle tree hash uses a collision resistant hash function h that outputs values in a
set V. The input of A is either a single element in M or a pair of elements in ). The Merkle
tree hash H, derived from h, is defined over (M? ). For simplicity, let’s assume that s is
a power of two (if not, we can just add dummy points to the closest power of two). The
Merkle tree hash works as in figure 5.1: to hash (mq,...,m,) € M?, first apply h to each of
the s input elements to get (yi,...,ys) € Y*. Then build a hash tree from these elements, as
shown in the figure. More precisely, the hash function is defined as follows:

Definition 5.3.1 (Merkle tree hash).
Input: (my,...,m,) € M?® with s a power of two and h : MUY? — Y a hash function.
Output: y € ).
Algorithm:

1. For each i € [s], let y; = h(m;).
2. For each i € [S - ].], let Yits = h(yQZ’_17 y22>
3. Output Yos—1 € y

3Intuitively, being collision resistant means that it is computationally hard to find mg,m; €
M such that h(mo) = h(ml) N myo # mi.
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The nice thing about the Merkle tree hash is that given a value y = H((my, ..., my), h), it
is quite easy to prove that an m € M is the element at a particular position in (my, ..., ms).
For example, to prove that m = mg in figure 5.1, one provides the intermediate hashes
w = (Y4, Yo, y14) (shaded in the figure). The verifier can then compute

Uz h(m)a U10 h(ﬁ37y4)7 Y13 h(yg, ?Jlo), U15 < h(ins, y14)

and accept that m = mg if y = 915.

Y1

Lmr | [ms |

Figure 5.1: A Merkle tree with eight leaves. The values vy, y9, Y14 prove authenticity of ms
6, Section 8.9].

The Merkle Tree VC scheme is defined by the following four algorithms:
e MT.Setup(1?, s):

1. Check that s = 2% for a k € N. If not let s = min{2* | s <2¥ A k € N}.
2. Let M be the message space and let h : M UY? — ) be a hash function.
3. Output PK = (M, h, k).

e MT.Commit(PK,m):

1. Let C € Y be the result of Merkle tree hashing m and h, i.e. C = H(m,h), and
store the Merkle tree in auz.

2. Output (C, aux).
e MT.OpenPos(PK,m;, i, auz):
1. For each j € [k]:
— If j =1 then: let g4 = Yy and let &' = p(i)*.

- Ifj > 1 then: let @p((i’+1)//2+s) = Yp((i’+1)//2+s) and let i’ = p((i' + 1)//2 + S).
— Add :l)l'/ to W;.

2. Output w;.

1—1, ifiis even

“Where p(i) = .
ere p(i) {¢+1, if i is odd
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e MT.VerifyPos(PK,C,m;,i,w;):

1. For each j € [k + 1]:
— If j =1 then: let g; = h(m;) and let i’ = 3.
— If 7 > 1 then:
« If 7' is even then: let §gr11)//2+s = MJi—1, Uir).
« If 7' is odd then: let G i1y//245 = MTir, Yirs1)-
* Let i/ = (' +1)//2+s.
2. Output C = g;.
Then the opening algorithm has a complexity of: O(k) = O(log s). In particular, the time cost
for opening S = poly(m,d,logq) - O(mdlogq)™ (the size of the data structure in Theorem
3.1.3) would be O(logS) = log(m,d,logq) - m(logm + logd + loglog q). Therefore, for a
sufficiently large m we would satisfy equation 5.1:
COE(q,m,d) = poly(m,d,logq) + O(mdlogq) - COP(q,S) =
= poly(m,d,log q) + O(mdlog q) - log(m, d,log q) - m(logm + log d + loglog q) < d™.

Now let’s prove this scheme also satisfies correctness and position binding, which implies
correctness and evaluation binding of the polynomial commitment.

Proposition 5.3.5 (Correctness). The Merkle Tree VC scheme satisfies correctness.

Proof. Let PK <« MT.Setup(1*,s) and (C,aux) + MT.Commit(PK,m). Let w; <
MT.OpenPos(PK,m;,i,aux). If we denote by i¢F and by i}'" the value of i’ at the end
of the j-th loop of MT.OpenPos and MT.VerifyPos respectively then it holds that: ®

iy" =p(iy"), Vj € [K] (5.2)
First, let’s prove that we can compute Qiyp V7 € [k + 1] in the MT.VerifyPos algorithm:

e For j =1, it’s clear we can compute g;vr = h(m;).

e For 5 > 1, we have that in the j-th loop:

~ ~ h(g]i/,l, Z)y), if 7/ is even
VP — il s — R R o e
yzj y( o h(yi’7 l/z"+1); if 7' is odd

B {h(w),z)m, if ' is even _ [ h(Gpavr), Pivr), 1@ is even 5,
=10 _

>

iy gp(i,)>7 if i’ is odd h(gi;/fl, Qp(i;@l)), if ¢/ is odd

Py

5.2 h@ij@_ﬁ,?)iy_ﬁ), if i’ is even
WGy, Gior,), if i is odd

which means that to compute g,vr we just need Qi‘.’l’l which was computed in the
J J—
previous loop and g,or which is contained in w; by definition.
O

Now, let’s prove that the gjiyp are nodes in the Merkle Tree, i.e. gi}/p = Yye Vi e lk+1]:

e For j =1, it’s clear gyr = ; = h(m;) = y;.

5This can easily be proved by induction over j.
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e For j > 1, we have that in the j-th loop, if we write i’ =2k or i’ =2k — 1 fora k € N
then:

. . . h(Qi—1,9), if i =2k . .
= Yk+s — { (y Y ) = h(y%flay%)

Yive = Y1)/ j24s = e Gosa), iE i =2k — 1
which matches the equation in 5.3.1.

Finally, we just need to prove that the final ¢/ in MT.VerifyPos is the right one, i.e. i} 1, =
2s — 1. Tt can easily be proved that Vj € [k + 1]:

-2
L Z ok—h
h=0

where 1 < I; < 28=0=D. Which implies that for j = k + 1 we have:

zk+1—1+22k h Zzh 2l 1 =951

Therefore, the algorithm correctly computes o1 and MT.VerifyPos(PK,C,m;,i,w;) = 1.
O]

Proposition 5.3.6 (Position Binding). If h is a collision resistant hash function then the
Merkle Tree VC' scheme satisfies position binding.

Proof. Let’s proceed by contradiction. Assume a PPT A breaks Merkle Tree VC position
binding. This means for PK < MT.Setup(1*, s), A outputs (C, 4, m;, w;, m, w}) such that:

MT.VerifyPos(PK,C, m;,i,w;) =1 A MT.VerifyPos(PK,C,m;,i,w;) =1 A m; #m,

If we again denote by z'}/P the value of i’ at the end of the j-th loop of MT.VerifyPos, as both
m; and m/ verify we would have that:

?Jigfl = h(yo,11) = C = h(yo,11) = ?)ggf

1

where Yive corresponds to the execution with m; and g, » corresponds to the execution with
k+1

m;. Then, either:

e (yo,y1) # (Y}, y1): in this case we would have h(yo, y1) = h(y), y1) but (yo,v1) # (Y4, v1)
which implies h wouldn’t be a collision resistant hash function.

e (Y0,y1) = (Y5, v)): we can repeat the same argument for yo = y, and y; = y; until we
reach j = 1. In that case we would have h(m;) = h(m}) but m; # m, which implies h
wouldn’t be a collision resistant hash function.

Therefore, in any case we would break collision resistance of h.

Incrementally Aggregatable VC:
In [5] and [21] the authors proposed new constructions of vector commitments that enjoy a
property called subvector openings. A VC with subvector openings (called SVC, for short)
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allows one to open a commitment at a collection of positions I = {iy, ..., 4,,} with a constant-
size proof (independent of the vector’s length n and the subvector’s length m). The formal
definition of SVC can be found in [21, Definition 7], but it’s just the one presented in section
5.1 but instead of opening for a single position ¢ and a single vector value v; we open to a set
of positions I = {iy, ..., i, } and a subvector of values v; = (v;,, ..., v;, ). Formally, subvectors
were defined in [21] as follows:

Definition 5.3.2. Let M be a set, n € N be a positive integer and I = {4y, ...,71} C [n] be
an ordered index set. For a vector v € M", the I[-subvector of v is v; = (v;, ..., Uim)'

Also, let I,J C [n] be two sets, and let v;,v; be two subvectors of some vector v € M™.
The ordered union of v; and vy is the subvector v;,; = (vky, ..., Uk,, ) is the ordered sets union
of I and J.

In [9], a new property called incremental aggregation was proposed for SVC. In a nutshell,
aggregation means that different subvector openings (say, for sets of positions I and J) can
be merged together into a single concise (i.e. constant-size) opening (for positions I U J).
This operation must be doable without knowing the entire committed vector. Moreover,
aggregation is incremental if aggregated proofs can be further aggregated (i.e. two openings
for I U J and K can be merged into one for / U J U K, and so on an unbounded number
of times) and disaggregated (i.e. given an opening for set I one can create one for any
K C I). More formally, a vector commitment scheme VC with subvector openings is called
aggregatable if there exists algorithms VC.Agg and VC.Disagg such that:

e VC.Agg(PK, (I,v;,wy),(J,v5,wy)): Given as input two triples (I, vy, w;) and (J, v, wy)
where I and J are sets of indices, v; € M/ and v; € M!’I are subvectors, and w; and
wy are opening proofs, outputs a proof wg that is supposed to prove opening of values
in positions K = T U J.

e VC.Disagg(PK,I,v;,wr, K): Given as input a triple (/,v;,w;) and a set of indices
K C I, outputs a proof wy that is supposed to prove opening of values in positions K.

These algorithms must also guarantee the following properties:

e Aggregation Correctness: Aggregation is correct if for all A € N, all honestly gen-
erated PK < VC.Setup(1?,s), any commitment C and triple (I, v;,w;) such that
VC.VerifyPos(PK,C, I,vr,wr) = 1, the following two properties hold:

1. for any triple (J,v;,wy) such that VC.VerifyPos(PK,C, J,v;,wy) = 1,

P wK<—VCAgg(PK, ([7U17w1)7<J7UJ7wJ)) : -1
' VC.VerifyPos(PK,C, K, vk, wg) = 1 N

where K = I U J and vg is the ordered union v;; of v; and vy.

2. for any subset of indices K C I,

p wg < VC.Disagg(PK, I,v,w, K) : _1
"\ VC.VerifyPos(PK,C, K, vg,wg) =1 ) —

where vg = (v;,)iex, for vr = (v;, "'7vi|1|>‘

e Aggregation Conciseness: There exists a fixed polynomial p(-) in the security pa-
rameter such that all openings produced by VC.Agg and VC.Disagg have length
bounded by p(\).
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Assume now we want to aggregate several openings for sets of positions I, ..., I,, into a
single opening U;":l I;. The syntax in this definition allows pairwise aggregation which can
be sequentially applied to handle several aggregations. However, this would be costly since
it would require executing VC.Agg on increasingly growing sets. In [9] they overcome this
by using a divide-and-conquer based algorithm VC.AggManyToOne (shown in Figure 5.2)
which achieves a complexity given as a recurrence relation:

T(m) =27 () + fulb- m)

where b is an upper bound to the size of the sets and f,(k) is the complexity of VC.Agg on
two sets of total size k.

Analogously, the definition above allows disaggregation of one subset K of I at once.
However, in the paper they also present an algorithm VC.DisaggOneToMany which allows
to disagregate an opening for a set [ into several openings for sets Iy, ..., I, that form a
partition of I in an efficient way using a divide-and-conquer methodology. This algorithm
(shown in Figure 5.2) achieves a complexity given by the following recurrence relation:

T(m) = 2T (%) +2fa(m/2)

where fy(|I]) is the complexity of VC.Disagg.

VC.AggManyToOne(PK, (15, v, ,w;)jerm]) VC.DisaggOneToMany(PK, B, I, v;,w;)

1: if m =1 return w, 1: if n=|I| = B return wy

n' —n/2

V]

2: m —m/2
LeUlij, R« Ui,

wy, < VC.Disagg(PK, I, v, w;, L)

wh + VC.Disagg(PK, I,vr,wr, R)

wr, + VC.DisaggOneToMany(PK, B, L, vy, w})
wr < VC.DisaggOneToMany(PK, B, R, vr, wg)

return wg||wg

Le Uil Re U,

wr, < VC.AggManyToOne(PK, (I;,vr;,w;) =1, m’)
wr + VC.AggManyToOne(P K, (I, vr,, W) j=m +1,....m)
wrur +— VCAgg(PK, (L,vr,wr), (R, vr, wr))

return wrugr

=l Gt = W
00 =1 @ Gl o W

Figure 5.2: Extensions of Aggregation and Disaggregation in [9].

Given this multi-aggregation/disaggregation algorithms they now define two new algo-
rithms, VC.PPCom and VC.FastOpen (shown in Figure 5.3), that allow faster opening
times via preprocessing some proofs at commitment time. This preprocessing method works
with flexible choice of a parameter B that allows for different time-memory tradeoffs. In a
nutshell, ranging from 1 to n, a larger B reduces memory but increases opening time while
a smaller requires larger storage but gives the fastest opening time.

Let B be an integer that divides n and let n’ = n/B. The core of the preprocessing is
that, during the commitment stage, one can create openings for n’ subvectors of v that cover
the all vector (i.e. B contiguous positions). Let wp,, ..., wp , be such openings; these elements
are stored as auxiliary information. Then, in the opening phase, in order to compute the
opening for a subvector v; of m positions, one should:

1. Find the subset of openings wp, such that, for some S, I C UjeS P;.

2. Possibly disaggregate some of them and then aggregate in order to compute wy.
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VC.PPCom(PK, B,v) VC.FastOpen(PK, B, aux”,I)

1: (C,aux) < VC.Commit(PK,v) 1: Let Pj:={(j—1)B+i:iec[B]},Vje[n]
2: w”" + VC.OpenPos(PK,v, [n],aux) 2: Let I:={i1,...,im}
3: w ¢« VC.DisaggOneToMany(PK, B, [n],v,w") 3: Let S minimal set s.t. U PDI
4: aux" = (wi,..., Wy, v) jes
5: return C,aux” 4: for je Sdo:
5: I« INP
6 : w}; + VC.Disagg(PK, Pj,vp;,wj, Ij)
7: endfor
8: wy < VC.AggManyToOne(PK, ((1;, v, w}))jes)
9: return w;

Figure 5.3: Generic algorithms for committing and opening with precomputation in [9].

In the paper, they achieve two constructions that satisfy this incrementally aggregation
property, further details of the constructions and their correctness/position binding proofs
can be found in [9, Section 5]. We are going to use the second one as our building block as
it has a better complexity when opening, it’s complexity opening is

O(L-m/ - (logm')?)

where [ is the length of the representation in bits of the elements of the vector and m' is
the number of positions we are opening (using B = 1, which is the fastest but the one that
requires the most memory). Notice, we have to adapt the equation 5.1 a bit for this case, as
we are opening the h openings all at once, the resulting equation here would be

COE(q,m,d) = poly(m,d,logq) + COP(q,S,m') =
= poly(m, d,log q) + O(O(log q) - O(mdlogq) - (log O(mdlog q))*) =
= poly(m, d,log q) + O(log q - (mdlog q) - (logm + log d + loglog q)*) < d™

(for a sufficiently large m) where we use that [ = O(log ¢) and m’ = h = O(mdlogq).

This VC perfectly fits our polynomial commitment construction idea of preprocessing
the polynomial at commitment time and then having fast proofs, we can slightly change
the commitment algorithm to compute both the preprocessed data structure DB and the
preprocessed proofs wp,, ..., wp ,.

5.3.2 Towards Strong Evaluation Binding

In this section, we present some strengthenings of the PCy ¢ construction that satisfy the
strong evaluation binding property. First, we’ll present the notion of knowledge soundness
(also known as extractability) which intuitively says that given a commitment that verifies for
some values we can always find a polynomial fitting it using an extractor. Knowledge sound-
ness, as we'll prove later, is even stronger than strong evaluation binding, so achieving this
notion will suffice to achieve strong evaluation binding. Then we’ll present two constructions,
PCve_snvark and PCpo_snark, that achieve this knowledge soundness property.

Definition 5.3.3 (Knowledge Soundness). We say a polynomial commitment scheme
PC = (Setup, Commit, OpenEval, VerifyEval) satisfies knowledge soundness if for any
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PPT adversary A there exists a PPT extractor £4 such that:

PK « Setup(1*,m,d), (C,,y,w,) « APK), (p(X);7)  E4(PK)
Pr VerifyEval(PK,C,x,y,w,) =1 A = negl(\)
(€ # Commit(PK,p(X);r) V p(z) #y)

Now as claimed let’s prove this is stronger than strong evaluation binding;:

Proposition 5.3.7 (Knowledge Soundness —> Strong Evaluation Binding). If a
PC satisfies knowledge soundness then it also satisfies strong evaluation binding.

Proof. Let’s proceed by contradiction. Assume a PPT A breaks strong evaluation binding.
Let A; be the following PPT"

A, (PK) A

>

PK
(C, {ij, y5, w;}320)

<
<<

. 1
(C, 5, yj, w5)

for each j € [N]. Notice, for each j € [N], (C,i;,y;, w;) < A;(PK) such that
VerifyEval(PK,C,i;,y;, w;) = 1.

Assume now that PC was knowledge sound. For each j € [N] there exists a PPT extractor
E4; such that (p;(X);r;) < E4,(PK) with:

C = Commit(PK,p;j(X);r;) A pj(ij) = y;.

Then if p;(X) # p;(X) for some 7,5 € [N], we would have C = Commit(PK,p;(X);r;) =
Commit(PK, p;(X);r;) breaking commitment binding. Otherwise, we would have p;(X) =
p;(X) for every i, j € [N], breaking evaluation binding.

[

Before showing the two constructions satisfying this knowledge soundness property, first,
we need to introduce a building block that both constructions use, SNARKs (Succint Non-
interactive Argument of Knowledge). By this term, we denote a proof system which is:

e Succint: the size of the proof is very small compared to the size of the statement or
the witness, i.e. the size of the computation itself.

e Non-interactive: it does not require rounds of interaction between the prover and the
verifier.

e Argument: we consider it secure only for provers that have bounded computational
resources, which means that provers with enough computational power can convince
the verifier of a wrong statement.
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Knowledge-sound: it is not possible for the prover to construct a proof without
knowing a certain so-called witness for the statement; formally, for any prover able
to produce a valid proof, there is an extractor capable of extracting a witness (”the
knowledge”) for the statement.

A SNARK protocol is described by three algorithms, Gen, Prove and Verify, that work as
follows:

Now,

Let’s

Gen(1*,R): the CRS generation algorithm takes as input some security parameter \,
a relation R and outputs a common string reference string crs.

Prove(crs,u,w): the prover algorithm takes as input the crs, a statement u and a
witness w. It outputs some argument .

Verify(crs,u,m): the verifier algorithm takes as input a statement u, together with an
argument 7 and ers. It outputs b = 1 (accept) if the proof was accepted and b = 0
(reject) otherwise.

we introduce some properties for SNARKS protocols:

Completeness: Given a true statement for the relation R, a honest prover P with
a valid witness should convince the verifier V. Formally, for all A € N and for all
(u,v) € R:
crs < Gen(1* R), 7 < Prove(crs,u,w) :
Pr . =1
Verify(crs,u,m) =1

Knowledge Soundness: The notion of knowledge soundness (which is essentially the
same as the one we've just presented for polynomial commitments) implies that there
is an extractor that can compute the witness whenever the adversary produces a valid
argument. The extractor gets full access to the adversary’s state, including any random
coins. Formally, we require that for all PPT adversaries A there exists a PPT extractor
& 4 such that:

crs < Gen(1M,R), (u,m) < Alcrs), w <+ Exlers) 1\
Pr ( Verify(crs,u,m) =1 A (u,w) € R = negl(A)

Succintness: A non-interactive argument where the verifier runs in poly(A + |u|) time
and the proof size is poly(\) is called a succint SNARK. If we also restrict the common
reference string to be poly(\) we say the non-interactive argument is a fully succint

SNARK.

now show the CODStI'UCtiOIlS, PCVC’—SNARK and PCPC—SNARK-

First construction: PCyo_syark

This one is just a slight modification of the original PCy¢ construction where we add a
SNARK proof in the commitment C, showing that

for a

Cpp = VC.Commit(PKpg, PP.PreProcess(p(X));r)

(possible) randomness 7. This would clearly fix the strong evaluation attack shown

in proposition 5.3.4, because even if the space of data structures is bigger than the space
of polynomials, we are proving that the commitment corresponds to a polynomial. Notice
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this would still be efficient for the prover as the OpenEval algorithm complexity isn’t changed.

We need a SNARK for the following relation:

R;S,ﬂp ={(Cpp, (p(X);r)) € CDS x (P x R) | Cpp = VC.Commit(PKpg, PP.PreProcess(p(X));r)
for a (possible) randomness r where PKpp = VC.Setup(1*, S) for a A € N}
where P is the space of polynomials, R is the space of randomnesses and C'DS the space

of the commitments to data structures in DS (the space of the data structures). Using this
building block the new construction, PCy¢c_syark, would be the following:

e Setup(1*,m,d):

1. Generates the ring R.

2. Let S be the upper bound on the size of the data structure DB produced by the
preprocessing algorithm.

3. Let PKpp < VC.Setup(1*, S).
4. Let crs < SNARK.Gen(1*, RS ).
5. Output PK = (crs, PKpg, R,m,d).

e Commit(PK,p(X);r): Given p(X) a polynomial of m variables and individual degree
< d in each variable.

1. Let DB < PP.PreProcess(p(X)) (with |[DB| = S).
2. Let (Cpp,auxpp) < VC.Commit(PKpg, DB;r).
3. Let m «+ SNARK Prove(crs,Cpg, (p(X);1)).

4. Output C, = (Cpp, 7) and let aux, = (DB, aurpp).

e OpenEval(PK, p(X),z,auz,): Given x € R™.

1. Let (i1,...,1) + PP.Lookup(R, m,d, x).
2. For each j € [k], let w; <= VC.OpenPos(PKppg, DBJi;l,i;, aurppg).
3. Output w, = (DBli1], ws, ..., DBlig], wy).

e VerifyEval(PK,C,,z,y,w,): Given y € R.

1. Parse w, = (vy, w1, ..., Vg, Wy,).
2. Let (iy,...,ix) < PP.Lookup(R,m,d, ).
3. Output

k
(/\ V C . VerifyPos(PKpp,Cpg, ij,vj, w;) = 1) A

j=1
A (y = PP.Reconstruct(R, xz,vy,...,vx)) A (SNARK Verify(crs,Cpp,m) = 1).
Proposition 5.3.8 (Correctness). If SNARK satisfies completeness and V C' satisfies cor-

rectness then the PCyc_snark scheme satisfies correctness.
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Proof. Let PK < Setup(1*,m,d) and (C, = (Cpp, ), aux, = (DB,auzpg)) + Commit(PK, p(X);r).
Let w, < OpenEval(PK,p(X),x,aux,). By definition of OpenEval, we can rewrite w, =

(v1, w1, ..., v, wg) where Vj € [k], v; = DBJij| and w; = VC.OpenPos(PKpg, i;,v;,aurpp)

with (i1, ...,7%) = PP.Lookup(R,m,d, ). Then:

VerifyEval(PK, C,, z, p(x), w,) = VerifyEval(PK, C,, z, p(z), (v1, w1, ..., Vg, wi)) =

k
= (/\ VC’.VerifyPos(PKDB,CDB,z'j,vj,w]-)> A (p(z) = PP.Reconstruct(R, z, vy, ..., ;) A
j=1
A (SNARK Verify(crs,Cpp,m) = 1) Dy

where in (1) we use VC’s correctness, SNARK’s completeness and PP’s correctness.
O

Proposition 5.3.9 (Knowledge Soundness). If SNARK satisfies completeness and knowl-
edge soundness and V C satisfies correctness and (weak) position binding, then the PCyc_snark
scheme satisfies knowledge soundness (and thus strong evaluation binding).

Proof. Let PK <+ Setup(1*,m,d). Let A be a PPT such that (C, = (Cpp,7),2,y,w, =
(v1, w1, ..., vk, wy))  A(PK) with VerifyEval(PK,C,,z,y,w,) = 1. Let B be a PPT such
that (Cpg, ) < B(crs). By completeness of the SNARK, SN ARK Verify(crs,Cpg, ) = 1.
By knowledge soundness of the SNARK, there exists a PPT &g such that the extracted
witness (p(X);r) < Eg(crs) satisfies that

(Cpp,auxrpp) = VC.Commit(PKppg, PP.PreProcess(p(X));r)

for some auxppg.
Then, by validity of the verification it holds that for (i1, ...,ix) < PP.Lookup(R, m,d, z):

VO VerifyPos(PKpg,Cpg, ij,v;,w;) = 1 for all j € [k] A
A y = PP.Reconstruct(z, vy, ..., vg).

Therefore, if any of the values v; # PP.PreProcess(p(X))[i;] we can break (weak) position
binding of VC. Otherwise, if all the values v; = PP.PreProcess(p(X))[i;] the correctness of
PP implies that y = p(x), i.e. it can’t be y # p(x).

[

Second construction: PCpc_snark

This construction is a bit different than the previous ones, here instead of committing to the
data structure resulting from preprocessing a polynomial f € Z,[X, ..., X,,] using a vector
commitment, we use a polynomial commitment PC to commit to each of the f; = f mod p;
in the algorithm 3.1.2. Notice this works for the Kedlaya and Umans algorithm for R = Z,
and is not a general construction using a polynomial preprocessing scheme as a building
block. Another building block for this construction is a SNARK, the reason why we need
it is because we need to ensure that the commitments to each of the f; € Z,,[ X1, ..., X;,,] are
indeed the reductions from a polynomial f € Z,[X1, ..., X;;,] modulo their respective p;.

Let PC' = (PC.Setup, PC.Commit, PC.OpenEval, PC.VerifyEval) where PC.Setup(1*, p, m, d)
creates a commitment key to commit and evaluate polynomials in Z,[X;, ..., X,,] with indi-
vidual degree < d in each variable. Also, the concrete relation we want to proof with the
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SNARK is the following:

R = {((Cr s Cn), (from1s ooy fomhy f)) € (CP") X (P, X Ry X ... X Py, X Ry X Py) |

fi=[f mod p;, for each i € [h|, A C; = PC.Commit(PK;, fi;r;)

for a (possible) randomness r; where PK; = PC.Setup(1*, p;, m,d) for a A € N, for each i € [h]}
where P, = {f € Z,[ X1, ..., X,] | f has individual degree < d} for each p, R; are the spaces

of randomnesses and C'P is the space of the commitments to polynomials in any F,. Using
this building blocks the new construction, PCpc_snyark, would be the following:

e Setup(1?*, ¢, m,d):

1. Take h primes p, ..., ps, following the guidelines of the preprocessing algorithm.%

2. Let S be the upper bound on the size of the data structure DB produced by the
preprocessing algorithm.

3. For each i € [h], let PK; + PC.Setup(1*, p;, m, d).

4. Let crs < SNARK.Gen(1*, RES, ).

5. Output PK = (crs, PKy, ..., PK}y,q,m,d).

e Commit(PK, f(X);r;...;rp): Given f(X) a polynomial in Z, of m variables and
individual degree < d in each variable.

1. For each i € [h]:
— Let fi = f mod p; € Z,,[ X1, ..., Xpn].
— Let (C;, aux;) < PC.Commit(PK;, fi;1;).

2. For each i € [h], for all a € Z}":
— Compute y; . = fi(a)(= f(a) mod p;).
— Compute the evaluation proof w; , - PC.OpenEval(PK;, fi(X), a, aux;).
— Store Tila] = (Yia, Wia)-

3. Let m + SNARK Prove(crs, (Cy,....,Cp), (f1,71, -y fn, Thy f))-

4. Output C = (Cy, ..., Cp,7) and let auzx = (T4, auzy, ..., Ty, auxy).

e OpenEval(PK, f(X),r,aur): Given x € Z".
1. For each i € [h], let ; = mod p;.
2. Output wy = (Y121, Wizys s Yoy Whay, )-

e VerifyEval(PK,C,z,y,w,): Given y € Z}".

1. Parse w, = (vy, w1, ..., vy, wp).

2. Find the smallest integer z such that
z=wv; mod p;, for each i € [h].

using the CRT algorithm.

6Recall it holds that d™g™ @D+l = M < py - ... - pp = p*.
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3. Output

h
(/\ PC VerifyEval(PK;, C;, x;, v;, w;) = 1> N
j=1
A (y=2 modq) A (SNARKNerify(crs, (Cy,...,Ch),m) = 1).

Proposition 5.3.10 (Correctness). If SNARK satisfies completeness and PC' satisfies
correctness then the PCpo_snark scheme satisfies correctness.

Proof. Let PK <« Setup(1*,q,m,d) and (C = (Cy, ...,Cp, 7), aux = (Ty, auxy, ..., T, auzy)) <
Commit(PK, f(X);r1;...;rn). Let w, < OpenEval(PK, f(X),z,auz). By definition of
OpenEval, we can rewrite w, = (vy, wy, ..., vy, wy) where Vi € [h], v; = fi(x;) and w; =
PC.OpenEval(PK;, fi(X), z;, aux;) with x; = 2 mod p;. Then:

VerifyEval(PK,C, z, f(x), w,) = VerifyEval(PK,C, z, f(x), (v, w1, ..., o5, wp,)) =

h
= </\ PC.Verinyval(PKi,Ci,xi,vi,wi)> A (f(x) =2 mod q) A
i=1

A (SNARK Verify(crs, (Cq,...,Cp),m) = 1) Wy

where in (1) we use PC’s correctness, SN ARK’s completeness and correctness of algorithms
3.1.2 and 3.1.3. O

Proposition 5.3.11 (Knowledge Soundness). If SNARK satisfies completeness and
knowledge soundness and PC' satisfies correctness and weak evaluation binding, then the
PCpc_snark scheme satisfies knowledge soundness (and thus strong evaluation binding).

Proof. Let PK + Setup(1*,q,m,d). Let A be a PPT such that

(C=(C1y- s Cpym), 2, Yy Wy = (Y1015 Wiy s +os Yoy » Whizy,)) — A(PK).

Let B be a PPT such that ((Cy,...,Cp),m) < B(crs). By completeness of the SNARK,
SNARK Verify(crs, (Cy,...,Cp),m) = 1. By knowledge soundness of the SNARK, there
exists a PPT &g such that the extracted witness (f1,71, ..., fa, 7n, f) < Eg(PK) satisfies that

fi=f modp; N (C;,aux;) = PC.Commit(PKj;, f;;r;), for each i € [h]

with f € Z,[ Xy, ..., X;,] with degree < d in each individual variable.

Therefore, if any of the values v; # f;(x;), where z; = mod p; and v; = y; ,,,, we can break
weak evaluation binding of the i-th PC instance. Otherwise, if all the values v; = f;(x;),
then from the fact that f € Z,[Xy,..., X,,] with degree < d in each individual variable we
have that:

vi = fi(w;) = f(z;) mod p; <M <p"=pi-...-ps

and then by uniqueness of CRT reconstruction we have y = f(z).
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Chapter 6

Conclusion

The following table summarizes the results we achieved for the prover efficient polynomial
commitment constructions:

Efficient Evaluation Strong

Construction evaluation Building

opening binding binding blocks

PCyc Q Q Q PP+VC Q

PCyc.snark o 0 o PP +VC + SNARK Q
PCrc.snark o o o PC + SNARK Q

Figure 6.1: Comparison between constructions.

As shown in section 3.3 although the preprocessing algorithm has interesting theoretical
aplications, it is still not practical. However while working on this, we also found a paper
[27], where the authors propose some optimizations for the DEPIR scheme in [22]. Their
paper focuses on improving the algorithm for R = Z,[X,Y|/(E1(X), E5(Y)), which is the
ciphertext space of the DEPIR protocol, in terms of both runtime and server storage. For a
database of size N ~ 22 the naive implementation of the protocol would require the server
to store at least 10™ elements (a few bytes each). Their implementation requires less than
5.3 - 10! elements to be stored by the server, which is a huge improvement.

Further interesting research topics might be checking if the techniques to add updatability
in the DEPIR scheme (or similar) can be used in our polynomial commitment, and also to
find applications for our polynomial commitment.
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