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New Protection Techniques Against SEUs for Moving
Average Filters in a Radiation Environment
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Abstract—Single Event Effects (SEEs) caused by radiation are
a major concern when working with circuits that need to operate
in certain environments, like for example in space applications. In
this paper, new techniques for the implementation of moving av-
erage filters that provide protection against SEEs are presented,
which have a lower circuit complexity and cost than traditional
techniques like Triple Modular Redundancy (TMR). The effective-
ness of these techniques has been evaluated using a software fault
injection platform and the circuits have been synthesized for a com-
mercial library in order to assess their complexity. The main idea
behind the presented approach is to exploit the structure of moving
average filter implementations to deal with SEEs at a higher level
of abstraction.

Index Terms—Digital filters, radiation hardening, redundancy,
Single Event Upsets (SEUs).

I. INTRODUCTION

HE effects of radiation on microelectronic circuits have a
T number of consequences that impact the design of devices
that operate in certain environments [1]. One type of these ef-
fects are Single Event Effects (SEEs), which cause changes in
the values of flips-flops or combinational logic [2]. In order to
mitigate the effects of SEEs, a number of techniques can be used
at the physical level (device size and structure) [3]. In addition
to those techniques, redundancy can be introduced in the de-
sign so that it can detect and correct SEEs [4]. Single Event Ef-
fects (SEEs) can be classified in Single Event Upsets (SEUs)
and Single Event Transients (SETs), depending on whether the
change in the digital value occurs in a permanent storage el-
ement or in a combinational element. Single Event Transients
(SETs) would only result in a persistent error if they propagate
to the input of a storage element and they meet the setup and
hold constraints there [5].

To deal with SEUs, a common approach is Triple Modular
Redundancy (TMR), which triplicates the flip-flops in the de-
sign and adds logic to vote in case of conflict. If it is neces-
sary to deal with SETSs, Functional Triple Modular Redundancy
(FTMR), which also triplicates the combinational logic, can be
used [4].
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Fig. 1. FIR filter implementation.

One advantage of both TMR and FTMR is that they are gen-
eral techniques that can be applied to most digital circuits. How-
ever, this comes at a high cost in terms of circuit area and power
and more so for FTMR.

Another approach to deal with SEE:s is to apply circuit spe-
cific techniques that exploit the inherent redundancy or fault
tolerance of some circuits [6]-[9]. This means that some fail-
ures may not have an impact on the circuit functionality or may
be detected and corrected using elements of the circuit. For ex-
ample, in a circuit that implements a communications receiver,
an SEU can cause a bit error in the received sequence, but if
SEUs occur rarely, the receiver may still meet the Bit Error Rate
target without further impacts. In this case, seldom SEUs are
not critical and protection would not be an issue. However, if
the Error Rate needs to be reduced, SEUs have to be handled
accordingly. In the previous example, if it is possible to add a
Viterbi Decoder [10] to the receiver, then the error caused by
an SEU at the input may be corrected as part of the decoding
process. In this way, a protection level has been added to the
circuit in a specific way, taking its knowledge (behavior) into
account.

Although there is almost no previous work covering their pro-
tection [11], Digital Finite Impulse Response (FIR) filters are
good candidates for such approach, as they exhibit a regular
structure and are frequently used in space applications [12]. A
FIR filter performs the following operation [13]:

N-1

uln) = 3 aln — i il )

=0

where x[n] is the input signal, y[n] the output and h[n] the im-
pulse response of the filter whose non-zero values are all in the
0to N — 1 interval.

A number of structures have been proposed to implement FIR
filters [13]. Two of the most common ones are illustrated in
Fig. 1.

Although both implementations are functionally equivalent,
they exhibit different behaviors in the presence of SEEs. For
example, an SEU in the first structure will cause an error in the

0018-9499/$25.00 © 2007 IEEE
Authorized licensed use limited to: Univ Complutense de Madrid. Downloaded on November 05,2024 at 11:38:16 UTC from IEEE Xplore. Restrictions apply.



958

oo (o]
!

v A e

l yin]
A)

RIS ET T

5 D | >
il

B)

y[n-1]

Fig. 2. Examples of moving average filter implementations. (A) FIR (B) IIR.

output that can last for /N —1 clock cycles at most, whereas in the
second one, an SEU will only corrupt y[n] for one clock cycle.
In fact, in the first case, the error in the delay element propa-
gates to the output filtered by a portion of the impulse response
depending on the position of the delay element that suffered the
SEU.

As it can be seen in this example, just looking at the effects of
SEEs on existing filter implementations can yield interesting re-
sults. In this paper, one special type of FIR filter is analyzed, the
moving average filter, which shows some interesting properties
for implementation and that is also used in many applications.

A moving average filter performs the following operation
[13]:

il = 3 el @

which is a particular case of (1). Normally, NV is a power of two,
so that the division can be implemented with a shift operation.
In this case, the filter needs only adders.

A more efficient implementation can be derived by rewriting
(2) as follows:

sl =yl = 1+ bl — ol = N). O

In this case, only two adders are needed irrespective of the
value of N. In fact, this implements the FIR filter using an Infi-
nite Impulse Response (IIR) structure. A diagram for both im-
plementations is shown in Fig. 2.

A firstlook at the effect of SEUs on both structures shows that
in the case of the more efficient IIR implementation, SEUs in the
delay line or in the accumulator can cause errors in the output
that will persist until the filter is reset. This was previously noted
in [14] as a drawback of the IIR structure and used to advocate
the use of a FIR structure for cascaded moving averaged filters.

The previous discussion clearly shows how the presence of
SEEs can influence the choice of the implementation structures
for digital filters, and suggests the interest of smart protection
techniques.

In the rest of the paper, new techniques to detect and correct
SEUs in moving average filter implementations are explored.
The paper is structured as follows: first, the proposed protection
techniques are presented; then, using a software platform for
fault injection, their effectiveness is evaluated in the presence
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of SEUs; and finally, the techniques are compared in terms of
implementation complexity with existing approaches.

II. SEES PROTECTION TECHNIQUES

To come up with optimal SEEs protection techniques, we
need to take the requirements of the application in which the
filter is used into account. This is part of the bottom line of
the presented methodology, generically described as “using the
knowledge of the system.” In order to assess this proposal, three
distinct scenarios will be presented, each of them with different
protection requirements. By carefully assessing these require-
ments, efficient implementations will be generated, which are
more convenient than general (non-specific) protection tech-
niques.

A. First Scenario (Low Protection Requirements)

Letus consider a first scenario where the filter is used to detect
Ethernet Link Pulses [15] in the presence of noise. Assume that
idle periods in between pulses are present, and that the detected
pulses drive a state machine that ensures that occasional misde-
tection causes no problem to the application. In this situation,
errors on the output of the filter can be tolerated as long as they
are transient. In this application, the FIR-like implementation
can be directly used, since this kind of errors are not permanent
(see previous section). However, in order to use the IIR-like im-
plementation, a protection technique is needed to ensure that the
effects of SEUs become transient.

The traditional approach to deal with SEUs would be to apply
TMR to all storage elements. If protection against SETS is also
desired, the use of FTMR would also imply the replication of
the combinational logic, which in this case is relatively small
(more so if N is large).

A better approach, however, would be to detect that we are in
an idle period and if the accumulator has a value that is greater
than the maximum expected value for that case then reset the
accumulator and the delay line registers. In this way, an extra
counter can be added, which will compute the number of con-
secutive idle cycles in the system. By idle, we mean cycles in
which the system input is below a given threshold, what would
indicate the presence of noise in the filter. On the other hand,
inputs over the noise threshold would be considered as active
data. Therefore, if the counter detects IV consecutive idle cycles
(being N the number of taps in the circuit), this would mean
that anything inside the circuit (stored in the delay line) comes
from acquired noise, and therefore it can be discarded (reset).

With this sanity check mechanism, the filter actually is reset
whenever N idle cycles are detected, what has an indirect ben-
efit as protection technique for SEUs. No matter when an SEU
hits the system, it will only last until the next reset of the circuit,
making its effect transient. Notice that the mechanism will only
work if frequent N idle cycles can be guaranteed, but since the
system knowledge assures that this application can expect this
kind of input, the proposed technique will be good enough, with
a cost much lower than TMR. This is the core of the first pro-
posed technique, as illustrated in Fig. 3.

Special care must be taken to ensure that SEUs in the added
control logic do not cause errors; this can occur, e.g., if an SEU
in one of the bits of the counter triggers the reset of the filter
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Fig. 3. Illustration of the first protection technique.
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Fig. 4. Second proposed technique.

during the detection of a pulse. With a careful selection of the
threshold value for the counter we can ensure that this situation
will never happen. If N is a power of two, then the threshold
to reset can be set to N + 1 samples, rather than to N. In this
way, a single SEU in only one bit will never cause the mentioned
reset, since the value of the counter would be zero during pulse
detection, and in order to get to N + 1 (reset condition), two
bits flipped to 1 would be needed (what can be caused by two
simultaneous SEUs or other phenomena like single heavy ions
with large diffusion track radii).

B. Second Scenario (Average Protection Requirements)

As a second scenario, let us take an application that can tol-
erate occasional errors on the output of the filter (like in the first
scenario) but that has no guarantee of idle periods that can be
used to reset the accumulator and delay line registers.

In this situation, the computation of the output can be done
in parallel by another structure added to the filter, for the sake
of comparison. Obviously, if this added structure is a replica
of the filter itself, we would be doubling the complexity of the
system. To avoid this situation, this parallel structure will be im-
plemented with a decimated filter (as illustrated in Fig. 4), which
has a structure simpler than a regular filter, with the drawback
that it only computes the right output one out of N cycles.

In this way, the output of both structures would be compared
at each y[n*N], what is one out of N times. After the compar-
ison, several cases can arise:

* Both structures have the same output. This means the

system is error-free.

* The structures have different outputs. This means that an

SEU has hit the original filter or the secondary (decimated)
one. To determine where the error is, the decimated filter

is reset, and after IV cycles the comparison is made again.

After this, it may happen that:

— The error is gone. That means the SEU was in the deci-
mated filter.

— The error is still present. That means the SEU is in the
main filter which needs to be reset, in order to eliminate
1t.

Regardless of which of the previous situations happens, the
SEU will always be transient, what satisfies the application re-
quirement, but in this case, no idle periods are needed. There-
fore, the protection level has been increased with a minimum
complexity increment thanks to applying the knowledge of the
system.

It is worth noting that although we have focused in SEUs,
the techniques proposed so far would work as effectively for
SETs, as their effects are, in the worst case, equivalent to an
SEU (with the exception of a SET in the incoming signal for
the second technique). This compares with the triplication of
the combinational logic required in FTMR to deal with SETs.

C. Third Scenario (High Protection Requirements)

As a third and final scenario, let us assume that we want to
provide protection such that SEUs do not cause any errors in the
output of the filter. One alternative to using TMR 1in all registers
is to take advantage of the fact that the registers for the FIR
implementation in the upper part of Fig. 1 and for the IIR like
implementation are connected in such a way that their values do
not suffer changes as they move across the delay line.

This can be used to compute a two-dimensional parity as fol-
lows:

» For each input value, compute a ‘vertical’ parity bit Pv.

» For each bit position on the input value, compute a ‘hori-
zontal® parity bit Ph across all the bits that have that posi-
tion on the registers of the delay line.

Pv is only updated at the input of the delay line, while Ph is
updated every clock cycle with the bit entering the delay line and
the one leaving it. These two sets, Pv and Ph, form the accumu-
lated parity of the circuit, which is constantly being updated.

Dynamically, each time a new value reaches the circuit, both
the horizontal and vertical parity are re-checked and compared
with the accumulated values. Then, several situations can arise:

* The actual and accumulated values are the same. There is
no problem with the system and its behavior can be taken
as correct.

* There is a discrepancy between a bit of the accumulated
and actual Ph and between a bit of the accumulated and
actual Pv. If both differences happen, that means an SEU
has affected a register in the delay line. The bit affected by
the SEU is the crossing point of the discrepant Ph and Pv.
In this way, since it has been identified, it can be corrected
instantly, and therefore, the system behavior remains cor-
rect.

» There is a discrepancy between a bit of the accumulated
and actual Ph or between a bit of the accumulated and ac-
tual Pv. If only one of the parity registers shows the dis-
crepancy, it would mean an SEU has affected the discrepant
parity register itself. It is important to remember that all the
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Fig. 5. Third proposed technique.

extra structure added for protection can also be affected by
SEUs.

This is the outline of the third proposed technique, as illus-
trated in Fig. 5.

Note that if an SEU strikes on Phy the error can be perma-
nent and therefore it needs to be corrected. One alternative is to
use TMR on Ph,. However, it seems that a better option is to
generate a signal Err, = FErryq or Errys or ... or Erry, that
indicates if there is an error on the vertical parity bits. Then if

(Erry, = 0) and (Errp; = 1) we know that there has been an
SEU on Ph; and we can do Ph; = not(Ph;). This is illustrated
in Fig. 5(C).

As already mentioned, at each clock cycle Phs and Pvs are
recomputed and compared with the stored values. If there are
no differences By, ,, would be updated at each clock cycle
with By n—1. If both Pvy, and Ph,_; show differences with
the stored values, then By, , would be updated with By, ,_1
negated. This correction logic is illustrated in Fig. 5(B).

The overhead of this approach is N + M flip-flops plus the
logic to compute the parities and detect the errors. In principle,
it would work for both the FIR and IIR implementations.

D. Revisiting the Third Scenario: Delay Issues

There is, however, one potential problem with the last tech-
nique that can be explained by analyzing Fig. 5(B). Basically, if
an SEU occurs in the middle of a clock cycle, it will not be cor-
rected until the new value of By; propagates through the parity
checking logic and sets Erryi and Erry; to 1 (so that the in-
verted output of the flip-flop is selected). So, potentially, if the
SEU occurs near the end of the clock cycle the wrong value may
be stored in the next element of the delay line before the correc-
tion can take place.

To avoid this problem, buffers could be used to delay the
inputs to the multiplexer so that they have approximately the
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Fig. 6. Proposed implementation for the last delay line register in technique 3.

same delay that the signal that controls that multiplexer. How-
ever, this may be complex to do and it would also complicate
synthesis and place and route that would require manual inter-
vention. This would make the design technology dependent and
therefore harder to reuse.

A better alternative can be found by noting that for the IIR
implementation, this problem is only an issue if it occurs in the
last element (register) of the delay line. If it happens on previous
elements, it would be corrected during the next clock cycle, and
it would never cause a difference in the filter output (since only
the last element of the delay line is used for subtraction). This
observation could be used to solve the problem by adding TMR
to this last register only, such that SEUs in this register would not
propagate to the multiplexer. In this situation, for this last reg-
ister, we only need to correct SEUs that occurred in the previous
delay line register and that have been propagated to this because
they occurred at the very end of the clock cycle (other SEUs will
be eliminated by TMR). The overall strategy is shown in Fig. 6.
The additional cost in terms of area is quite low, as TMR is only
added to one register.

By adding this protection, we ensure that SEUs will not cause
any error on the filter output, and therefore the protection re-
quirements stated for this scenario are met.

Note that this can only be done for the IIR structure. However,
for the FIR one, we can have errors in the filter output caused
by SEUs that occur in any delay line register (all are connected
through adders to the filter output) at a time, such that the wrong
value propagates to the output before it can be corrected. The
amount of time during which an SEU can cause this error is the
difference between the delay of the correction logic and the data
input to the multiplexer. If this is small compared to the clock
cycle, then most of the SEUs will not cause errors in the filter
output and this technique may still be useful. If that is not the
case, buffers could be used as discussed before.

A similar problem to the one just discussed can occur when
correcting Phy if an SEU has changed By;, and Erryy becomes
1 before Err, does. In this case, Phy would be inverted, and if
that happens at the end of a clock cycle, the inverted Phy could
be stored. However, in this situation, the error in Phj will not
cause errors on the filter output, and it will be corrected in the
next clock cycle. Finally, the two previous problems could also
theoretically occur simultaneously. In that case, Phy, would be
inverted and By; would not be corrected creating an error, in
practice. Nevertheless, this is unlikely, since Erryy should be 1
for the first problem to occur, and in that case Erry; needs to
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be O for the second problem to occur. In most cases, the delay
to generate Frrp, would be similar or larger than the one to
generate Erry; (assuming that we have more taps than bits in
each register).

E. Protection Technique Optimization

The technique explained in scenario 3 would be referred to as
technique 3 in the rest of the document, as some optimizations
are going to be further discussed. We start by noting that in the
case of the IIR-like implementation, the scheme can be simpli-
fied, as the values of the registers are only used at the end of
the delay line. This allows correcting only the errors in the last
register of the delay line, so that the additional logic is greatly
reduced (basically the logic on Fig. 5(B) would now be used in
the last register rather than in all of them). The price paid for
this is that now SEUs that occur a few clock cycles apart are
more likely to have the effect of multiple upsets producing er-
rors at the output. For an environment in which that is unlikely,
this technique 3A would be a suitable option.

Once the correction on all but the last register in the delay
line has been removed, the re-computation of the vertical errors
on the previous registers is kept, for the sole purpose of Ph pro-
tection. An alternative would be to duplicate the registers that
store Ph; so that if there is an SEU in one of them, we can re-
cover by doing: if Ph;1! = Ph;2, then, use the re-computed
version of Ph; for the next clock cycle as shown in Fig. 7. This
allows removing all the logic for vertical error re-computation
and provides an additional reduction of complexity as illustrated
in Fig. 8. This optimization will be referred to as technique 3B. It
has the additional advantage that it does not exhibit the problem
on the correction of Phy previously discussed.

As stated before for both optimizations, 3A and 3B, if two
SEUs occur N or less clock cycles apart, it may not be possible
to correct them. In fact, there are situations in which that is also

true for technique 3. These situations involve an SEU hitting one
Pv followed by another SEU prior to the erroneous Pv leaving
the delay line. This could be avoided with a small area increment
by protecting Pv in a similar way to what has been proposed for
Ph in Fig. 7. This option, however, is not fully explored in this
paper due to lack of space.

One of these situations is as follows: an SEU hits one Pv
and then, later, another one hits one of the bits of the register
that contains the erroneous Pv. In that case, the vertical parity
checking would give the correct result and the erroneous bit will
not be corrected. This is however an unlikely event when com-
pared with all the possible situations that would cause an error in
techniques 3A and 3B. For example, if an SEU hits By; and two
clock cycles later another SEU hits B33, we would have errors
on B33 and By3. This would set Erry3 and Erry4 but not Err3,
and therefore no correction would be made. Another example is
when an SEU hits By; and two clock cycles later another one
hits Bys. In that case, Errypy, Erryo, Errys and Err,s would be
set to 1, so that when the first erroneous value reaches B,y at
the next cycle, both B4 and B2y will be inverted introducing an
error in Boy. In general, it can be seen that any two SEUs on the
register bits will create errors on the filter output for techniques
3A and 3B.

The previous example also shows that the original technique 3
is unable to protect against Multiple Bits Upsets (MBUs). Al-
though we have not fully investigated the effects of MBUs in this
paper, it can be demonstrated that none of the proposed tech-
niques nor TMR can ensure that there will be no errors in the
filter output, although TMR will be more robust. In the case of
the proposed technique 3 for the IIR, the MBUs can create per-
manent errors that could be dealt with by adding technique 1 or
2 to make those errors transient.

Finally, note that for the IIR like implementation, it may be
possible to use a memory block to store the registers, since only
one read and one write operation per clock cycle is needed. Al-
though not explored in this paper, using a memory with built-in
SEU protection [16] may be then an alternative to protect the
filter.

Another observation is that the proposed scheme for the FIR
implementation of the moving average filter, with the limitations
previously outlined, can be in fact used for any FIR filter that is
implemented with that structure.

III. EVALUATION OF THE SEU PROTECTION TECHNIQUES

In the previous section, some protection techniques have been
discussed that can be used for moving average filters in certain
applications. In this section, their effectiveness for actual im-
plementations will be evaluated. The proposed techniques have
been implemented in VHDL and then the circuits have been syn-
thesized for a commercial ASIC library (see Section IV). This
will also allow assessing the efficiency of the proposed tech-
niques in terms of circuit complexity and compare it with the
traditional approaches in the next section. Then, a simulation
environment will be used to insert SEUs in the circuit and eval-
uate their effects.

A block diagram of the environment is shown in Fig. 9. This
environment uses Matlab to generate the reference signals for
the input and output of the filter that are stored in files. These
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files are then used to drive the circuit implementation using
a commercial VHDL simulator (Modelsim), whose output
is compared with the reference output in order to detect any
discrepancies. SEEs are introduced using the Single Event
Upset Simulation Tool (SST) developed at the European Space
Agency [17], which has been updated so that it works with the
latest releases of Modelsim and extended in functionality for
the purpose of these experiments [18].

This environment is flexible in the way that different signals
are easily generated in Matlab to exercise the filter under dif-
ferent conditions. The SST is also convenient to define when
and where to insert SEEs in a design. A case study of the tool
working with FIR and IIR filters can be found in [19].

To better illustrate these features, the first protection tech-
nique described in the previous section has been evaluated, as-
suming an 8-bit input signal, x[n], with range —1,1 and N set
to 16. The threshold to reset the accumulator is three LSBs. We
start by generating a sequence (see top of Fig. 10) of pulses (in-
stants multiple of 100) plus impulsive noise (instants 50, 150,
250, etc.) in Matlab, and then an SEU is introduced in the accu-
mulator on cycle 20, in order to check the discrepancies at the
output. The results (see Fig. 11) show that there is no permanent
error and also demonstrate how the circuit recovers from such
errors. We have also used the SST to insert SEUs only during
the reception of pulses and only in the protection logic, to check
that pulse detection is not affected by SEUs in this case.

For the second example, a signal that contains the pulses
plus a high frequency noise has been generated (see bottom of
Fig. 10), and then the SST has been used to insert an SEU in
cycle 10. In this case, technique 1 would not work, as the in-
coming signal continuously exceeds the threshold. As it can be
seen in Fig. 12, technique 2 removes the error in approximately
2* N samples. Besides, the SST has been employed to check that
SEUs in the decimated filter used for correction do not cause er-
rors in the output of the filter.

For the third example, some SEUs have been introduced in
the registers of the delay line, in order to check that they are
corrected. Then, other SEUs have been applied to the parity
bits, in order to verify that they do not trigger erroneous correc-
tions. Both VHDL simulations (introducing delays in the parity

IEEE TRANSACTIONS ON NUCLEAR SCIENCE, VOL. 54, NO. 4, AUGUST 2007

Signal Value

—— First example Input
1000

0 100 200 300 400 500 600 700 800 900

Signal Value

—— Second example Input
1000

0 100 200 300 400 500 600 700 800 900

Fig. 10. Input signals for examples 1 (top) and 2 (bottom).

0.6 ) " | — Output Reference
- Output without Redundancy in Presence of SEUs

5 0.4+

©

Z 02

©

[

N

(7]

0=

0.2 . L | . . | ! .
0 100 200 300 400 500 600 700 800

900 1000

0.6 T T
—— Output Reference
- Output with Redundancy in Presence of SEUs

g 0.4
<
> 02} -
©
=
=4
O O

.0'2 1 1 1

0 100 200 300 400 500 600 700 800 900 1000

Clock Cycle

Fig. 11. Output of an unprotected IIR (top) and of an IIR protected with tech-
nique 1 (bottom).

checking and delay back-annotated simulations on the synthe-
sized netlist) have been run, in order to check that the SEU
propagation described in the previous section causes errors in
the filter output when TMR is not present in the last delay reg-
ister element. Reciprocally, it has been proved that this does not
happen once TMR is added. With the final implementations of
the different variants of the technique, we have verified that the
output of the filter does not show any discrepancy with the ref-
erence output when inserting random SEUs that are at least [V
clock cycles apart. We have also checked that SEUs that are
closer than N clock cycles apart can create errors on the filter
output, as described before.

Although we have focused on analyzing the effects of SEUs
affecting some particular bits or registers, the fault insertion
campaigns applied to all three examples are far more extensive,
including in all cases thousands of random SEUs.

IV. COMPARISON WITH TMR

In this section, the proposed techniques are compared with
the traditional ones in terms of complexity. We have focused on
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Fig. 12. Output of an unprotected IIR (top) and of an IIR protected with tech-
nique 2 (bottom).

TABLE I
NUMBER OF GATES FOR THE FIR LIKE IMPLEMENTATIONS

N=28 N=16 N =32

FIR 713 1591 3788

FIR with TMR 1686 3538 7500

TABLE II
NUMBER OF GATES FOR THE IIR LIKE IMPLEMENTATIONS

N=38 N=16 N =32
IR 517 866 1550
IR with Tech. 1 690 1141 2024
IR with Tech. 2 835 1300 2186
IIR with TMR 1633 2962 5591
IIR with Tech. 3 1452 2332 4029
IR with Tech. 3A 1263 1915 3194
IR with Tech. 3B 1173 1701 2727

the number of equivalent gates, as an estimate of circuit com-
plexity. The results (see Tables I and II) have been generated for
a TSMC 0.25um library and assuming a 50-Mhz clock and an
8-bit datapath. For the FIR case, the structure showed at the top
of Fig. 1 has been used, as it is the one that results in a lower
gate count.

The first thing to note is that the IIR implementation is more
efficient than the FIR one, as expected, and that for large values
of N, the difference can be more than double. This explains why
the IIR implementation is normally used in the absence of SEUs.
It should also be remarked that although not shown in the tables,
the IIR implementation is also faster, and therefore, for the same
technology, the filter can operate at higher clock frequencies.

In the presence of SEUs, the unprotected IIR implementation
will suffer permanent errors, while the FIR one would only show
temporary ones. In this case, what needs to be compared is the
unprotected FIR versus the [IR protected with techniques 1 and
2 that mitigate the effects of SEUs, so that they become tem-
porary. It can be seen that for large values of N, the IIR with
techniques 1 and 2 is still significantly smaller that the FIR. For
N = 16, the reduction is 28% and 18% respectively, while for

N = 32, the reduction is over 40% in both cases. This is so
because for these techniques, the amount of redundancy intro-
duced is almost independent of the value of N. The IIR pro-
tected with these techniques still has the speed advantage versus
the FIR that has been mentioned before.

If we now focus on implementations that ensure that isolated
SEUs do not cause errors on the filter output, we can compare
the IIR protected with technique 3 (in its various forms) versus
the IIR protected with TMR (note that the FIR with TMR is not
considered, as it would be equivalent in this case to the IIR with
TMR but with larger number of gates). The original technique
3 results in a reduction of 10% to 30% in the number of gates.
The variants 3A and 3B provide larger savings of 20% to 40% in
the first case, and 30% to 50% in the second. These results show
that technique 3 may be a good choice in this case. Whether to
use the original technique 3 or one of its variants will depend
on the probability of having two SEUs occurring a few (/V or
less than V) clock cycles apart. If that is negligible, then 3A or
3B should be preferred in order to minimize the implementation
cost. If it is not, then the original technique 3 should be used to
provide better protection against those events.

In summary, the proposed techniques 1 and 2 enable the use of
the IIR structure when transient errors are acceptable at the filter
output, while technique 3 provides effective protection when all
the errors are to be avoided at the filter output. In both cases,
significant savings in terms of area are obtained when compared
with traditional techniques.

V. CONCLUSIONS AND FUTURE WORK

In this paper, new techniques to protect moving average filter
implementations from the effects of SEUs have been presented.
These techniques exploit both application and system knowl-
edge in order to provide a more intelligent protection that re-
sults in a lower circuit complexity compared to TMR, as it has
been shown in the paper. The proposed techniques have also
been tested using a simulation environment that enables a flex-
ible testing of the effects of SEUs on signal processing circuits.

In previous sections, it has been mentioned that some of the
proposed techniques can be applied to general FIR filters. Eval-
uating their effectiveness and complexity is a natural extension
of the work presented in this paper. FPGA-based filter imple-
mentations could also be studied to assess if similar techniques
are applicable.

More generally, the same broad idea of using system knowl-
edge to derive protection techniques can also be applied to
other types of filters like generic IIR filters, adaptive filters,
filter banks, etc.

Another topic for future work would be to evaluate the pro-
posed techniques using more complex fault models [20], [21].
This requires major changes to the SST that are planned for fu-
ture releases of the tool.
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