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Abstract

An ‘open’ certification process is characterised here that is not based on any
central agency, but rather on the option for any party to confirm any part of the
certification process at will. The model for this paradigm has been a distributed,
piece-wise, semantic audit carried out on the Linux kernel source code using a
lightweight formal method.

Our goal is a technology that allows open source developers to receive for-
mally backed certifications for their project, in quid pro quo exchanges of re-
sources and expertise with other developers within an amorphous and anony-
mous cloud of volunteers. To help ensure the integrity of the results, identifying
details such as subroutine and variable names are not included in the data sent
for analysis, each part of the computation is repeated many times at different
sites, and checkpoint information is generated that enables independent checks
to be carried out without starting from scratch each time.

Keywords: Formal Methods, Software Verification, Static Analysis, Open
Source, Cloud Computing, Distributed Computation

1. Introduction

We have prototyped a distributed platform aimed at the formal verification
and static analysis of large open source code bases and the software has been
tested using the Linux kernel source code as target. Our approach is motivated
by the vision of a future in which a formal verification problem can be sent
out to an ‘open verification’ community of anonymously volunteered resources
for resolution. The community ethos means that a problem submitter ought to
contribute resources to solving others problems, and volunteers whose machines
perform the computations do so partially as quid-pro-quo for their verification
problems being solved too. Eric Raymond’s arguments in [Ray01] suggest the
rationale may be ‘selfish altruism’ — it is worth a contributor’s while to help get
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others problems out of the way when that favours the treatment of theirs next.!
Be that as it may, the community possesses computational resources beyond the
reach of an individual, and if its resources are turned on each problem in turn
then that makes possible what is not possible for one developer alone.

Hopefully, with the availability of this kind of facility, some supporters of
an open source project who do not have the skills to contribute by coding will
contribute instead by lending their CPU cycles to certify the releases error-free
(with respect to the classes of error being searched for). They might also get in-
volved more deeply in verification themselves, once they see how it works. That
it is in people’s economic interest to contribute when they come to understand
how to make an improvement in an open source context is also explained by
Raymond’s argument — by contributing they unburden themselves of the main-
tenance costs of their solution in the face of ongoing changes in the platform; if
they do not contribute it or maintain it, with time it loses its worth.

We propose that architecture as a means of removing the bottleneck of a
central certification authority or authorities, which occupies a critical position
in traditional approaches to certification. An abundance of volunteer CPU cycles
allows verification to be repeated several times over for reliability, while stored
intermediate results allow each calculation to be rechecked as required. Instead
of blind trust, we may rely on many eyes for scrutiny — this is a candidate
for an ‘open certification” method, in other words. While neither design nor
implementation is perfect or complete in our prototype, it is to be hoped that
our initiative will stimulate better efforts and further progress towards that goal.

Our prototype system consists of a database back-end and its servers, and
Internet clients both running the verification solver software and contributing
new problems to the servers. The target community consists of individual de-
velopers each with a tiny computing base, which is not continuously online for a
multiplicity of reasons. For example, in the experience of the first author, keep-
ing even a four-machine network running at home in 45C temperatures during
August (partaking of the experiment reported here) is best avoided.

The Linux kernel code treated in the work reported here is ANSI C [Ame89,
Int99| with embedded assembler, and no significant restrictions. There is no
inherent limitation to a particular language, however. And while it is the case
that (unrestricted) C is a naturally intractable candidate for verification because
of indirections via pointers and other infelicitous language features, those ob-
stacles are contemplated in the verification technique used. The technique uses
deliberately approximate (but sound) verification logic [BG04, BP06a, BP0Gb,
BP06¢c, BP06d, BPL06, BP07]| customised for each particular verification.

1«3, Random Hacker is left with two choices: sit on the patch, or throw it into the pool
for free. The first choice ... incurs a future cost — the effort involved in re-merging the patch
into the source base in each new release ... The second choice may ... encourage reciprocal
giving from others that will address some of J. Random’s problems in the future. The second
choice, apparently altruistic, is actually optimally selfish in a game-theoretic sense." [Ray01]



1.1. Context and related work

The verification technology used in the work reported here falls in the class
of ‘lightweight’ verification technologies. It is based at the top level on a sym-
bolic programming logic and at the bottom level on decision procedures using
mixed integer linear programming [Sch98| implemented using the GNU Linear
Programming Kit (GLPK). The GLPK is intended for solving large-scale lin-
ear programming and related problems. It is a set of routines itself written in
ANSI C and organised as a library, available as part of the GNU Project and is
released under the GNU General Public License [Bob01, Gom99]. That is par-
ticularly appropriate here because the principal target for our technology has
historically been the open source C code of the Linux operating system kernel
(see for example [BGO4]).

Other lightweight verification technologies in the same class include Splint
[EL02] (derived from Larch [GH]), also ESC/Java and Spec# [BKS04]. All these
tools make some sacrifices in the area of completeness or precision in order to
be useful on the undecorated original source codes, and some require expert
annotations to be added to the source. And while the C language is always a
particularly difficult target for such technologies, some notable attempts at it
have been made.

David Wagner and collaborators in particular have been active in the area
(see for example [JWO04|, where Linux user space and kernel space memory
pointers are given different types, so that their use can be distinguished, and
[WFBAOQO|, where C strings are abstracted to a minimal and maximal length
pair and operations on them abstracted to produce linear constraints on these
numbers). That research group often uses model-checking [CES86].

Their approach in [WFBA00, JW04] makes use of both model-checking and
abstract interpretation [CC77| (abstraction is used in general in order to ‘air-
brush away’ the more unsavoury aspects of C), and therefore contrasts with
contributions like Jeffrey Foster’s work with CQual [FTA02], which seek to ex-
tend the type system of C in a more controllable direction. In particular, CQual
has been used to detect “spinlock-under-spinlock", a sub-case of one of the anal-
yses routinely performed by the tools used in the experiment reported here.

The SLAM project [BR02] originating at Microsoft also analyses C programs
using a mixture of model-checking, abstract interpretation and deduction. That
technology is intrinsically an order or more of magnitude slower than the basic
technology used in the experiment described here, but it also works by creating
an abstraction of the program code, and it also generates intermediate state
descriptions mechanically.

The Coverity checker [ECCHOO0] has also been used in the context of the
Linux kernel. Coverity is a commercial tool based on a user-extensible version
(a meta-compiler) of the GNU C compiler, gee [Gri02]. Coverity itself is propri-
etary, and its innards are not accessible to review, but it may be guessed that
the staff of the company can configure into the compiler framework any finite
state machine-based computation for the purposes of a custom analysis that
they have in mind. It is a less abstract technological solution than the one used
here, but shares with it the characteristic of customizability.



Efforts to distribute verification computations to a large number of solvers
organised in a well-defined topology are made regularly — see [ABK09], for exam-
ple. Researchers have particularly sought to distribute model-checking problems
onto grid-based machinery. Holzmann defines the notion of ‘swarm verification’
to describe the technique [HJGO8b], adapting the SPIN [Hol03| model-checking
tool to the paradigm. In passing, it may be noted that the verification tech-
nology used here seems to be part of a recent trend observed by Holzmann in
[HJGO08a] towards verification of an abstraction of the actual code rather than
of a design model. However, the work reported here aims to accommodate
the lower performance targets obtainable from zero-cost volunteer CPU cycles
available out on the Internet.

Several existing software projects aim to provide infrastructure for the sup-
port of so-called ‘volunteer computing’ -type projects. See for example BOINC
[And04, AKWO05] from Berkeley. It is not clear at the time of writing if that
software would have been a significant aid in our exploratory project, because
BOINC clients expect a single data file and return a single result file to the
database server, rather than engaging in a continuous interchange, as is the
case here. Nevertheless, it may in the future be very helpful in the organisation
of the architecture in a full-scale project, particularly in terms of organising
permissions for access and classifying the provenance and reliability of the data
returned. We sometimes refer to our network of volunteers as a ‘cloud’, in the
sense of an amorphous, anonymous and dynamically varying topology. However,
our aim is to provide a volunteer-computing structure similar to that explored
in the INRIA project Clouds@home (note plural in name) [LKM12, HKA12],
in the Cloud@Home proposal (note singular in name) [CDPS09], and at CERN
[SBAT10], which would bring our use of the term closer to commercial parlance.

Peter Lee [NL96| has approached the problem of automatically checking the
trustworthiness of machine code to be executed by an operating system. The
idea in proof carrying approaches is that incoming code snippets carry a proof
that a desired security property is satisfied, and the operating system automat-
ically checks the syntactic relationship of the machine code to the proof. Our
approach here is to check the source code instead, although Lee’s work presages
recent work of the first author of this article setting out a typed assembly lan-
guage for RISC machine code that guarantees runtime safety properties [BB12].

The present paper follows on from the report in [BP09] by setting the dis-
tributed verification trial presented there in the context of a a generic open
certification framework. We have abstracted out from that experiment the prop-
erties that make it a useful template for an open certification model, and that is
what is presented here. The original trial is reported only to the extent that it
provides the reader with a concrete foundation on which to site the abstraction.

Regarding the logic-based static analysis technique for imperative programs
used here, the logic has been presented previously in [BG04, BP06a, BP0G6b,
BP06c, BP06d, BPL06, BP07, BP09]. In this paper we take the opportunity
to (a) present a single logic plus modal operators instead of the three interact-
ing non-modal logics presented in earlier publications, and (b) provide a trace
semantics, instead of the predicate-transformer semantics offered in [BP06¢],



with the aim of making the technique accessible to readers who prefer models
founded in sets and traces to proof systems, and (c) prove the logic sound with
respect to our new trace model.

1.2. Contents

This article is organised as follows. Section 2 formally describes the process
of certification from the top down in the abstract. After describing certification
properties, the section describes how analysis leads to a certification, what cer-
tification is and how it may be checked. We show how our analysis calculation
is organised to meet the requirements of a part-time volunteer cloud computing
context by being conducted piece-wise, with each piece of the calculation being
repeated by independent checkers such that an error must be exposed, and we
give a category-theoretic characterisation of the situation.

Section 3 succinctly presents the programming logic used in our analysis
software in order to provide a self-contained account of the technology, and
readers may wish to skip the section if they are not interested in formal logic.
A reference account of the trace semantics that gives rise to the program logic
is provided in Appendix A, along with a soundness proof, in order to provide
solid assurances as to the correctness of the logic.

Section 4 describes the experiment performed on about a million lines of
Linux kernel C (and assembler) source code, conducted using monolithic anal-
ysis tools in [BP06b] and repeated using a distributed platform in a ‘volunteer
cloud computing’ trial in [BP09]. The configuration of the analysis logic for the
experiment is described in Appendix B. The account here serves as an anchoring
reference for the abstract view put forward in Section 2.

2. Certification

In this section a formal view of the certification process is set out and re-
lated to the procedure implemented in our software. We start by describing in
concrete detail what we mean by semantic defects in code, with an example,
and explain how false positives for defects may arise when attempting to verify
formally that there are none in a piece of code. Our semantic analysis technol-
ogy is described to a level of detail that we hope enables the reader to make
sense of how it all works.

Next, what is meant by a certification process and how what we have is one
is described, followed by a description of what is meant by its accountability. We
describe how our certification process is broken into small pieces to be carried
out in different places a bit at a time and how errors or deliberate malversion in
the calculation are detected by virtue of that structure. Finally the properties
relied on are characterised at the category-theoretic level.

2.1. Notation

‘Algebraic ordering’ for function composition and application is generally
used here. The function f applied to the argument x is written x f, without



parentheses. When followed by application of function g, the result is written
x f g. The composition of f followed by g is written f;g and  fg = (x f)g =
2 (f+g). This convention tends to reduce numbers of parentheses and reading
left-to-right gives the application and composition ordering.

If ‘analytic ordering’ is used for function application, it is indicated by paren-
theses, thus: f(x) and g(f(z)). In this convention, function composition is

written go f, with g(f(z)) = (g f)(z).

2.2. What is a defect?

A defect d), is characterised by its kind, d, and locus, p, in the code. For
example, ‘sleep-under-spinlock;oo’ means there is a defect of kind ‘sleep-under-
spinlock’ at line 120. In our system, the presence of a defect d,, is (a) defined
by a condition expressed in symbolic logic as D,(x), and (b) deduced by the
formal method to be possibly attainable just after point p in the source code.
That is, the logical analysis of the source code deduces a post-condition

... p{post, }

for p and checking the formula using a model-based technique shows there is a
non-empty intersection of the post-condition with D,(x). That is:

dp < 3x. Dp(x) A post, (1)

for some values of the logical (i.e. non-program) variables x. The kind of
values logical variables are typically used to store are counts like ‘the number of
unmatched lock or unlock instructions encountered in a trace through the code
to this point’, as discussed in the example of Subsection 2.3 below.

A detected defect dy, is a formal item in this point of view. It may or may not
actually be realized during a particular run of the program, and it may possibly
never be realizable at all in any run — see the discussion below in Section 2.4 for
an account of unrealisable defects. As to whether it can happen that a defect
of type d occurs during a program run at point p but d, is not flagged by the
analysis logic, the answer is “no, provided the analysis logic is sound". This
point will be discussed in more detail in Section 2.7. Among other things, it
depends on the programming language having been implemented correctly by
the compiler and other elements of the tool chain and platform infrastructure,
as well as on the language semantics having been abstracted correctly by the
analysis logic.

2.3. FExample

An example of an interesting defect condition is

x>1, palock call site
Dgx(x) =< x <0, pan unlock call site (2)
false, otherwise



where z is a logical variable which counts the number of stacked locks taken in
the program. Starting at zero, the variable z is incremented by lock calls and
decremented by unlock calls. The pre-/post-condition logic describing x is:

{¢[z + 1/z]} lock() {¢} (3)
{¢lz —1/2]} unlock() {¢}

This means that (in the case of lock), one expects © = 1 to hold after the call
when £4+1 =1, i.e., z = 0, holds before the call. The notation ¢[z+ 1/x] means
‘substitute z + 1 for z in formula ¢’.

At a point p where this defect condition evaluates as feasible (1), it means
either that (a) a lock might have been taken twice by that point without a
release between the two takes; or (b) a lock may have been released twice by
that point without a lock attempt between. These defects d}e}x can by definition
(2) only be detected at the sites of a lock or unlock call p. Certification with zero
defects in this case means that the code C' has been scanned and defects dgx
have been ruled out. That is, no lock can be taken twice in a row, nor unlocked
twice in a row, without an unlock, respectively lock, operation between the two.

2.4. Fualse positives

The checker may flag some defects in some codes via (1) that are, in fact,
‘false positives’, in that the condition D, (x) can never be triggered.

Therefore, each of the points in the code p at which a defect of kind d is
known to occur, i.e. each of the elements of the list Ly, has to be signed off by
the developer as a ‘false positive’ or ‘noted for correction in the next release’,
or ‘noted but no solution yet’. The certificate X ¢ certifies that the list is
complete, not minimal.

False positives generally fall into two classes. In the first class, a guard
condition such as y?> < 0 cannot in practice be breached, but the analysing
logic does not know that, and explores a factually impossible code trace as
though it were possible. That kind of semantic ‘inexactness’ is a result of the
deliberately approximating nature of the symbolic logic used in any real life
analysis. The analysing logic has to be less exact (‘more alarmist’) than reality
or the computation would sometimes never finish in practice.

A typical instance of the second class of false positive arises in the context
of the example in Subsection 2.3 above. When two different locks are taken in
sequence in the code, without an unlock between them, a defect will be detected.
The fault here is ‘definitional’. The situation is harmless, but it is captured by
the defect definition. The problem may be rooted either in the analysis language
— different counts for different locks may be difficult to define — or in the analysis
logic — which may not be able to distinguish pointer references to different locks
in C. The latter is the case here. Different pointers may point to the same lock,
or one pointer may point to different locks at different times.

2.5. Technical details of the analysis procedure and our software system
The analysis procedure A implemented by our software system is organised
according to the structure of the source code being analysed. It generates a



pre-/post-condition pair for each program fragment p:

{pre,} p {post,}

The pair is computed from the pre-/post-condition pairs generated for the com-
ponent fragments

pi €p:p=P(pi)
7

where P is the constructor (if, while, etc.) that produces p from its components
p;. That is

(pre,, post,) = [P](pre,,, post,,) (4)

K2

where {pre, } p; {post,, } for p; € p

and [P] is a generator specified in the symbolic logic. It is specified for each
syntactic construct of the source language (here C) in the configuration file for
the analysis. The reader may refer to Table 1 of Section 3, where the pre- and
post-conditions on the bottom of the deduction rule for each constructor can
be seen to be composed from the pre- and post-conditions on the top of the
rule, to see that the construction shown in (4) is feasible. For the particular
configuration defining each generator, the reader may consult Appendix B.

For some constructs, the pre- and post-conditions are fixpoints of a calcu-
lation in which an unknown predicate = plays a part, and it must satisfy some
condition at node p that is not expressible at the level of the components lower
down in the syntax tree. Thus in principle the pre-/post-conditions for compo-
nents need to be constructed conditionally on x:

(pre, (2), post, () = [P](pre,, (), post,,, («))

K3

where {pre, (z)} p; {post,, (z)} for p; € p

That is handled by instead constructing the pre-/post-conditions with z = L,
then for x = L’ > 1, then for z = 1” > 1’ etc, for a monotonically increasing
sequence L, L' 1” ... that tends to a fixpoint x (and reaches it after a finite
number of iterations - the heuristic/algorithm involved is sure to terminate,
but likely to get a fixpoint = that is larger than the least possible). At each
iteration, the component structure is copied, so that the copies p] are used for
the calculation with 1 ):

(preys (L)), post,, (L)) = [P](pre,; (L), post,, (L@)))

(2

where {prepz(J_(j))} o {postp{ (LU} for p! € p/

The dependencies between the copies are j, < jy implies p/t < p2 and p/t < p/?
for all ¢, and as in the copied structure for j; = ja, that is p;, <pi, = pl, <pl,



and p{ < p?. Nodes which depended on the top level structure p in the original
now depend on all the copies p’. In practice, considerable space is saved by
copying only the decorations on the syntax tree, rather than copying the syntax
tree itself. The sequences leading to a fixpoint are generally quite short — of
the order of two or three iterations — and where they are long it is usually
an indication of problems in the heuristics that aim at a fixpoint. Nested loops
and multiple goto labels have the capacity to provoke a combinatorial explosion
here. Section 4 reports on how frequently that happens in practice.

We remark that, in principle, if a single defect is being searched for, then no
more than n copies need be constructed here, where n is the number of nodes
p’ < p; in the copied segment. That is because when the analysis for a defect is
applied, the defect is eventually detected at between 0 and n of these nodes. It
takes up to n analysis computations round the loop involved to find the fixpoint,
as the result of the analysis increases monotonically each time. That requires
only n copies.

The logic is designed to be sound with respect to the semantics of the target
language, in that for each pre-/post-condition pair generated by formula (4),
and for each state s of the program that may exist just before p executes and
each state s’ just after:

pre,(s) = postp(s’) (5)

See Appendix A and Theorem AT1 for a proof of soundness.

It is not necessarily the case that pre, is the weakest precondition that will
force post,,, or that post,, is the strongest postcondition forced from pre,. That
means that the symbolic logic generated by the scheme (4) is approximate (but
sound, following (5)). That gives rise to the name ‘symbolic approximation’
[BP06¢] for the technique. A slightly different approximate symbolic logic is
customised for each defect analysis, but each one is sound.

Note that some complexity reduction is performed by our tools via lightweight
automatic theorem-proving techniques at the stage of producing the tree Tt with
the symbolic logic annotations. For example, a formula of the form

PAgq

will be reduced to ¢ if p — ¢ is proved on the fly as the formula is generated.

Similarly for pVq. That has proven very effective in reducing complexity. What

our tools are not good at is reducing formulae of the general shape V Ag;; to
i

a simpler expression p when there is one, such as in the case of p A gV p A
—q. The inadvertent and unrecognised splintering of simple logical expressions
into multiple complex cases in this style is the most significant source of the
computational explosions that are occasionally encountered during processing.
In principle, the situation could be detected and repaired at the checking stage
of the process when 7% is generated (all the atomic propositional forms here
are linear inequalities and one could detect when dropping one failed to relax
the problem), but that is not done, because the extra computation is usually



prohibitively expensive and apparently only rarely productive in practice (see
also Section 4.5).

In the final phase that produces T%, a modelling technique is applied to
decide whether

post, A Dp(x)

is satisfiable at any node p of the abstract syntax tree. Since all questions of
satisfiability for the predicates in our logic can be reduced to questions of the
feasibility of systems of linear inequalities in integer variables, the evaluation H
is performed using mixed linear integer programming. The implementation uses
only open source libraries, principally GNU’s Linear Programming Kit (GLPK).
A non-negative answer by H to the question asked indicates a possible defect d,
of kind d at locus p.

2.6. Certification in the abstract

What certification means in a general context will be described below and
further characterised in the next section. Three characteristics stand out:

1. certification is a process and it produces both a result and a certificate;

2. the certificate has the property that it can be checked to have been gener-
ated by following the purported process applied to the purported source,
generating the purported result;

3. the end result gives certain guarantees about the code.

In our system, the process is the computation via formal methods, and the end
result is the list of sites in the source code at which certain semantic errors are
found. The guarantee is that the source code contains no more errors of the kind
searched for. The certificate shows that the claimed process has been applied
to the claimed source code and has produced the claimed result.

In the abstract, the certification process is as follows: a process M takes a
software code base C' and produces an indexed list L of points p in the code at
which a defect d is known. Formally (using algebraic order):

CM=1L

Let Ly be the set of points in the code at which a defect of kind d is listed in L.
While we say that d,, is true if there is a defect of kind d at point p in the code,
we also use d, as an identifier, since the defect of kind d at point p in the code
is necessarily unique. That is, ‘sleep-under-spinlockisy’ is the name for the one
defect of kind ‘sleep-under-spinlock’ at line 120. Thus:

Ld:{p‘dPEL}

The significance of certification is that a certificate X, ¢ will ‘prove’ in a certain
public sense that Ly contains all the points p in the code C' at which a defect
of kind d arises:

XL,C FVdED[L] {peC | dp} C Ly

10



where D[L] is the set of defect kinds noted in L (its domain as an indexed list).
In practice, L has a header structure naming the elements of the domain — that
is, the kinds of defects it treats of — so D[L] is easily extracted from L. Note
that it is possible that no defect of type d in C' is mentioned in L but d is
nevertheless in the domain of L.

It will be the case that the method M is comprehensive enough that if a list
L contains the list produced by M applied to code C, then it contains in Ly all
the points p in the code at which a defect of kind d arises. That is

LDCM = VYdeD[L].{peC | d} C Ly

where D[L] is the set of defect kinds noted in L. We mean by the inclusion that
L has the same domain as C' M, and is only larger, if at all, in the number of
defects of those kinds d already in the domain of C' M. It may be useful to think
of L as a relational database table with one column for the locus p (a primary
key) and boolean columns di, da, ... for each of the defect kinds treated in
C M. Then the inclusion L O C' M means that L has the same columns and no
fewer rows than C M.

It suffices then that the certificate Xy ¢ ‘prove’ to its public that the list L
contains the defects found by the method M applied to code C. lLe.

X,cFL2CM

So certification means providing a witness X = X ¢ for the following statement
about a list L and the code C:

AX.XFLDCM (6)

Le. code that has more defects than stated in the list does not get a certificate.
This means that certificate X ¢ has enough information in it to ‘prove’ that
the list has been produced by the method M applied to the code C, which is
enough to show that all the defects of the kinds treated in L are accounted for.

2.7. Accountability

It is important for our certification procedure that it can be checked that
the certificate X produced relates the certified code C and the method M used
to certify the defect list L. That is, there is a checking procedure K such that

true, fXHFLDOCM
false, otherwise

K(X,C,M,L) = { (7)

How is that guaranteed in our system?
The answer is: via digital signatures. A digital signature is generated from:

(a) a printout of intermediate results 7% from the analysis M, giving signature
o(TH);

(b) the short ascil file A that configures the analysis, giving signature o(A);

11



(c) the ascrl file H that expresses the defect condition(s) being scanned for,
giving signature o(H);

(d) the list L of noted possible defects, giving signature o(L);
(e) the code C, giving signature o(C);
(f) the file P that configures the code parse, giving signature o(P).

Those signatures comprise X, and enable one to demonstrate that L O C'M, as
discussed in the following paragraphs.

It is supposed that the developer holds on to a copy of final results 7%, a
copy of the analysis method configuration .4, and a copy of the original code C.
Then any part of the certification can be tested at will in case of doubt.

The main ideas involved in the testing procedure K are:

(i) parts of the calculation can be repeated as desired to confirm them;

(ii) in order to be sure that a repeated calculation starts with the right input,
the final recorded results can be decomposed as required to provide it;

(iii) to verify that the right results are being checked using the right method
applied to the right input, digital signatures are used.

Our method M constructing the list of defects consists first of a parse P of code
C' to give a syntax tree T' (an initial result):

T=CP (8)

The analysis A is applied to the tree T" and decorates it with symbolic logic
expressions post,, describing the achievable states at each point p in the code
according to the symbolic logic, giving the decorated tree Tt (an intermediate
result):

TT=TA (9)

Then a checker H is applied which further decorates the tree with evaluations
saying if D), A post,, is feasible — that is, that the checker finds some value x in
the intersection, signifying a defect d,,. A defect of kind d is then ‘flagged’ at p,
which means a dth bit is set in a bit-mask in a ‘flags’ field in the database record
representing the abstract syntax tree node p. We may think of this decoration
as taking the value 0 or 1 for each defect kind d at each syntax tree node p,
and it takes the value 1 for d only at those sites p where a defect d, is detected.
This is a final result:

TH=T"TH (10)

The list of sites p within the code C' at which defects of type d are flagged is
constructed from T*. For every node p at which at least one bit, say the dth,

12



is set in the decoration bit-mask, a defect d,, is entered in the list. This list is
supposed to be covered by the list L of known defects:

Lq 2 {p € C : d-bit of flag field on T* at p is set} = {p € C : d,} (11)

That is only significant, however, if (A) the checker is accurate and (B) the logic
is sound:

(A) accurate checker: for an arbitrary unquantified predicate ¢ in variables x,
H(g) <0 = Vx.—q

where H(q) denotes an estimate by the checker H of the number of solu-
tions x satisfying ¢ (here the ¢ of interest is D, A post,,, where D), is the
defect condition);

B) sound logic: {x | post, (x)} is a superset of the values of x really obtainable
P
in a program run to point p;

Thus if # (D, Apost,,) is zero, then, by (A) and (B), D, is false for every value x
really attainable at point p, and no defect of kind d occurs at point p in practice.
That is wonderful news to developer and user alike.

If H(Dp A postp) is positive, then there may be some x satisfying D), A post,,,
but it may not be one of those x in post,, that are really achievable in practice.
The reported defect d, represents a ‘false positive’ in that case. The tighter the
post-conditions provided by the analysis logic, the fewer false positives reported.

We have not required that the checker be exact, only that when it says
‘no solutions’ that it be right, but our checker is exact in that when it gives a
positive result H(q) it is because there is an x satisfying constraints ¢, and the
more exact a checker is in this sense the fewer the false positives reported.

Suppose that (A), (B) are true, or at least believed true by the community
of practitioners. This is a judgement call because it may be that the semantics
of the programming language is not completely agreed, or not implemented in
agreement with the general interpretation of the standard. In C, for example, the
precise timing of the increment x ++ within a compound expression such as =+
+ + + + z is notoriously ill-constrained from implementation to implementation
and platform to platform, no matter what the standards [Ame89, Int99] say.

Notwithstanding that and other quibbles with respect to practice, provided
(11) holds and (A), (B) are generally believed true, the certificate X1, ¢ may be
created. It consists of the digital signatures of the code C, the configuration P
for the parser P, printed out tree decorations T%, the configuration A used for
the analysis A, the configuration H used for the checker #H, and the list L of
known defects:

Xi.c = (0(C),0(P),0(T*),0(4),0(H),0(L)) (12)

Every step of the procedure that creates the results 7% can be verified using
the signatures in X ¢. For example, to get to T*, one needs to repeat at
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least the step (10) that starts from 7. But T is just T* with some of the
decoration dropped. So it can be verifiably obtained from T'*, which is signed.
The configuration H of H is signed and available, and so H can be applied
to verify the derivation of T% from T'f. Nevertheless, we do not suggest that
all the steps be repeated wholesale in order to carry out the verification. The
procedure K that checks that X ‘proves’ that L O C' M is rather as follows:

1. werify that the data C, P, T* A, H offered by the developer and the
probative list L in hand matches the given certificate X, i.e., that X =
XL,C Of (12),

2. spot-check the relationships (8-11) that comprise the transformation M of
code C to a sub-list of L as detailed further in the following sections.

It is not possible to get away with presenting a different C, P, T*, A or H as
the digital signatures embedded in X will not match.

One may ask if it is possible to short-circuit spot-checks by providing certifi-
cates for each of the steps and chaining the certificates. That would not guaran-
tee the semantic relationships — it would be perfectly possible for a malfeasant
to produce incorrect initial, intermediate or final results, and certify those.

The more spot-checks carried out, the greater the degree of confidence one
may have in the ‘proof’. But the fact that checks may be made at all is what
makes it risky to attempt to corrupt the certificate process, since discovery may
follow. We also advocate repeating elements of the calculation several times over
on different computing platforms in order to increase confidence in the honesty
of results in the first place.

2.8. Distributing the computation

Our analysis A and evaluation calculations H are incremental, stateless, and
can be broken off and restarted from the break-off point, as well as repeated
partially or wholly. That is the basis for performing the computation in a
distributed, piecemeal way and we describe the properties that permit it below.
Because the computation has these properties, small ‘spot-checks’ can be made
at any time and will detect errors or deliberate malversion (and correct them)
without the whole computation having to be repeated.

Let the constructs p (the nodes and leaves of the abstract syntax tree T
produced by the parse) that appear in the code C' be p = P(p;) for a syntactic

3

constructor P and components p;. They define a dependency pre-order as the
reflexive and transitive closure of the relation:

p=liD(pi) & pi<p (13)

In the pre-order, one code construct ‘depends on’ (is greater than) another if
the second is a component or sub-component, etc., of the first. For example,
if (x<0){ x++; y++; } depends on the component x++; y++ which depends
on its component x++. The ‘<’ pre-order is reflexive and transitive.
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The operations A and H can then be split into steps A, and H, at p € C:
A=A, (14)

P
H=" H, (15)

P

The order of the compositions is constrained only by the dependencies p; < p.
Formally, operations on different parts of the tree can be performed in any order:

Apl ; Ap2 = -Apz ;Apl (16)
le ;sz = sz ;le (17)

whenever p; # po and p; £ pe and ps £ pp in the dependency relationship.
Otherwise, if say p; < pa, then the required order is

'Apl ' 'AP’N le ; sz

Also, since A and H work on different decorative features on the tree, provided
the necessary preliminary work has been done in both cases, then analysis and
evaluation on different parts of the tree can be done in either order:

APl ;Hm = sz ;‘AIH (18)

whenever p; # pe. When p; = ps = p then A, H, is required.

In practice, analysis and evaluation are performed at the same time, because
the former is usually computationally cheap relative to the latter. That is, the
computation

ATH = (A3 Hy) (19)

is performed. (16, 17, 18) justify the reordering of the components in (19).
That the computation can be broken off and restarted means only that (19)
can be further reordered via (16, 17, 18) as
A= 5 (ApiHy) = &+ (ApiHyp) 5 (ApiHp) (20)

peEP peEP; pEP;

where Py, P, is a partition of the set of code fragments P = P; W P, such that

prEPIApreP, = paLp (21)

Le., P, already contains all the pre-dependencies: p < p; € P, = p € Pj.
The set P, contains the code fragments that have been completely analysed at
the time of the break, and P, is the remainder at that time.

Moreover, the computation can be broken off and re-started any number of
times. That is, by extending the partitioning to P = P, W-- - P,, that respects
the dependency order:

i<j/\piEPi/\pj€Pj = pjﬁpi (22)
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then the equation (20) may be extended to

AH= 5 (ApHy) = 5 (AyiHy) i 5 (ApiHy) (23)

peP pEP; pEP,

Here, P; is the set of code fragments completely analysed at the time of the first
break, P; W P, the set completely analysed at the time of the second break, etc.

2.9. Detecting malversion

According to Section 2.7, certification requires that the result 7% of a com-
putation on the source code C be stored, along with the configuration p of the
analysis process. Above, we have seen that the computation may be carried out
in a distributed manner, each distributed part incrementally contributing to the
final result. That means formally that the whole computation is a limit

T4 =T% = lim T# (24)

for the directed set of sets of syntax tree nodes m C P that are closed with
respect to pre-dependencies, ordered by inclusion.

That is, P is the full set of syntax tree nodes, and m; < 71, < w1 C 7o
for m1,mo C P, and we are talking about those 7 for which Vpy,ps. p1 < po €
7 = p1 € 7. These 7 form a directed set (with limit the full set P) because
if 71, w9 are closed under pre-dependencies, then so is m U mg > 71, 7a.

We say that Tli < T2i for decorated trees T’ 11 , T2i if Tzi contains at least as
much decoration as Tli . Recall that ‘decoration’ is a formula and a bit set (or
not) in a field on the syntax tree node record, so Tli and T§ may differ by a bit
set in T2i on node p where it is unset in Tli — that is, by the decoration at node
p taking a higher value in T2i than it does in T{t . We let

T{, =T

be the undecorated syntax tree. We let T be the syntax tree decorated at the
points p € 7 by the analysis and checking procedure. A ‘little increment’ in
the direction defined by the directed set is achieved by moving from 7, which
contains all the pre-dependencies of p’, but not p’ itself, to 7’ = 7 U {p'}. That
is, p € m and {p|p < p'} C 7. Then the tree decorated at p’ as well as at all
the p € 7 is given by applying the analysis and check for node p’ to the tree
decorated at all the p € 7:

Tju{p'} = TE Ap Hy (25)
The intermediate result T is a partially decorated syntax tree, and Tju W) is
a slightly more decorated tree. In general, the move from 7 to 7’ > 7 is given
by the following expression:

TH=TH i (AyiH,)) (26)

peT —7
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with the order of application on the right governed by the dependency ordering.
In particular, starting from zero gives the expression:

TH=T(; (AiH,))

peT

and it is the case that proceeding in the direction defined by the directed set
increases the amount of decoration:

i
r<n = TI<T}

so the limit of the T is well-formed. It is the ‘least’ decorated tree that extends
all the T# for 7 C P, the limit being finally achieved at T};, by the application
of an analysis and check at a maximal node p’ to the tree T}L e

The final fully decorated tree T# = TIID, or indeed any partially decorated
approximant Tlig, is such that the computation can be checked piecewise. There
are inverse computations 7, available to all such that:

TH=T%n, (27)

The map 7, is simply a ‘forgetful’ function that drops the decorations on the
syntax tree at all nodes p not in 7. It works at any later stage 7’ > m:

Ti = Tj/ N (28)

If any incorrect intermediate result Ti/ instead of Ti, were to be introduced
into the calculation by some adversary who incorrectly calculates it from T
for 7' = m U {p'}, leading eventually to an incorrect final result 7%, it could be
detected at any stage #”/ > 7’ via the following calculations:

TﬂjE = T}r” N
Ti/ == TT:E” 7771-/

Then, applying A, ; H,s to T, one notes that Ti, #£TEA,y Hy = TT‘JE,. That is
what is meant by being able to ‘spot-check’ the computation. Any attempt at
malversion will be detected by any contributer who repeats the lowest corrupted
part in the computation hierarchy.

2.10. A category-theoretic characterisation

We present below a characterisation in category-theoretic terms of the prop-
erties (set out above) that have allowed the analysis computation to be chopped
up, carried out piecewise in a distributed manner, and spot-checked for errors
or malversion.

Definition 1 A distributed process consists of a directed set D, secondly of
a category 7 of automorphisms of information of type 7 (‘decorated syntax
trees’ in our case, including the undecorated and partially decorated trees) with
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automorphisms f, g : T—7T as objects and automorphisms h : T—7T with f;h =
g as arrows h : f—g of 7, thirdly of two functors from D to 7, a covariant
analysis functor @4# and a contravariant ‘forgetful’ functor ¢:

DoP
%l (29)

D, 7

The diagram (29) states that for every mg, m,m € D with mg < 71 < 7y there
are automorphisms 0., By, , By, L 7oy By iy s B,y = T—T with

s Ay 7y = A,
G 3 A | g = By,
L re 7y + A\ 7y = i 7y

and the ‘forgetful’ functor ¢ satisfies the same scheme in reverse. That is, there
are automorphisms Yr,, Y., Yrss Gro.1as Gromas Grymn - T—T such that

gm ;gmmn = %m]
%772 ;g‘frlﬂv = gﬂ'l
gﬂ'ly”Q ;gﬂ—ﬂﬂrl = gﬂ—(hﬂ'?

for mg, w1,y € D with mg < m < 9.
That D is ‘directed’” means that for each w1, 75 € D, there is w3 € D with
w1, Ty < 3. In our case:

e D is the lattice of dependency-complete sets of syntax tree nodes. Its
bottom element L is the empty set { } and its top element T is P, the full
set of syntax tree nodes. The conjunction 71 A s in the lattice of two sets
1, T is the set intersection m; Nme, and the disjunction w1 V o is the set
union m; U . The lattice D and its opposite D°P both have all limits.

E§ (A, H,y), and
peET
the increment «##7, r, is the analysis (A, #H,) on the syntax tree

pET2—T1
nodes in the range w3 — 7. It takes as basis the decorations on the syntax

tree nodes p € 7, and calculates the decorations on the nodes p € w9 — 7y,
replacing any existing decorations on those nodes.

e The analysis @7, is the analysis and check procedure

e The forgetful map ¥, is the function 7, that strips the decoration on trees
down to just all nodes p € m. The increment ¥, ., is just the function
Nx, applied after 0., that strips the decoration on my — ;.

e The whole analysis procedure ; A, H, is the limit lim &7%.
peEP €D

e The function that strips away all decoration at nodes p € P is the (co-)

limit lim %,.
meDop
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‘Accountability” means that an analysis @4¢;, up till point 72 can be reset to
an earlier point m; < 7y for spot-checking by forgetting some progress, so that

Gy Yy 7 = G,

Or, in general for m; < my,m3 < 7y, one may partially reverse an analysis
increment and then reapply the discarded part and more:

Ly s Gy 7o s | g = s By 7)) G s

which means that the following diagram commutes:

Sy s
L, b,
i | oyt | (30)
oy s
b, b,

Definition 2 An accountable distributed process is a distributed process that
satisfies (30) for all my < g, w3 < 74 in D.

We can now provide a category theoretic statement of what it means for %%
to be an accountable distributed process. For background on the concepts of
category theory used below, the reader is referred to [ML98].

Let E be the suborder of D x D defined by requiring the pair of left hand
corners of diagram (30) to lie below the pair of right hand corners in the ordering;
that is (m,m2) < (73, m4) & m < {mo, w3} < 7y

One may understand the diagram as exhibiting an arrow (71, m2) < (w3, m4)
in F as an arrow from object (72, %, r,,m1) on the left in the diagram to object
(T4, %y xa>m3) on the right in the comma category (< | <«¢’). Moreover,
that choice is functorial; the diagrams combine associatively. This functor G :
E— (| «f) formally takes the arrow (71, m) < (73, m4) of E to the arrow
(g < my,m < m3) of (B o), the images b7, r,, r, =, of which form
top and bottom of the diagram, while source and target objects set the sides.

Let F : (@ | «0#) — D x D be the functor that takes a source object
(o, f 2 A, — W, , 1) Of (B | BF) to the target object (w1, m2) of D x D,
and maps an arrow (me < my,m < 73) to the relation (m,ms) < (73, mq)
between objects of D x D. Thus F' forgets labels on the arrows inside object
triples, mapping one ordering, («#? | «4¢), with many nodes into another,
D x D, with fewer nodes. The relation produced as an image by F' in principle
may be all of D x D, but the image produced by the composite G ; F is just
exactly E. That is

IE:G,F

where I is the embedding of E in D x D. Any functor G : E — (@87 | o)
that satisfies this equation supplies the functor ¢, by defining for m; < mo the
arrow %, r, as being that given by (72, %, x,,m) = G(m1,m2). Thus:
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Proposition 1 An accountable distributed process @7 : D — 7_'> is one for
which the functor F : (et? ] o) — Dx D that drops the arrow component from
each triple comprising a comma category object has a pre-inverse G with Ig =
G; F, where E is the suborder of D x D defined by (my,m2) < (73,m1) & m <
{m2, w3} < m4.

The condition of the proposition says there is a G making the diagram below
commute:

E . E

GJ{ IEJ(
(a@?| ) —— DxD

Applied to some clean starting point T = (lijgn “)(T), the analysis produces a
limit 7% = (lilr)nwﬁ(T ) that can be achieved incrementally, and the final result

provides accountability by virtue of being checkable: it can be returned to an
earlier stage of analysis via @, (T) = 9, (T%).

3. Logic

This section provides a brief and self-contained account of the programming
logic of imperative languages that forms the basis of the formal method in
our system. A semantic model for programs as sets of traces is set out in
Appendix A, where the logic is shown to be sound with respect to it.

The program logic generates the assertions decorating the syntax tree T'F.
It is called NRBG, for ‘normal, return, break, goto’, the kinds of program flow
treated. The logic in this form was first published in [BG04] but has its origins
in a ‘3-phase’ (‘begin, during, end’) logic [BMSD95, BMS*96] developed for
specifying and reasoning about hardware behaviour. The driving idea is that a
program contains a normal flow of control — which passes from the beginning
of each statement through its end to the beginning of the next in sequence and
which passes at conditional statements through one of the two branches accord-
ing to the outcome of the test — and also abnormal flows of control. The latter
flows exit a piece of code before what we think of as the end is reached, ‘during’
the course of execution. For example, a break statement causes an early exit
from the body of a loop (via a ‘break flow’), without the statements following it
in normal sequence in the loop body ever being executed. Independently, Henrik
Tews [Tew04] also formalised the distinct flows in an imperative program, but
developed the idea in the direction of a denotational semantics that does not
use the artifice of continuation programming as foundation for goto semantics,
with less emphasis on programming logic.

The thinking is best illustrated with reference to sequential statements. Sup-
pose the condition p holds initially, and consider what happens when the code
sequence a;b runs. Either it terminates normally with condition r holding,
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or it terminates abnormally with condition x holding. That is, the following
assertion-code-assertion triple (just ‘triple’, from now on) holds:

{p} a;b {Nr v &z}

where N stands for ‘normal’ and £ stands for any of the R (‘return’), B (‘break’),
G, (‘goto’) exceptional flows.

This situation may ensue in one of two ways. The first is that the code frag-
ment a terminates normally with condition ¢ holding and fragment b continues
from the state in which ¢ holds to the asserted termination conditions. That is,
both of the following triples hold:

{p} a {Ng¢} and {q} b {NrV Ezx}

The second possibility is that the fragment a terminates abnormally with con-
dition z before b has a chance to run. That is, the following triple holds:

{p} a {€x}

Two rules of deduction correspond to these two judgements. They are:

{p} a {&x} {p} a {Ng} {q}b{Nrvéz}
) b (67 5 T e N ey o)

The two, seq(a) and seq(b), can be combined into one single seq rule:

{p} a {NgV &z} {q} b {NrvEzx}
{p} a;b {Nr v Ex}

See [BG04, BP06b] for fuller justifications of the logic. Early presentations
used a set of different but interacting logics N, R, B, G and the presentation
here (Table 1) is innovative in that it instead introduces the N, R, B, G; as
modal operators . The advantage of doing things this way is that the number
of logical rules falls to about ten, from about twenty. The modal operators
distribute over logical disjunction and conjunction, and are orthogonal, idem-
potent and flat (i.e. preserve falsity). See Table A5 in the Appendix here for a
formalisation of the algebra of the modal operators.

The logic is compositional, including that for goto statements. They are
handled by hypothesising a ‘programming contract’ p; at label [ in the code.
If the condition p; is loose enough that it covers all the states subsequently
deduced to hold at goto [ statements, then the contract is valid. If p; is set
too broad initially, then that is not wrong, but it may be too weak to prove a
desired result with. In practice, p; is set to false initially and relaxed during
the course of reasoning, following the ‘proof procedure’ set out in Remark AR5,
until a just sufficiently broad contract condition p; for each label [ is found.

The reasoning for loops can be boiled down to reasoning about a ‘forever
loop’, a loop with an exit condition that can never trigger. Breaking from the
body with condition ¢ is exiting the loop normally with condition q. L.e.:

{p} a {BgV Np}
{p} while(true) a {Ng}

[seq]

fwhi(a)
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Table 1: Deduction rules of NRBG program logic. For the seq and if rules, £ is any of R,
B, Gy; for whl, £ is any of R, Gy; for 1bl, £ is any of R, B, G/ with I’ # . In the 1bl rule,
label | must not appear anywhere outside of a.

> {p} a {NgVv&z} > {q} b {Nrvéz} > {p} a {BqVNpVEzx}
> {p} a;b {NrvEz} [seq] > {p} while(true) a {NgVEx}

[whl]

> {p} return {Rp} [ret]

5 {p} break (Bp} [PKl [P = PG 55 oy goto 7 (Gr ) 189

> {pAc} a {NgVvEzx} > {pA-c} b {NgVEx} .
> {p} if(c) a else b {NgVvEz} [if] > {qle/z]} z=e {Ngq} [let]

Gip > {pgl Zl{g}{p}%ﬂ D{q{}p} asb {q} [frm] Gip I\Z ?;]i Z {{(;L@g;qvgm}[lbl]

On the other hand, leaving the body of the loop with an abnormal flow different
than a break flow causes the loop to terminate with that abnormal condition:

{p} a {€x v Np}
{p} while(true) a {£z}

[whi(b)]
Here £ stands for any of R, G;, where [ is not a label declared in a. The two,
whl(a) and whl(b), can be combined into one single whl rule:

{p} a {€x v Bg Vv Np}
{p} while(true) a {NgV £z}

[whl]

A finite loop can be implemented as a forever loop with a conditional break at
the head of the body.

As indicated above, the rules dealing with goto statements are slightly more
delicate. Hypotheses p; for the ‘contracted’ sets of states that may occur at
labels [ appear as the p; in the G| p; left of the ‘>’ sign in the rules. Generally,
contracts pass unchanged from top to bottom of the rule, and we have elided
them where that is the case in Table 1, which shows ten rules of NRBG logic
corresponding one-for-one to the ten imperative constructs of C shown.

A goto [ does nothing but exit in a G; flow, provided it satisfies the contract:

2o
Gipi > {pi} goto {Glpz}[ ]
The contracts G; p; saying what happens at goto [ statements must cover the
flow out via this particular goto [ statement, but the entry condition may be
stricter. The most general form of the rule is guarded as follows:

[p — pil [go]

Gip > {p} goto | {G;p}

Contracts G; p; on the left of the ‘> also get used when reasoning about labelled
statements. A label is an alternative point of entry into the program, so if the
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hypothesis is that the states at goto [ statements are covered by p;, then in
order to be assured of moving from an initial state described by p through a
labelled fragment of code [ : b to a postcondition ¢, one has to take into account
that the initial states for the fragment b are described by the disjunction p V py,
because of the possible incoming goto flows to the label. That is:

Gip > {pVm}b{q}

Gipi > {p}1:b{q}

The table shows the most general form of this rule. Contract G; p; can only be
discharged (rule 1bl in the table) when there remain no references to the label
[ outside of the piece of code a under consideration.

We have not listed the logic for subroutine calls because analysis always
inlines the code or treats the call as opaque satisfying assertions to be tested.
Table A6 in Appendix A gives the full semantics and logic of calls. It describes
an underlying abstract language C' from which have been derived the rules of
Table 1 for the concrete language C.

4. Implementation

This section briefly recapitulates an experiment [BP09] repeating the anal-
ysis previously carried out using a monolithic toolset [BG04, BP0O6b], using the
‘volunteer cloud’ platform instead, enabling the performances to be compared.
The account here makes concrete the account of the analysis and checking pro-
cess presented in Section 2.7, laying bare the statistics of the procedure.

4.1. Ezxperiment

The aim of the experiment was to prove that a large formal verification
problem could be solved via an ad-hoc distributed network of automated solvers.

The target code consisted of the Linux kernel source code (written in assem-
bler and C [Ame89, Int99]) and the analysis objective was to detect a particular
kind of runtime deadlock known as ‘sleep under spinlock’ in the operating system
as compiled for multi-CPU 32-bit Intel (IA32) platforms. Those faults detected
during the experiment are not intrinsically specific to the Intel platform, how-
ever, because 80-90% of the code is shared with and common to the 15 other
major architectural types supported by the Linux kernel, and any faults found
in a common section are relevant to the other platforms too. The experiment
detected about three such faults per million lines of code. It also simultaneously
checked for other similar deadlock possibilities (notably ‘spinlock under spinlock
under spinlock ... ’), which are detected at close to the same frequency. The
average lifetime from appearance to elimination in the source code of the faults
detected appears to be about six months, checking against the version histories.

4.2. Architecture and procedure

The platform in this experiment comprised a set of solver clients plus a single
task server, a Linux host running the postgresql [Dou05] DBMS. The task server
split the analysis task into smaller subtasks in accord with the theory presented
in Section 2 and distributed the subtasks to the remote clients.
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4.8. Uploading the verification problem to the task server

In order to make use of the volunteer network, a problem submitter first
parses the source code to be analysed then uploads the resulting syntax tree
to the remote database. However, for a code base the size of the Linux kernel
(ten million lines of code), populating the remote database with the syntax tree
turns out to be a logistical problem too difficult to treat naively.

In the experiment [BP09], only a million or so lines of Linux kernel source
code was offered for analysis, corresponding to an average set of compilation
configuration choices. Nevertheless, that amount of source code gave rise to
over ten million syntax tree nodes. Each insertion involved several relational
database updates on the postgresql back-end and the acknowledgement and
locking requirements slowed the transactions down to as much as a second or
more across the network (the average time was a tenth of a second or so). Thus,
with a naive approach, simply uploading the problem for analysis would have
taken on the order of days or weeks, a completely unrealistic scenario.

This ‘database population problem’ was eventually solved by first writing the
parse data to a fast local non-relational data store (a GNU DBM 1.8.3 -based
store), then copying it to the remote database site in one chunk, converting it to
relational database format locally on the database server. Using this procedure,
the database was populated in a single day. In a production scenario, the source
code would have to be uploaded whole to a separate service that can populate
the database from close by.

The call graph was extracted from the parse and used to compute the list of
functions that ‘sleep’ (can be swapped out of the kernel), for later use. Functions
‘sleep’ if they call a function that sleeps. There is a set of 50 known functions
that sleep and make no calls to other functions, from which the rest are derived.

4.4. Reducing the number of subtasks

In practice, a single task downloaded for solution by a volunteer client con-
sists of the analysis of a single top-level functional unit. However, in our exper-
iment it turned out that many of the function definitions from common header
files had effectively been duplicated tens, hundreds and even thousands of times
through being declared static and inline. In C, this combination signals local
scope and context at every implantation site. See Fig. 1 for a count of the num-
ber of implanted definitions; on the right of the figure the dozens of function
definitions implanted into more than a thousand different sites can be observed.
The number of analysis tasks was reduced tenfold by analysing only one repre-
sentative from each class of syntactically identical functional definitions.

The assumption is that no two syntactically identical definitions captured
identically named but different external references, which holds good for well-
written code. Out of three quarters of a million top-level function definitions in
the database, only seventy-two thousand corresponded to non-duplicates.

4.5. Optimisation
Having the client solvers fetch data from the database server as needed
turned out to be too inefficient as a general strategy. The latency of each
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Figure 1: Top-level definitions with multiple instances (3> xy = 746844). At extreme left are
near 100000 unique definitions, at extreme right are near 100 definitions copied through the
code base as separate instances thousands of times each.

transaction was such that the computation proceeded about one thousand times
as slowly as it would have done on locally stored data (using the experiment in
[BPOG6b| for comparison). We looked for performance optimisations:

1. Awoid clients downloading syntax trees: this ensured that volunteer clients
did not download syntax trees node by node but instead downloaded cor-
responding source text, re-parsing it locally.

2. Use client-side caching: a persistent cache was added on the client side
just atop the database interface. The hit-rate for the cache was around
95% with corresponding performance increase (i.e., 20 times).

3. Pre-compute for database-intensive tasks: the few database interactions
that turned out to take minutes each — queries involving complex searches
and aggregates across millions of database entries, such as calculating new
priorities for the remaining work tasks after each task completion by a
volunteer client — were amortised by calculating up to five hundred results
ahead of time and then doling them out as needed.

4. Use theorem-proving to reduce task complexity: significant reductions in
the complexity of the logical formulae generated during the processing
were achieved by incorporating automatic theorem-proving techniques into
the mechanisms that generate the formulae and/or by using abstract inter-
pretation before performing the mixed integer linear programming -based
analysis (See Section 2.5 and [BP09]).

Further improvements were achieved through task selection, as explained below.
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4.6. Allocating tasks to clients

The strategy for allocating work to volunteer clients can significantly affect
performance. The group of volunteer clients makes more progress overall if they
complete the easy work tasks first. However, there is no way of knowing a priori
which tasks are easy: the only sure way of finding out is by executing them.

The size of analysis task taken on by volunteer clients was initially set to
‘one complete functional unit’, i.e. a top-level function definition, comprising a
single connected ‘tree’ from the abstract syntax ‘forest’ in the database. Each
functional unit was initially assumed to be equally as hard to analyse as every
other. Each volunteer was initially given Ty = 10 minutes of CPU time (nor-
malised to a 1GHz CPU) in which to complete the work task. If the limit was
exceeded, the client abandoned the task, reported back the incompletion statis-
tic to the database, and moved on to a different work task. The task’s estimate
of intrinsic difficulty was raised, reflected in an increased timeout value 77 > Tj.

This tamps down as much as possible on concurrent interactions with the
database server. Giving volunteer clients by default a relatively large work unit
to process reduces the number of data requests transmitted across the network
and thus in principle helps the computation overall. The downside is that clients
may be given more than they can deal with, plugging progress overall. Imposing
a timeout per task was the simplest cure though it implied the loss of the data
accumulated by the client up to the point of abandonment.

1. Hard tasks. Every time a work task was abandoned uncompleted, the
estimated time required to complete it was increased by 50% (i.e., Tp,+1 =
1.5T},), so that the next client to take it on would spend longer on it
before abandoning. Tasks with a higher timeout were handed out with
lower frequency (i.e., with lower priority) so that clients would tend to
take the easier tasks first. Abandonment wastes the earlier effort put in,
but the time taken overall is still dominated by the successful final stint.
Those ‘hard’ work tasks that took longer than the initial 10 minutes turned
out to comprise only 0.5% (three hundred-odd) of the total number.

2. Very hard tasks. The tasks that took longer than an hour without com-
pletion (a hundred or so, or 0.15% of the original total) were dealt with
syntax tree node by syntax tree node in accord with the theory developed
in Section 2. The incremental progress in the client dealing with them
was check-pointed to the database every minute, pushing up the number
of remote database transactions in return for guaranteed progress. Any
volunteer client could take up the work where another left off.

That eventually successfully dealt with all but 0.03% of the original set of
seventy-two thousand functional units submitted for analysis.

3. Ultra hard tasks. Twenty or so function definitions remained intractable.
A few contained constructs peculiar to GNU C that could not be handled
by the parser, ‘interior’ (local) function definitions within other function
definitions being the majority contributor. The rest were characterised by
the presence of generated symbolic logical assertions of great complexity,
containing more than 40,000 terms each.
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Figure 2: Percentage of total time taken per analysis task (cumulative).

Fig. 2 plots the time taken per task against percentage of the total time taken.

The graph shows that the tasks taking up to an hour of computation time
made up only about 30% of the total time. There is a clear inflexion point at
about 3600s (the point at which tasks were shifted to checkpointing execution).
Two thirds of the computation time overall was spent on those only a hundred or
so ‘very hard’ tasks that in number comprised only 0.15% of the total numbers.
In itself, that is very surprising.

4.7. Inferences from the statistics

It should take around 500 1GHz volunteer clients to complete the work
undertaken in the experiment in under six hours, under the same conditions
(which, however, were nowhere near optimal for performance). A rough average
time needed overall for processing per top-level functional unit in the source
code was 116 seconds on a notional 1GHz CPU. The ‘very hard tasks’ (taking
more than an hour), though they accounted for not much more than 0.15%
of the numbers, required around 70% of the processing time. See Fig. 3 for a
straightforward graph of the timing spreads.

The CPU load on a volunteer was rarely more than a few percent for 99.5%
of the tasks undertaken, rising towards maximum only on the ‘hard’ tasks. The
implication is that the clients were generally I/O bound, or CPU load would
have been much higher.

It is notable that, compared to the original monolithic implementation, the
networked computation took ‘about 50 times as long’ per client, making parity
with respect to the original experiment at about the 50-client mark. But the
original computation threw away its intermediate calculations, meaning that ac-
countability would have required repeating the whole computation from scratch
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— it was not a scalable solution, while the volunteer network approach is scal-
able. The bottleneck is believed to have been the database server, which did
not have quite enough memory to hold the whole database at one time.

The network on which the server sat was not close to limiting (running at
no more than a few percent of the 100Mb/s capacity), but the ADSL router
behind which it sat was inherently asymmetric, with the outward half limited
to no more than 20% of the 10Mb/s inward half. Nevertheless, those networking
limits were not reached either. Database queries and responses did not exceed
more than a hundred or so bytes each, and no more than a few hundred per
second requests ever came in. It was the response times to queries at the server
itself that dominated, hence the conclusion that the database server limited.
The indications are that there was not quite enough memory (3GB) in the
server to fit the whole of the database in RAM, with consequent swapping to
disk, and network throughput was not limiting.

We can estimate the quantitative effect of lifting our server’s limits: assuming
each client possibly could run as fast as in our original monolithic experiment,
then each would emit 50 times as many queries per second as in our distributed
experiment, and n clients would run the distributed experiment n times as fast
as the monolithic experiment. But 50n times as many queries arriving at the
server per second is about 5000n queries per second, or about 500000n bytes
per second across the network. If 5 MB/s total per server sustained across a
wide-area network is realistic, then only 10 clients could operate! It would be
more practical to throttle each client to 10% and run 100 clients, for a speed-up
of 10 times over a monolithic configuration.
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5. Summary

The computation of a certificate guaranteeing the absence of formally defined
defects in an open source code base has been described in formal terms.

It has been shown that the computation may be handled incrementally by
a distributed ‘volunteer cloud’ of client CPUs, where we use the term to de-
scribe an amorphous network of computers belonging to anonymous volunteers
in which each volunteer can also be a problem submitter, each taking a fragment
of the work upon themselves at a time. This structure in the computation al-
lows it to be rechecked one piece at a time without starting from the beginning
each time, such that errors or deliberate malfeasance will be discovered. This
property has also been characterised in more general category-theoretic terms.

An experiment in which the ‘volunteer cloud’ was organised to analyse about
a million lines of C code (requiring about nine million seconds of standardised
1GHz CPU time) has validated the ideas here. Although individual tasks were
solved slowly compared to dedicated local hardware, that is not a real issue,
firstly because the volunteers who benefit from and contribute to this kind of
cloud do not want to host expensive hardware, or run it all the time, secondly
because enough volunteers do get the job more quickly, thirdly because distribut-
ing the computation mutiple times over is crucial to accountability, and fourthly
because the bottleneck in our experiment turned out to be our database server,
implying that raising the ceiling on server performance (as simple as ‘more
memory so the database can be held in RAM’, or ‘multiple servers’) results in
a direct improvement for the whole system.
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A. Rationale for NRBG logic

This section gives a semantic model for an extension NRBG(E) of the NRBG
logic in Table 1. The extra ‘E’ part treats of exceptions (catch/throw in Java,
setjmp/longjmp in C), aiming at a complete treatment of imperative languages. We
will show that the logic rules of Section 3 are satisfied by the model, and thus the logic
is sound (‘not self-contradictory’).

The view of a program in the model is as the set of its possible traces. Only
the terminating traces are of interest, and in consequence the semantics marks out
as equals a program that can do nothing, and a program that can do nothing but
execute an unending internal loop. So what the logic says about a program is true
only supposing control ever reaches that point. NRBG(E) can be viewed as based on
a modified CSP trace model [Hoa78| and the standard CSP trace model is recovered
when terminating traces all terminate ‘normally’ in the nomenclature developed here.

Definitions

AD3 A trace is a sequence of ‘coloured’ atomic transitions between states s from a
fixed set S. A transition is written s~ s’ where the states s,s’ € S and the colour
1€ {N,R,B,G,,E; |l € L,k € K}, where L is a set of labels that may appear in the
program and K is a set of exception types.

AD4 A trace set is a subset T of (S x S x {N,R,B,G;,E; |l € L,k € K})*, the set
of finite sequences of transitions, satisfying:

(a) the first non-N-coloured transition ends the sequence;

. . L 3 1 .
(b) consecutive transitions sn,_1+ s, and s, T»i Sn+1 1n a trace have a common
intermediate state s,,.

ADS5 The set of trace sets is 7(S), a complete partial order under subset ordering.
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Table Al: Grammar of the abstract imperative language C, where integer variables z € X,
term expressions e € E, boolean expressions b € B, labels [ € L, exceptions k € K, statements
c € C, integer constants k € Z, infix binary relations r € R, subroutine names h € H.

C ::= skip | return | break | goto ! | ¢;c | x=e | b—c | cic|doc|c:l | label l.c| call h
| try c catch(k) c | throw k

E:=k|z|rkxe|e+te

B:u=T|Llere|bVb|bAb|-b
Ru=<|>|<[2]=]#
Examples

AX1 The simplest example of a trace set is that for a skip statement, being the set

{3»5 s | s € S}. Running skip consists of making a single trivial atomic transition,
from a state to the same state again, coloured N. The statement exits ‘normally’,
having executed a single N-coloured transition.

AX2 A return statement has the set of traces {srr—g s| s e S} Le., it exits at once
‘via a return flow’ after a single, trivial, R-coloured transition.

We will skip ahead a little by setting out how sequences of statements are handled in
the model: the set of traces ¢ of a sequence a; b of programs consists of all the traces
t of a that end in a non-N-coloured transition plus those traces ¢t that are formed as
the concatenation of a trace t; of a that ends in a IN-coloured transition with a trace
to of b. Le. the set of traces of a;b is

{s0 ... %5, €a| i, # N}
U{SO@...anMorg,..fﬂﬁsmEa, tm = N, smbﬂl...@sneb}

So there are two ways that a trace from a;b can end ‘abnormally’ (i.e., in a non-N-
coloured transition): either it is a trace from a that terminates abnormally, or it is a
trace from a that ends normally concatenated with a trace from b that ends abnormally.

There is exactly one way that a trace from a;b can end in a normal (i.e., N-
coloured) transition: it is composed as a trace from a that ends normally concatenated
with a trace from b that ends normally.

AX3 The traces of skip;return are the set {s»§>8|5>s | s € S} consisting of two
trivial transitions, the last of which is marked as R-coloured.

AX4 The traces of return;skip are the set {sr5> s| s € S} of just the abnormally-
ending traces of return (which are all of its traces). There is no trace that can be
formed as the concatenation of a trace ¢; from return with a trace t» from skip,
because none of the former end in a N-coloured transition.

A.1. Model

To permit the model for the NRBG(E) logic to be set out formally, the syntax
of an abstract programming language C is given in Table Al. The real programming
language C is mapped onto it: a conventional if (b) ¢1 else c2 statement in C is written
as the nondeterministic choice between two guarded statements b — c1|-b — c2 in
the abstract language; the conventional while(b) ¢ loop in C is expressed as do{—b —
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Table A2: Standard evaluation of integer and boolean terms of C, for variables z € X, integer
constants x € Z, using primitives ev(z, s) for evaluation of variable z in a state s and sz < v]
for assignment of value v € Z to variable x in state s.

[-]- : ExS—=2Z2 [-]1- : BxS — bool
[z]s = ev(x,s) [Tls=T
[k]s = & [L]s =L
[r*e]s = rx [e]s [er <ez2]s = [e1]s < [ea]s

ler + e2]s = [ei]ls + [e2]s  [b1 V b2]s = [bi]s V [b2]s
[[bl A bg]]s = [[b1]]s A [[bQﬂS
[bls = ~([b]s)

ev: Xx8—=2Z2
—[—+ -] : SxXxZ—>S
ev(y, s[x « v]) = if y = x then v else ev(y, s)

break; c}, using the forever-loop of C, etc. A sequence a;! :bin C with a label in the
middle is properly expressed as a : [;b in C, but we regard a;[ : b in C as syntactic
sugar for a : [;b, so it is still permissible to write it as a;l : bin C. As a very special
sweetener, we permit [ : b too, even when there is no preceding statement a, regarding
it as an abbreviation for ¢ : [; b where ¢ is a statement that has empty trace semantics.
The terms of the abstract language are linear integer forms in integer variables,
and the boolean expressions are combinatorial forms in comparisons of terms. Curly
brackets may be used to group code statements for clarity, and parentheses may be
used to group expressions. The variables are globals and are not formally declared.

Example AX5 A valid integer term is ‘6x + 4y + 3’, and a boolean expression is
Bx+4dy+3<z—4Ny<X.

Remark AR1 The limited set of terms in C' makes it difficult to map C-like assign-
ments as simple as ‘x = x*y’ or ‘x = x | y’ (the bitwise or), but in those cases the
assignment can be mapped to ‘x = z’ where the variable z is newly introduced (a so-
called ‘logical’ variable, as opposed to a ‘program’ variable) and guarded by assertions
such as ‘(x> 0Ay >0Vx<0Ay<0)—z>0.

In any case, it is rare to map C local variables literally. Usually one maps an ab-
straction — how many times the variable has been read since last written, for example,
which maps x =x*ytox=x+1L;y=y+ 1;x=0.

The terms of C have the standard evaluation on states as integers and booleans, as
shown in Table A2. The evaluation depends on a primitive lookup operation ev(z, s)
for variables x € X, states s € S. We also suppose that there is a primitive assignment
operation s[z < v] that writes the value v € Z to variable z in the state s. If the
states are modelled as partial functions X + Z, then ev(z, s) = s(z) and s[z + v] = &’
where s'(y) = if z = y then v else s(y).

The label construct of the abstract language declares | € L that may be used in
gotos. A label that has not been declared may not be mentioned in the code. Nor
may the same label be declared again in the context of the first.

Given sets g; € 7(S) comprising those traces which reach to a goto [ statement
somewhere in the whole program, we interpret a code fragment a as a set of traces [a]4
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Table A3: Interpretation of programs of language C' as trace sets, given as hypothesis the sets
of traces g; € T(S) for I € L as the sequences of transitions that lead to goto [ statements.
A recursive reference means ‘the least trace set satisfying the condition’. For h € H, the
subroutine named h has code [h].

[, : C—T(S)
[skip], = {s™>s|s € S}
[return], :{s&s | s € S}
[break], = {ss|s € S}
[goto ], :{sgs|s€S}
[throw k], :{sE»—(fs | s €S}
[a;b]g = {s0™> ...+ sn € [a], | ¢ # N}
U{soss . Bsn | sors. . Do € [alg, Smrs..."%sn € [b]g}
[z =ely :{sE)s’ | s,8" €S, ' = sz <+ [e]s]}
[p — alg = {so™> ...+ sn € [aly | [P]so}
[a1b]g = [a]g U [b]y
[doaly = {so>... s, |50, . Bs, € [a]y}
U{soﬂ),..ésn\sog...ésne lalg, ¢ # N, B}
U{sog...Asn\sog...E}smE lalg, Sm s s, € [do a]4}
la: g = laly
U{sog...gsn\sog...ﬂsn €g}
[abel Laly = [alyuimgry \Mso .. Hsn [ 50,50 € S}
where gf = {sog...%sn € [[aﬂgU{ZHg;}}
[call Ay = {so™5... S s | sors... 5 sn € [[R]](}, ¢ € {R.Ey | k€ K}}
[try a catch(k) b]y :{sog...ésn \ S0 . s, € lalg, ¢ # Er}

E
U{soﬁr..QSn\Sog---JSmE[[a]]gv SM'E’-"'i’S"E[[b]]g}

as shown in Table A3. These are traces starting at the beginning of a. They either
terminate normally at the end of a, or at some return, break, return, goto or exception
in a. The g; supply an ‘initial guess’ at the traces to labels [ of a coming in via goto [
statements from elsewhere. The fragment a cannot yield up this information on its
own — some of the contributions will come from goto [ statements not contained in it.
The ‘initial guesses’ will be improved via a fixpoint iteration (the ‘label’ equation of
Table A3) until they are just right.

Example AX6 Consider the code

T

label A, B. skip; goto A; B: return; A: goto B

Yy

with labels A, B, body x, and marked fragment y. The traces of the body z and
corresponding code sequences are:

s 5P g # skip; goto A;
P . Qe # skip; goto A; A: goto B
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P QP QA QPR # skip; goto A; A: goto B; B : return

with observed trace sets g4 = {8»5 s o s}, g8 = {sE) s 5 G s} at the labels.
The goto B statement is not in the fragment y so there is no way of knowing
about the traces gg while examining y. The indigenous traces of y are only

s P # skip; goto A
P QA # skip; goto A; A :

with no possible entries at label B from within y. That is, the interpretation of y
. . . . N G N N
assuming no entries from outside y is [y](; = {s—>s 5 s, s> s> s}

When we hypothesise gp = {s NN e s} for y, then y has more traces:
s NN B # skip; goto A; A: goto B; B : return

corresponding to these entries at B from the rest of the code proceeding to the return
. N G N N N N N R .
iny, and [y, = {s—~sSs, srrs>s, s—>s+s—»srssy. In the context of this
code, that is the full answer for y. There are no more traces leaving from y.

Example AX7 Cousider the code of Example AX6 again. The set {s N5 G s, s NN Ep S,

P QL QP QPRI s} is the interpretation of z with assumptions g, gp of Example AX6,
and the same g4, gp are observed at the labels under these assumptions. This g is
the fixpoint ¢g* of the label rule in Table A3.
That rule says to remove hanging traces ending at goto As and Bs because they
. N N N R -
can go nowhere else, leaving only traces {s+— s+— s+ s+ s} exiting from the full code,
corresponding to skip;goto A; A: goto B; B: return.

Lemma AL1 The constructions shown in Table A3 are trace sets in 7 (S) that are
monotonic increasing with respect to the g;, and preserve increasing limits.

Proof. By structural induction on the code a of [a]; in Table A3, and in the case
of label also by induction on the size of the domain of g. To get through both the
label and do cases, we depend on the fact that the least fixed point in one argument
of a monotonic increasing continuous function of two arguments is itself a monotonic
increasing continuous function in the remaining argument. O

The simple case is always when the sets g = { } are empty. In that case [a]y
comprises just those traces that end at returns, breaks, exceptions and gotos, plus
those that reach the end of a normally. In particular, [a];; computes traces right up
to the point of transition through a goto, and no further.

The semantics of the forever do loop in Table A3 merits comment. The only way
of exiting the loop normally is by exiting the body of the loop via break. However,
an abnormal exit from the body other than a break, such as a return, does exit the
whole loop. Since the fixpoint computation takes place in 7(S), the result is always
a set of finite sequences. If the loop never exits, then the fixpoint works out as the
empty set of traces, since there are no infinite traces in the sets of the domain and an
infinite trace is the only possible trace.
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Definition AD6 When all of the labels in the code a are declared in a, we take as
canonical interpretation of the code the set of traces [a] = [a]{ }. That is [a], where
g is the partial function with empty domain.

It is often the case that all labels are declared ‘up front’ in an abstract program.
The semantic computation in this case can be organised advantageously:

Proposition AP2 Let g, = gU{l — { }} be the initially empty set assignments for
the labels [ that appear undeclared in a. The fixpoint semantics for [label l.a], is,
apart from ‘extra’ traces that all end in a Gj-coloured transition:

[algr = lals. Ulaly, Ulalgy V...
where
g = {s0™ ... F s, € [als} (A1)

picks out the traces ending in a Gj-coloured transition from [a]y, and g7 is the least
fixpoint of g — ¢'.

Proof. The semantics of label given in Table A3 sets [label l.a], as [a],« minus
the traces that end in a Gi-coloured transition. Lemma AL1 established that [a],
is monotonic increasing and continuous with respect to the g;. By Kleene’s fixpoint
theorem on the complete partial order 7(S),

[[a’]]gj_ = HaﬂgJ_Ugﬁ_Ug’iU...
= [alg, Ulaly, Ulalyy V...
since g7 = g1 Ug' Ug7] U... and the sequence [a],, , [aﬂgl, [[a]]gi7 ... is increasing

and bounded above by [a]g+ hence must be [a],+ , since [a], is monotonic increasing
in g and preserves limits. O

The interpretation [[a]]gi includes all traces that go through gotos and that is the
only difference with respect to [label l.a].

Example AX8 Proposition AP2 shows that a goto-self loop has the same semantics
as a trivial forever loop:

[label i. I : goto ] = [do skip]

The computations leading to [l : goto {] 4+ are:
Gy
[l:gotol]y, ={s—~s|se€S}
[l : goto [, = {sgs,sgsgs | s €S}

[l : goto I, :{sgs,sgs%s,sgsgs(}r—ﬁs |se S}

[l : goto I]= = {sgs,sgs%s,sgsgs&ﬁs,-'- | se S}
Throwing away the traces which end in a Gj-coloured transaction gives:
[label I. [ : goto I] = { }

The calculation for a busy do-loop yields [do skip] = { } directly. The only conceiv-
able traces are infinite and so do not appear.
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Table A4: Extending the language B of propositions to modal operators N, R, B, G;, Ej, for
l € L, k € K. The interpretation on traces is given for b € B, b* € B*.

B* 1= b | Nb* |Rb* | Bb* | Gy b | Epb* | b* Vb* | b* Ab* | —b*

[b](so = ...+ sn) = [b]sn
[NV J(s0mS .. .5 sn) = ¢ = N A [b*](s0 S .. .+5 sn)
[R*](s0 ...+ sn) = ¢ = RA[0*](s0 ... "% sn)
[Bo](som> ... sn) =1=BA[b*](s0> ...+ sn)
[[Glb*]](sog...ésn) :L:Gl/\[[b*]](SO’E) W 5n)
[Erb* (50 .. v sn) = ¢ = B A [0*] (505> . ..+ sn)

Remark AR2 What is the difference between g7 and g7, where gt = {l — [G,T]}
is the greatest possible starting point for the fixpoint calculation? It is that g+ injects
all possible initial traces at label [, whereas g, injects no traces beyond those arising
naturally through the program.

We extend the propositional language B to B* which includes the modal operators
N, R, B, G, Ex forl € L, k € K, as shown in Table A4. Table A4 also defines an
interpretation of B* on traces. The modal operators of B* satisfy the algebraic laws
given in Table A5. Additionally, however, for p € B,

p < NpVRpVBpVWGpWELp (A2)
because each transition must be some colour, and those are all the colours.
Proposition AP3 Every p € B* can be (uniquely) expressed as

p & NpnVRprVBps VW Gipg, WEipE,
for some pn, pr, etc that are free of modal operators.

Proof. Equation (A2) gives the result for p € B. The rest is by structural induction
on p, using the laws of Table A5 and boolean algebra. Uniqueness follows because
Npn & Npp, for example, applying N to both possible decompositions, and apply-
ing the orthogonality and idempotence laws. Apply the definition of N in the trace
model of Table A4 to deduce pn < pi for non-modal predicates pn, pn. Similarly
for ]37 R, Gl, Ej. O

Remark AR3 Thus modal formulae p may be viewed as tuples of non-modal formulae
(pN, PR, PB, PG, PE, ). That means that NpV Rg, for example, is simply a convenient
notation for writing down two assertions at once: one that asserts p of the final states
of the traces that end in a normal transition, and one that asserts ¢ on the final states
of the traces that end in a return transition.

Definition AD7 Let g; = [G; p;] via the interpretation on traces. Then the interpre-
tation of Gy p > {p} a {q}, for p € B, a € C and p;,q € B*, is:

[Gipi>{p} a{a}] & [{p}a{atl,
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Table A5: Laws of the modal operators N, R, B, G;, Ex with M, My, M> € {N,R,B, G, Ey, |
le L,k € K} and My # Mo.

M(L)=1 (flatness)

M(b1 2 bQ) M(bl) \Y M(bz) (diSqulCtiVity)

M(b1 Ab2) = M(b1) A M(b2) (conjunctivity)

M(Mb) = Mb (idempotence)

Mo (M1b) = M1 (b) A Ma(b) = L (orthogonality)

& Vsos . s, € lalg | [Plso- [[q}](sog‘..ésn)

That is read as ‘the triple {p} a {q} holds under assumptions G;p; at goto ! when
every trace of a that starts at a state satisfying p terminates in a transition satisfying
q'. The explicit Gentzen-style assumptions p; are free of modal operators. Or they
may as well be — see Remark AR3, as applied to G; p;. What is meant by the notation
is that those states that may be attainable as the program traces pass through goto
statements are assumed to be restricted to those that satisty p;.

The G;p; among the assumptions are read independently for different I. They
may be separated by commas, as Gy, pi;, Giy Diy, - - -, with [1 # l2, etc. Or they may
be written as a disjunction Gy, pi, V Gy, pi, V .... By Remark AR3, the information
in this modal formula is only the mapping 1 — p;,, l2 — pi,, etc. The number of
the disjuncts is governed by the set of undeclared labels [ in the code a. If the same
l appears twice among the disjuncts G; p;, then we understand that the union of the
two p; is intended.

Proposition AP4 The following algebraic relations hold:
[{L}ad{gt]s & T (A3)
[P} a {T}, & T (A4)
Hpr Vet a{gt]ly & [{p1} a {a}]y A [{p2} a {a}], (A5)
[{p} a {; A a2}y & [{p} a {@a}s AP} a {g2}]4 (A6)

for p,p1,p2 € B, ¢,q1,q2 € B*, a € C, and g: C g;.
Proof. By applying Definition AD7T. O

It follows, on considering the cases p1 V p2 = p2 and g1 A g2 = g1, that the well-known
laws of strengthening and weakening hold:

(p1—=p2) AN[{p2} a {a}]s = [{p:} a {a}ls (A7)
(a—a2) N{p} a{a}ls = [{p} a {a}], (A8)

Moreover, if we consider a different set of hypotheses g’ with g; C g/, then
[{r} a{d}ly = [{p} a{d}tl, (A9)

The reason is that g; is a bigger set than g;, so [a], is a bigger set of traces than
[a]g by Lemma AL1, and thus the universal quantifier in Definition AD7 produces a
smaller (less true) truth value.
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Theorem AT1 (Soundness) The following algebraic inequalities hold, for £, any of
R, B, G, Ey; & any of R, G, Ey; & any of R, B, Gy for I’ # [, Ex; £4 any of R,
B, G, E;s for k' # k; [h] the code of the subroutine called h:

N %}Z{Z{{gfvv 2;”}}]}]; } = [p}a;b {Nrv &z}, (A10)
[{r} a{BqVv NpV &x}], = [{p}do a{NgV &z}, (A11)
T = [{p}skip{Np}], (A12)
T = [{p}return{Rp}], (A13)
T = [{p}break {Bp}], (A14)
T = [{p}goto I {G,p}], (A15)
T = [{p}throw k{E;p}], (A16)
[{o Ap}afatly = [{p}b—a{q}], (A17)
[{r}a {a}]s A [{p}b {a}]s = [{p}aib{a}]s (A18)
T = [{qle/z]} z=e {Nq}], (A19)
[{r} a{a}lo Ao S [Gial = [{p} a:1{q}]s (A20)
{p} a {Gipi VNgV E3x}]guqima,p,y = [{p} label l.a {NgV Ex}], (A21)
[{p} [h] {RrVErze}] (1 = [{p} call h {NrV Egz}], (A22)
) Hﬁ o {{E:: vv E:ikvfzfﬂﬁg } = [{p} try a catch(k) b {NrV Eyzy, V E12}],
(A23)
Proof. By evaluation, given Definition AD7 and the semantics from Table A3. O

A.2. NRBG(E) logic

On considering a fixpoint g of the map g + ¢’ described in (A1) of Proposi-
tion AP2, the equations (A3-A9) and (A10-A23) of Theorem AT1 give the logical
rules of Table A6, via the translation of the semantics of assertions given in Defini-
tion AD7. They are sound by construction. What is notable about the fixpoint is that
the hypotheses g; on the left of the ‘>’ cover all the G;g; reached as conclusions on the
right. So conclusions cannot be weakened arbitrarily beyond a certain point without
weakening hypotheses to match, leading to the restriction in the rule of weakening
listed last in Table A6, and in the go rule.

A proof must start with a generous guess g; as to the states that may arise at
goto [ statements, otherwise the go rule will not apply. But too large a guess will
make the frm rule impossible to apply. So the guess has to be ‘just right’.

Example AX9 Recall that [:a is syntactic sugar for { } :l; a where {} is an empty
traceset. We derive the rule

Gipi > {pVm}a{q}
Gipi > {p} l:a{q}

[frmo]

as follows:
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Gipi > {p} 1 {pVp} [frm Gipi > {pVpi}a{q}
Gipi > {p} :La{q}

Example AX10 The derivation for {T} label l. [ : goto [ {L} is:

[seq]

GiT o {T} goto ! {G/T} [zl

G T {T}goto!l {NLVG;T}
G T {T}!l:gotol {NL}
G T> {T}1l:gotol {L}
>{T} label l. [ : goto ! {L}

[frmo]

[1b]]

The two unlabelled steps are by weakening of the conclusion and/or through the
equivalence N1 <« 1. If one had tried G;p for some smaller p, then the first rule
could not be applied.

Remark AR4 If we guess G; T and manage to prove a result, then the proof is valid,
never mind if the guess is ‘just right’ or not. In principle, we can go through the proof
making the guess smaller (while still above the fixpoint G; p;, whatever it is) and the
steps remain valid. So we do not have to know what the ‘just right’ guess is if we
succeed in proving something from G;T.

The model-theoretic justification is that the logic of proof using G;T corresponds
to the greatest fixpoint semantics [a]4+ , not to the least fixpoint semantics [a]y+ (see
Remark AR2). But since the greatest fixpoint set of traces includes the least fixpoint
set of traces, so what is true of all the greatest fixpoint traces is also true of all the
least fixpoint traces.

The logic displayed in Table A6 has to be tailored from C to the real language C.
In particular, C has if statements instead of guarded statements and non-deterministic
choice. Combining the rules grd and dsj gives the rule for C conditionals, at least
when the test expression has no side effects:

bipnctafa} > {pn—c}bia} gy,
> {p} if(c) a else b {q}

When the test has a side-effect, we break the conditional up into an assignment or
assignments followed by a conditional with a non-side-effecting test.

C also has setjmp and longjmp instead of try/catch and throw. The C
‘if(!setjmp(k)) a else b’ corresponds to the C ‘try a catch(k) b’ construction, and
the C ‘longjmp(k,1)’ corresponds to the C ‘throw k’ construction.

The call logic derives from inlining the subroutine body, turning returns into
‘goto end’ statements, and renaming labels to avoid collisions. But, in practice, calls
are all treated as opaque satisfying the property being studied — such as ‘balances
takes and releases of locks’ — while the property is tested for possible failure in each
and every subroutine in turn.

Remark AR5 Here is a procedure that, if it terminates, terminates with the code
decorated with preconditions and postconditions complying to Table A6.

Start with hypotheses g = L on the left hand side, and construct preconditions
and postconditions throughout the code satisfying the rules of Table A6 with the
exception that the restriction on the left of the go rule and that in the conditions on
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Table A6: Gentzen-style deduction rules for triples of assertions and programs. Unless explic-
itly noted, assumptions G;p; at left are passed down unaltered from top to bottom of each
rule. We let £1 stand for any of R, B, G;, Ex; &2 any of R, G;, Ei; &3 any of R. G/ for
U #£1, Eg; €4 any of R. G, Es for k' # k; [h] the body of the subroutine named h.

> {p}a{Ngv&iz} > {q}b{Nrv&i z} > {p}a{BqVNpVEsrz}
> {pta;b {Nrv& iz} [seq] > {p}do a {NgV&szx}

[do]

> {p}skip {Np} [skp] > {p} return {R p} [ret]

brk]

> {p} break (Bp}| lp = PG, 55 (pT goto 117G p} 1€°)

> {pFthrow k(B pT D™V S {qle/aly o=e (a7 let]

> {qu}a{r}} [gra) iptaier o {p}b{a} e

> {p}g—a {r > {p}aib {q}

S S RS

> {p} [p] {RrVE,z:}

> {p} a {NrVEqVEsx} > {q} b {NrVEz,VEsx}

Gipi> {p} call h {erEkmk}[sub] > {p} try a catch(k) b {NrVE,z,VEsx} [try]
> {p:i} a {q} > {p} a {q:} Gipii> {p} a {q}
> {Wpi} a {q} > {p} a {Mq} WG pii> {p} a {q}

G pi > {p} a {q
" = p,ga— ¢ ,p] = pi|Giq — Gzpi]m

the left of the rule of weakening are ignored. Those relate to final fixpoint conditions
g/, not the intermediate conditions g; of this construction.

Next construct the g that are at least a union of the preconditions found at all
goto | statements, intersected with the precondition at the statement labelled [. So
g1 = g, by Lemma AL1. Repeat the construction of preconditions and postconditions
satisfying the rules of Table A6 throughout the code, this time with hypotheses g; on
the left hand side everywhere. Continue until, or if, a fixpoint g; = g] = g/ is reached.
The fixpoint g;° covers all the preconditions of goto [ statements and fits inside the
precondition of the statement labelled I. So the rules of Table A6 are satisfied.

B. A logic specification language

The logical rules are specified individually per analysis. The specification is dis-
tributed globally and compiled locally into an analysis tool. Usually only rules for
assignments and function calls vary significantly from the Table 1 standard, while the
rules for compound statements follow Table 1 exactly. For example, the rule for the
‘while(true)’ logic in Table 1 is:

{p} a {BqVNpV Ex}
{p} while(true) a {NqgV &z}

[whi]

where £ may be any of R, G, and it is specified as follows:

propn p :: whl(sem a) { propn n,x,q }
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= (q,x,F)
where (n,x,q) = p :: fix(a) ;

The first line (up to the “::’) declares the type signature of the rule implementation.
It is a transformer of predicates p, by default with result a postcondition (the result
type is ‘post’, if stated explicitly). The type of p is declared as ‘propn’, signifying a
non-modal boolean formula.

The first line also names the transformation ‘whl’ and declares an argument pa-
rameter a of semantic (‘sem’) type, representing the body of the while loop. It is
another transformer of predicates, constructed and provided at runtime. The same
line also declares local variables for propositions n, z, g, used internally.

The second line gives the postcondition generated for the while statement, ex-
pressed as a (N, R, B) triple. It is N¢gV Rz VB, i.e., NgV Ruz.

The third line gives details of the propositions n, x, q. They satisfy

(p—n), ({n}a{NnVRzVBg})

The ‘fix(a)’ transformation generates suitable n, x and ¢ from the input p. There
always is a solution (n, z, ¢) since (T, T, T) will do. The fix operation attempts to
find a tighter solution than that, however. It does so by relaxing the constraints p to
obtain n, examining the structure of p in order to do so. Thus the rule implemented
is exactly:

{n} a {BqgV NnV Rz}
{p} while(true) a {NgV Rz}

[p— n] [whi]
The rule is extended to cover the case where G;g; appears instead of or in addition to
Rz using the ‘with’ term and pattern constructor:

propn p :: whl(sem a) { propn n,x,q; ctx g }
= (q,x,F) with g
where (n,x,q) with g = p :: fix(a) ;

The indexed set of conditions g; defining the possible states at the goto [ exits in the
code is declared as type ‘ctx’ (context). The implemented rule is now

{n} a {BgVNnVRzVGg}
{p} while(true) a {N¢V Rz V G;g;

[p — n] ; [whl]

However, the full rule should reference a set of assumptions G; h; defining the states
attainable at goto [ statements. It ought to be:

G hi > {n} a {BgVNnVRzV Gg}
G h; > {p} while(true) a {NgV Rz V Gig

[p — n] } [whi]

That is specified by a reference h of type ‘ctx’ that is passed down to the computation
for the body a on the left, and returned, incremented, as g at right:

ctx h, propn p :: whl(sem a) { propn n,x,q; ctx g }
= (q,x,F) with g
where (n,x,q) with g = h,p :: fix(a) ;
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Some h; may be broadened to cover a G;g; that would not otherwise fit within it, as
part of the fixpoint calculation procedure outlined in Remark AR5

Defect specifications are composed in three parts. The first part is an initial
condition that is imposed at entry to the program. For example:

xr <0

where z is a logical variable (i.e., declared in the specification file, not a program
variable). This is written:

r:propn initial() = (x<=0);

in the configuration file. The second part of the specification is the declaration of an
objective function that will be computed at syntax tree nodes:

propn p ::term objective() = upper[x: pl;

That means objective(p) = sup{z | p}, the upper bound of the x such that p.

Certain of the logic rules have ‘rule attachments’ in C code that check the value
of the objective function when the rule is active, setting an entry in a database if the
value exceeds a certain level. The attachments are placed within curly braces at the
end of the rule. A rule with the attachment

if ([[p :: objective()]] > 0) setflags(DEFECT, CHAR, LINE);

conditionally adds a line and character count to the DEFECT database table. The
double square brackets indicate to parse the quoted text as part of the configuration
language, rather than C. The quote has ‘term’ type in the configuration language,
which returns an integer to C.

Via re-configuration, the analysis software can run different analyses. Table B7
shows the logic of C from Table 1 rendered into the specification language, and Ta-
ble B8 shows the extra configuration required to detect ‘calls to a function that may
sleep under spinlock’.
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Table B7: Rules of Table 1, the programming logic for C, expressed in the logic specification
language. The formula NnVRrVBb = fix(s, p) holds iff {n}s{NnVRrvBb} and p — n,ie,n
is a fixpoint of statement s above p. The formula ¢ = im(e, z, p) holds iff Vz.p[z] — qle/x], i.e.,
q is the image of p under z — e. The V operator denotes logical disjunction of propositions and
also pointwise union of indexed vectors of sets. The h\\l operation removes the ith component
h.l from the indexed vector h. For brevity, declarations of the local variables defined in where
clauses have been omitted.

ctx h, propn p::
ctx h, propn p::

ctx

ctx

ctx

ctx
ctx

ctx

ctx

h, propn

h, propn
h, propn
h, propn
h, propn
h
h

, propn
, propn

h, propn

o ‘o oo

skp() = (p, F, F) with ctx h;

seq(sem s1, s2) = (n2, r1Vra, bjVba) with ctx ho;
where (no,rs,bo) with ctx hg = hy, ny::so
and (n1,r1,b1) with c¢tx hy = h, p ::s1;

::if(sem sy, s2) = (n1Vn2, r1Vre, bjVbs) with ctx hyVho

where (nj,r1,b;) with ctx hy = h, p::s;
and (n2,r2,b2) with ctx hp = h, p::sg;

::whl(sem s) — (b, r, F) with ctx hi;

where (n,r,b) with ctx h; = h, p::fix(s);
:let(var x; term e) = (q, F, F) with ctx h

where q = x, p::im(e);
:go(label 1) = (F, F, F) with ctx hV{l::p};
tibrk() = (F, F, p) with ctx h;
r:ret() = (F, p, F) with ctx h;

::frm(label 1; sem s1, s2) = (no, r1Vra, biVbs) with ctx ho

where (nj,r;,b;) with ctx hy = h, p::s;
and (ng,r2,b2) with ctx he = hi, niVh.l::s92;

::1bl(label 1; sem s) = (n, r, b) with ctx h\\1

where (n,r,b) with ctx h; = h, p::s;

Table B8: Configuration of the logic specification to search for the defect where a function
that may sleep is called under lock.

tipropn initial() = (x<0);
propn p::term objective() = upper[x:p];
ctx h, propn p::post unlk() = (p[x+1/x], F, F) with ctx h;
ctx h, propn p::post lock() = (p[x-1/x], F, F) with ctx h;
ctx h, propn p::post call(name 1) = (p, F, F) with ctx h {

};

if (sleepy(l) && [[p::objective()]]1>0) setflags(DEFECT,CHAR,LINE);
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