UNIVERSIDAD COMPLUTENSE DE MADRID

FACULTAD DE CIENCIAS FISICAS

TESIS DOCTORAL

Disenio e Implementacion de un Sistema de Distribuciéon Cuéntica de Clave en Variable Continua

Design and Implementation of a Continuous-Variable Quantum Key Distribution System

MEMORIA PARA OPTAR AL GRADO DE DOCTOR

PRESENTADA POR:

Andrés Ruiz Chamorro

DIRECTORA:

Veronica Fernandez Marmol

© Andrés Ruiz Chamorro, 2025






UNIVERSIDAD COMPLUTENSE DE MADRID

FACULTAD DE CIENCIAS FISICAS

CONSEJO SUPERIOR DE INVESTIGACIONES CIENTIFICAS

INSTITUTO DE TECNOLOGIAS FISICAS Y DE LA INFORMACION

DReh CSIC

CONSEJO SUPERIOR DE INVESTIGACIONES CIENTIFICAS

TESIS DOCTORAL

Diseno e Implementaciéon de un Sistema de Distribucion
Cuantica de Clave en Variable Continua

Design and Implementation of a Continuous-Variable
Quantum Key Distribution System

MEMORIA PARA OPTAR AL TITULO DE:

Doctor en Fisica

AUTOR:

Andrés Ruiz Chamorro

DIRECTORA:

Veronica Fernandez Marmol

Madrid, 2024









Abstract

Continuous-Variable Quantum Key Distribution (CV-QKD) is a quantum cryp-
tography protocol that leverages continuous variables, such as the quadratures of
the electromagnetic field, to encode and transmit information in a secure way,
provable through the principles of quantum mechanics. This enables two remote
parties to securely share a cryptographic key, even in the presence of an eaves-
dropper. This thesis addresses the design and implementation of an experimental
CV-QKD system, including the conceptual design, numerical simulations, and ex-
perimental demonstrations that validate the methods introduced in this work.

The thesis covers system design and component characterization, including the
development of realistic simulations to predict the impact of experimental imper-
fections on the protocol’s security. The analysis concludes that the primary source
of error hindering the experimental implementation of the protocol lies in the ran-
dom frequency fluctuations of the lasers used both at the emitter and receiver
sides. A method is presented to address this issue, which is then experimentally
validated through CV-QKD transmissions over various distances using commercial
optical fibers.

Finally, multiple experimental enhancements are introduced, demonstrating prac-
tical applications such as integrating the system into QKD networks and deploying
encrypted connections secured by quantum keys distilled from the experimental
system. This shows that the CV-QKD system presented can be effectively deployed
in practical settings, providing high levels of security for critical data transmissions.
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Resumen

Esta tesis trata el diseno teoérico e implementacién experimental de un sistema de
Distribucion Cuéantica de Claves de Variable Continua (CV-QKD), una tecnologia
dentro del campo de la criptografia cuantica, la cual en términos generales, emplea
las leyes de la mecéanica cuantica para garantizar la seguridad de la transmision
de claves criptograficas entre dos partes, de manera que cualquier intento de in-
tercepcion por parte de un tercero sea detectable.

La investigacion se centra en el estudio, caracterizacion, simulacion y desarrollo
de un sistema experimental de CV-QKD con modulacion gaussiana de estados
coherentes (GMCS) y con oscilador local generado localmente (LLO). La tesis se
organiza en varios capitulos que abordan desde los fundamentos tedricos hasta la
implementaciéon experimental y los resultados obtenidos.

El Capitulo 1 presenta los objetivos de la tesis y ofrece una primera introduccion a
la Distribuciéon Cuéntica de Claves, explicando los problemas que esta tecnologia
busca resolver. Se proporciona una motivaciéon para este trabajo, y una vision
general del campo de investigacion, comentando los principales desafios abordados.

En el Capitulo 2 se revisan las bases tedricas necesarias para comprender los con-
ceptos utilizados en el resto de la tesis. El capitulo comienza con la Seccion 2.1,
donde se introducen genéricamente los principios fundamentales de la mecénica
cuéntica, enfocandose en los sistemas de variable continua, tales como las cuadrat-
uras del campo electromagnético, y en la teoria de la informacién cuantica. Se
explican conceptos clave como el formalismo matematico de la mecanica cuan-
tica, los fotones y los estados coherentes, esenciales para entender el protocolo
de CV-QKD. Posteriormente, se introducen los conceptos de entropia e informa-
cion mutua, hasta llegar a la cota de Holevo, crucial para explicar las pruebas de
seguridad en CV-QKD.

El capitulo contintia con la Seccién 2.2 haciendo una revision historica y del estado
del arte de los protocolos de Distribucion Cuéntica de Clave (QKD) maés habituales,
dividiéndolos en dos categorias principales: protocolos de Variable Discreta (DV-

XV
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QKD) y de Variable Continua (CV-QKD). Se explica brevemente el protocolo
BB&4, el cual es el primero y mas conocido dentro de la categoria de DV-QKD, y el
protocolo GG02, fundamental en CV-QKD. Esta revisiéon proporciona un contexto
historico y un estado del arte que resalta los avances mas recientes en el campo de
la QKD en general, mostrando los avances en diferentes implementaciones.

El capitulo finaliza con la Seccién 2.3, donde se hace una revisiéon de las pruebas y
analisis de seguridad de los protocolos de CV-QKD basados en GMCS. Se revisan
las pruebas de seguridad, incluyendo el desarrollo de las expresiones matematicas
de la informacién mutua o la cota de Holevo, imprescindibles para estimar la tasa
de clave segura (SKR), el factor que determina si una transmision ha podido ser
interceptada por un atacante.

El Capitulo 3 comienza describiendo el disenio experimental del sistema CV-QKD
elegido en la Seccion 3.1, explicando céomo se lleva a cabo la generacién y de-
teccion de estados coherentes con dispositivos experimentales, tales como laseres,
moduladores electro-6pticos y detectores coherentes.

Posteriormente, en la Seccion 3.2, se resume todo el proceso de caracterizacion
de todos los componentes necesarios para la implementacion experimental, como
los laseres, moduladores y detectores, y se identifican los rangos de trabajo 6pti-
mos para cada dispositivo y los desafios experimentales mas importantes, como la
necesidad de estabilizacion de frecuencia debido a las fluctuaciones de los laseres.

Para finalizar el capitulo, en la Seccion 3.3, se muestran las simulaciones realizadas
para modelar el comportamiento de los dispositivos experimentales para estimar
como distintas imperfecciones experimentales o impairments afectan a la tasa de
clave segura. Las simulaciones y el modelado proporcionan una base que guia
el desarrollo del sistema experimental, ya que permite predecir con precision el
comportamiento del sistema en condiciones reales.

El Capitulo 4 se centra en la implementacion experimental del sistema CV-QKD
y en el desarrollo del método de estabilizacion de frecuencias de los laseres. En la
Seccion 4.1, se presenta un método para corregir las fluctuaciones de frecuencia y
fase de los laseres de manera eficaz utilizando técnicas de procesamiento digital de
senales que se llevan a cabo tras la adquisicion de la senal por parte del receptor.
Este método se complementa con otros algoritmos de recuperacion de fase y de
reloj para corregir por completo la senal recibida hasta maximizar la correlacion
entre la senal enviada y la recibida.

Tras esto, en la Seccion 4.2 se presentan diversas mejoras para aumentar la robustez
y estabilidad del sistema, como los algoritmos de control automatico de potencia,
de biisqueda de la portadora y de correcciéon de la polarizacion. Estas mejoras
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permitieron automatizar completamente el proceso de calibracion del sistema antes
de cada transmision, facilitando y mejorando la precision de los experimentos
realizados.

Finalmente, en la Seccion 4.3, se presenta la validacion experimental del sistema
completo, mostrando los resultados de distintas transmisiones experimentales real-
izadas en fibras opticas comerciales de diferentes longitudes, siendo los resultados
consistentes con las simulaciones previas.

Para concluir el capitulo, se describen varias demostraciones complementarias re-
alizadas posteriormente, como la implementacion del envio y deteccion de senales
electronicas en matrices de puertas programables en campo (FPGAs), la coex-
istencia en una fibra Optica comercial de canales clésicos y cuanticos mediante
multiplexadores de longitud de onda (WDM), la provision de claves destiladas a
partir de las claves brutas distribuidas previamente por el sistema experimental a
un administrador de una red cuantica, y el despliegue de una red privada virtual
(VPN) cifrada con otra clave destilada del sistema.

Por tltimo, tras la discusion sobre las conclusiones y los trabajos futuros del Capi-
tulo 5, en los apéndices se complementa el contenido principal, proporcionando
detalles adicionales sobre el sistema de unidades empleado durante toda la tesis
y sobre los métodos utilizados en el postprocesado de las claves obtenidas en el
sistema experimental. En el Apéndice A se introducen las unidades de ruido
de disparo (SNU) utilizadas en CV-QKD, explicando como convertir las magni-
tudes medidas en unidades del SI a unidades de SNU en un entorno préctico.
En el Apéndice B se detalla el protocolo de reconciliacién utilizado para el post-
procesado clasico de la clave, que incluye la correccion de errores y la amplificacion
de privacidad. Aunque el post-procesado clésico no es el objeto de estudio de esta
tesis, es imprescindible para destilar las claves distribuidas por QKD, por lo que
en este apéndice se presentan los distintos algoritmos utilizados para ello, como
el de correcciéon de errores, basado en la comprobacion de paridad de matrices de
baja densidad (LDPC), o el algoritmo de hashing empleado para realizar la am-
plificacién de privacidad, con el fin de minimizar la informacién que un atacante
podria obtener sobre la clave.






Summary

This thesis addresses the theoretical design and experimental implementation of a
Continuous-Variable Quantum Key Distribution (CV-QKD) system, a technology
within the field of quantum cryptography, which uses the principles of quantum
mechanics to ensure the secure transmission of cryptographic keys between two
parties, making any eavesdropping attempts detectable.

The research focuses on the study, characterization, simulation, and development
of an experimental CV-QKD system with Gaussian-Modulated Coherent States
(GMCS) and a locally generated local oscillator (LLO). The thesis is organized
into several chapters covering the theoretical foundations, experimental imple-
mentation, and results.

Chapter 1 presents the thesis objectives and offers an initial introduction to Quan-
tum Key Distribution, explaining the problems this technology aims to solve. It
provides a motivation for this work and an overview of the research field while
reviewing the main challenges addressed.

In Chapter 2, the theoretical foundations necessary to understand the concepts
used in the rest of the thesis are reviewed. The chapter begins with Section 2.1,
which introduces the fundamental principles of quantum mechanics, focusing on
continuous-variable systems, such as the quadratures of the electromagnetic field,
and quantum information theory. Key concepts, such as the mathematical for-
malism of quantum mechanics, photons, and coherent states, essential for under-
standing CV-QKD protocols, are explained. Subsequently, entropy and mutual
information are introduced, finishing with the Holevo bound, which is crucial for
explaining the security proofs in CV-QKD.

The chapter continues with Section 2.2, providing a historical review and state of
the art of the most common Quantum Key Distribution (QKD) protocols, divid-
ing them into two main categories: Discrete-Variable (DV-QKD) and Continuous-
Variable (CV-QKD) protocols. The BB84 protocol, the first and most well-known
DV-QKD protocol, is briefly explained, as is the GG02 protocol, which is funda-
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mental in CV-QKD. This review provides a historical context and state of the art
that highlights the most recent advances in the field of QKD, showcasing develop-
ments across different protocols and implementations.

The chapter concludes with Section 2.3, where the security analysis of GMCS-
based CV-QKD protocols is reviewed. This includes the derivation of mathemati-
cal expressions for the mutual information and the Holevo bound, which are essen-
tial for estimating the secret key rate (SKR). This parameter determines whether
an attacker could have intercepted a transmission.

Chapter 3 begins by describing the experimental design of the selected CV-QKD
system in Section 3.1, explaining how coherent states are generated and detected
using experimental devices such as lasers, electro-optic modulators, and coherent
detectors.

Subsequently, in Section 3.2, the process of characterizing all the components
necessary for the experimental implementation, such as lasers, modulators, and
detectors, is summarized, identifying the optimal working ranges for each device
and the most significant experimental challenges, such as the need for frequency
stabilization due to fluctuations in the lasers used.

To conclude the chapter, in Section 3.3, simulations are conducted to model the
behavior of the experimental devices to estimate how different experimental imper-
fections or impairments affect the secret key rate. The simulations and modeling
provide a foundation that guides the development of the experimental system, as
they allow for precise prediction of the system’s behavior under real-world condi-
tions.

Chapter 4 focuses on the experimental implementation of the CV-QKD system and
the development of the laser frequency-locking method. In Section 4.1, a method is
presented to effectively correct frequency and phase fluctuations of the lasers using
digital signal processing techniques after the receiver acquires the signal. This
method is complemented by other phase and clock recovery algorithms to fully
correct the received signal and maximize the correlation between the transmitted
and received signals.

Following this, Section 4.2 presents improvements to increase the system’s robust-
ness and stability, such as automatic power control and polarization correction
algorithms. These enhancements enabled the complete automation of the sys-
tem calibration process before each transmission, facilitating and improving the
experiments’ precision.

Finally, in Section 4.3, the experimental validation of the complete system is pre-
sented, showing the results of various experimental transmissions carried out on
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commercial optical fibers of different lengths, with results consistent with previous
simulations.

To conclude the chapter, several additional demonstrations subsequently con-
ducted are described, such as the implementation of signal transmission and detec-
tion using Field Programmable Gate Arrays (FPGAs), the coexistence of classical
and quantum channels over a commercial optical fiber using wavelength-division
multiplexing (WDM), the provision of distilled keys from raw keys previously dis-
tributed by the experimental system to a quantum network administrator, and the
deployment of a Virtual Private Network (VPN) encrypted with another distilled
key from the system.

Lastly, after discussing conclusions and future work in Chapter 5, the appendices
complement the main content by providing additional details about the unit sys-
tem used throughout the thesis and the methods employed in post-processing the
keys obtained from the experimental system. Appendix A introduces the Shot
Noise Units (SNU) used in CV-QKD, explaining how to convert the measured
magnitudes from SI units to SNU in a practical setup. Appendix B details the
reconciliation protocol used for the key classical post-processing, which includes er-
ror correction and privacy amplification. Although classical post-processing is not
within the scope of this thesis, it is necessary for distilling the raw keys distributed
by QKD. Therefore, this appendix presents the algorithms used, such as the error
correction algorithm based on Low-Density Parity-Check (LDPC) matrices and
the hashing algorithm for privacy amplification, to minimize the information an
attacker could obtain about the key.
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Chapter 1

Introduction

The recent development of quantum computing has introduced new threats to
the security of modern communications, particularly concerning public-key cryp-
tographic systems. These systems, which are currently the standard for key dis-
tribution between two remote parties, base their security on the computational
difficulty of solving mathematical problems such as large number factorization.
Currently, solving these problems would require nonexistent computational re-
sources, which makes these schemes to be considered secure. However, with the
introduction of quantum algorithms that can solve these problems in a reasonably
short time using a quantum computer, the security of these systems is severely
compromised.

This vulnerability raises the search for alternatives to current public-key distribu-
tion schemes. One possible solution is post-quantum cryptography (PQC), which
involves developing classical cryptographic algorithms that are secure even against
attacks from a quantum computer. These algorithms are also based on mathe-
matical problems that, to date, cannot be efficiently solved by known quantum
algorithms. While PQC may provide a smoother transition for classical crypto-
graphic systems, as it does not require new infrastructure, it still faces significant
challenges since it is also based on the complexity of solving mathematical prob-
lems. As it is also conditioned to the computing capacity of an adversary, it will
always be exposed to future advances in both quantum and classical computing.

This is where Quantum Key Distribution (QKD) emerges as a robust theoretical
solution to ensure communications security in a post-quantum world. Unlike clas-
sical key distribution methods, QKD guarantees that any attempt to intercept the
cryptographic keys will introduce disturbances in the system that can be detected.
This principle derives directly from the laws of quantum mechanics, specifically
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the Heisenberg uncertainty principle and the no-cloning theorem, making it im-
possible to tamper the cryptographic key without being detected. In this context,
the main problem QKD aims to solve is the secure distribution of cryptographic
keys between two remote parties (Alice and Bob) in the presence of a potential
eavesdropper (Eve). While in public key classical schemes, the security of this
distribution is based on assumptions about Eve’s computational inability to solve
certain mathematical problems, in QKD, security is guaranteed by quantum prin-
ciples. This means that the security of the key will not be compromised regardless
of advances in an adversary’s computational capabilities.

Most QKD protocols can be categorized into two families: Discrete Variables (DV-
QKD) and Continuous Variables (CV-QKD). In DV protocols, information is en-
coded in discrete quantum states, such as the polarization of single photons. In
contrast, in CV protocols, information is encoded in continuous variables, such
as the quadratures of the electromagnetic field. This allows for the use of stan-
dard classical telecommunications technologies, such as coherent modulation and
detection, which simplifies the experimental implementation and reduces costs.

Despite the practical advantages of CV-QKD, its experimental implementation
presents several challenges that must be addressed to ensure its viability in real-
world applications. Among the most significant challenges are the various experi-
mental imperfections that can significantly affect the secret key rate (SKR), which
determines how much secure information Alice and Bob can share in the presence
of Eve. Regarding this, ensuring system stability and minimizing the impact of
these experimental errors is crucial for successfully implementing CV-QKD.

While CV-QKD offers promising potential for secure key distribution, its current
implementations encounter several challenges:

e System complexity and integration: Current CV-QKD systems require
complex setups with multiple optical components, complicating scalability
and integration into existing telecommunications networks.

e Sensitivity to experimental imperfections: CV-QKD systems are highly
sensitive to imperfections in components, such as laser phase noise or detec-
tor inefficiencies, which can compromise both the secret key rate and overall
security.

e Lack of detailed simulation models: CV-QKD simulations typically as-
sume linear models that simulate noise and losses on coherent states. How-
ever, simulations that model the impact of specific experimental imperfec-
tions or provide step-by-step modeling of each component are lacking, com-
plicating accurate predictions of system performance.



e Integration in practical environments: Implementing a fully operational
CV-QKD system involves integrating multiple components and achieving
stability in real-world conditions. Continuous monitoring and adaptive cali-
bration are necessary to mitigate imperfections and environmental variabil-
ity. Although recent demonstrations have shown the feasibility of practical
CV-QKD implementations, each specific implementation requires customized
control and stabilization algorithms for optimal performance.

To develop a low-complexity CV-QKD system suitable for integration in practical
environments and to address the challenges mentioned above, this thesis establishes
the following research objectives:

e System design: To address the challenge of system complexity and integra-
tion, this objective focuses on designing a CV-QKD system architecture with
minimal component requirements. This will simplify integration with exist-
ing telecommunications infrastructure and enhance scalability. We adopt
an implementation based on Gaussian-Modulated Coherent States (GMCS),
which has been shown to be efficient for intermediate and long distances over
optical fiber. This design requires a detailed plan of the necessary compo-
nents, such as electro-optic modulators, coherent detectors, and lasers. This
requires an analysis of the state of the art and scientific background, as well
as a review of the recent advances in experimental CV-QKD implementations
to ensure that the selected configuration is suitable for our purpose.

e Component characterization: Addressing the challenge of sensitivity to
experimental imperfections, this objective involves detailed characterization
of each system component under real experimental conditions. This includes
characterizing lasers, modulators, detectors, and other optical devices nec-
essary for transmitting and receiving quantum signals. Each of these com-
ponents can introduce noise or fluctuations that affect the security and ef-
ficiency of the protocol. This characterization allows us to understand the
practical limits of the devices, such as their optimal operating range and var-
ious imperfections, which is essential for modeling the system in simulations.

e Theoretical modeling and simulation: In parallel with the experimen-
tal characterization of the components, another key objective is to conduct
detailed simulations that model the system’s behavior under realistic ex-
perimental conditions, addressing the lack of detailed simulation models in
existing literature. These simulations are based on mathematical models
that consider experimental imperfections in detail, and the goal is to study
the impact of these factors on the secret key rate. By conducting simulations
prior to experimental implementation, it is possible to optimize system pa-
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rameters and more accurately predict how the system will behave under real
conditions. Additionally, the simulations provide guidance for adjusting the
experimental components and mitigating the adverse effects of the observed
imperfections.

¢ Experimental implementation: After characterizing the components and
evaluating the impact of imperfections through simulations, the next objec-
tive is to assemble and configure the complete CV-QKD system. This in-
volves integrating the different devices, including quantum state generation
and detection systems, modulators, correction systems, and other electro-
optic devices. By addressing different challenges related with the integration
of CV-QKD systems in practical environments, we implement correction
methods to mitigate the effects of different experimental imperfections.

¢ Experimental demonstration: Once the complete system is assembled,
the next step is to perform experimental tests to evaluate the system’s per-
formance under real conditions. In this case, experimental transmissions are
carried out through commercial optical fibers of different lengths to validate
the system’s stability and ability to generate secure keys in a realistic environ-
ment. The experimental results are analyzed, and the values obtained with
the previous simulations are compared. The system’s security is assessed by
estimating the secret key rate for the different transmissions, ensuring the
generated keys are completely secure against an attacker.

e Real-world use case demonstration: Finally, the last objective of this
thesis is to demonstrate the applicability of the CV-QKD system in real-
world use cases. This involves demonstrating the system’s integrability into
real-world scenarios, using the generated quantum keys to encrypt informa-
tion in real-life applications. To do this, we use our system to deploy secure
encrypted connections using keys distilled from it. This validates that the
developed system is not only theoretically secure but also viable from a prac-
tical point of view.

With these objectives, this thesis aims to contribute to the development of quan-
tum cryptography systems, specifically those based on continuous variables, that
can offer a practical and secure solution for key distribution in real-world en-
vironments. Through the detailed study of the system and the presentation of
solutions to the various challenges that arise during the completion of the different
objectives, this work hopes to contribute to the state of the art of experimen-
tal CV-QKD implementations, paving the way for their large-scale deployment in
global telecommunications networks.



Chapter 2

Scientific Background

This chapter aims to review the fundamental theory required for the rest of this
thesis. Specifically, the chapter begins with a brief introduction to the basic con-
cepts of Quantum Mechanics and Quantum Information necessary to understand
the formalism and security proofs of Quantum Key Distribution (QKD) protocols.
It then continues with a general review of the historical development and QKD’s
state of the art. Finally, it concludes with a review of the security analysis of the
Continuous-Variable Quantum Key Distribution (CV-QKD) protocol implemented
in this thesis.

2.1 Fundamentals of Quantum Information

This section quickly reviews the fundamental principles of quantum mechanics,
focusing on continuous-variable systems and quantum information. We will be-
gin with an overview of quantum mechanics, focusing on its core postulates, the
formalism of state vectors, operators, observables, and the concept of quantum en-
tanglement. This foundational knowledge is crucial for understanding continuous-
variable quantum systems, which are characterized by observables with continuous
spectra. We will discuss the classical mechanics analogs of these systems, followed
by a review of Fock states, gaussian states, and coherent states.

Next, we will transition into quantum information theory, emphasizing the quan-
tum extensions of classical information concepts such as entropy and mutual in-
formation. The section will also cover the von Neumann entropy, quantum mutual
information, and the Holevo bound, which sets the limits of information extraction
from quantum systems. These theoretical constructs are crucial for understanding
the security framework in CV-QKD.
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This section’s contents are part of the academic literature, and the material can
be found in numerous textbooks and reviews on quantum mechanics, information
theory, quantum optics, etc. Thoroughly covering these topics would take much
more than a thesis, so this section intends to briefly introduce the key concepts
used in the subsequent sections.

2.1.1 Quantum Mechanics

Here, a basic introduction to quantum mechanics is presented, including the pos-
tulates of quantum mechanics theory and the uncertainty principle, which are
the foundations of QKD. The contents of this subsection are drawn mainly from
quantum mechanics textbooks [55, 114| that cover the main aspects of quantum
mechanics and its mathematical formalism.

The first postulate of quantum mechanics states that for every isolated physical
system, there is a Hilbert space (a complex vector space with an inner product)
known as the system’s state space. The system is completely defined by its state
vector, which is a vector in the system’s state space.

Following Dirac’s notation, we refer to the state vector as the ket, 1), and its
conjugate transpose as the bra, (1|. The inner product between two state vectors
|t) and |¢) in the system’s state space is denoted by (1|¢), and it is a scalar in
the Hilbert space.

Within these Hilbert spaces, operators are defined as linear mappings that act on
state vectors. If O is an operator and |1)) is a state vector in the Hilbert space, then
O |1) is another state vector in the same Hilbert space. Operators can represent
various transformations and operations performed on quantum states.

Observables are a special type of operator representing measurable physical quan-
tities. An observable A is a Hermitian linear operator, meaning A = A, where
AT denotes the adjoint (conjugate transpose) of A. Hermiticity ensures that the
eigenvalues of observables are real numbers corresponding to possible measurement
outcomes. The eigenvalue equation for an observable Ais expressed as

Alay) = an|an) (2.1)

where a,, is an eigenvalue and |a,) is the corresponding eigenstate. The eigenvalues
a,, represent the possible measurement results of the observable A.

The second postulate states that the state space of a composite physical system is
the tensor product of the state spaces of the component physical systems. If we
have n systems, prepared in the state |¢;) for i = 1,... n, the total state of the
complete system is the tensor product [1)1) @ [1hg) @ - -+ & |1),).
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The density operator, also known as the density matrix, provides a complete de-
scription of the state of a quantum system. For a pure state, which can be fully
described by a single state vector [¢), the density operator is defined as

p =YXl (2.2)

A pure state contains the maximum possible information about the quantum sys-
tem, and its density operator satisfies p? = p and Tr(p) = 1. For a mixed state,
which describes a situation where multiple different state vectors are needed to de-
fine the system’s state, the density operator is a weighted combination of several
pure states:

p= Zpi )il (2.3)

where p; are positive probabilities that sum to one. This density operator is not
idempotent, i.e., p> # p. Mixed states represent a statistical mixture of several
pure states, and their trace is also one, Tr(p) = 1. Assuming the system is in the
state p, the expected value of an arbitrary observable A is calculated as

(A) = Tr (pA), (2.4)
which in the case of p being a pure state defined by [i)(¢)| simplifies to
(A) = (Y] Al) . (2.5)

The third postulate asserts that the time evolution of a quantum system is de-
scribed by the Schrodinger equation [141], which states that the state vector’s
temporal evolution is governed by

d(t))

IS — f0)10() 26)

where H(t) is the Hamiltonian operator of the system associated with its total
energy.

The fourth postulate states that quantum measurements are defined by a collection
{Mn} of measurement operators. These operators act on the state space being
measured, and m represents the measurement outcomes that may occur in the
experiment. If the state of the quantum system is |¢)) immediately before the
measurement, the probability p(m) of obtaining outcome m is given by

p(m) = (V| M}, Mu|0), (2.7)

and the state of the system after the measurement is said to collapse to the mea-
sured outcome, and it then becomes

Mo le)
\ IV AL, )

[¥) = (2.8)
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Lastly, we introduce the uncertainty principle of quantum mechanics, which in its
general form states that for two Hermitian operators A and B, the uncertainty
relation between them is expressed as

AAAB > |([A, B)|, (2.9)

where [A, B] = AB — BA is the commutator of A and B, and where AA and
AB are the standard deviations of the observables A and B. This means that
the product of the standard deviations of both operators is greater than or equal
to half the absolute value of the expected value of the commutator of the two
operators. The standard deviation of an observable A in a state 1) is defined as

AA =/ (@ A28) — (v|Afp) (2.10)

Quantum Entanglement

Quantum entanglement is a fundamental phenomenon in quantum mechanics that
describes a correlation between the properties of systems whose quantum states
cannot be independently described. When two or more systems are entangled,
the total quantum state of the ensemble must be considered as a whole, even if
the systems are spatially separated. Mathematically, an entangled state cannot be
factored as a tensor product of the individual states of each system. For example,
for a system of two subsystems, an entangled state is represented as [¢) , 5 and it
cannot be factored as a tensor product of two individual states,

(W) ap # V)4 @ [0) 5 - (2.11)
Instead, the total quantum state is a superposition of tensor products, that is,
V) ap = Zcij |ai) 4 @ 1bj) 5 (2.12)

1]

where |a;) , and |b;) 5 are basis states of the Hilbert spaces of subsystems A and
B, respectively, and ¢;; are complex coefficients that describe the probability am-
plitude of finding the system in the combined states |a;) , and |b;) 5.

One of the most remarkable features of quantum entanglement is that measure-
ments performed on one of the subsystems instantaneously influence the state of
the other, regardless of the distance between them. This behavior was first de-
scribed by Einstein, Podolsky, and Rosen [43] as “spooky action at a distance”.
However, in modern quantum theory, this non-locality is a natural consequence of
quantum superposition and the coherence of entangled states.
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2.1.2 Continuous-Variable Quantum Systems

Now, we introduce the concept of continuous-variable quantum systems, which
are essential in quantum mechanics for describing systems where quantities like
position and momentum can vary continuously. These systems are particularly
important in the context of the electromagnetic field, where they are used to
describe the quantum states of photons. The section will explore the mathematical
representation of these systems, including the use of Fock states to describe systems
of specific numbers of photons, as well as coherent states, which play a crucial role
in encoding and transmitting information in CV-QKD. The contents of this section
are drawn from various comprehensive textbooks and reviews [51, 24, 49, 84|, which
cover continuous-variable quantum systems with much more detail.

In quantum mechanics, a system is classified as a continuous-variable system when
it is described by observables with continuous spectra in an infinite-dimensional
Hilbert space.

In classical mechanics, the state of a particle is described by its position ¢ and
momentum p, known as canonically conjugate variables. In this formalism, the
relationships between these variables are expressed using Poisson brackets. For
two functions f(¢;, pi,t) and g(g;, pi,t) for i = 1,..., N that describe N particles,
the Poisson bracket is defined as

N rof a9  Of dg
treh= Zl (aq@' Op; N Op; 8%’) ' (2.13)

=

The canonical variables ¢; and p; satisfy the following fundamental relationships
expressed in terms of the Poisson brackets:

{qi7 QJ} = 07 {QMPJ} = 51',]'7 {p27p]} = 0. (214)

These relationships indicate that positions and momentum generally do not com-
mute with each other, but the position and momentum corresponding to the same
particle do. To translate this framework to quantum mechanics via canonical
quantization, the classical variables are replaced by quantum operators ¢; and p;,
and the Poisson brackets by commutators:

[¢i, 41 =0, (¢, p;] =14dij, [pi,p;] = 0. (2.15)

These commutation relations lead to the famous Heisenberg uncertainty relation,
which is derived from Equation (2.9) using these commutation relations,

1
AqAp > 3 (2.16)
This implies that it is not possible to measure a particle’s position and momentum

simultaneously with arbitrary precision.
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Fock States

A typical example of a continuous-variable system consists of a system with mul-
tiple bosonic modes corresponding to quantum harmonic oscillators, such as the
electromagnetic field, where each mode of the field corresponds to a photon state
with a specific frequency. This infinite-dimensional Hilbert space is defined as

N
H =) Hr. (2.17)
k=1

where each H;, is called a Fock space and describes a specific mode of the system,
and is constructed from a basis called the Fock basis, which consists of states such
as {|0),[1),...,|n)}. A Fock space is a Hilbert space that describes quantum
states of a variable number of identical particles, such as photons in the case of
the electromagnetic field, allowing for the superposition and creation of states
with different numbers of particles. The states in the Fock basis represent specific
numbers of photons in each mode. Although this analysis generally applies to any
system with multiple bosonic modes, we will focus on the electromagnetic field,
and the particles in question will be photons.

With this, we can introduce the famous creation ' and annihilation @ operators
for photons for a mode ¢, defined by their actions on the Fock basis:

iy, =vnln—1),, al|n),=vn+1|n+1),. (2.18)

These operators are related to the generic position and momentum operators ¢ and
p, which in the case of the electromagnetic field are called quadrature operators,
through the following expressions.

A~ /\T A _Z ~ /\-I-

a+a'), =—(a—a'), 2.19
). b= taa) 219

The creation and annihilation operators are then expressed in terms of quadrature

operators as
1 1
~ ~ N AT ~ - A
a=—7=(q+1p), a =-—7(G—1p), 2.20

Moreover, the vacuum state of the system, denoted by |0) and representing the
state with no photons, is the ground state of the Hamiltonian of a system of N
quantum harmonic oscillators, given by

N
. 1
H=Y (a*a + 5) . (2.21)
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In a quantum system with multiple modes, Fock states are formed by considering
that each mode can contain a specific number of photons. For a global Hilbert
space describing all the modes of the system, a Fock state is obtained by specifying
the number of photons present in each mode. Mathematically, this is described
by:

1

n1!n2! cee 7’LN!

Iny,...,nN) = al™alm...almv o). (2.22)

Finally, it is important to mention that for multi-mode systems, the quadrature
operators can be grouped into a single vector 7 defined by

? = (G1,P1, G2, P2y - - -, 4N, D) - (2.23)
This allows the commutation relations to be expressed in a more compact form:
[P, Pi] = i€, (2.24)

where €2 is known as the symplectic matriz, defined by

Q- EE (_01 é) (2.25)

The term symplectic [176] refers to a mathematical structure that preserves the
area in phase space during transformations. This means that the relationship
between position and momentum coordinates, specifically how they combine to
define the geometry of the system, remains unchanged.

Gaussian States

Gaussian states are a special type of quantum state in continuous-variable systems.
A quantum state is said to be Gaussian when the probability distributions of its
quadrature operators follow Gaussian distributions.

The main property of Gaussian states is that they are completely defined by what is
known as their first and second statistical moments. The first statistical moments
are the mean values of the quadrature operators, defined by

(r;) = Tr(pry), (2.26)

where p is a Gaussian state. The second statistical moment, which contains infor-
mation about the variances of these operators, is defined by the covariance ma-
triz. The covariance matrix is a fundamental tool in describing continuous-variable
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quantum systems, as it captures the correlations and uncertainties between pairs
of continuous variables. The covariance matrix ¥ is defined by its elements

DN | —

This matrix provides a complete description of the quantum state in terms of the
second-order correlations between the canonical variables. The covariance matrix
must satisfy the Heisenberg uncertainty principle, expressed as

S+ i > 0. (2.28)

It can be shown [148] that for a covariance matrix X, there exists a non-unique
symplectic transformation S, which is a linear map satisfying STQS = Q, such
that

STYS = A, (2.29)

where A is a diagonal matrix defined by

N
B Ae 0
B0 o0

where )\; are known as the symplectic eigenvalues of the covariance matrix X2,
which corresponds with the positive eigenvalues of the operator 2.

As will be seen later, the covariance matrix is particularly useful in the security
analysis of CV-QKD and the characterization of Gaussian quantum states.

Coherent States

Coherent states are of particular theoretical and experimental interest for several
reasons. Theoretically, they provide an ideal representation of quantum states
that minimize the Heisenberg uncertainty relation, making them useful for study-
ing the limits of quantum mechanics and the transition between quantum and
classical behaviors. Additionally, coherent states allow for a simple and elegant
mathematical description of many physical situations, facilitating the resolution
of complex problems in quantum optics and quantum information theory. Ex-
perimentally, coherent states are relatively easy to generate, especially in optical
systems, as they can be produced using conventional attenuated lasers.

Coherent states, denoted by |«), are defined as the eigenstates of the annihilation
operator:
ala)y = ala), (2.31)
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where « is a complex number. Coherent states are generated by displacing the
vacuum state through the application of the displacement operator D(«), which
is defined as

D(a) = e "4, (2.32)
This operator is unitary and displaces the vacuum state |0) to the coherent state
|a), such that D(«)|0) = |o). It is important to note that a coherent state |«)
can be expressed as a weighted superposition of Fock states as

o)=Y Ly (2.33)

Coherent states saturate the Heisenberg uncertainty principle, as they have the
smallest possible uncertainty in their quadratures. For a coherent state, the vari-
ances of the quadrature operators ¢ and p are minimal and satisfy

1 1
A== Ap? =2, 2.34
¢ =5 Ar=g (2.34)

This means that coherent states have the smallest possible uncertainty in their
quadratures and, therefore, approach classical behavior as closely as quantum me-
chanics allows.

2.1.3 Quantum Information Theory

To understand the basics of quantum information theory, it is essential to review
fundamental concepts from classical information theory, such as entropy and mu-
tual information. We thus begin reviewing the fundamental concepts of classical
information theory and then introduce the necessary tools to understand the se-
curity analysis of CV-QKD, such as the quantum mutual information and the
Holevo bound. A more detailed review of quantum information theory can be
found in [114], covering the main topics of Quantum Computation and Quantum
Information.

We begin by introducing Shannon entropy H(X), which is a fundamental measure
in classical information theory [142] that quantifies the uncertainty of a random
variable X, and it is defined by

H(X) == plx)log, p(x), (2.35)

where p(z) is the probability of obtaining z in the random variable X. For a
binary variable X with possible outcomes 0 and 1, and probability p of being 1,
the binary entropy simplifies to

Hy(X) = —plogyp — (1 — p) logy(1 — p). (2.36)
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The joint entropy of two random variables X and Y is defined by generalizing
Equation (2.35) as

==Y > plx,y)log, p(z,y), (2.37)

zeX yey

where p(x,y) is the joint probability of obtaining = and y respectively. Lastly,
the conditional entropy H(Y|X), which measures the uncertainty of Y given X,
is defined as

H(Y|X) = H(Y, X) - H(X) = = 3 3 p(a, y) log, “;5” (2.33)

rzeX yey

where p(z,y) is the probability of measuring x and y, and p(x) is the probability
of measuring x regardless of the value of the variable Y.

The mutual information /(X;Y') between two random variables X and Y measures
the amount of information one variable contains about the other, and it is defined
as

I(X;Y)=H(X) - HX|Y)=> ) plx,y)log, (() () . (2.39)

zeX yeY y)

Mutual information has several key properties: Non-negativity implies that mutual
information is always greater than or equal to zero. Symmetry establishes that
I(X;Y) = I(Y; X), meaning the information X has about Y is equal to the
information Y has about X. Additivity refers to the fact that mutual information
is additive for independent variables, i.e., I(X;Y U Z) = I(X;Y) + I[(X; Z).

Quantum Entropy and Mutual Information

The von Neumann entropy S(p) measures the uncertainty of a quantum state
represented by a density matrix p, and it is defined by

S(p) = —Tr(plog p). (2.40)

If p is a mixed state that can be diagonalized as in Equation (2.3), then:
= " Nilog\;, (2.41)

where \; are the eigenvalues of p. Von Neumann entropy has several fundamental
properties: Purity indicates that for a pure state p = |1;}(1;|, the entropy is S(p) =
0. Invariance states that entropy is invariant under unitary transformations, i.e.,
S(UpUt) = S(p), for Ut = U~'. The maximum value of entropy is reached for
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a maximally mixed state in a Hilbert space of dimension d and is S(p) = logd.
Concavity indicates that S(np1+ (1 —n)p2) > nS(p1) +(1—n)S(ps) for 0 < n < 1.
Finally, subadditivity means that the entropy of a composite quantum system can
be less than the sum of the entropies of its parts, i.e., S(pap) < S(pa) + S(ps).

Quantum mutual information measures the amount of information shared between
two subsystems, A and B, of a composite quantum system. It is defined using von
Neumann entropy and expressed as

Lap = S(pa) + S(pp) — S(pap), (2.42)

where pa = Trp(pap) and pgp = Tra(pap) are the reduced density matrices of
subsystems A and B, respectively, and p4p is the density matrix of the composite
system. Similar to its classical counterpart, Quantum mutual information has
several key properties, such as non-negativity and symmetry.

The Holevo Bound

The Holevo bound [63] sets an upper limit on the amount of classical information
that can be extracted from a quantum system. This bound is fundamental in
quantum information theory and has significant implications in the context of
quantum cryptography, particularly in an attacker’s ability to obtain information.

Consider a quantum system composed of three subsystems: A (the sender, typi-
cally Alice), B (the receiver, typically Bob), and E (the environment, which can
represent an attacker, typically Eve). The Holevo bound provides a measure of
the maximum amount of classical information that can be obtained by an attacker
E about system A after measuring their part of the system.

For a set of mixed states {p;'} with probabilities {p;}, the Holevo information y
is defined as
x=5(0p") = piS(p), (2.43)

where p4 = > iDi p is the average density matrix of system A. The Holevo bound
quantifies the average reduction in von Neumann entropy upon knowing the state
preparation. It measures the amount of uncertainty eliminated when knowing in
which specific state p;! the system A is.

In the context of quantum cryptography, suppose A and B are trying to share
information securely, and F is trying to intercept that information. The Holevo
bound imposes an upper limit on the amount of information that E can obtain.
The quantum mutual information between A and E, denoted by [, is bounded
by x:

Iag < x. (2.44)
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This implies that the amount of classical information an attacker can obtain about
system A cannot exceed Y, regardless of the measurement strategy employed.

For a composite system p g that describes the correlations between A, B, and
E, the Holevo bound can also be interpreted in terms of the information accessible
to E after B performs a measurement. If B measures their part of the system, the
resulting state in A and E can be used to evaluate how much E can learn about
A through the relation:

xes = S(pr) — S(peB), (2.45)

where S(pg) is the von Neumann entropy of system E and S(pgp) is the condi-
tional entropy of system FE given the measurement outcome of B.

It can be shown [37] that when p is a Gaussian state, the expression for the von
Neumann entropy S(p) = — Tr(plog p) simplifies to

S(p) = ?;G <A’“2_ 1) : (2.46)

where N represents the number of modes in the system, A\, are the symplectic
eigenvalues of the covariance matrix associated with the Gaussian state p, and
G(z) = (z + 1)logy(z + 1) — xlogyx. This expression will be very useful for
calculating the Holevo bound in the security analysis of CV-QKD.

2.2 Quantum Key Distribution

Quantum Key Distribution (QKD) is a technology that enables two parties to
generate a shared and secret cryptographic key using the principles of quantum
mechanics to ensure its security. Unlike traditional key distribution methods, QKD
guarantees that any eavesdropping attempts are detected. This security is based on
fundamental quantum principles such as the no-cloning theorem and Heisenberg’s
uncertainty principle, which ensure that any unwanted disturbance in a quantum
system is detectable, alerting about the presence of a potential eavesdropper.

QKD is primarily used to generate cryptographic keys, ensuring that they cannot
be intercepted without detection. These keys can then be employed in symmetric
encryption systems, such as AES [111]| to encrypt information. This is crucial
for information security, as traditional public-key cryptography methods like RSA
[133] or Diffie-Hellman [41] rely on the difficulty of solving mathematical problems
that, over time, will become vulnerable to quantum computer attacks. Specifically,
Shor’s quantum algorithm [143] has the potential to break these cryptographic
systems by efficiently solving these mathematical problems exponentially faster
than classical algorithms.
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In this section, we aim to briefly introduce different QKD protocols, focusing on
the most common ones found in scientific literature. To do this, we first categorize
the most important QKD protocols into two main families: Discrete-Variable (DV)
and Continuous-Variable (CV) protocols. For the former, we introduce the BB84
protocol, which originally established the concept of QKD. For the latter, we
present the GG02 protocol, which laid the foundation for CV-QKD. In both cases,
we present a review of the state of the art, to highlight the latest advancements in
all branches of QKD.

2.2.1 Discrete-Variable Quantum Key Distribution

DV-QKD introduces quantum cryptography by providing a secure method for
distributing cryptographic keys between two parties, typically referred to as Alice
and Bob. Its security is based on the principles of quantum mechanics rather than
on the computational difficulty of solving a mathematical problem, as in classical
cryptography. The distinctive feature of DV-QKD protocols is that they encode
the key information in discrete quantum states, such as the polarization of single
photons.

The first and most well-known DV-QKD protocol is the BB84 protocol, proposed
by C. Bennett and G. Brassard in 1984 [19]. In BB84, Alice sends single photons
to Bob, each prepared in one of four possible polarization states. Bob measures
the incoming photons using randomly chosen polarization bases, either rectilinear
or diagonal. The security of DV-QKD is based on the Heisenberg uncertainty
principle and the no-cloning theorem, which states that an unknown quantum
state cannot be copied perfectly. This implies that any eavesdropper attempting
to intercept and measure the photons will inevitably introduce detectable distur-
bances. When Alice and Bob compare a subset of their measurement results over
an authenticated public channel, they can detect the presence of Eve by studying
the relationship between their shared results, which could indicate eavesdropping
attempts.

Initially, the BB84 protocol was designed to emit optical pulses with a perfect
single-photon source. However, due to the challenges in engineering such a source,
an attenuated laser source was developed as an alternative. This approach made
the protocol vulnerable to photon-number-splitting (PNS) attacks, significantly
reducing the key rate. The decoy-state method [72] was later proposed to counter
PNS attacks, resulting in a decoy-state-based BB84 protocol that closely ap-
proached the key rates of the original BB84. In addition to BB84, several other
DV-QKD protocols have been developed, each with unique features and advan-
tages. Here, some of the most known DV-QKD protocols are listed.
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The E91 protocol [44] relies on entangled photon pairs that are shared between
Alice and Bob. The entanglement ensures that the measurement outcomes are cor-
related, providing a robust method for key distribution that also enables security
against more general types of attacks. However, implementing the E91 protocol
is limited by the difficulty in engineering an entangled-photon source that outputs
high-fidelity entangled photon pairs with a high repetition rate, making high-speed
experimental implementations challenging.

Another notable DV-QKD protocol is the B92 protocol [17]. This protocol is a
simplified version of the BB84 protocol, transmitting two non-orthogonal quan-
tum states instead of four, and its security has been proven for an arbitrary non-
orthogonality [154|. This implementation is very interesting due to its simplicity,
which can make the implementation easier and more cost-effective. However, its
security is limited, as the states can be deterministically distinguished by intro-
ducing losses, making it susceptible to side-channel attacks in which one channel
is replaced by another with lower loss [155].

Device-Independent Quantum Key Distribution (DI-QKD) [12] guarantees security
without requiring trust in the internal workings of the quantum devices used. It
leverages the principles of quantum entanglement to ensure that the generated keys
are secure, even if the devices are partially or fully untrusted or compromised. DI-
QKD can be seen as a revised E91 protocol with different measurement settings
and post-processing methods. Like the E91 protocol, DI-QKD detects information
leakage by monitoring the violation of Bell inequalities, ensuring a high level of
security even in the presence of device flaws.

Measurement-Device-Independent QKD (MDI-QKD) [97] is designed to eliminate
security vulnerabilities associated with the detection process. In MDI-QKD, the
measurement devices are placed in an untrusted or adversarial location. The secu-
rity of the key distribution relies not on trusting the measurement devices but on
the quantum correlations between the communicating parties, as the measurements
are performed by an untrusted third party. This approach mitigates detector side-
channel attacks and ensures that security is guaranteed even if the measurement
devices are compromised.

Twin-Field Quantum Key Distribution (TF-QKD) [101] is a novel QKD protocol
that enhances the distance over which secure quantum communication can be per-
formed. TF-QKD leverages the concept of single-photon interference between two
remote parties, facilitated by a central relay, without requiring direct transmis-
sion of quantum states over the entire communication distance. Using a twin-field
setup effectively reduces the loss associated with the transmission, thereby signif-
icantly extending the secure communication range compared to traditional QKD
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protocols. This improvement allows TF-QKD to break the fundamental point-to-
point key rate bounds that apply to most QKD protocols, making it particularly
promising for long-distance quantum communication networks.

Other important DV-QKD protocols include BBM92 [20], SARG04 [27], the Co-
herent One-Way Protocol [73], the Six-State Protocol [139], and the Differential-
Phase-Shift Protocol [152]. A detailed review of DV-QKD, including its main
concepts, protocols, technological challenges, and different attacks, can be found
in [53].

The BB84 Protocol

The BB84 protocol [19] is a pioneering QKD protocol that allows two parties
(Alice and Bob) to generate a shared secret key with provable security against an
eavesdropper (Eve). First, Alice prepares a series of two-state quantum systems,
known as qubits, in one of four possible states. These states are chosen from two
orthogonal bases: the rectilinear basis with states |0) and |1), and the diagonal
basis with states |+) |—), where

_ o+ =11
+) = 7 =) = 7 (2.47)

Alice then randomly selects the basis for each qubit and sends them to Bob over a
quantum channel. Upon receiving the qubits, Bob measures each qubit on a ran-
domly chosen basis (either rectilinear or diagonal). Due to the nature of quantum
measurements, if Bob’s basis matches Alice’s basis, he will measure the correct
state. However, if the bases do not match, the outcome is completely random.
After the transmission, Alice and Bob communicate over a classical public chan-
nel to disclose their bases. This is known as key sifting, where they discard the
results where their bases do not match, leaving them with a subset of correlated
bits known as the raw key.

To distill an identical key and ensure its security, Alice and Bob perform error
correction and privacy amplification. Error correction reconciles any discrepancies
between their raw keys, likely caused by noise in the quantum channel. They use
classical error correction codes and hash functions to detect and correct errors.
Privacy amplification reduces the information that any potential eavesdropper,
Eve, may have gained. They achieve this by applying a hash function to the
reconciled key, resulting in a shorter but highly secure final key.

The Quantum Bit Error Rate (QBER) is a crucial parameter that quantifies the
fraction of wrong bits after Alice and Bob have measured their qubits and com-
pared their bases. It is defined as the fraction of the number of incorrect bits
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divided by the total number of compared bits. To calculate QBER, Alice and
Bob publicly compare a subset of their raw key bits. If they observe an error rate
higher than expected due to channel noise alone, they can infer the presence of an
eavesdropper and abort the protocol.

To ensure the security of the key, it is essential to understand the mutual infor-
mation between the parties involved. The key rate, K, can be derived using the
concept of mutual information and the Holevo bound [63], which is an upper bound
to the information obtained by Eve. The mutual information between Alice and
Bob, denoted as I 4p, represents the amount of shared information they have after
the quantum communication process. If we denote the QBER by @, the mutual
information can be written as

Iip =1— Hy(Q), (2.48)
where Hy(()) is the binary entropy function, defined as
Hy(Q) = —Qlog, @ — (1 — Q) logy(1 — Q). (2.49)

The mutual information between Alice and Eve quantifies the amount of infor-
mation Eve has about Alice’s key. According to quantum information theory, the
maximum amount of information that Eve can extract from the quantum system
is bounded by the Holevo bound, y 4g. For the BB84 protocol, the Holevo bound
can be expressed as

XAE = S(PE) - ZPiS(PEu), (2'5())

where S(p) is the von Neumann entropy of the density matrix p, calculated as in
Equation (2.40), p; are the probabilities of getting the outcome i, pg is the density
matrix representing the state of the quantum system accessible to Eve after she
interacts with the quantum channel, which can be seen as Eve’s description of her
system if she knows nothing about the measurement results obtained by Alice after
completing the protocol, and pg); is the density matrix representing the quantum
state of Eve, conditioned by a particular outcome i that Alice and Bob have
measured. After a complex mathematical derivation [123], the bound simplifies
to:

Xar = H2(Q). (2.51)

This is because, in the presence of an eavesdropper, the maximum amount of
information Eve can obtain about Alice’s key is related to the errors she introduces,
which is directly given by the binary entropy function. The asymptotic secret key
rate K is the difference between the mutual information Alice and Bob share and
Eve’s information about Alice’s key. Therefore, the secret key rate K is given by

K:]AB_XAE = 1—2H2(Q) (252)



2.2. Quantum Key Distribution 21

This equation shows that the key rate K is positive if the QBER, @, is below a
certain threshold. For practical implementations of the BB84 protocol, the key
remains secure if the QBER is below approximately 11 %, ensuring that Alice and
Bob can generate a secure key, even in the presence of an eavesdropper [144].

State of the Art in DV-QKD

After the proposal of the BB84 protocol, it was experimentally demonstrated using
optical fibers, showing that secure key distribution could be achieved over short
distances of 32 cm using an optical table setup [18]. This experiment proved the
feasibility of DV-QKD and laid the groundwork for future advancements. Subse-
quent experiments, both in fiber [71] and free-space [70], extended the transmis-
sion distance and improved the system’s robustness, leading to the establishment
of more sophisticated QKD networks. Notably, the DARPA Quantum Network
[46] connected multiple nodes across Cambridge (Massachusetts), showcasing the
potential of DV-QKD for secure communications in a metropolitan area.

Theoretically, after introducing the BB84 protocol, a rigorous proof of security
was demonstrated [144|. Further developments introduced the concept of compos-
able security [131], which guarantees that the security of DV-QKD remains intact
even when integrated into larger cryptographic systems. More recently, different
studies on realistic experimental devices have appeared, analyzing experimental
imperfections in DV-QKD implementations from a theoretical point of view [178,
140, 172).

Regarding optical fiber demonstrations, notable implementations include the time-
bin BB84 reaching 421 km [22], and multiple twin-field QKD implementations
reaching 511km [32], 830km [165], and over 1000 km [95], all achieving positive
secret key rates.

Regarding satellite-based implementations, the 1200 km satellite-to-ground trans-
mission of the Micius satellite [92] is noteworthy. This was extended into a fully
operational network of two satellites and 700 fiber QKD links, adding up to a total
of 4600 km of QKD channel lengths [31].

Implementations of DV-QKD have also explored the integration of decoy-state
protocols to enhance security and key generation rates. Decoy-state protocols
[72] address the vulnerability of practical single-photon sources that occasionally
emit multi-photon pulses, which can be exploited by eavesdroppers using photon-
number-splitting (PNS) attacks. By randomly varying the intensity of the trans-
mitted pulses and including decoy states with different mean photon numbers,
these protocols can detect and mitigate these attacks, ensuring their security. Ex-
perimental demonstrations of decoy-state BB84 have significantly improved secure
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key rates and transmission distances.

Advances in integrated photonic systems have provided significant improvements
in terms of miniaturization, robustness, and scalability. A secret key rate of 866 b/s
over a 150km fiber [174| and 5kb/s over a 250 km fiber [138] have been demon-
strated using different integrated photonic implementations. MDI-QKD systems
have also been miniaturized into a silicon photonics chip [175].

Finally, error correction and privacy amplification are essential components of ex-
perimental DV-QKD systems, ensuring the final shared key is identical and secure.
Error correction algorithms such as the Cascade [23| and low-density parity-check
(LDPC) codes [45] are implemented to correct discrepancies between Alice’s and
Bob’s keys. Privacy amplification [21], typically performed using universal hash
functions, reduces any partial information that an eavesdropper may have gained,
resulting in a shorter but highly secure key.

2.2.2 Continuous-Variable Quantum Key Distribution

Continuous-Variable Quantum Key Distribution (CV-QKD) is an alternative type
of QKD implementation to DV-QKD protocols, based on encoding information in
continuous variables, such as the quadratures of quantum light states, rather than
in discrete variables, such as the polarization states of single photons used in the
BB&84 protocol.

The main advantage of CV-QKD protocols over DV-QKD protocols is that the
generation and detection of coherent states is simpler than the generation and
detection of single photons [122], allowing the use of off-the-shelf components and
making experimental implementations more cost-effective. Regarding the perfor-
mance of each implementation, in a short-distance regime, CV-QKD shows greater
tolerance to noise than DV-QKD. However, over long distances, DV-QKD shows
greater tolerance to noise than CV-QKD [79]. In terms of the security of both
protocols, DV-QKD generally offers a more straightforward and robust security
framework due to its discrete nature and well-established theoretical foundations,
while the continuous nature of CV-QKD complicates the security analysis due to
the need for more complex mathematical tools and assumptions about the quan-
tum channel and noise characteristics. Additionally, it is important to note that
in CV-QKD, security proofs often require Gaussian assumptions and are more
sensitive to imperfections in the system, making them less straightforward and
potentially less robust against certain types of attacks.

The best-known CV-QKD protocol is the GG02 protocol [58|, proposed by F.
Grosshans and P. Grangier in 2002. In GG02, Alice generates random bit strings
encoded onto Gaussian-modulated coherent states of light, which are sent to Bob
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for homodyne detection to measure the quadrature components of the incoming
states. The security proofs for GG02 rely on the optimality of Gaussian attacks,
leveraging the fact that Gaussian states and operations are analytically tractable
and experimentally feasible. The final key generation process involves classical
post-processing consisting of the sifting of the keys where Alice and Bob commu-
nicate which basis or quadrature they used to encode and decode the information,
followed by parameter estimation, where the two parties compare a randomly cho-
sen subset of their data to analyze the channel and upper-bound the information
stolen by an eavesdropper, followed by error correction where the two parties com-
municate the syndromes of the errors affecting their data to transform the raw
keys into the same string of bits, and ending with privacy amplification, where
the two parties generate a smaller but secret key, reducing Eve’s knowledge of the
key to a negligible amount. Apart from the GGO02 protocol, there exist different
CV-QKD protocols with various advantages. Here, some of them are listed and
briefly described.

The no-switching protocol [171] is a variant of the GG02 protocol that simplifies
the measurement process by allowing the receiver (Bob) to perform simultaneous
measurements of both quadrature components (amplitude and phase) using het-
erodyne detection. This approach eliminates the need for the traditional switching
between quadratures, thereby reducing implementation complexity and enhancing
the overall efficiency of the key distribution process.

The discrete-modulated protocol is a variant of the GG02 protocol, in which Alice
encodes information onto a set of discrete modulation of coherent states, which
are then transmitted over a quantum channel to the receiver. Although discrete
modulated CV-QKD appeared before the GG02 protocol [128], it was not widely
used until its security was proven [88]. In this protocol, Bob measures the re-
ceived states using homodyne or heterodyne detection to extract the quadrature
components. Discrete modulation simplifies the implementation and reduces the
complexity of the encoding process while still leveraging the high data rates and
efficient error correction capabilities inherent to CV-QKD.

The reverse reconciliation protocol [145] appeared later to solve a significant prob-
lem. The classical post-processing phase involving error correction is typically
known as reconciliation. Reconciliation is the procedure that allows Alice and
Bob to align on the same data without an eavesdropper (Eve) obtaining informa-
tion about the final key. Direct reconciliation is the traditional method where Bob
tries to infer Alice’s data. However, this becomes problematic when channel losses
exceed 50 %), as Eve could obtain more information than Bob, putting the system’s
security at risk. This is known as the 3 dB limit, which is solved by reverse recon-
ciliation. Unlike direct reconciliation, where Bob tries to infer Alice’s data, reverse
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reconciliation involves Alice guessing Bob’s data. This approach allows the key
distribution process to remain secure even when Eve intercepts more information
than Bob. The primary advantage of reverse reconciliation is its ability to ex-
tend the range of CV-QKD protocols, making them more practical for real-world
applications.

The squeezed state protocol [30] uses squeezed states of light to enhance security
and key generation efficiency. In this protocol, Alice prepares squeezed states,
which have reduced noise in one quadrature, and sends them to Bob, who per-
forms homodyne or heterodyne detection. The reduced noise in squeezed states
improves the signal-to-noise ratio, allowing for higher key rates and better re-
silience to eavesdropping. Squeezed states can be combined with homodyne or
heterodyne detection, Gaussian or discrete modulation, and direct or reverse rec-
onciliation. The only difference is the actual quantum states of light used to encode
information.

Finally, among the remaining protocols, we highlight the Two-way protocol [125],
which involves sending signals from Alice to Bob, who reflects them back with
added modulation, increasing resilience against eavesdropping, and the Thermal
state protocol [173|, which uses thermal states of light, which are less sensitive
to noise than coherent states, making the protocol robust in noisy environments.
Both solutions are very promising but increase hardware complexity, and their
security proofs are less studied.

The GGO02 Protocol

The GGO02 protocol, proposed by F. Grosshans and P. Grangier in 2002 [58], is
one of the most well-known CV-QKD protocols. It is widely used in experimental
implementations and, like the BB84 protocol, allows two parties (Alice and Bob)
to generate a shared secret key with provable security against eavesdroppers based
on the fundamental principles of quantum mechanics.

From now on, and throughout the rest of the thesis, all expressions will be ex-
pressed within the Shot Noise Units (SNU) framework. Hence, the equations pre-
sented here differ slightly from those presented in Section 2.1. For a more detailed
explanation of the SNU framework, refer to Appendix A.

The protocol starts with Alice preparing displaced coherent states characterized
by quadrature components ¢ and p. These components are sampled from two
independent and identically distributed random variables, @ and P, both following
a zero-mean normal distribution: Q ~ P ~ N(0, Vipeq), where Vioq represents the
modulation variance of the quadrature components. Figure 2.1 illustrates these
modulated coherent states in phase space and a modulated coherent state ensemble
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using the two most common modulation schemes.
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Figure 2.1: Representation of a Gaussian-modulated displaced coherent state and an ensemble of
coherent states under different modulations. (a) shows the probability distribution functions of
one Gaussian-modulated coherent state. As the variance of the modulation is Vi,04, the position
of the coherent state in the phase space is sampled from the two red Gaussian functions, both
with variance Vi,0q4. The variance of the coherent state itself is always 1 SNU as a consequence of
the uncertainty principle. (b) shows an ensemble of 10,000 Gaussian-modulated coherent states
in a density plot. (c) shows an ensemble of 10,000 discrete-modulated coherent states following
a Quadrature Phase Shift Keying (QPSK) of four states in a density plot.

Each displaced coherent state is defined by |o;) = |g¢; + ip;) and satisfies the

eigenvalue equation:
a ’Oéj> = Oéj ‘Oéj) s (253)

where the eigenvalues are a;; = ¢;+ip;, and a is the annihilation operator, expressed
in terms of the quadrature operators ¢ and p in the SNU framework as

R
a= Q(q +ip). (2.54)

Following [82], it can be shown that the variance of the ¢ and p operators for the
coherent state |a;) is given by the minimum possible uncertainty, which is 1 in the
SNU framework:

var(g;) = var(p;) = (@) — (@)° = (4g; +1) — (2)* = 1. (2.55)

For the entire ensemble of coherent states prepared by Alice, the variance of the
quadrature operators is calculated as follows, assuming (¢) = 0 and that the
expected value of Q% is V04, both due to the zero-mean Gaussian distribution:

Vi=vara(q) = vara(p) = (¢*) =4¢" + 1 =4Vpoa + 1 = V4 + 1, (2.56)



26 CHAPTER 2. Scientific Background

where V4 = 4V,,,q is defined as the variance of the quadrature operators associ-
ated with Alice’s modulation. This is commonly referred to as Alice’s modulation
variance, distinguishing it from Vj,,q, which is the variance of the quadrature com-
ponents rather than the quadrature operators.

The mean photon number for the entire coherent state ensemble is given by the
expected value of the photon number operator, also assuming (G) = 0:

V.
(n) = (alia) = (aldfda) = ¢* + 9 = 2Vioa = - (2.57)

Alice then transmits the coherent state ensemble to Bob through a lossy and noisy
channel, characterized by two key parameters: the transmittance 7" and the excess
noise ¢£. Upon arrival at Bob’s location, the state ensemble is detected using a
lossy and noisy detector, characterized by its efficiency n and electronic noise v.
The variance of Bob’s quadrature operators, using the received state ensemble, is
given by

Vi :=varg(q) = varg(p) = Tn(V + Xtot ), (2.58)

where Yot accounts for the total noise introduced by the channel and the detector,
which is further discussed in the security analysis in Section 2.3.

After Bob measures the coherent states, Alice and Bob perform classical post-
processing steps to transform Alice’s modulation data and Bob’s measurement
results into a universally composable secure key. If Bob uses homodyne detec-
tion, he must perform the sifting stage. In homodyne detection, Bob randomly
selects the quadrature to measure for each received coherent state and communi-
cates this choice to Alice over a public classical channel to discard the states he
did not measure. When Bob uses heterodyne detection, he measures both bases
simultaneously, and no sifting is required.

Once Alice and Bob have two ensembles of coherent states of the same length,
they reveal and compare a random subset of the transmitted and received data.
This comparison allows them to estimate the total transmission and excess noise of
the channel, enabling them to compute their mutual information and bound Eve’s
information. If Eve’s information exceeds the mutual information, the protocol is
aborted at this point.

If the protocol is not aborted, Alice and Bob proceed to information reconciliation.
One-way information reconciliation, where one party sends information about the
key to the other party, can be conducted in two ways: Bob can correct his bits
based on Alice’s data (direct reconciliation), or Alice can correct her bits based on
Bob’s data (reverse reconciliation).
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In reverse reconciliation protocols, Alice attempts to infer what Bob received rather
than Bob guessing what Alice sent [59]. In direct reconciliation, if the total trans-
mittance T is less than 0.5 (equivalent to a 3dB loss), Eve potentially has more
information about what Alice prepared than Bob does, preventing the distillation
of a secret key. The 3 dB loss limit can be overcome by reverse reconciliation, where
Bob sends correction information to Alice, who adjusts her bit string according
to Bob’s data. In this scenario, Bob’s data is primary, and since Alice’s informa-
tion about Bob’s measurements always exceeds Eve’s, the mutual information can
remain greater than the Holevo bound for any transmittance.

For CV-QKD with Gaussian modulation, several reconciliation schemes have been
proposed. Two significant schemes are slice reconciliation [159] and multidimen-
sional reconciliation [86]. Both schemes use low-density parity-check (LDPC) codes
[132] for error correction. In reverse reconciliation, one or several LDPC codes are
used to calculate a compressed version of Bob’s data, which is then transmitted
over a classical channel to Alice and fed into her decoder.

Following information reconciliation, Alice and Bob conduct a confirmation step
using a family of universal hash functions [29] to bind the probability of error
correction failure. Alice or Bob uniformly selects a specific hash function from
the family and communicates the choice to the other party. Both parties apply
this hash function to their keys to obtain a hash value. They then exchange and
compare these hash values; if they differ, the keys are not identical, and they
abort the protocol. If the hash values match, they continue, knowing that they
have bounded the probability that the keys are not identical.

Upon successful confirmation, Alice and Bob share the same bit string with very
high probability. However, Eve may still possess some information about the
key. To reduce Eve’s likelihood of successfully guessing any part of the key to
an acceptable level, Alice and Bob perform a privacy amplification protocol by
applying a seeded randomness extractor algorithm to their bit strings. A family of
universal hash functions is typically used for this purpose, which reduces the key
length but ensures that Eve’s information about the key is bounded to a negligible
amount.

A simple schematic protocol diagram including all the steps and the channels
involved up to the distilled key is shown in Figure 2.2.

State of the Art in CV-QKD

The foundational GG02 protocol [58] was crucial in demonstrating the feasibility
of using Gaussian-modulated coherent states for secure key distribution. The
first experimental implementation of Gaussian-modulated CV-QKD, achieved over
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Figure 2.2: Diagram illustrating the CV-QKD protocol between Alice and Bob. The process
involves key transmission over a quantum channel, followed by parameter estimation, error cor-
rection, and privacy amplification through classical channels, ultimately leading to the generation
of a distilled key for secure communication.

a 25km fiber [98], incorporated classical post-processing based on Low-Density
Parity-Check (LDPC) codes for error correction. This milestone validated the
viability of continuous-variable protocols under real-world conditions and laid the
groundwork for subsequent advancements.

Modulation schemes are a crucial aspect of the development of CV-QKD protocols.
While Gaussian modulation is easier for security analysis, its implementation over
long distances is challenging due to its high noise sensitivity. To address these
limitations, non-Gaussian modulation schemes that offer improved security and
performance have also been explored. Discrete modulations, such as Quadrature
Phase Shift Keying (QPSK) and Quadrature Amplitude Modulation (QAM), have
been theoretically validated in the asymptotic limit [52, 38].

These schemes align closely with classical communication systems, simplifying inte-
gration. Among all the experimental advances using discrete modulation schemes
for CV-QKD, one can highlight the experimental demonstration achieving a secret
key rate of 21 Mb/s over a 25km fiber using QAM modulation [161], the exper-
iment employing Gaussian-like discrete modulation scheme with nearly 10 Mb/s
over a 25 km fiber [135], or the successful implementation of QAM modulation over
a 50 km fiber, highlighting the potential for high-rate secure communication [117].
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A significant development in key reconciliation protocols is reverse reconciliation,
which addresses the 3dB loss limit issue. In traditional direct reconciliation, Bob
attempts to infer Alice’s data, which becomes problematic when channel losses
exceed 50 %. Reverse reconciliation, however, allows Alice to infer Bob’s data,
thereby circumventing the loss limit and enhancing security [145]. Effective error
correction and reconciliation are crucial for achieving high key rates, especially in
high-loss or low signal-to-noise ratio (SNR) environments. Multi-edge-type (MET)
LDPC codes have emerged as some of the most efficient solutions for error cor-
rection in continuous-variable systems [77, 169]. These codes enable robust error
correction in challenging transmission conditions, thus extending the feasible range
for secure communication.

Achieving longer distances and higher key rates remains a primary goal within
the field. Recently, there has been remarkable progress, with several groundbreak-
ing experimental implementations. Notably, the experimental transmission over a
100 km ultralow-loss fiber, achieving a distilled secret key rate of 25kb/s using a
true Local Oscillator setup with a Machine Learning-based carrier recovery algo-
rithm to mitigate phase noise and laser fluctuations [60] stands out. It’s important
to note that this implementation also uses the same detection framework used in
our implementations, known as low-complexity heterodyne detection, which has
been a popular framework in the last years for implementing CV-QKD [61]. An-
other significant experiment estimated a secret key rate of 0.62 Mb/s over a 100 km
fiber using a software-based frequency-locking technique with heterodyne detec-
tion [121]. The current distance record for CV-QKD is 202km, achieving a 6b/s
key rate over a 32dB loss ultralow-noise fiber channel [182].

Integrated photonics offers a promising pathway for scaling CV-QKD systems.
Recent advancements include the demonstration of secure transmission using in-
tegrated tunable lasers, achieving a key rate of 0.75 Mb/s over a 50 km fiber [91].
Additionally, another experimental demonstration integrated all optical compo-
nents except for the tunable lasers, achieving a key rate of 0.14kb/s over a 100 km
fiber [181]. These developments highlight the potential for compact and scalable
solutions that align with existing telecommunications infrastructure.

Free-space implementations have also become viable solutions for secure commu-
nication in urban and remote areas. Notable achievements in this domain include
atmospheric CV-QKD over 1.6 km horizontal links in urban environments using
Gaussian-modulated coherent states [62] and squeezed states [120]. These experi-
ments demonstrate the feasibility of secure communication under various environ-
mental conditions, including adverse weather [160] and daylight [164].

Recent advancements in experimental demonstrations with squeezed states have
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further expanded the field. For example, a 40 km fiber transmission using squeezed
light with a LLO setup was successfully demonstrated [153].

Despite the significant progress, several challenges persisted unresolved for many
years [40]. One critical issue was the finite-size effect in parameter estimation,
which can lead to reduced secret key rates for small block sizes. This effect needs
careful consideration in practical implementations. However, composable security
through block-wise key generation has been theoretically validated [85], supported
by simulations [109], and demonstrated experimentally [74].

2.3 Security Analysis of Gaussian CV-QKD

This section gathers information from various theoretical sources that address se-
curity analysis in CV-QKD. Many of the sources cited in this section are themselves
reviews or compilations of the original works on CV-QKD security. Notably, the
security analysis of CV-QKD by A. Leverrier [84] stands out, bringing to this field
the security analysis previously proposed by R. Renner [131] for discrete variable
protocols.

In Continuous Variable Quantum Key Distribution (CV-QKD), attacks by an ad-
versary (Eve) are classified into individual and collective attacks, each with distinct
strategies and capabilities. In individual attacks, Eve interacts independently with
each quantum state sent from Alice to Bob, treating each state separately without
considering information from other states. This type of attack limits the informa-
tion Eve can obtain since each state is measured individually after the interaction.
Although individual attacks are easier to analyze and defend against, as they do
not exploit correlations between states, they provide an initial basis for evaluating
the security of CV-QKD protocols.

On the other hand, in collective attacks, Eve also interacts individually with each
state, but instead of measuring them immediately, she stores them in a quantum
memory for later joint processing. This allows Eve to correlate information ob-
tained from different states and optimize her measurements using the information
revealed during the classical communication between Alice and Bob. Collective
attacks are more powerful and harder to defend against, as they leverage state
correlations to extract more information [57, 112]. Therefore, CV-QKD protocols
must demonstrate security against these more advanced attacks to be considered
robust and reliable.

Finally, general or coherent attacks are the most powerful eavesdropping strategy.
In this approach, Eve interacts with multiple states simultaneously and performs
a joint quantum measurement on all the intercepted states. This allows Eve to
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maximize the information she can extract from the communication channel by
leveraging the full quantum correlations and entanglement between the pulses.
Coherent attacks are the most challenging to defend against and represent the
ultimate test for the security of a CV-QKD protocol, as they take into account
the most sophisticated analysis an eavesdropper can perform. Regarding this, it
was proven by R. Renner and J.I. Cirac, using the de Finetti theorem, that using
Gaussian modulation, collective attacks are the more general form of attack in the
asymptotic limit [130]. Later, this was generalized to the finite-size regime by A.
Leverrier et al, proving the security of Gaussian CV-QKD against arbitrary attacks
[87]. For arbitrary modulation and detection, security against general attacks in
the asymptotic regime was proven [38|, but that proof in the finite-size regime is
still an open task.

2.3.1 Mutual Information and Holevo Bound

In CV-QKD, two primary protocol descriptions are often employed: the prepare-
and-measure (PM) scheme, which is the scheme employed in the original GG02
protocol [58], and the entanglement-based (EB) scheme, which was presented right
after that [56] as an alternative scheme for analyzing the security of CV-QKD.

In the PM scheme, Alice prepares a quantum state, typically a coherent or squeezed
state, and sends it through a quantum channel to Bob, who then measures the re-
ceived state using homodyne or heterodyne detection. In the EB scheme, a source
located between the two parties generates entangled states, which are shared be-
tween Alice and Bob. Both parties measure their respective parts of the entangled
state, and their measurement outcomes are correlated, allowing them to establish
a shared key.

It’s important to note that these two schemes are fundamentally equivalent under
certain conditions. Specifically, this equivalence holds when Alice’s states in the
PM scheme are Gaussian-modulated coherent or squeezed states, and Bob uses
homodyne or heterodyne detection. Additionally, the equivalence is robust when
reverse reconciliation is employed. This equivalence allows the more rigorous and
well-established security arguments from the EB approach to be used to prove the
security of the PM protocol, providing a strong foundation for secure quantum
communication in CV-QKD.

In this subsection, the security analysis presented in [50] for the EB scheme, which
proves the security of the PM scheme used in the experimental implementations,
is depicted step by step, showcasing the principal results.

In the prepare-and-measure framework, for each state transmitted through the
channel, Alice randomly selects values for the in-phase quadrature g4 and the
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orthogonal quadrature p4 from two independent zero-mean Gaussian distributions.
She then generates a coherent state centered at (ga,pa) and sends it to Bob via
the quantum channel. This channel has a transmittance 7" and an excess noise &.
The total noise introduced by the channel in shot noise units is defined as

1
X =3~ 1+6 (2:59)
which is derived from the equation T'(x.n + 1) = 1 + T, equating the noise at the
channel output (comprising shot noise and channel noise, attenuated by transmit-
tance) with the noise at the receiver input (shot noise and excess noise ¢ scaled by
the channel losses T).

Upon receiving the coherent state, Bob measures either one of the quadratures
randomly (homodyne detection) or both quadratures simultaneously (heterodyne
detection). A detector’s efficiency 7 and electronic noise v, characterize it. Anal-
ogous to the channel, the noise at Bob’s input is defined as

Xhom =

(1_77)+Ve1 1+(1—77)+2Ve1
- het = )

; ; (2.60)

derived from summing the electronic noise and the noise due to the undetected
part, 1 — 7. In the heterodyne detection case, an additional shot noise term is
added because of an extra vacuum noise term from two detections. The total
noise, combining channel and detector noise, is expressed as

Xhom Xhet
ot — Xec . 2.61
T Xtot = Xch 1 T ( )

A more detailed review of the CV-QKD noise model analysis separating differ-
ent noise sources can be found in [81], although such a level of detail in noise
components is not taken into account during this work.

Xtot = Xch +

In the entanglement-based setup, which is depicted in Figure 2.3, Alice’s prepara-
tion of a coherent state is modeled by a heterodyne measurement on one half of
a two-mode squeezed vacuum state (a quantum state where two separate modes
or beams of light are entangled), commonly referred to as an Einstein-Podolsky-
Rosen (EPR) state, with variance V' = V4 + 1, while the other half is sent to Bob
via the quantum channel.

Bob’s detector inefficiency is modeled using a beam splitter with transmission 7,
and its electronic noise v, is modeled by an EPR state of variance v. The variance
v is chosen such that the total detector noise equals 1) Xnom O NXhet- For homodyne
detection, we have

71X hom Vel
v 11 + —y ( )
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Figure 2.3: Schematic of an entanglement-based CV-QKD protocol. Alice generates an entangled
two-mode squeezed vacuum (EPR) state, measures one mode using heterodyne detection to pro-
duce g4 and pa, and sends the other mode, By, to Bob through a quantum channel characterized
by transmission T and noise x.;. Eve may intercept the signal in the channel, measure the mode
FE, and send the mode By to Bob. Bob receives the mode Bs, processes it using a beam splitter,
and performs homodyne (or heterodyne) detection to measure mp on the resulting mode Bs to
complete the protocol.

and for heterodyne detection,

€ 28
po= Ahet g S (2.63)

17 1—n

After the quantum transmission phase, Alice and Bob use classical data process-
ing, including a reconciliation algorithm to extract a consistent bit string from
their correlated continuous data and a privacy amplification process to derive a
final secret key. Reconciliation is direct when Alice’s data serve as a reference and
reverse when Bob’s data are the reference. Reverse reconciliation significantly ben-
efits QKD system performance, so the calculations are performed for this scenario.
Direct reconciliation expressions can be similarly derived [39].

The goal is to calculate the secret key generation rates for the Gaussian coherent-
state CV-QKD protocol with homodyne and heterodyne detection, considering
both individual and collective eavesdropping attacks, assumed to be Gaussian and
optimal. In individual attacks, Eve interacts with each coherent state Alice sends,
stores her ancillary states in a quantum memory, and measures them after sifting
but before reconciliation. In collective attacks, Eve interacts with each state but
waits until the entire classical procedure concludes before performing the optimal
collective measurement on her stored ancillary states.

The maximum information Eve can obtain about Bob’s key is bounded by the
Holevo bound ypg for collective attacks [63]. The secret key information that
Alice and Bob can distill is defined, for reverse reconciliation, as K = I,p — xBE
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for collective attacks, where [ 45 represents the information shared between Alice
and Bob.

It is essential to note that the security of CV-QKD protocols against coherent
attacks has been established. Coherent attacks enable Eve to collectively interact
with all pulses sent by Alice and perform joint measurements on her ancillary states
after the complete quantum and classical communication. Security proofs indicate
that the bounds for the secret key generation rate in collective attacks remain
asymptotically valid for arbitrary coherent attacks. Therefore, the results derived
for collective attacks also ensure the unconditional security of the corresponding
QKD systems against coherent attacks.

The mutual information between Alice and Bob is derived from Bob’s measured
variance Vg = 0T (V + Xtot) /¢ and its conditional variance Vg4 = 0T (14 Xtot)/ i,
where 1 = 1 for homodyne detection and 1 = 2 for heterodyne detection, using
Shannon’s equation:

V + Xtot

Vs |
=lo .
&2 1+ Xtot

B _ 2.64
Vora (2.64)

Iap = glogz

The Holevo quantity bounds the maximum information available to Eve about
Bob’s key:

v = S(op) — / p(ms)S (0 )dmp, (2.65)

where mp represents Bob’s measurement, which could be mg = ¢g for homodyne
detection or mpg = qp, pp for heterodyne detection. Also, p(mp) is the probability
density of the measurement, pi,” is the eavesdropper’s state conditional on Bob’s
measurement result, and S(p) is the Von Neumann entropy of the state p.

Considering that Eve’s system purifies the system AB; and Bob’s measurement
purifies the system AEFG, and noting that S(p’\7;) is independent of mp for
Gaussian modulation, xgg can be expressed as

xBe = S(pas,) — S(Pkpq)- (2.66)

Given that Gaussian attacks are optimal for collective attacks and assuming the
states are prepared using Gaussian modulation, it is valid to consider that both
pap, and pif. are Gaussian states [113|. Thus, with this assumption and using
Equation (2.46), the entropy expression simplifies to

XBE:gG(Ai2_1>—gG(>\i2_1>, (2.67)
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where A 5 are the symplectic eigenvalues of the covariance matrix X 45, character-
izing the state pap,, where A3 45 are the symplectic eigenvalues of the covariance
matrix X'\F. characterizing the state p'\f. after Bob’s projective measurement,
and where G(z) = (z + 1) logy(z + 1) — x log, =.

The covariance matrix > 4p, depends only on Alice’s system and the quantum
channel, so the first part of Equation (2.67) is the same for both homodyne and
heterodyne cases. The matrix is written as

VI VI(VZ-1)- @)7 (2.68)

z pu—
AB ( TWV2—-1)-0, TV 4+ xm)- L

where I, is the 2 x 2 identity matrix and o, is the third Pauli matrix:

o, = (3 _01) (2.60)

The symplectic eigenvalues \; o > 1 of the above matrix are given by

22, = % [A + /AT - 43} , (2.70)
where A and B are given by
A=V*1-2T)+2T + T*(V + xa)?>, B =T*(Vxa + 1) (2.71)

To find the second part of Equation (2.67), we need the symplectic eigenvalues of
the covariance matrix X'\f, which can be written as

ShEe = Yarc — Sarap,HSArcB;, (2.72)

where H is the matrix representing the homodyne or heterodyne measurement on
mode Bj. For homodyne detection, Hyom = (XX g, X)MP| where X is

X = ((1) 8) (2.73)

and MP stands for the Moore-Penrose pseudo-inverse of a matrix. For heterodyne
detection, Hyet = (Xp, + Io)~'. The matrices Xp,, Yarg, and Lapgp, can be
derived from the decomposition of the covariance matrix given by

T
Y AFCE. = YAFG  Xarcsy . (2.74)
? YAFGB; 2B

This matrix can be derived with appropriate rearrangement from the matrix de-
scribing the system AB3FG, as seen in Figure 2.3:

Sassrc =Y (Zap, ® Zra)Y. (2.75)
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Here, ¥ 4p, is given in Equation (2.68), while ¥ g ¢ describes the EPR state of
variance v used to model the detector’s electronic noise:

where v takes the appropriate value for homodyne or heterodyne detection. Finally,
the matrix Y represents the beam splitter transformation modeling the detector’s
inefficiency, acting on modes By and Fy:

Y=1,0 YB2F0 S HG; (277)
where

\/1—7]’]12 \/ﬁﬂg

With these elements, we can compute the symplectic eigenvalues A3 45. For both
homodyne and heterodyne cases, A3 4 > 1 are given by

1
%A:EPiVOLAﬂ, (2.79)

YB,r, = (_ NV m'HQ). (2.78)

where for the homodyne case, the values of C' and D are given by the following
expressions:

Cr AXtom + VVB +T(V 4 Xen)
on T(V + Xtor) ’ (2.80)
Dy — \/EV + \/EXhom
o T(V + Xtot) ’

while in the case of heterodyne detection, they are given by two slightly longer
expressions:

A2y + B+14 20 (VVB +T(V + xan)) 4 2T(V2 — 1)
(T(V + Xtot))2 ’

2 (2.81)
D _ V + \/EXhet
het T(V + Xtot) )

where A and B are as given in Equation (2.70). The last symplectic eigenvalue is
As = 1 for both cases. Based on Equations (2.67), (2.70) and (2.79) to (2.81), we
compute the Holevo information bound ygg and thereby determine the secret key
rate,

C’het =

K:[AB_XBE‘7 (282)

with ygg calculated by using the appropriate symplectic eigenvalues expression
for homodyne or heterodyne detection.
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2.3.2 Parameter Estimation

As seen in the previous section, to estimate the secret key rate K, the only require-
ments are knowledge of the modulation variance V,, the efficiency 7, the electronic
noise v, the channel transmittance 7', and the excess noise &.

In practice, a random substring of the key is used for parameter estimation while
the rest is kept for the key. If Alice sends a total of N symbols, Alice and Bob will
share a string of N real or imaginary numbers, depending on whether Bob uses
homodyne or heterodyne detection. In both cases, after Alice randomly chooses
what m indices will be used for Parameter Estimation, they will share a string of
length m for the parameter estimation symbols and a string of length n = N —m
for the key symbols. This procedure is shown in Figure 2.4.

Alice
Key States + Random PE States
Tkey = |92:P2 |G5:05 | -+ [qn,Pn
TPE = |91,P3 |93,P3 <o [msPm
Bob
v Quantum
All Symbols Channel All Symbols
> AP VRN VAN ANV Y ) I
q1,P1 | 92:P2 | 43,03 |94,P4 5,05 | - lan.pN a1,P) | a5 Py |ag.p3 |4yl [a5.05 | - lansPly
Key States + PE States
Indices + PE States .
Classical N VR B r
Ykey = |92:P2 [95:P5 | -+ |9n:Pn
PE |Key | PE | PE |Key | ... |Key Channel
>
ypE = |5 [a5p5 | -+ |ahpih
TPE = |91,P3 |93,P3 <o [@msPm
LPE = |491,P3 |93,P3 <o [dm,Pm

Figure 2.4: All steps of the Parameter Estimation symbol selection and public sharing. Alice
randomly chooses which indices of the total raw key will be used for PE and for the key, and then
she communicates both the indices and her values to Bob through a classical channel. Based on
these values, Bob performs Parameter Estimation to estimate the secret key rate and discards
the key if necessary.

Once they have the substring for parameter estimation, they proceed as follows.
The variance V4 is known by Alice, who can measure it by measuring the output
optical power for calculating the average photon number per pulse, as later shown
in Equation (3.9). The detector efficiency is determined by performing an onsite
calibration transmission and equating the variance of the measurement of N states
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with the sum of the scaled modulation variance and the electronic noise [185],

1
nVa+1+vg= M_N Z Tk, (2.83)

from which n can be easily calculated, as the electronic noise is measured as de-
scribed in Appendix A. Finally, the channel transmittance T" and the excess noise £
need to be statistically estimated. To correctly estimate these two parameters, the
analysis of [170] is followed, starting from the maximum-likelihood estimators £ and
62 for the standard linear model [89, 85|. Defining ¢t = /5T and 0% = 1+1T¢+ vy,
the maximum-likelihood estimators for the transmittance and the excess noise are

N
TiYi ~ 1 -
Zz 1 LiYi 0_2

ZQLN1 a7 7 N i=1
The random distributions of these MLEs are given by

i = (v — ta)” . (2.84)

2 ~2

f~N< > ) N XN ), (2.85)
Zz 1 T; g

where t and o2 are the actual parameter values, A is the normal distribution, and

x? is the chi-squared distribution. To ensure the system’s security, a secret key

rate is estimated with a probability of 1 — epg when ¢ is at its minimum and o2 is

at its maximum, from their respective confidence intervals:

tin =1 — AL, 02 =62+ Ad?, (2.86)

max

where the confidence intervals 78] are defined by

52 52\/2
At = Ao? = 2.87
ZPE /LNVA, g ZPE \/M_N’ ( )

and where zpg is such that 1 — erf(sz/ﬂ)/Q = epgp/2, so
zpp = V2erf (2 — epp), (2.88)

and the error function erf(x) is defined as

er(a) = — / (2.89)

Once t,;, and o2, values are computed, we can deduce the parameters T* and

* known as the worst-case scenario transmittance and excess noise
)
2 *
T — tmzn 5* _ Omaz — 1— Vel

n T (2.90)
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With these estimated parameters, we repeat all the calculations from the previous
subsection for calculating the SKR, using these two worst-case estimation values
to calculate it. Furthermore, the expression for the SKR can be generalized to
account for the reconciliation efficiency £ in the classical post-processing and the
finite-size effects, giving the expression

K* = %(61143 - XEB): (2'91)

where n = N — m is the number of states sent for the key, and m is the number
of states sent for parameter estimation. The procedure to evaluate I g and xgp
follows the previous section but uses the estimators 7™ and £*. This way, we
estimate the SKR in the finite-size regime, assuming a reconciliation efficiency f.
This measure will determine whether the transmission can be secure after all the
classical post-processing or if it might have been attacked.






Chapter 3

Design and Characterization

This chapter details the previous process leading up to the experimental trans-
missions described in the next chapter. This begins with the conceptual design of
the experimental system to implement a CV-QKD protocol, specifically a protocol
based on Gaussian-Modulated Coherent States (GMCS) with a locally generated
local oscillator (LLO), using low-complexity heterodyne detection. Therefore, the
chapter explains this implementation, emphasizing how coherent states are gener-
ated and detected in experimental setups and the common challenges encountered
when using real devices with imperfections to conduct the experiments.

It continues with the characterization of all components selected to build the ex-
perimental system, studying their behavior, limitations, and imperfections to de-
termine the optimal operating range for each device and minimize errors caused
by experimental imperfections in the final implementation.

The chapter ends with the results of the first publication [1] related to this thesis,
which involves the theoretical modeling of different experimental devices consid-
ering their imperfections and the detailed numerical simulation of coherent state
transmissions and parameter estimation using these models to study the relation-
ship between the impairments present in the experimental devices and the SKR
losses. This allows for determining the maximum allowed impairments for each ex-
perimental device and enables studying the effects of potential corrections applied
to them.

3.1 Design of the CV-QKD system

This section starts by detailing the process of generating coherent states in practice.
It starts from the simple wave equation of the electric field of a laser and then shows

41
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the mathematical models that describe the field’s behavior in an electro-optic
modulator. Then, it explains the process of optical power calibration to achieve
coherent states at the quantum level. This content can be found in textbooks and
lecture notes on coherent optical systems [134].

The section continues by explaining how coherent states are detected using bal-
anced detectors and the different detection schemes that can be used for this pur-
pose. Subsequently, the implementation chosen for the experiments is explained.
Finally, the section concludes by reviewing potential challenges in creating and
detecting coherent states within the experimental setup, which will be considered
in the following sections on characterization and simulation.

3.1.1 Generation of Coherent States

For generating coherent states in real-life experiments, we start with the electric
field of a light wave produced by a Continuous-Wave (CW) laser diode. The-
oretically, these laser diodes emit a stable and continuous optical field with a
well-defined amplitude 4, frequency w,, and phase ¢4. The electric field of this
laser can be represented as

E(t) = Epel@attoa), (3.1)

This light wave can be modulated by using a Mach-Zehnder electro-optic Modu-
lator (MZM), described in Figure 3.1a, which consists of one beam splitter with a
1:1 splitting ratio, two branches made of electro-optic materials, such as LiNbO3,
which changes the optical length by varying the refractive index of each path by
applying different voltages to them, and finally another 1:1 beam splitter which
combines both paths.

At the output of the first beam splitter, we have two electric fields in each branch:

Ei(t) Ein(t)

V2 V2
Then, the phase shift applied to each field is proportional to the voltage applied
to each branch:

Ei(t) = Bs(t) = (3.2)

61(t) = WV%/Y)’ V?/it)’

where V. is known as the half-wave voltage and represents the voltage required to
produce a 7 phase shift. Then, after the second beam splitter, the output of the
MZM is given by

Go(t) =7 (3.3)

Ein t ; ;
Eou(t) = —2( ) (1) 4 21 (3.4)
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Figure 3.1: Representation of different electro-optic modulators. (a) shows a single Mach-Zehnder
interferometer with variable phase modulators controlled by voltages Vi(t) and Va(t) to mod-
ulate the output field Eou(t). (b) shows a double-nested Mach-Zehnder interferometer or 1Q
modulator, where both amplitude and phase modulators, controlled by Vi(t), Vo(t) and Vi(t),
are used for complex modulation of the output field E,yt(t), based on the input field Ej, ().

In a particular case in which Vi(t) = —V4(t) = V/(¢)/2 (known as Push-Pull oper-
ation), the output becomes

V(t)
E. = F; . .
out (1) in(t) cos( oV 7r> (3.5)
This principle can be combined into a dual-nested MZM, known as IQ (In-Phase
and Quadrature) optical modulator, as shown in Figure 3.1b, which gives out the
following output by naming V;(t) to the V(¢) applied in the upper MZM, V()
to the V (¢) applied to the lower MZM, and V,(¢) to the V() applied to the main

MZM: oy = Bl {COS (ﬁ Vz_(t)) L el COS(EVQ_(”)} . (3.6)

2 2V, 2V,
We can achieve a linear output by adding three bias voltages to each MZM. Also,
we consider the main MZM to be only modulated by a constant bias voltage Vi3

as we only need it to produce a 7/2 phase shift. In this case, for any bias voltages
added to the other two MZM voltages, we have

Eout(t) = E“T(t) {cos(gW) e cos<g%:rv”2)>} . (3.7)

Then we tune the bias voltages Vj1, Vi and Vi3 so that Vi = =V, Ve = =V, and
Vs = V/2, which is known as the minimum transmission operating point and is
explained in Figure 3.2.
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Figure 3.2: Transfer function of a Mach-Zehnder Modulator showing the relationship between the
input voltage and the resulting electric field (black curve) and output power (red curve). The blue
dashed line shows the voltage where the electric field is zero, corresponding to the modulator’s
half-wave voltage. When no modulating signal is applied, the input voltage corresponds to
the bias voltage, and thus setting the bias voltage at £V is called setting the modulator at the
minimum transmission operating point, resulting in minimum output power when no modulation
is applied.

Then, we finally have the transfer function for an IQ modulator operating at the
minimum transmission operating point:

Bou(t) = EiQ@ {sm(gv‘fé’f)) + isin(gVQTff))} . (3.8)

Then, by varying V;(¢) and V(t), we can directly modulate the real and imaginary
parts of the laser light wave, achieving a complex modulation. We must apply small
voltages to keep the relation between the applied voltages and the output electric
field linear, and we must always satisfy —V,; < V;(t) < V; and =V, < V(t) < V;
to remain within the linear region as seen in Figure 3.2. With this method, we
can modulate the amplitude and phase of a light wave, for example, by assigning
values following a Gaussian distribution in the phase space, so when the amplitude
is attenuated, we get pulses of coherent states.

For attenuating the light to the desired quantum level, we need to evaluate the
power of the light at the output of the IQ modulator with any photodiode and
apply a straightforward mathematical expression for estimating the number of
photons per pulse [26],
N
<n> - fshc’

where P is the measured power of the light wave, A is the wavelength of the light
wave, f, is the symbol frequency or pulse frequency, h is the Planck constant and
c is the speed of light constant. Note that as hc/\ is just the energy of a single

(3.9)
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photon, and P/ f; is the energy of each symbol or pulse of our light wave, (n) is
just the relation between them. Thus, by reading the power at the output of the
IQ modulator, we can precisely calibrate the mean number of photons per pulse,
which, as seen in Section 2.2.2, is directly related to the variance of the Gaussian
modulation in coherent states.

This can be achieved by adding a beam splitter of 99:1 splitting ratio at the output
of the IQ modulator to measure the 99 % output in an optical power meter while
attenuating the signal until the required power is achieved by using a Variable
Optical Attenuator (VOA). The 1% output is then sent into the channel.

3.1.2 Detection of Coherent States

To measure coherent states in real experiments, the receiver must measure the
amplitude and phase of each pulse. The optical signal must be converted into an
electrical signal, so the frequency must be down-converted from the THz domain
to the MHz domain. The received signal, which can be assumed to be just Eoy(t)
from Equation (3.8) for this purpose, is mixed in a 2x2 1:1 beam splitter with
another light wave of amplitude Ep, frequency wp and phase ¢p produced by
another laser known as the local oscillator, which in this case is called the locally
generated local oscillator (LLO). The result fields at each of the two outputs of
the beam splitter are then given by

1 )
Bi(t) = 5 [Bou(t) + Bpe " **]
3.10)
1 . (
Eg(t) = [Eout(t) — EBel(wBt+¢B):| .

V2
The two outputs are then measured in a balanced detector, which consists of two
photodiodes that measure the optical power of light, each followed by a tran-
simpedance gain amplifier and then an operational device that outputs the differ-
ence between both photodiode readings. The power measured by each photodiode
is given by Pi(t) o |Es(t)]*, and thus the voltage at the output of the balanced
detector is given by V' (t) = p(P;(t) — P»(t)), where p is a constant that accounts for
the area and sensitivity of the photodetectors as well as the gain of the amplifiers.
From this point, as we are constantly measuring the balanced detector output, we
can assume P;(t) = | E;(t)|* without loss of generality.

After calculating the expression for each optical power and after substituting Equa-
tion (3.10) with Equation (3.8), the voltage at the output of the balanced detector
becomes

V(t) = pE4Ep {cos(é(t))sinGVéf)) — sin(6(t)) sin (g V?/it))l . (3.11)
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where §(t) = Awt + A¢p, where Aw = wa — wp and where A¢p = ¢4 — dpp. We
can see that V' (t) depends on Aw, which should be in the MHz domain, instead of
depending on w4 or wg which are in the THz domain.

Let’s now suppose that we achieve that Aw = 0 and A¢ = 0, which is done by
sending Alice’s laser to Bob or by phase-locking Bob’s laser to Alice’s laser. In
this case, Equation (3.11) becomes

V(t) = pEsEg sin(g V{p), (3.12)

so we can directly measure V;(t), which has the I-quadrature information modu-
lated by Alice. On the other hand, if A¢ = 7/2 we’d have

V(t) = —pE4Egsin (EVQ—(t)) : (3.13)
2V,
so by switching the phase difference between the local oscillator and the signal
laser, Bob can measure either the I-quadrature value or the Q-quadrature value.
This is called homodyne detection, and by measuring one of these two quadratures
each time, they have to perform key sifting as in the BB84 protocol and discard
all the non-measured pulses.

There is another approach to homodyne detection in CV-QKD known as hetero-
dyne detection, in which Bob can measure both quadratures in all pulses, so they
don’t need to perform key sifting at all. This is done just by splitting the re-
ceived signal and the local oscillator with two 1:1 beam splitters, phase-shift by
90° one of the outputs of the split LO, and then duplicating the 1:1 beam splitter
and balanced detector setup of the homodyne detection method to measure both
quadratures at the same time with different A¢ in each detector. This setup is
later shown in Figure 3.5.

3.1.3 Chosen CV-QKD implementation

Among all possible implementations of CV-QKD [122], we can group them depend-
ing on what kind of quantum states are used for encoding information. Typically,
coherent states are employed, which are quantum states with minimum noise un-
certainty, symmetrically distributed in both quadratures. On the other hand, one
could use squeezed states, where the noise is less than the vacuum noise in one of
the two quadratures while greater in the other [54]. We choose the coherent states
implementation as it is typically easier to implement in experimental setups, as
we can use standard telecom lasers to generate coherent states. Then, regarding
the modulation of the coherent states, there are mainly two groups of modula-
tion schemes: Gaussian and Discrete modulation. Gaussian modulation involves
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encoding information using continuous distributions, typically Gaussian, on the
quadratures of quantum states [82]. As discussed in Section 2.2.2; this method
is easier to implement due to its security analysis. Discrete modulation, on the
other hand, uses a limited set of states [88]. While it may be experimentally sim-
pler to implement, it usually offers lower secret key rates compared to Gaussian
modulation [163] and requires a more complex security analysis. These different
modulation schemes were shown in Figure 2.1.

Regarding the location of the local oscillator, there are two possible implementa-
tions of the coherent detector. The local oscillator could be generated by Alice and
be sent alongside the signal through the channel or can be generated by Bob in-
dependently. The latter is typically known as the locally generated local oscillator
(LLO). Figure 3.3 shows the experimental setup for the first implementation, where
the local oscillator is sent from Alice to Bob through a separate optical channel.
Note that we have not implemented this experimental setup in our system.

DAC OPM

-

Alice BS 90-1 VOA  BS 99:1 PBS
: 1 10 f 1 SMF
—
— Digital Cable .

———— Analog Cable

SM Fiber
PANDA Fiber

Phase Mod

Figure 3.3: CV-QKD setup using the same laser for the quantum signal and the Local Oscilla-
tor and homodyne detection. The optical setup consists of a Continuous-Wave Laser (CWL),
three Beam Splitters (BS) with different splitting ratios, two Polarized Beam Splitters (PBS)
to combine the quantum signal and the LO in orthogonal polarization components, a Phase
Modulator to perform homodyne detection, an IQ modulator, a Balanced Detector (BD), a Vari-
able Optical Attenuator (VOA), and an Optical Power Meter (OPM). The electronics include
a Digital-to-Analog Converter (DAC) and an Analog-to-Digital Converter (ADC). The entire
system is controlled by two computers. Please note that the cable and fiber color code remains
consistent throughout all the following figures.

Bob

BD

The main advantage of this implementation is that there is no phase drift in
the laser as both signal and Local Oscillator signals are ideally always in phase.
Hence, the demodulation is perfect, and the symbol band can be as large as the
detector bandwidth. The problem is that it has been proven that sending the Local
Oscillator from Alice is not secure due to the wavelength attack [103, 68]. This
attack allows an eavesdropper to alter the splitting ratio of Bob’s beam splitter by
changing the wavelength of Alice’s laser in the channel. As a result, the attacker



48 CHAPTER 3. Design and Characterization

can modify the proportion of the signal reaching Bob’s detectors, affecting the
measurement process and compromising the system’s security. Another problem of
this implementation is that Eve can simulate LO fluctuations to hide her Gaussian
collective attack by reducing the intensity of the LO, and if Bob does not monitor
the LO intensity and does not scale his measurements with the instantaneous
intensity values of the LO, the secret key rate will be compromised severely [102].

The pilot tone was consequently introduced [127, 150] to be able to use an LLO
implementation in a practical setup and solve this problem: Instead of transmitting
the local oscillator directly from the transmitter, the approach involves sending a
reference pulse (pilot tone) that is frequency-multiplexed with the quantum data
signal. This reference tone has a much lower amplitude than the local oscillator.
However, it is still greater than the quantum signal and is used by Bob to calibrate
his laser’s frequency and phase to match those of Alice’s laser, thus enabling the
demodulation of the quantum signal.

The pilot tone has been widely tested in experimental implementations, includ-
ing discrete modulation implementations [80, 83| or gaussian modulation imple-
mentations [162] both with frequency-multiplexed pilots. Time-multiplexed tech-
niques have also been used for calibration purposes since the first experimental
demonstrations [78], and a time-multiplexed pilot tone used for placing the lo-
cal oscillator at Bob’s side was subsequently demonstrated [126, 167|. Also a
polarization-multiplexed pilot has also been tested [166] and proved to be secure
in transmissions over long distances.

Regarding our implementation, we chose to use a frequency-multiplexed pilot in
order to use a locally generated local oscillator (LLO). The advantage of using a
frequency-multiplexed pilot instead of a time-multiplexed pilot is that both the
quantum signal and the reference signal travel simultaneously, allowing for real-
time calibrations and corrections, and eliminating issues related to rapid fluctua-
tions in the frequency or phase of the lasers. Therefore, the experimental setup
we have chosen to implement the CV-QKD system is based on an LLO, with one
laser located at Alice and another at Bob, as shown in Figure 3.4.

Finally, depending on the detector, Gaussian modulation-based CV-QKD is also
typically classified in Homodyne and Heterodyne detection. Homodyne detec-
tion consists of measuring one of the quadratures of the quantum state using a
local oscillator with a matching phase while discarding the non-matching phase
measurements, similar to BB84’s key sifting. Heterodyne detection simultane-
ously measures both quadratures by using two local oscillators with a 90° phase
difference, which provides more information at the cost of additional 3 dB noise
compared to homodyne detection due to the extra beam splitter [82].
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Figure 3.4: CV-QKD setup using separate lasers for the quantum signal and the local oscillator,
referred to as the locally generated local oscillator (LLO) implementation.

There is another type of quadrature detection method called low-complezity het-
erodyne detection, which consists of displacing the symbol band to an intermediate
frequency and then obtaining both quadratures at the same time by using only one
balanced detector and digital signal processing techniques [26]. This may seem to
violate the quantum uncertainty principle as the 3dB extra loss of the additional
beam splitter in the heterodyne detection is removed, and there is no key-sifting
or symbols discarded, but when the signal is displaced to an intermediate fre-
quency, the noise bandwidth is doubled so the noise level is also doubled, as in the
heterodyne detection. These three detection schemes are compared in Figure 3.5.

It is important to clarify the equivalence in terminology used in optical communi-
cations and classical telecommunications domains. What is known as heterodyne
detection in optical communications is referred to as dual homodyne detection
or intradyne detection in classical telecommunications. On the other hand, the
term heterodyne detection in classical telecommunications typically refers to what
is called low-complexity heterodyne detection in the context of CV-QKD. This
distinction helps align the terms used in both fields for a clearer understanding.

The three options are similar in noise levels and thus have the same potential to
recover information, while the latter is possibly the simplest hardware implemen-
tation, sifting a great part of the process to software processing.

In practical setups, the phase drift on both lasers appearing when using an LLO
implementation makes it very difficult to implement the homodyne or heterodyne
detection schemes, as the signal can’t be kept stable at any frequency, so it moves
to an undesired intermediate frequency, increasing the phase noise, and making it
much more convenient to implement the low-complexity option. For this reason, we
chose the low-complexity heterodyne detection method to implement our coherent
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Figure 3.5: Schematics of different detection schemes: (a) homodyne detection with a phase mod-
ulator in the LO for switching quadratures, (b) heterodyne detection using a fixed 7/2 phase
shifter for simultaneous quadrature detection, and (c) low-complexity heterodyne detection with-
out a phase modulator or shifter, capable of recovering both quadratures after signal acquisition
using digital signal processing (DSP) techniques.

detection scheme.

3.1.4 Experimental Challenges

Due to imperfections in real experimental devices, the generation and detection of
coherent states have many problems. Mitigating these effects or taking them into
account in the security analysis is key to achieving a secure CV-QKD implemen-
tation.

Lasers fluctuate in phase, frequency, and even power when using real devices.
These fluctuations are greater as long as the lasers are simpler and easier to acquire,
for example, in telecom standard tunable C-Band lasers. This makes the detection
of coherent states nearly impossible at first sight if using two separate lasers for
Alice and Bob, as being unable to lock the frequency and phase difference of two
lasers means that one can’t measure either V;(t) or V(t) directly. To solve this,
it’s possible to use locking electronics or digital signal processing algorithms to
remove the effect of the frequency and phase drifts. The fluctuations in power can
also lead to errors in characterizing the Shot Noise Units, giving wrong security
estimations, so fast power stabilization loops and a fast SNU estimation algorithm
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must also be implemented to solve this issue.

The electro-optic modulator also presents many problems in real setups. First,
the transfer function’s non-linearity must be considered when performing the de-
tection, as Bob is not directly measuring V;(¢). This can be easily solved by
filtering the signal. Another problem is that typically, V, is not the same for all
three Mach Zehnder Modulators. They are slightly different and drift over time,
and this means that an electronic loop for locking the modulator to the minimum
transmission operating point must be implemented in all of the three interferom-
eters independently. This is solved with an electronic device that implements this
loop, known as the Modulator Bias Controller. The difference in V also implies
correctly scaling the amplitude of V;(t) and V(¢) accordingly to compensate for
the differences between different half-wave voltages.

There is also a problem due to both lasers having different polarizations. If Alice’s
laser have an arbitrary polarization E4 = (Ea,, Eay), and Bob’s laser another
polarization Ep = (Ep,, Ep,), the outputs of Bob’s beam splitter are given by

En’l _ i <EA93 + EBx) 7

Ey +FE
\f EAy EBy (3.14)
E_'2 - = Ax — L/Bg
V2 (EAy - EBy>7

and then we calculate the power of each field using P = |E,|* + |E,|*, so we
then calculate the voltage of the signal at the balanced detector output as V (t) =
p(Py(t) — Py(t)), which after simplification is reduced to

V() = p(BasEp, + E,Ep,). (3.15)

In this equation, it’s easy to see that if E, and Ep have orthogonal polarizations,
V(t) = 0, and on the other hand, if they have the same polarization, V() will
maximize. As we receive weak signals attenuated near to shot noise level, we
must ensure that both polarizations are equal to maximize the detected signal.
Otherwise we are unable to recover the pulses sent by Alice. This is accomplished
using a polarization controller at Bob’s input and polarization-maintaining fibers
in the rest of the setup. An algorithm that maximizes the balanced detector
amplitude reading should control the polarization controller.

Another common problem is the optical fiber backscattering [110], which consists
of some of the power back-reflected into the fiber. This is important in the long-
distance fibers used in the channel as if a small portion of the high-power local
oscillator laser gets reflected into the channel due to imperfections in the beam
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splitter or the detector it can be back-reflected into the beam splitter again, adding
noise to the balanced detector output.

This problem is typically solved by adding optical isolators or circulators, which are
devices that only let light with a specific direction pass through them. Although
this may introduce some losses, these devices are required to prevent problems and
even attacks.

3.2 Experimental Characterizations

One of the main goals of this work is to use commercially available optical and elec-
tronic components for the experimental setup, which is typical among CV-QKD
implementations [34]. Thus, all the different off-the-shelf devices presented in this
section are used to implement the experimental setup. The first characterized de-
vices are the lasers, specifically, their frequency stability. Then, the IQQ modulator
is characterized, including the amplifiers and bias controller used with it, mainly
focusing on the linearity and on the response of all the components to identify the
best settings to use with them. The variable attenuator is then characterized to
understand how it responds to voltage. And finally, all the detector is character-
ized, specifically, the saturation and linearity of both photodiodes in the balanced
detector, and the polarization-dependent losses.

3.2.1 Lasers

For all experiments, from characterization to the CV-QKD transmission, we ac-
quired two tunable lasers in frequency and power that operate in the C-band (191.5
to 196.25 THz) and are delivered with a PANDA (Polarization-maintaining AND
Absorption-reducing) fiber output with FC/APC (Ferrule Connector / Angled
Physical Contact) connectors.

Among the characteristics of the laser in the datasheet, it is worth noting that it has
a linewidth of 10kHz, a frequency range of 191.5 THz to 196.25 THz (equivalent
to a wavelength range of 1527.6nm to 1565.5nm), a power range of 6dBm to
13.5 dBm (equivalent to a range of 3.98 mW to 22.39 mW). The datasheet mentions
a frequency setpoint resolution (not accuracy) of 1 MHz.

The laser connects via USB 2.0 to the computer and can be controlled directly
through an RS-232 interface [48]. A CLI or GUI can also be used, but to integrate it
with the rest of the components in the same software, we chose the RS-232 option,
consisting of sending 4 B packets indicating a checksum to verify the integrity of
the packet, the register (for example, the frequency or the power) to be modified,
and the data to modify the register.
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It is important to note that the laser has two operating modes (dither and whis-
per modes) that determine its frequency stability. The dither mode prioritizes
long-term frequency stability, always keeping the 10 kHz band between an allowed
frequency window despite having rapid frequency vibration, while the whisper
mode prioritizes short-term frequency stability, causing the 10 kHz wide band to
fluctuate much less over short periods of time, but drifting away slowly over time.
This is the best choice for our purpose, as the narrow bandwidth of the detectors
requires minimizing fast fluctuations to fit within the detector’s range. Therefore,
both lasers are always configured to operate in whisper mode.

Characterization of Frequency Stability.

For the rest of this work, characterizing the frequency stability of the lasers is
strongly needed. To study the frequency stability of the two lasers separately,
we would need a high-resolution and high-speed acquisition Optical Spectrum
Analyzer (OSA) to analyze how a 10kHz line fluctuates. This is not feasible
with an OSA since there are no commercially-available OSAs with that resolution
and speed because those with higher resolution tend to have a higher acquisition
time. The solution to this is simply to study the beat signal of the two lasers,
which is the signal at the output of an interferometer consisting of a beam splitter
with two inputs and two outputs with a 1:1 splitting ratio. Subsequently, the two
outputs of the interferometer are measured with a balanced detector. In this way,
we can characterize the frequency difference between the two lasers, which drifts
over time with sufficient resolution and speed, using a balanced detector instead of
an OSA. The experimental setup for this characterization is shown in Figure 3.6.

CWL BD

Figure 3.6: Experimental setup for characterizing the frequency drift of the beat signal between
two lasers, using a balanced beam splitter and a balanced detector.

The electric field at the output of laser k is defined by
Ei(t) = / Prpe’@rtton) (3.16)

where P is the laser power, w, = 27 f; its frequency, and ¢, its phase. If the
fields of lasers A and B, i.e., F4(t) and Eg(t), are at the two inputs of the 1:1
beam splitter, the electric fields at the two outputs of the beam splitter can be
calculated as

Ey(t) = %(Em +EB(0), Falt) = —=(Bat) - Bnlt)). (3.17)
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These two electric fields hit the photodiodes of the balanced detector. Each pho-
todiode measures the power of each field as a function of time, and since the power
of an electric field can be calculated as P(t) = |E(t)|*, the powers of the two fields
E;(t) and Es(t) are given by

|
A = 3 (PA + Pp + 2y/Pa Py cos(Awt + A¢)> :

(3.18)
Py(t) = % (PA + Py — 21/ PaPg cos(Awt + A¢)) ,

where Aw = wq — wp and Ap = ¢4 — ¢pp. The voltage output of the balanced
detector is described by V(t) = p(Pi(t) — Pa(t)), with p being the detector’s
conversion factor in V/W, usually constant. Thus, the signal we measure on the
oscilloscope is given by

V(t) = 2p\/ PaPp cos(Awt + Ag). (3.19)

With this technique, although we cannot characterize the frequency stability of the
two lasers separately, we can characterize the stability of the frequency difference
between them, which is the only factor affecting coherent detection. In this way,
we can measure Aw with sufficient precision and speed using very simple hardware,
since measuring Aw (on the order of MHz) instead of w4 or wp (on the order of
THz), requires a considerably lower bandwidth, which can be resolved with simple
optics and electronics, such as the balanced detector.

Results of Frequency Stability Characterization.

After building the previously described experimental setup, the first task is to
measure the frequency difference Af over time. To do this, we acquire a signal
of an arbitrary but sufficient duration, which in our case is 10ms, from the bal-
anced detector while both lasers are activated. We then calculate the Fast Fourier
Transform (FFT) of that signal, and once calculated, we search for the value where
the FFT maximizes, which corresponds to the main frequency component of the
signal, Af. After repeating this for 3 min, we obtain the results of Figure 3.7.

It can be seen that the frequency difference fluctuates randomly around a value
close to 250 MHz. We see that there are a fast deviation and a slow deviation.
The fast one depends mainly on the laser working principle itself, mainly on the
cavity mirrors vibrating inside the lasers, and the slow deviation depends mainly
on much slower temperature fluctuations. These two deviations require us to
implement two different frequency stabilization algorithms. There must be a slow
active frequency stabilization algorithm which should vary the frequency of one
laser until the signal enters the detection bandwidth of the balanced detector. Once
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Figure 3.7: Measurements of the characterization of frequency drift between two lasers. (a)
shows the evolution of the frequency of the beat signal Af(t) over time. (b) shows the same,
but high-pass and low-pass filtered to isolate the fast and slow drift components, respectively.
(c) shows the histogram of the random drift step sizes, calculated as the frequency difference
between two subsequent points and normalized to one second. This histogram has been fitted
to the probability density functions (PDF) of common random distributions, with the logistic
distribution providing the closest fit to the experimental data, specifically a logistic distribution
with mean zero and standard deviation near 80 MHz/s.

located, the frequency will fluctuate quickly and slowly, as shown in the red curve
of Figure 3.7b. These fast and slow algorithms will be discussed in Section 4.1 and
Section 4.2, respectively.

Note that in Figure 3.7c, the step sizes (frequency difference between two subse-
quent points) have been time-normalized by dividing them by the sample time,
which in our case was 10ms. This normalization for any step time would only
be possible if the dependence between the magnitude of the frequency fluctua-
tions and the step time were linear, which turns out to be the case, as shown in
Figure 3.8.

As we can see, as long as the chosen step time is below 100 ms, the assumption
of linearity will be correct, and we can work with normalized step size’s standard
deviations. In practice, we will always be below this time, as typical sampling
times are smaller than 100 ms.

3.2.2 Transmitter Devices

Among the devices used in the transmitter, we employ a commercial 1) mod-
ulator, which is a 1550 nm high extinction ratio modulator, meaning it features
CS-SSB (carrier and subcarrier suppressions), attenuating the optical carrier signal
by 40dB, leaving only the modulated signal.

According to the technical datasheet, it has a bandwidth of 25 GHz, and the half-
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Figure 3.8: Linear relationship between frequency step sizes and step times. The standard
deviation of the step sizes for different sampling or step times is compared, showing a linear
relationship for step times below 100 ms.

wave voltages for the I and Q electrodes are around 6 V, while the half-wave voltage
for the main electrode is around 9 V. The technology is based on a Lithium Niobate
X-Cut Y-Prop crystal, with an insertion loss of 5dB, and can handle signals up to
630 mW, far exceeding the laser power.

At each of the two RF inputs of the IQ modulator, we use an amplifier with a
bandwidth of 10 GHz, a maximum output voltage of 15.9V, and a gain of 27 dB.
Additionally, the 1QQ modulator’s operating point is controlled with a Modulator
Bias Controller (MBC), a device that connects via USB to the computer and can
operate in manual mode with three voltage outputs ranging from —12V to 12V, or
in automatic mode, locking the modulator to the minimum transmission operating
point.

Following the MBC, we use a variable optical attenuator which operates at 1550 nm
and attenuates up to 50dB by manually adjusting a screw. The output is divided
into two paths with a 99:1 beam splitter, and the higher power output is measured
with an optical power meter. To generate the analog modulating signals, we use
a 12-bit resolution and 12 GSa/s arbitrary waveform generator (AWG).

The use of an amplifier at the IQ modulator inputs is necessary because if the
half-wave voltage is around 6 V, the input signals should have an amplitude below
this value but of the same order, and high-speed arbitrary generators, such as the
AWG we use, typically do not have high voltage output signals. Specifically, our
generator produces signals up to a maximum amplitude of 350mV. Therefore,
this signal must be amplified to cover the full voltage range of the IQ modulator.

After all these considerations, the experimental setup of Figure 3.4 is comple-
mented with an MBC, an attenuator, a power meter, and a 99:1 beam splitter to
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measure the power before the channel. The new setup is represented in Figure 3.9.

OPM

SMF

VOA  BS99:1

Figure 3.9: Experimental setup of the CV-QKD with LLO implementation including a Modulator
Bias Controller (MBC) to lock the modulator to the minimum transmission operating point, a
Variable Optical Attenuator (VOA), and an Optical Power Meter (OPM), both to calibrate the
modulation variance, related with the output optical power.

1Q Modulator and Amplifier Characterization

We have characterized the response of the 1) modulator, the signal amplifiers
connected to the IQ modulator, and the Modulator Bias Controller (MBC). The
IQ modulator and the amplifiers have a range of input voltages where the output is
linear and less distorted, and we must accurately characterize both components to
know the voltage ranges the signal should be in. To characterize both components,
we use the experimental setup shown in Figure 3.10.

(a) (b) DAC
DAC

ADC Photoreceiver

Amplifier ADC

Figure 3.10: Setups for characterizing the response of the IQ modulator and its amplifiers. (a)
shows the simple setup used to characterize the response of the amplifiers separately from the
IQ modulator. Typically, both amplifiers are connected to both modulator inputs by default, so
they are not shown as separate components in other figures. However, they can be separated to
characterize each one individually. (b) shows the setup used to characterize the behavior of the
IQ modulator, including the amplifiers, using a photodetector connected to the ADC to measure
the power of the electric field.

Once this setup is done, we proceed to input sine signals to analyze the output
of the amplifiers and the optical output of the IQ modulator combined with the
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amplifiers. We aim to find the region where the relationship between input and
output in both devices is as linear as possible while the signal is as undistorted
as possible. To study the signal distortion, we use the Total Harmonic Distortion
(THD) measure, defined as the ratio between the sum of the powers of all har-
monics in the spectrum and the power of the fundamental harmonic. This ratio is
typically expressed in dB.

The signal at the amplifier output, according to the setup in Figure 3.10a, will
simply be the same input signal but multiplied by a certain gain. It should have
the same frequency and shape. On the other hand, the signal measured by the
photodetector (InGaAs detector with a 1.2 GHz bandwidth and 5.5 mW saturation
power) in Figure 3.10b will be more complex than proportional to the input signal.
We can analyze this in Equation (3.7), as the I(Q modulator output for the case
Vi(t) = sin(wt) and V(t) = cos(wt), assuming the operating point is reached and
that the three half-wave voltages are different, would result in an electric field at
the IQ modulator output whose power is given by

P(t) = %3‘ [2 — cos (%f:t)) — cos (%ﬁjﬂ)} . (3.20)

We can see in Figure 3.11 that the measured power of the field at the IQ modulator
output matches the simulation following Equation (3.20), when modulating with
Vi(t) = sin(wt) and V(t) = cos(wt), and setting Vi1 = —Viy and Vi = —Vjg,
being V,; and Vjo the bias voltages applied by the MBC when locked into the
minimum transmission operating point. Once it is verified that the modulator
response is as expected, we check the limits and the ideal amplitude range for
working with the amplifiers, specifically with the amplifier and 1) modulator set.
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Figure 3.11: Response of the IQ modulator. (a) shows simulations of the IQ modulator response
for two sinusoidal input signals based on Equation (3.20). (b) shows experimental data collected
from the oscilloscope for the same input signals generated with the arbitrary waveform generator.

To achieve this, we measure both the amplitude and THD at the amplifier output,
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as shown in Figure 3.10a, and the voltage (which is proportional to optical power)
measured by the photodetector in Figure 3.10b for different input voltages. We
generate two 90° shifted sine waves of varying amplitudes using the AWG, which
are then sent to both amplifiers. In the first case, we measure the amplitude and
THD of the signal at the output of one of the amplifiers. In the second case,
we connect both amplifiers to the RF inputs of the 1QQ modulator again, and af-
ter reaching the locked operating point status in the bias controller, we measure
the modulator’s output with a photodetector, which provides a voltage output
proportional to the measured power. The amplitude and THD of this photodetec-
tor output are then measured, and the results of both sets of measurements are
presented in Figure 3.12.
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Figure 3.12: Characterization of the output response and Total Harmonic Distortion (THD)
for different input amplitudes. (a) shows the output amplitude (black curve) and THD (red
curve) of the amplifier as a function of the input amplitude. (b) shows the corresponding output
amplitude and THD for the IQ modulator. The output amplitude is plotted on the left vertical
axis, while the THD is shown on the right vertical axis in decibels (dB).

It can be observed that to maintain linearity in the amplifier, input signals should
have an amplitude of less than 200 mV, while to maintain linearity at the IQ
modulator output, input signals should have an amplitude from 200 mV to 400 mV.
However, in both the amplifier and the modulator, it is recommended to input
signals with an amplitude below 200 mV (ideally 100 mV') to minimize distortion,
ensuring that the output signal has a high correlation with the input signal.

While our primary focus is on the second setup, which consists of the modulator,
amplifiers, and MBC, characterizing the amplifier separately was also of interest.
As observed from the similarities between Figure 3.12a and Figure 3.12b, we can
assume that a great part of the behavior of the full modulator setup is influenced
by the limitations of the amplifier.

Given that, we consider the optimal working range to be near an amplitude of
250mV (500 mV peak-to-peak) for the input signal, as this is where non-linearity is
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minimized. It is important to note that the remaining non-linearity and harmonic
distortion could be further corrected through digital signal processing at Bob,
although this has not been necessary for the present work.

MBC and Attenuator Characterization

As shown in the previous setup, when the signal exits the IQ modulator, it enters
the MBC, where it is split with a 99:1 beam splitter. The 1% power output
is measured to adjust the bias voltages to set the modulator at the minimum
transmission operating point. Subsequently, after exiting the MBC, the variable
attenuator attenuates the signal to reach the desired power equivalent to a specific
number of photons per pulse. To characterize the response of the MBC, we use the
same setup of Figure 3.12b. For the variable attenuator, we replace the manual
VOA with an electronic one, which operates at 1550 nm and attenuates up to
25dB using voltages from 0V to 5V. To characterize its response, we use the
setup shown in Figure 3.13.

OPM

_| B,

Figure 3.13: Setup for characterizing the attenuation response of the electronic Variable Optical
Attenuator (VOA) to the input voltage.

The MBC implements a control algorithm to minimize the output power when no
modulation signal is applied (minimum transmission operating point), ensuring
that when Vi(t) = 0 and Vy(t) = 0, the output power is zero. When Vi(t) # 0
and Vg (t) # 0, the electric field at the output is as linear as possible (although the
power is not), as shown in Figure 3.2. The response of varying each of the three
bias voltages while leaving the two other voltages at the operating point value
can be seen in Figure 3.14a, and the transfer function of the electronic variable
attenuator can be seen in Figure 3.14b.

From Figure 3.14a, we can obtain the real values of each half-wave voltage, V1, V2,
and V3, which are 5.45V, 5.65V and 6.76 V, and we can see that they are different,
which means there will be a slight imperfection compared to the ideal model in
Section 3.1.1. This will be studied further in the simulations of Section 3.3.

3.2.3 Receiver Devices

Among the receiver devices, there are a polarization controller, a beam splitter, and
a balanced detector. The balanced detector has a bandwidth from DC to 400 MHz,
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Figure 3.14: Characterization measurements of the MBC and the attenuator. (a) shows the
output power of the IQ modulator while manually varying one bias voltage, with the other two
biases automatically maintained at their minimum transmission operating point. The minimum
power points correspond to these operating points. (b) shows the optical power at the output of
the electronic VOA when using a 0.1 mW input for different voltages.

a sensitivity of 5V/mW or 10 V/mW, and a sufficiently low noise value, character-
ized by the NEP (Noise Equivalent Power), which in this case is 5pW /v Hz. The
output of the balanced detector is digitalized in a 2 GHz bandwidth oscilloscope.

The beam splitter used is a 2x2 coupler with a splitting ratio of 1:1 for 1550 nm
with PANDA-type polarization-maintaining fibers, and according to the datasheet,
it has a tolerance of 1.5 % in the splitting ratio.

The polarization controller is composed of a development board equipped with
high-voltage drivers, which interact with the controller’s piezoelectrics to modify
the polarization of the light by applying pressure to the SM fiber along different
axes. Moreover, we also tested a manual 3-paddle polarization controller, which
adjusts the polarization in the SM fiber by using stress-induced birefringence.
This manual method provides a simple and effective alternative for controlling
polarization without additional electronic components.

By incorporating the polarization controller into the experimental setup, we finally
arrive at the most fundamental experimental setup, which is capable of achieving
CV-QKD transmissions. This setup includes all the essential components neces-
sary for transmitting and receiving modulated light, ensuring a complete basic
implementation. The configuration, which represents the minimal hardware re-
quirements, is depicted in Figure 3.15.

After presenting the experimental setup for the receiver side, the characterization
procedure for these three devices (the beam splitter, the balanced detector, and
the polarization controller) is described in detail.
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Figure 3.15: Experimental setup of the CV-QKD with LLO implementation including a Polar-
ization Controller (PC) to align the polarization of the incoming quantum signal to the local
oscillator. This setup includes all the minimum necessary components to perform a CV-QKD
transmission

Beam Splitter

To characterize the beam splitter, we introduce a laser beam of power P,, through
input 1 and measure the power at outputs 1 and 2, P, and . Then, we in-
troduce the same beam of power P, through input 2 and measure the power at
outputs 1 and 2, P| and P;. In this way, we can characterize the reflectance and
transmittance indices as

P
]Di’

b |
= — T
]Di ) 2

|2 |2 PQ, P{

=2 ==L (3.21)

t
|1 Pi’ ]Di’

|7“1|2 =

After performing these measurements by calibrating the input power P,, and mea-
suring the four different output powers, we obtained ]7’1\2 = 0.4948, ]7“2\2 = 0.4983,
t,” = 0.5052, and |t,|* = 0.5017, which falls within the tolerance margins specified
by the manufacturer, as we found deviations between 0.3 % and 1 %.

Balanced Detector

To characterize the balanced detector, the approach is to characterize its two
photodetectors separately. For this, we generate an optical signal with a laser and
modulate it with the IQQ modulator, with signals V;(t) = cos(wt) and V(t) =
sin(wt), using a frequency w = 27 f, with f = 10 MHz. Then, this modulated
signal passes through a variable attenuator, and the output of the attenuator is
split with a 1x2 beam splitter with a coupling ratio of 1:1 so that one output is
measured with a power meter and the other goes directly to the balanced detector.
The characterization setup is shown in Figure 3.16.
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Figure 3.16: Setup for characterizing the two photodiodes of the balanced detector, consisting
of a laser and the IQ modulator, to generate optical signals of different powers, which are then
measured in each photodiode while the optical power is monitored.

The results of these measurements are shown in Figure 3.17, where it can be
concluded that balanced detector output saturates above 400 W (as stated in
the datasheet) but it becomes to be distorted above 250 pW, as this is where the
amplitude does not increase linearly with power. It can also be concluded that the
gain is very similar in the two photodetectors, as the difference in signal offsets is
practically zero for any input power.

(a) (b) (c)

34 _ _ —
. PD1 9 PD1 // =
> | —PD2 — PD2
o o | — Difference E — Difference & 1.8
= 2
= ‘q—; 0+ —
= 7 o
=z & = 16
1 7 .
= o o)
< ey 5
01 1.4
T T T T T T
0 200 400 0 200 400 0 500 1000
Power [pW] Power [pW] Frequency [MHz]

Figure 3.17: Measurements from the characterization of the balanced detector. (a) shows the
amplitude of a detected sinusoidal signal as a function of input power for the two photodiodes
and their difference. (b) shows the offset or mean voltage of the detected sinusoidal signal as a
function of input power for the two photodiodes and their difference. (c) shows the RMS voltage
of the detected sinusoidal signal for different input signal frequencies, showing its frequency
response, which lets us estimate the bandwidth of the detector.

On the other hand, in Figure 3.17c, we see that the bandwidth is close to 400 MHz
as stated in the datasheet, as this is the frequency where the input amplitude is
attenuated by —3dB.

It is important to note that, in addition to the balanced detector used in the
experimental design, two other balanced detectors were tested and subsequently
discarded. These models had interesting features such as AC coupling, which al-
lows for high-pass filtering of the detected signal to eliminate the undesired DC
component produced by different detector gains, or a potentiometer for offset com-
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pensation, which allowed fine-tuning of the gain of each photodetector to eliminate
any impairments. However, despite these features, after transmitting a block of
Gaussian symbols for subsequent detection, it was found that both detectors re-

sulted in a lower correlation between transmitted and received symbols, as shown
in Table 3.1.

Detector ~ Bandwidth (MHz) NEP (pW/vHz) Correlation (%)

Detector 1 400 5 91.8
Detector 2 200 8.7 88.9
Detector 3 400 2.5 84.6

Table 3.1: Results for the comparisons of the three balanced detectors tested. The correlation
measurements were performed after transmitting 10° Gaussian symbols and subsequently de-
modulating them using the methods described in Section 3.3 and Section 4.1. The bandwidth
and NEP values were taken from the technical datasheet of each device.

As can be seen, according to the technical datasheet of the different detectors, the
third detector has the lowest NEP and would seem to be the best option, while the
second detector, having the lowest bandwidth and the highest noise, seems to be
the worst option. However, in a real setup applied to our specific implementation,
the first detector shows a higher correlation between sent and received symbols,
which is ultimately what we are most concerned with for conducting CV-QKD
experiments. Therefore, we decided to discard the other two detectors.

Polarization Controller

In this case, to study how differences in polarization in the two fields interfering
in the beam splitter affect the amplitude measured in the balanced detector, we
use the setup proposed in Figure 3.18.

We use two polarimeters to measure the power, azimuth, and ellipticity of infrared
light in the 900 nm to 1700 nm range. These polarimeters have a power range from
1pW to 10mW and a sampling speed of 30Sa/s, with an accuracy of 0.25° in
both azimuth and ellipticity. To take measurements, we constantly monitor the
azimuth and ellipticity on the two polarimeters and the amplitude at the output of
the balanced detector for 10 min while randomly varying the polarization of one of
the paths using a polarization controller to represent how the amplitude depends
on these two variables. This is shown in Figure 3.19.

The ellipticity and azimuth of the path without the polarization controller hardly
change over the 10 min of the experiment since we are using a PANDA fiber both
in the laser and in the beam splitter. The path with the polarization controller
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Figure 3.18: Setup for characterizing the impact of polarization on detector efficiency by inter-
fering two signals. The polarization of both signals is monitored using two polarimeters, while
the polarization of one signal is varied using a polarization controller.
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Figure 3.19: Heatmap showing the detection efficiency as a function of azimuth and ellipticity
angles for one of the two interfering signals. The point in the center, marked by the blue diamond,
represents the fixed polarization of the path that does not vary during the experiment.

varies, as during the 10 min of the experiment, we randomly move the three axes
of the polarization controller to collect data. We see a clear dependence of the
amplitude at the output of the balanced detector on the polarization, and we can
completely attenuate the signal if the polarization does not match. We also see
that the area where the amplitude of the balanced detector output is maximized
is where the polarization of both paths is similar.

3.3 Simulation of the CV-QKD system

In this section, detailed numerical simulations of the two first stages of the CV-
QKD protocol are run, specifically signal transmission and parameter estimation,
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to analyze how experimental imperfections or impairments affect the secret key
rate. We start by introducing a generalized mathematical model that describes
these impairments, deriving an expression for the analog signal at the detector
output, and then we conclude by showing the simulation results, studying how the
secret key rate decreases in response to different experimental impairments.

There exist studies on noise models for different sources in a CV-QKD system |81,
82| that separate different noise sources theoretically to divide the total excess
noise depending on the source. There are also studies on particular components of
the experimental setup, such as impairments in coherent detectors [119, 147, 146],
intensity fluctuations in laser sources [90], imperfect modulation [94], imperfect
basis choice in homodyne detection (93], or studying the discrete effects in real

modulation [76], which demonstrates that a non-ideal Gaussian modulation can
be sufficient to perform CV-QKD.

In this work, we don’t study a particular noise independently and theoretically. By
running simulations of the whole transmission, we numerically analyze the effect
of a specific impairment in the total excess noise and, thus, in the final estimated
secret key rate without trying to divide the excess noise into different noise sources.
In this section, we follow the methods and results that led to the first publication
related to this thesis [1].

3.3.1 Simulation of the Protocol

The GGO02 protocol, described in Section 2.2.2, consists of 4 steps: the transmis-
sion of coherent states from Alice to Bob, the security estimation or parameter
estimation, the error correction, and the privacy amplification. In this section, we
focus on the first two steps, as we will study how the estimation of the secret key
rate depends on various experimental imperfections of the system.

To achieve this, we will focus on mathematically simulating the CV-QKD system
in detail. The idea is to simulate at the electric field level what happens to the
signals under different system imperfections and how parameter estimation would
be in each case.

State Preparation

We start by simulating the generation of the signal at Alice. The first step in a
Gaussian modulation protocol [82] is the sampling of random symbols following
a Gaussian distribution centered at zero with modulation variance V4 so that
Alice’s symbols to modulate in each quadrature are given by ¢, € NV (0,Vy) for the
I quadrature and p, € N(0,Vy,) for the Q quadrature, forn =1,..., N, for a total
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number of N symbols sent by Alice. Subsequently, for correct digital processing
of the signal, these symbols must be convolved with a root-raised cosine filter [26].

The Raised Cosine Filter (RCF) is used in classical telecommunications [136] to
shape the pulses sent by the transmitter to minimize inter-symbol interference and
to smooth the transmitted signal. The impulse response of the raised cosine filter is
defined as a function that smoothly transitions from the passband (the part of the
spectrum that is allowed to pass) to the stopband (the part of the spectrum that is
filtered out), reducing the bandwidth of the filtered signal while maintaining data
integrity. This impulse response is defined by

(T . 1 y iTS
sinc | — =42
ar, MM\ 25 ) 28’
t
h(t) = ] N (%) (3.22)
i sinc (i) 1—2687527 otherwise.
\ B ( T )

where [ is the roll-off factor related to the smoothness of the filter, Ty = 1/ fsym is
the symbol period, and sinc(z) = sin(z)/x. On the other hand, the Root Raised
Cosine Filter (RRCF) is also widely used to split the pulse shaping equally between
the transmitter and the receiver. When an RRCF is used at the transmitter and
another at the receiver, the combined effect is equivalent to a single RCF at the
emitter. The impulse response of the RRCF is defined by
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Typically, in standard implementations of classical telecommunications, the RRCF
is more commonly used as the filtering effort is split between the transmitter and
the receiver, making the filtering process more efficient. However, for simplicity
and ease of calculation, we implement the RCF only once at the emitter. To apply
this filter to the symbols generated by Alice, we first need to define the raw symbol

(3.23)

T

\
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signal as

(3.24)

0, otherwise.

x, € CN(0,2Vy), t=nT,, forall n € Z,
RIQ<t):{ (0,2V2)

That is, a signal that is always zero at all times except at each symbol period,
where it has the value of the symbol, which is sampled from a complex Gaussian
distribution with mean 0 and variance 2V, (equivalent to the real and imaginary
parts following two Gaussian distributions with mean 0 and variance V4 respec-
tively). This signal is convolved with the impulse response of the filter, h(t), to
produce the symbol band signal sent by Alice,

[e.e]

SIQ(t) = (RIQ * h) (t) = / RIQ(T)h(t - T) dr. (325)

—00

Since the function Riq(t) is zero at all points except at the sampling times, it can
be represented as a sum of Dirac deltas,

N

Rig(t) = (gn +ipa)d(t — nT), (3.26)

n=1

where N is the total number of symbols sent. Therefore, the expression of the
convolution between Rjq(t) and h(t) can be discretized as

Si(t) =Y (g + ipn)h(t — nTy). (3.27)

n=1

In Figure 3.20, the signals Riq(t) and Siq(t) are represented, where the effect of
the RCF on the symbol signals can be observed.

We can see in the frequency spectrum that applying this filter to the signal reduces
the signal’s bandwidth from infinity to fsym. On the other hand, we see that in the
time domain, the function Riq(t) = Siq(t) when ¢t = nTj, so by sending Riq(?),
Alice is sending the information of the symbols obtained randomly following a
Gaussian distribution, so it should be enough to send this signal to Bob so he can
recover the sent symbols.

However, for the experimental implementation with an LLO at Bob, it is neces-
sary to send a pilot tone that serves as a reference to measure the frequency and
demodulate the signal correctly. In addition to adding a pilot tone to the symbol
signal, we must shift the result of this sum to a higher frequency to move away
from the optical carrier and prevent the beat signal of the two lasers from appear-
ing within the bandwidth of the balanced detector when detection is performed.
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Figure 3.20: Symbol signals before and after filtering with a Raised Cosine (RC) filter. (a) shows
the real part of the random symbols and the filtered signals. (b) shows the imaginary part of the
random symbols and the filtered signals. (c) shows the Fourier Transform of both Riq(t) and

Siq(t) signals.

To do this, we have to multiply the sum of the symbol signal and pilot tone by a
high-frequency intermediate frequency w, to perform the up-conversion,

ViQ(t) = glwul [SIQ<t) + Vpeiwpt] , (328)

where V,, is the pilot tone amplitude. The real part of Viq(t) corresponds to the
signal V;(t) acting on the first MZM of the 1QQ modulator, and the imaginary part
corresponds to the signal V(¢) acting on the second MZM of the IQ modulator.
Therefore, These signals are finally generated in the two Digital-Analog Converters
(DAC) of the AWG and sent to the two inputs of the IQ modulator to modulate the
laser electric field. The complete expression for the modulating signal, separating
their real and imaginary parts, is thus calculated by introducing Equation (3.27)

into Equation (3.28) and expanding,

Vi(t) = (Z qnh(Tn)> cos(wyt) — (Z pnh(Tn)> sin(wyt) + V;, cos (wpt),

Vol(t) = (Z qnh(Tn)> sin(wyt) + (anh(Tn)> cos(wyt) + Vj, sin(wpt).

where 7,, = t — nTy, and where w; = wy + wp. The field’s expression at the I1Q
modulator’s output would be the expression of Equation (3.8), introducing these
two signals respectively. If we add the effect of the attenuator and the 1:99 beam

splitter, we finally have the optical signal at the output of Alice,

Eqeat [ (7 Vi(t L TVt
Eou(t) = (0.01 x 10’”/10) AT [5111(5 {/i)) + isin (5%)] ., (3.30)

(3.29)
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where k is the attenuation in dB of the variable attenuator. This electric field is
the one that finally goes into the channel.

State Measurement

Once the electric field of Equation (3.30) leaves the channel, we have to simulate
its effect. This is the simplest part, as we only need to simulate the losses due
to the attenuation of the optical fiber. Normally in commercial fibers, losses are
indicated as dB/km, «, which in the case of single-mode fibers for 1550 nm is
usually around 0.2 dB/km. Therefore, the field that Bob receives coming from the
channel is given by

B jernt t t
En(t) = (0.01 x 104”*0‘”/10)% {sm(gvai)) —i—isin(gVQTi))] , (3.31)

where L is the length of the channel. This field interferes in the 1:1 beam splitter
with Bob’s local oscillator. Using the results from Equations (3.10) and (3.11),
assuming A¢ = 0 for simplicity, and expressing the field amplitudes as the square
root of their optical power, the analog signal at the output of the balanced detector
can be expressed as

V(t) =k [cos(Awt) sin(gv%t)) — sin(Awt) sin@VQTff)ﬂ : (3.32)

where £ is defined as a scaling factor taking into account Alice’s attenuator, channel
losses, balanced detector gain factor, and the optical powers of both lasers. It is
defined by

k= (0.01 x 10~ x+eD)/10y, /P, Py, (3.33)

Then, after acquiring V' (¢), the low-complexity heterodyne detection demodula-
tion method is performed. To do this, the symbol band must be centered at the
intermediate frequency wip. This is achieved by setting the laser frequencies such
that Aw = wir — w,, since multiplying a sinusoidal signal of frequency w; by one
of frequency ws results in two signals of frequency w; & wsy, so V(¢) will have the
symbol band centered at wyr after filtering out the other component.

Once we have set Aw = wip — w,, we follow the demodulation procedure of Fig-
ure 3.5¢, and multiply V' (¢) by a sinusoidal signal of frequency wir and then filter
the result with a Butterworth low-pass filter h; with a cutoff frequency equal to
the symbol band, fim, to demodulate the symbols,

Vig(t) = (hi* V(t)e ™) (t) o< Siq(t). (3.34)

It means that the signal Bob recovers after demodulation is similar to Alice’s
symbol signal. This result derives from introducing the signals of Equation (3.29)
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into Equation (3.32) and expanding all the terms, approximating the sine terms
via the Jacobi-Anger expansion,

sin(z cos ) = —22 )" Jon—1(2) cos[(2n — 1)0] = 2.J,(z) cos b,
(3.35)
sin(zsin ) = 2 Z Jon—1(z)sin[(2n — 1)0] = 2J;(2) sin 0,

where in this case z = 7V, /2V, < 1. For the typical values used for V, and V,, we
have J,,(z) < Ji(z) for n > 1, so we can approximate them only to the first term.

After obtaining the demodulated signal Viq, the next step is to sample the symbols
p" and ¢/, which will be compared with the symbols p and ¢ generated by Alice. To
do this, it is enough to sample the signal Viq(t) at times t = nT; forn =1,..., N.
To include the effect of noise (including shot noise, excess noise, and electronic
noise), a Gaussian noise with mean 0 and variance o, must be added to the symbols
measured by Bob,

p' = {Re[Viq(nTs)] + p.for nin 1,... N and p, € N(0,0.,)},

¢ = {Im [Vig(nT})] + ¢.for n in 1,... N and ¢, € N'(0,0.)}. (3.36)

With all this, we can form the concatenated vectors © = {p,q} and y = {p', ¢’}
and estimate the channel transmittance and excess noise to calculate the mutual
information, the Holevo bound, and thus estimate the secret key rate as presented
in Section 2.3.

3.3.2 Modeling Experimental Devices

The next step is to generalize the described model to include the experimental
imperfections characterized in Section 3.2. The goal is to simulate an experimen-
tal transmission by modifying the impairment values and comparing them with
actual experimental devices. By having a realistic twin model of the experimental
system, many tests can be performed without physically conducting experiments.
Therefore, the idea is to simulate the entire transmission using the mathematical
models from the previous section, generalized to include experimental imperfec-
tions, extract the symbols z and y from Alice and Bob, and estimate the security
of the transmission using the security analyses from Section 2.3.

Laser Drift

We start by modifying the mathematical model to include the most critical part,
which is the random frequency drift of the lasers. As seen in Section 3.2.1, the
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random frequency drift can be described as a random walk where the step size
follows a random distribution. In other words, the frequency w(t) of the laser at
time ¢ can be modeled as

w(t+ At) = w(t) + Aw(t)At, (3.37)

where At is the time increment during which the variation occurs and Aw(t) is
the random step size per second at time ¢. We assume that Aw(t) is a random
variable following a random distribution D, which, as shown in Figure 3.7c, is
a zero-mean logistic distribution. Note that, as shown in Figure 3.8, the step
size is time-normalized and needs to be multiplied by At¢. This normalization is
valid for step times within the linear region of the plot (At < 1s) and is useful
for performing simulations with different step times while maintaining consistent
random drift amplitudes. Therefore, the frequency at discretized time ¢, = kAt
will be the sum of the initial frequency and the cumulative sum of the frequency
steps from the initial time to t,

k-1

wty) = wlte) + Y Aw(t;)At. (3.38)

J=0

The phase of the angular frequency is its integral over time, which can be expressed

discretely as
k—1

= w(t;))At, (3.39)

=0

.

which, after substituting the expression for w(t;) and simplifying, gives us the
electric field of the laser at time t;, defined by E(t) = Eye®), as

(3.40)

To conduct realistic simulations, we use this equation to model the electric fields
of Alice’s and Bob’s lasers, respectively, as

i k—1 j—1 7

EA(tk) =/ Paexp |1 <wA to tr +ZZACUA At2> ,
L =0 = d
-1 j—-1 T

EB(tk) = PB exp <w3 to tk + ZZAWB At2> s

7=0 =0

(3.41)

where P, and Pp are the optical powers of the lasers, w(ty) and wp(ty) are the
initial frequencies before the laser drift for Alice and Bob, and Aw,(t) and Awp(t)
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are elements of the random distribution D, which, as characterized in Section 3.2.1,
corresponds to a zero-mean logistic distribution. By modifying the variance, we
can simulate the frequency drift intensity of the lasers, thus studying its effect on
the final key security.

IQ Modulator

Next, we need to generalize the field at the output of the IQQ modulator. As seen
in Section 3.2.2, the minimum transmission operating point is not always ideally
achieved, as there is an electronic control loop responsible for it. Like any electronic
control loop, it has an error that, although very small, is not zero. Additionally,
Figure 3.14a shows that this power is never zero, making it practically impossible
to reach the operating point ideally. The figure also shows that the half-wave
voltages of the three interferometers forming the dual-nested MZM are different.
Therefore, we cannot use Equation (3.8) to derive the output of the balanced
detector. Instead, we need to generalize Equation (3.7) for a drifting frequency
and for different bias and half-wave voltages to calculate the field at the modulator
output. Combined with the effect of the attenuator, the channel losses, and the
99:1 beam splitter for the power monitoring, the general expression for the electric
field received by Bob becomes

Eg(t) = k;’EAT(t) {COS(%W) b cos(gWﬂ . (3.42)

where E4(t) is given by Equation (3.41), V;(t) and V() are the modulating signals
defined in Equation (3.29), and the scaling factor &’ is given by

k' = (0.01 x 10~ (r+al)/10) (3.43)

Note that the half-wave and bias voltages are distinguished in this equation to allow
simulations with different values. These values will be different in practice, and the
operating point will not be ideally locked. Therefore, we must use this equation
to simulate the effects of impairments in the modulator and bias controller.

Coherent Detector

For the detector, we have Bob’s laser, a 1:1 beam splitter, and a balanced detector
with gain p. All three components exhibit imperfections in real experiments. Bob’s
laser, like Alice’s, has random frequency deviations, the beam splitter is not exactly
1:1, and the two photodetectors in the balanced detector do not have identical
gains. Therefore, the first step is to replace the expression for the fields at the 1:1
beam splitter output in Equation (3.10) with the more general expression [99] for
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a classical lossless beam splitter,
El(t> = 7"1ER<t) + tlEB(t), Eg(t) == tQER(t) - TQEB(t), (344)

where r1 and ry are the reflectance coefficients, and ¢, and ¢, are the transmittance
coefficients. Eg(t) is the field defined in Equation (3.42), and Eg(t) is the field
defined in Equation (3.41). Note that in the case of an ideal 1:1 beam splitter,
Equation (3.44) would become

1 1
NG (Bout(t) + E(t)), Ex(t) = NG

But in the realistic case, once we have the fields from Equation (3.44), we calculate
the power of each field with P, = | E;|*, obtaining

El (t) = (Eout(t) - EB(t)) . (345)

Pi(t) = P2 |Eg(t)]” + it Er(t) E5(t) + tir Ep(t) B4 (1) + 2| Es(1)],

2 5 (3.46)
Py(t) = t%|ER(t)| + roto ER(t)ER(t) + taro Ep(t) ER(t) + 7"§|EB(t)| .

Generalizing the balanced detector output to the case where the two photodetec-
tors have different gain factors p; and po, it becomes

V(t) = kp(p1 Pi(t) — paPa(t)), (3.47)

where Pi(t) and Py(t) are the powers defined in Equation (3.46). The term x,
represents a value between 0 and 1 and is introduced to simulate the effect of
non-matching polarization between Alice and Bob. Simulating the polarization
states entirely would be very complex, and as seen in Section 3.2.3, polarization
calibration errors result in amplitude reduction, which can reach 0, as shown in
Figure 3.19. Therefore, introducing this term simulates its effect.

3.3.3 Parameter Estimation Simulations

Once we have all the equations for the simulations, we proceed with them. For
simplicity, we study the effect of each imperfection or experimental parameter
separately, keeping the rest ideal. For the simulations, we generate 10° random
symbols z,, = g, + ip, following a Gaussian distribution with variance 0.001V,,
where V), is the pilot tone amplitude, taken as V,, = 0.5V;. These symbols are
filtered with the RCF, the pilot tone is added, and then both are up-converted to
wy, to obtain V() and V().

Then, we simulate the generation and modulation of the electric field, its trans-
mission through the channel, and Bob’s subsequent detection and demodulation.
Once we have the signal V(¢) detected by Bob, we perform the demodulation
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using low-complexity heterodyne detection and then sample the data to obtain
Yn = ¢, +ip,,. Once we have x and y, we perform the parameter estimation pro-
cess to obtain the secret key rate in the worst-case scenario within the trusted
noise model, as described in Section 2.3. Table 3.2 shows the ideal values of all
simulation parameters.

Parameter Value
Number of symbols (N) 109
Symbol frequency (fs) 100 MHz
Pilot tone frequency (f,) 100 MHz

Alice Laser frequency (wa/27) 10.75 GHz
Bob Laser frequency (wp/2m) 10 GHz

Local oscillator power (Pg) 10dBm
Detector gain (p) 5V/mW
Electronic noise () 0.1SNU
Detector efficiency () 0.55
Reconciliation efficiency () 0.95
Confidence intervals (epg) 10710

Table 3.2: Parameters used in the simulated transmission and secret key rate estimation. All
values closely match those experimentally characterized. The chosen modulation variance V4 is
the one that maximizes the SKR for each length, ranging between 2 SNU to 10 SNU, depending
on the channel length.

To simulate the detector efficiency and determine the variance of the Gaussian
noise to be added to the symbols, we perform simulations for two different dis-
tances, L; and L, obtain o7 = var(y); and o2 = var(y), respectively, and solve
the following system of equations relating the variances of the transmitted and

received states,

k203 + 02 = nThVa + nTié + 1+ vg, (3.48)
k203 + 02 = nToVa + nTeé + 1+ vg, '
where T; = 10°%/10 ig the transmittance for distance L;, and k is the scaling

factor applied to Bob’s symbols to simulate the detection efficiency 1, and o2 is
the variance of the Gaussian noise added to Bob’s symbols to simulate the shot
noise, electronic noise, and excess noise. The solution to these equations is

b \/U(Tl —T3)(Va+¢§)

2 _ 52 )
o , (3.49)
Ty —T5)(Va+§)o
o2 =nT\Va+nT&+ 1+ va — (1 022)(;; §) L
17 %2
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Once Bob’s symbols are correctly scaled and the noise is added to the demodulated
symbols, we can study the effect of the experimental impairments on the SKR.

We start by running 1000 simulated experiments with the entire process described
above, leaving all values ideal except for V}; and Ve, which will vary between
—40% and 40% of their ideal values. For each bias voltage value of the bias
controller, we simulate the entire transmission and calculate the SKR. We then do
the same but varying the value of V;; and V5 between —40 % and 40 % of their
ideal values. For these two sets of simulations, each run for four different distances,
simulation results are shown in Figure 3.21.

(a)
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Figure 3.21: Effects of impairments in the IQ modulator on SKR. (a) shows the impact of
incorrect operating point locking in the modulator bias controller on the SKR. (b) illustrates the
effects of differing half-wave voltages in the I and Q arms of the modulator on the SKR.

It can be seen that the security of the transmission is more sensitive to errors
in the bias controller when finding the minimum transmission operating point
than to differences in the half-wave voltage. It is evident that the system has
less margin for error over longer distances, so reducing the impact of impairments
is essential. To eliminate the effect of the impairment shown in Figure 3.21a,
the only solution is to improve the electronic control algorithm. In our case, the
commercial MBC employed has an error of less than 1%, so no further action
is required. To eliminate the effect of the impairment shown in Figure 3.21b,
it is sufficient to scale V;(t) and V(t) differently so that Vi(t)/Vz1 is similar to
Vo(t)/Vze in Equation (3.42).

On the receiver side, we can simulate the two main impairments (differences in
the beam splitter’s splitting ratio and the gains of the photodetectors of the bal-
anced detector). For the first case, we perform four sets of 1000 simulations for
various distances, as before, but varying the reflection and transmission indices in
Equation (3.44). We assume that r; = —ry := r and ¢; = to := ¢ with r +¢ = 1,
but we vary the value of r around the ideal value of \/m In the second case,
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we perform the same simulations while varying the value of p; in Equation (3.47)
while assuming p; + py is constant in all measurements to prevent an increased
symbol correlation as a consequence of a higher detector gain. The results of these
simulations are shown in Figure 3.22.

(a) (b)
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Figure 3.22: Effects of impairments in the coherent detector on SKR. (a) shows the impact of an
unbalanced splitting ratio in the detector’s beam splitter on the SKR. (b) illustrates the effects
of different gains in the two photodiodes of the balanced detector on the SKR.

It can be seen that the system allows for considerable error in the reflection and
transmission indices of the beam splitter, and given that our experimental system
has a beam splitter with a tolerance of 1.5% in the splitting ratio, this is not a
concern. With the balanced detector, it is the same; the experimental system is
well below the values that would prevent an experimental transmission, so it is
not a concern. However, to maximize the SKR, eliminating the effect of these
impairments is preferable. Both can be addressed by calibrating the gains of
the photodetectors in the balanced detector to compensate for differences in the
detector and the beam splitter. Some commercial balanced detectors include a
potentiometer to adjust the gain offset between the photodetectors, and correctly
calibrating this offset can eliminate the effect of these two impairments to maximize
the SKR.

Regarding the lasers, they fluctuate in power and frequency. The power fluctu-
ations of real lasers depend on temperature, so they are slow and do not affect
detection. Implementing a control loop to calibrate the power before each transmis-
sion is sufficient. However, frequency fluctuations of the lasers severely impact key
transmission. If we perform several simulations as before, but this time leaving all
values ideal except for the laser frequencies, defined by the fields in Equation (3.41),
for different drift amplitudes determined by the time-normalized standard devia-
tion of the random walk step size distribution modeling the lasers’ behavior, we
can see how laser stability affects key transmission. We have performed these
simulations using the standard direct demodulation procedure explained in Sec-
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tion 3.3.1. On the other hand, we have also realized the same simulations using
the pilot-aided demodulation method described in the next chapter to verify it
with simulated transmissions. The results are shown in Figure 3.23.
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Figure 3.23: Effect of frequency drift in both lasers on the SKR. (a) shows the impact of frequency
drift magnitude on the SKR using direct demodulation. (b) shows the impact of frequency drift
magnitude on the SKR using the frequency-locking algorithm presented later in Chapter 4.

Given that the time-normalized standard deviation of the frequency drift step size
of the commercial lasers we use is around 80 MHz/s, it would be impossible to
perform any CV-QKD transmission at any distance solely because of this. Using
the frequency-locking algorithm proposed in Section 4.1 completely eliminates this
problem at any distance.

Finally, it is interesting to study the effect of poor polarization correction in the
detector or the impact of Bob’s laser power on transmission security. We perform
the same previous simulations under ideal conditions for the first case but vary &,
in Equation (3.47) between 0 and 1. For the second, we vary the value of Pp in
Equation (3.46). The results are shown in Figure 3.24.

We see that as long as Bob’s laser power is greater than 1 mW, there are no issues,
and with our laser at 10 mW, it is sufficient. Clearly, the higher the local oscillator
power, the better the signal-to-noise ratio, as the signal will be amplified more
in the beam splitter, the shot noise as well, but the electronic noise will remain
constant, reducing the ratio between electronic noise and shot noise as power
increases. On the other hand, we see that if x, drops below a certain value for
each distance, the SKR drops drastically. This, as seen in Figure 3.19, does not
seem to be a significant issue, as there is a wide range of azimuth and ellipticity
values where x, > 0.9, so as long as we have an automated polarization controller
calibrated before sending the signal, there should be no problems.

In addition to the previous figures, we can also use the simulation model to study
the dependence on arbitrary system parameters, not necessarily impairments. For
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Figure 3.24: Additional simulations. (a) shows the effect on the SKR of incorrect polarization
matching between Alice and Bob’s lasers. (b) shows the effect on the SKR of varying power
levels in the local oscillator laser.

instance, we can explore how the SKR depends on modulation variance and channel
length, as shown in Figure 3.25.
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Figure 3.25: Simulations of various system variables. (a) shows the SKR for different modulation
variances across various distances. (b) shows the SKR for different channel lengths at different
modulation variances.

Another set of important parameters we can analyze are correlation and excess
noise. Excess noise directly affects the SKR; as excess noise increases, the Holevo
bound increases, leading to a decrease in the SKR. The dependence of SKR on
both excess noise and correlation is illustrated in Figure 3.26.

As we can see, there is a narrow range of permissible correlation values. This
indicates that to ensure secure transmissions, the system must operate within a
specific region. A high correlation implies that the Holevo bound will increase,
allowing Eve to gain too much information about the key. Conversely, too little
correlation means Bob does not have sufficient information to recover the key.
Understanding this dependence allows us to assess the correlation after signal
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Figure 3.26: Simulations of various system variables. (a) shows the dependence of the SKR on
symbol correlation. (b) shows the direct dependence of the SKR on excess noise.

demodulation, which is a straightforward step that can provide valuable insights
into the key’s security even before parameter estimation.

3.4 Conclusions

This chapter has outlined the entire process of designing, characterizing, and sim-
ulating the experimental system required to implement a CV-QKD protocol based
on Gaussian-Modulated Coherent States (GMCS) with a locally generated local
oscillator (LLO) and low-complexity heterodyne detection. After conceptualiz-
ing the system, we proceeded with the characterization of various components,
including lasers, modulators, amplifiers, attenuators, and detectors.

For the electro-optic modulator, its amplifiers, and the bias controller, we identified
no significant limitations, aside from the fact that certain input voltage ranges
yield a more linear output response. Additionally, we observed that the half-
wave voltage of the three Mach-Zehnder modulators in the 1) modulator differ
slightly. Simulations indicated that this variation could potentially reduce the
secret key rate in an experimental transmission. However, the deviation required
to significantly impact the key rate is much larger than what is typically observed
in the experimental devices. A potential solution would be to appropriately scale
Vi(t) and V() so that the arguments of the cosines in Equation (3.7) have similar
magnitudes. For the attenuator, we characterized its response to determine how
it attenuates based on the input voltage, allowing us to set a precise output power
and, thus, a precise modulation variance.

Regarding the receiver, we characterized the reflection and transmission indices
of the beam splitter, finding them close to ideal values. Simulations showed a
high tolerance in this aspect, requiring a significantly deviated beam splitter to
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notably affect the secret key rate. The balanced detector was also characterized,
revealing deviations much smaller than those needed to lower the secret key rate.
We also measured the detector’s bandwidth, which is crucial for keeping the sig-
nal within the detection window to maximize efficiency. Additionally, we studied
the dependence of the secret key rate on the polarization mismatch between the
incoming signal and the L.O, highlighting the necessity of implementing a polariza-
tion stabilization system to optimize detection efficiency and minimize unnecessary
information loss.

For the lasers, we investigated the challenges caused by the LLO implementation,
specifically the presence of two free-running lasers with different drifting frequen-
cies and phases. We characterized these random fluctuations and simulated a
similar deviation to analyze the effect on key transmission. From this, we con-
cluded that the CV-QKD protocol with LLO could not be effectively implemented
without some frequency-locking technique. Simulations demonstrated that with-
out frequency stabilization, the allowed limits for the random frequency drifts of
the lasers were several orders of magnitude smaller than the actual deviations.
This issue can be addressed using more stable lasers, implementing an electronic
frequency stabilization circuit, or correcting the frequency drift effect after signal
acquisition using digital signal processing techniques. We ultimately chose the lat-
ter, developing our own frequency-locking algorithm, as detailed in the following
chapter.

In summary, this chapter used modeling and numerical simulation of experimental
devices to study the impact of real-world impairments on the protocol’s perfor-
mance, laying the groundwork for the experimental transmissions described in the
next chapter. The necessity of implementing a frequency-locking system to enable
these transmissions is also established and will be further discussed in the following
chapter.






Chapter 4

Experimental Implementation

In this chapter, we introduce the pilot-assisted frequency-locking method, which
represents the main result of this thesis and has led to the second publication
related to this work [2]|. The first section describes the methods presented in [2, 3|
regarding the pilot-assisted frequency-locking method. The chapter ends with the
last section showing the results presented in [2].

The pilot-assisted frequency-locking method addresses the challenge of frequency
stabilization in LLO implementations through digital signal processing. After pre-
senting this method, we review various improvements implemented in our experi-
mental system to enhance its robustness and stability, including the development
of automatic calibration and stabilization algorithms. The chapter concludes with
the results of experimental transmissions conducted using the frequency-locking
algorithm, as well as real-world use cases executed with our experimental setup.

4.1 Pilot-Assisted Frequency-Locking Algorithm

This section provides a step-by-step introduction to the digital signal processing
algorithms used to correct the local oscillator’s frequency and phase drifts relative
to the detector’s incoming signal. We begin by analyzing the issue of phase and
frequency fluctuations in lasers, followed by the presentation of the pilot-assisted
frequency-locking algorithm that addresses this problem. The section concludes
by introducing two additional phase and clock recovery algorithms that refine the
initial solution, completing the necessary digital signal processing techniques for
stabilizing lasers after signal acquisition.

Since CV-QKD with LLO implementations began, maintaining the same frequency
in two independent lasers separated from each other has been challenging for all

83
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experimental implementations. There are several complex solutions to address
this problem before the development of CV-QKD [64]. Typically, the solution
was locking the frequency of both lasers to a precise spectral line given by the
emission or absorption of a gas cell [16]. Also, it’s been shown that a laser can be
stabilized to a fixed optical cavity resonance with an adjustable offset, providing
a wide tuning range for the central frequency [156]. Another proposed method
is the Optical Injection Locking [96], which is a technique used to synchronize
the frequency and phase of a slave laser to that from a master laser through the
injection of a small portion of the master laser’s light into the slave laser’s cavity.
All of these solutions require specialized hardware designed for this purpose, which
increases the system’s complexity and cost.

Focusing on software solutions developed explicitly for CV-QKD systems that
appeared a few years later with the rise of experimental demonstrations, one of
them is the use of time-interleaved reference pulses, which consists of introducing
reference signals that are time-multiplexed with the quantum signal to perform
the carrier recovery and solve the frequency-locking problem [129, 65]. Similar
to what happened with the time-multiplexed pilot, these techniques imply slight
delays between the calibration and correction stages, which may result in deficient
corrections.

If discrete modulation is used instead of Gaussian, standard carrier recovery algo-
rithm used in classical communications such as the feedforward algorithm [115] or
the Costas loop [118] can also be used to mitigate the frequency drift effects.

Additionally, algorithms based on Machine Learning for carrier recovery have been
developed recently [100, 33|, and have been recently used in record-breaking exper-
imental transmissions [60] to resolve the frequency-locking problem with software
solutions.

Similar to what we present here, there are also frequency-locking algorithms based
on phase characterization and compensation based on correlation implemented
after signal acquisition [66].

Between all the possibilities presented for implementing frequency-locking, we have
tried to choose the lowest complexity option, prioritizing digital signal processing
techniques over hardware-based active correction techniques to reduce the sys-
tem’s cost and increase its robustness. This is why our proposed frequency-locking
method is entirely based on digital signal processing and does not depend on any
hardware component.

Aside from the frequency-locking problem, the clock recovery problem has usually
been solved by sending a clock reference signal by a different channel or recovering
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it from the LO when it is sent from Alice. However, software-defined clock recovery
techniques based on digital signal processing have been used in real experimental
systems too [168]. Thus, we also implement a phase and clock recovery technique
based on digital signal processing performed after signal acquisition.

4.1.1 The Problem of Frequency and Phase Fluctuations

Starting with the basic experimental setup for implementing CV-QKD shown in
Figure 3.15, we send a key from Alice to Bob by continuously generating 100-
symbol random Gaussian-modulated signals, which are added to a frequency-
shifted pilot tone, as described in Section 3.3.1. We use the same signals from
the simulations without modification. These digital signals are sent to the AWG,
which generates them through its two analog outputs connected to the 1QQ mod-
ulator. The MBC locks the modulator at the minimum transmission operating
point, and the attenuator is manually adjusted until the power read on the power
meter corresponds to the desired modulation variance (see Figure 3.25a).

Subsequently, when the signal reaches Bob, we manually calibrate the polarization
controller until we find an area where the signal at the output of the balanced
detector, which is monitored in real-time on the oscilloscope, is maximized. Once
everything is correctly calibrated, we pause the transmission and generate another
random sequence as before, but this time of 10° symbols. This time, we send it
once and acquire it completely on the oscilloscope, and then we transfer it to the
computer for digital signal processing. The signal acquired by the oscilloscope is
shown in Figure 4.1.
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Figure 4.1: Balanced detector output characterization. (a) shows the time-domain signal, zoomed
into a random 0.1 ps time window. (b) shows the frequency-domain representation of the same
signal. The dashed lines in the frequency spectrum correspond to the symbol band and the pilot
tone, respectively.

Once the signal is digitized, it is processed using the low-complexity heterodyne
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detection method [26], which can be summarized as calculating the digital local
oscillator frequency that will shift the intermediate frequency to the baseband.
To do this, it is sufficient to measure the frequency at which the pilot tone is
located, which we can temporarily denote as f, and subtract the frequency at
which the pilot tone was generated by Alice, f,, so that the intermediate frequency
is wip = 27(f — f,). Once this intermediate frequency is known, we multiply the
signal at the output of the balanced detector, V'(t), by a sinusoidal signal of this
intermediate frequency and then filter the result with a low-pass filter to obtain
only the symbol signal shifted to the baseband, without the pilot tone or any other
mirrored signal.

This signal, acquired with a sampling frequency f; = 2 GSa/s, is resampled at the
same symbol frequency at which it was generated, fom = 100 MBd. This consists
of sampling the signal every Ty = 1/ fiym, saving its value. These values can then
be compared with Alice’s random key values by calculating their correlation.

In Figure 4.2, a portion of the transmitted (Tx) and received (Rx) data signals
is shown for both the I quadrature and the Q quadrature. The sampling points
are also shown. Finally, the result of the correlation between blocks of 10 sampled
symbols over the entire signal duration is shown. This way, it is possible to analyze
how the correlation between transmitted and received symbols changes over the
entire signal duration.
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Figure 4.2: Signal demodulation using a low-complexity heterodyne detection method with direct
frequency down-conversion. (a) shows the I quadrature of Rx and Tx data signals with the
sampling time points plotted on a grid. (b) shows the Q quadrature of Rx and Tx data signals
with the sampling time points plotted on a grid. (c¢) shows the evolution of the correlation
between running blocks of 10 sampled symbols over the entire signal duration.

It is observed that the correlation changes randomly over time, so we cannot
extract any key from this transmission. In Section 3.2.1, we analyzed the random
behavior of the frequency of the two lasers and saw that during the time the
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signal lasts, almost 1ms, the frequency can change by several MHz. This means
that demodulating the signal directly with a single fixed frequency, wir, results in
incorrect demodulation, as the frequency is not exactly wir all the time.

To solve this problem, we can stabilize the lasers, using the pilot tone itself as a
frequency reference and applying an electronic control loop to the laser’s analog
modulation inputs (if this is possible, as not all commercial laser models allow this
rapid frequency modulation). This solution seemed complex since it required spe-
cific fast electronics for this purpose, and it wasn’t easy to find low-cost commercial
solutions that could perform this task. Given the difficulties we encountered with
this solution, we opted for a software solution, designing an algorithm to recover
the signal regardless of the random fluctuations in the lasers, using the pilot tone
to measure the frequency and undo all the frequency and phase changes caused by
the lasers.

4.1.2 Carrier Recovery Method

Here, we present the algorithm developed in [2], which, along with the experimental
demonstration precisely using this algorithm, constitutes the main development of
this thesis.

The main idea of the algorithm is to use only the received signal and the pilot
tone to undo all frequency changes in the data signal. We start from the fact that
the random frequency and phase fluctuations of the lasers will equally affect both
the pilot tone and the data signal, as both are modulated on the optical carrier,
which is what changes in frequency and phase. Based on this, our goal is to extract
the exact intermediate frequency at each moment throughout the duration of the
entire signal, wip(t), to demodulate each symbol with the correct frequency and
phase.

To extract what would be a sinusoidal signal of frequency wir(t), we need to isolate
the pilot tone and down-convert it to exactly wip(t), as the pilot tone is placed
at wir(t) + w,. To do this, we multiply the signal V(¢) by a sinusoidal signal
of frequency w, and then filter it with a band-pass filter within the frequency
range where the pilot is measured (its location can be determined by finding the
maximum of the FFT to center the band-pass filter). Subsequently, this filtered
signal, which is already a sinusoidal signal of frequency wir(t), is directly multiplied
by V(t) to obtain Vig(t) after applying a low-pass filter to retain only the data
band. The schematic of the algorithm is shown in Figure 4.3.

To illustrate how this method is useful for recovering phase and frequency fluctu-
ations, let us assume, based on the spectrum of Figure 4.1b, that the signal V(¢)
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Figure 4.3: Block diagram of the pilot-assisted frequency-locking method. The input signal
V(t) is mixed with a signal of frequency f, and its quadrature counterpart of 7/2 phase shift.
The outputs are then passed through Band-Pass Filters (BPF) and Low-Pass Filters (LPF) to
produce the in-phase component V;(¢) and quadrature component Vg (t), respectively.

at the output of the balanced detector can be described by a real signal similar to
V(t) o cos(€2(t)) Re{Siq(t)} — sin(2(t)) Im{Siq(t)} + V, cos(2(t) + wyt), (4.1)

where Siq(t) is the modulating signal sent by Alice and defined by Equation (3.27),
w, is the pilot tone frequency, and Q(t) = wip(t)t + 6(t), where 6(¢) represents the
phase difference between Alice and Bob’s lasers. This result can be derived by
introducing Equation (3.29) into Equation (3.32), using the approximation from
Equation (3.35), and replacing the constant frequency term wip by the drifting
term ().

After V(¢) is digitized, it is multiplied by e™»'. Thus, we get a resulting signal
with multiple frequency components that can be expressed as

V(t)eiwpt o S;Q (t>efi(9(t)7wpt) + SIQ<t>€i(Q(t)+wpt) + Vpei(Q(t)JrQth) + Vpefiﬂ(t). (4.2)

After filtering it to retain only the component near the wip () region with a band-
pass filter (BPF), the result is only the last term. So we define the displaced pilot
signal Pig(t) as:

(ho * (V(£)e“r")) (t) o e Po(t) = e, (4.3)

where hy(t) is the response function for a Butterworth band-pass filter. This signal
is multiplied again by V/(¢) again and the result is

V(t)Piq(t) o Vpe™r! 4 Ve (GO T@el) 1 g (1)e= 20 4 (). (4.4)

After that, this result is filtered using a low-pass filter (LPF) to eliminate all
terms with higher frequencies than the symbol frequency, keeping only the last
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term, which corresponds to the modulating signal sent by Alice. The outcome
thus obtained is

Vig(t) = (hu + (V (1) Pro(t))) (t) o Siq(t), (4.5)

where hy(t) is the response function for a Butterworth low-pass filter. It follows
from the above reasoning that the method eliminates all frequency and phase
dependences in the demodulated signal, and the signal for the symbol band on
Bob’s side, Viq(t), is proportional to that on Alice’s side Siq(t), regarding frequency
and phase terms and ignoring all scaling or amplitude terms.

Regarding the correction of phase differences, this is an important result, as we
observed in several experiments that changes in temperature and mechanical vi-
brations in different components caused slow phase shifts in the optical fibers,
affecting both lasers differently and randomly. As long as the phase difference is
consistent across all frequency components, it can be effectively removed using this
method.

It is important to note that drifts are corrected upon the complete acquisition
of the signal. Therefore, the detector’s bandwidth must exceed the amplitude of
random drifts. Once the detector fully acquires the signal, this method becomes
entirely independent of experimental parameters and imperfections, as shown in
the previous equations. This independence extends to factors such as the speed and
amplitude of random frequency drifts, providing a highly effective and lightweight
solution for addressing laser drift corrections.

After the mathematical demonstration of the principles of the frequency-locking
method, we can see how it is implemented step by step in a real experimental
signal acquired at the output of the balanced detector, as shown in Figure 4.4.

As long as the pilot tone is within the band-pass filter window, there will be no
problem in recovering the data signal and centering it in the baseband. If we now
repeat Figure 4.2 but using this new algorithm for demodulation, as shown in
Figure 4.5, we see that the result improves significantly.

Although the correlation fluctuates and is not always high, it does so in a sinusoidal
pattern rather than chaotically. This slow fluctuation is likely caused by a phase
difference, possibly resulting from accumulated phase shifts between the symbol
band and the pilot tone. Potential causes include a mismatch in the sampling
frequencies of the DAC and ADC or other sampling and timing issues in the signal
generation and acquisition devices. While we have not investigated the exact cause
of this phase shift in detail, since we are using digital signal processing algorithms
for signal recovery, we can apply a phase correction to address this issue.
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Figure 4.4: Step-by-step demonstration of the pilot-assisted frequency-locking method. (a) shows
the output of the balanced detector in the frequency domain. (b) displays the output of the first
mixers and the Band-Pass Filter window. (c) shows the output of the second mixer and the Low-
Pass Filter window. (d) compares the transmitted and received symbol signals in the frequency
domain, illustrating the effectiveness of the frequency-locking process.
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Figure 4.5: Signal demodulation using a low-complexity heterodyne detection method with the
pilot-assisted frequency-locking method. (a) shows the I quadrature of Rx and Tx data signals
with the sampling time points plotted on a grid. (b) shows the Q quadrature of Rx and Tx data
signals with the sampling time points plotted on a grid. (c) shows the evolution of the correlation
between running blocks of 10 sampled symbols over the entire signal duration.

4.1.3 Phase Recovery Method

To resolve the phase shift problem, we choose several areas randomly throughout
the signal. Specifically, after sampling the signal obtained by applying the algo-
rithm from the previous section, Viq, we obtain a complex symbol vector, y, from
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which we choose m random symbols ypg within the symbols sent by Alice, which
are then shared over the public channel for parameter estimation. Subsequently,
the same symbols from Alice, xpg, are selected. Then, using any conventional
optimization algorithm, we maximize the correlation between Alice’s symbols and
the symbols obtained by Bob after sampling but applying a phase shift.

After applying the phase shift that maximizes the correlation to the Viq signal
obtained in Figure 4.5, we manage to eliminate the constant phase shift, thereby
obtaining an even cleaner signal that always maintains a high correlation, as seen
in Figure 4.6.
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Figure 4.6: Signal demodulation using a low-complexity heterodyne detection method with
the pilot-assisted frequency-locking method and the phase recovery algorithm. (a) shows the
I quadrature of Rx and Tx data signals with the sampling time points plotted on a grid. (b)
shows the Q quadrature of Rx and Tx data signals with the sampling time points plotted on a
grid. (c) shows the evolution of the correlation between running blocks of 10 sampled symbols
over the entire signal duration.

We can see that it is almost corrected, but there is still an issue as the correlation
progressively decreases over time. If we analyze Figure 4.6a and Figure 4.6b, which
show the transmitted and received signals at the end of the signal, we see that the
problem is that they are time-shifted, even though their frequency and phase have
been fixed. This is likely caused because Alice and Bob have different clocks in
their DACs and ADCs, respectively, when sampling the signals, and one clock
drifts with respect to the other.

4.1.4 Clock Recovery Method

To solve the clock problem, we implement an algorithm that detects the beginning
and end of the signal V'(¢) at the output of the balanced detector, using the same
procedure as in a voltage trigger, but for both the beginning and end of V(¢).
Once the beginning and end of the signal are detected, the signal is resampled to
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have the same number of samples as those sent by Alice to match exactly with her
time scale. Once this is done, the frequency locking and phase recovery methods
previously described are applied, and we see that the problem disappears and the
correlation remains high during all the signal duration, as shown in Figure 4.7.
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Figure 4.7: Signal demodulation using a low-complexity heterodyne detection method with the
pilot-assisted frequency-locking method, the phase recovery algorithm, and the clock recovery
algorithm. (a) shows the I quadrature of Rx and Tx data signals with the sampling time points
plotted on a grid. (b) shows the Q quadrature of Rx and Tx data signals with the sampling time
points plotted on a grid. (c) shows the evolution of the correlation between running blocks of 10
sampled symbols over the entire signal duration.

Time resampling is a very simple method but is proven to be effective in this case.
It corrects the temporal drifts in Alice and Bob’s clocks. Once this is done, it
can be concluded that Bob has correctly recovered the time scale, frequency, and
phase of the carrier and correctly demodulated the signal.

4.2 Upgrades to the Experimental Implementation

In this section, we present different enhancements made to our experimental system
prior to conducting the final experiments to increase the system’s robustness and
stability while automating the measurements. We begin by detailing the power
calibration and polarization correction algorithms, essential for automating the
entire system setup process. Finally, the real-time shot noise estimation algorithm
is explained.

4.2.1 Power Control Algorithm

To maintain the optical power at Alice’s output at the desired level, so far, while
using the experimental setup in Figure 3.15, we manually calibrated the attenu-
ation on the VOA until achieving the desired power on the power meter, using
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Equation (3.9). The problem, aside from requiring inaccurate and slow manual
intervention, is that the output power varies slowly over time. Therefore, it is
necessary to implement automatic power control. To do this, we replaced the
manual attenuator with the voltage-controlled electronic attenuator characterized
in Figure 3.14b and connected both the attenuator and the power meter to a mi-
crocontroller that implements the power control algorithm. This setup is shown
in Figure 4.8.

( IQ/MBC VOA BS 99:1

Figure 4.8: Experimental setup of the CV-QKD with LLO implementation, including an auto-
matic power control system. A microcontroller is used to maintain constant output power at the
desired modulation variance level.

The implemented algorithm consists of a PID (Proportional, Integral, and Deriva-
tive) controller, a control algorithm to maintain a variable at a desired value. This
algorithm adjusts the system output based on three terms that depend on the error
(the difference between the current value and the desired value of the controlled
variable). The first term is proportional to the error signal; thus, the correction
will also increase if the error increases. This term is expressed as

P = Kpe(t), (4.6)
where K, is the proportional term constant, e(t) = f(t) — f; with f(¢) being the

controlled variable at time ¢, and f; being the desired value for the controlled
variable. On the other hand, the integral term is defined as

I =K; /Ote(T) dr, (4.7)

where K is the integral term constant. The aim of this term is to eliminate the
accumulated error that may persist when using only proportional control. Lastly,
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the derivative term is defined as

de(t)

D= RKa=g~

(4.8)

where K, is the derivative term constant. This term provides corrective action
proportional to the rate of change of the error and helps anticipate the future
behavior of the error to improve system stability.

With this algorithm implemented on the microcontroller, we managed to set the
power to the desired value in about 1s, with an average error of 1%. Before
sending a signal with the key by Alice, this algorithm must be executed and then
immediately continue with the rest of the control algorithms and the key trans-
mission.

4.2.2 Polarization Correction Algorithm

Another control that we previously performed manually was polarization control.
We would arbitrarily adjust the three axes until finding the configuration (or one
of them) that maximized the signal amplitude at the balanced detector output.
The next natural step in the system’s evolution was to automate this process. To
achieve this, we replaced the manual polarization controller with the electronic
one, also controlled by a microcontroller, leaving the experimental setup as shown
in Figure 4.9.

CWL

PC

Figure 4.9: Experimental setup of the CV-QKD with LLO implementation, including an auto-
matic polarization correction system. A microcontroller is used to align the incoming field and
the local oscillator polarizations to maximize detection efficiency.

In this case, the microcontroller does not execute any control algorithms because
the amplitude reading of the signal at the output of the balanced detector, which



4.2. Upgrades to the Experimental Implementation 95

is the function to maximize, is on the computer connected to the oscilloscope
that acquires this signal. In this scenario, the microcontroller acts as a bridge to
translate the values calculated by the computer into the polarization controller’s
axis positions and the digital signals required by the polarization controller board.

The polarization controller is programmed by sending TTL digital signals to 16
pins. The first two pins determine the axis to act on. The next pin is for read /write.
The subsequent pin is for resetting to default values. Finally, the last 12 pins repre-
sent a 12-bit integer (a value between 0 and 4095) corresponding to the voltage to
be applied to the piezoelectric element that deforms the fiber along the respective
axis, where 0 is minimum voltage, and 4095 is maximum (in this case, 150 V).

Thus, from the computer, we directly send to the microcontroller the axis on which
we want to act and the value between 0 and 4095. The microcontroller then gen-
erates the TTL digital signals and sends them to the polarization controller. The
maximization algorithm we implemented can be divided into two parts. First, a
coarse search brute force algorithm is implemented to find the zone that maxi-
mizes the signal amplitude at the output of the balanced detector. When this
value is found, a second faster algorithm runs before each transmission, increasing
or lowering each channel voltage until maximizing the amplitude to correct small
polarization deviations between different transmissions.

With this, we can maintain the signal amplitude maximized when polarization
slightly varies across the channel. This algorithm executes just before signal
transmission because, within a few seconds, polarization can change more than
the power or coarse frequency of the lasers. Therefore, as soon as the amplitude is
maximized by varying polarization, the transmission of the signal containing the
key information occurs. It is important to note that all these calibration algo-
rithms are performed with a calibration signal similar to the key signal, which is
discarded and does not form part of the final key.

4.2.3 SNU Estimation

Apart from these correction algorithms, we also need to accurately estimate the
shot noise, as it varies over time. Just as Alice’s laser power fluctuates with
temperature, Bob’s laser power also varies, and a variation in the local oscillator
power results in an incorrect SNU estimation. Additionally, the noise level of the
balanced detector varies, causing fluctuations in electronic noise estimation.

To address this issue, although there are methods to calibrate SNU in real-time
parallel to signal transmission, due to complexity, we opt for a step-by-step cali-
bration based on optical shutters [25], which is described in Appendix A. Before
receiving the signal, we block the channel input signal and measure the output vari-
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ance from the balanced detector, V7o. Immediately after that, we turn off Bob’s
laser and measure the electronic noise variance V,;, obtaining the SNU equivalence
¢ = Vo — V. We also derive the electronic noise variance expressed in SNU,
Ve = Vo /¢. Note that this procedure is susceptible to attacks as the calibration
and key states are different, and an eavesdropper could hack the SNU calibration
step in a way that Alice and Bob then overestimate the security in the Parameter
Estimation step [184]. We choose this implementation for simplicity, to focus on
other aspects of the experimental setup. Our setup with the optical shutter is
depicted in Figure 4.10.
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Figure 4.10: Experimental setup of the CV-QKD with LLO implementation, including an auto-
matic SNU estimation system. A microcontroller is used to temporarily shut off the quantum
signal input to measure the shot noise accurately.

This shot noise estimation must be performed before each key transmission. The
conversion between values measured by the oscilloscope and SNU is determined
by this measurement. A poor shot noise calibration can lead to inaccurate chan-
nel transmittance estimation and, consequently, to an inaccurate secret key rate
estimation, as discussed in Section 2.3.

4.2.4 Final Experimental Setup

The last task that needs to be addressed before conducting any experimental CV-
QKD transmission is isolating Alice’s output and Bob’s input, ensuring that light
travels following a specific direction.

The first reason for this isolation is security-related, as an attacker could manip-
ulate the transmitter’s equipment directly by injecting a signal from the channel.
It also prevents light from being back-reflected into Alice’s or Bob’s setups.
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To address this problem, one option is to use optical isolators, which are devices
that only allow light to pass in one direction, similar to a diode in electronics but
for light. However, we opted to use circulators instead. A circulator is a device
with three channels, where light entering channel 1 exits through channel 2, and
light entering channel 2 exits through channel 3 instead of returning to channel 1.
The setup is shown in Figure 4.11.

3 suF
CWIL \IQ/MBC VOA  BS 99:1 Circulator = ___

PC Shutter 3

— -
1 Circulator

Bob BD CWL

Figure 4.11: Complete experimental setup of the CV-QKD with LLO implementation, including
circulators to isolate light in undesired directions. This setup was used for the experimental
transmission demonstrations described in Section 4.3. It includes the power, polarization, and
SNU estimation algorithms to automate the calibration process for each experimental transmis-
sion.

This setup ensures that no light exits the circulator through channel 1 and no
light enters the circulator through channel 3, while channel 2 allows light in both
directions. It is also ideal for implementing a transceiver in the future, consisting of
combined Alice’s and Bob’s hardware, where light leaving the transmitter hardware
is directed into the channel by the circulator, and light coming from the channel
is directed to the receiver hardware by the circulator.

4.3 Results and Real-World Use Cases

This section presents the results of the experimental transmissions carried out us-
ing the frequency-locking algorithm introduced in Section 4.1. We conclude by
describing several real-world use case experiments conducted with this experimen-
tal setup, including the implementation of the classical channel in standard fiber
infrastructure, the development of Field Programmable Gate Arrays (FPGAs) to
replace laboratory signal generation and acquisition instruments, and the demon-
stration of two real-world use cases for encryption using keys distilled from our
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CV-QKD system.

4.3.1 Experimental Demonstration

In what follows, we verify the efficacy of the frequency-locking method and all
the previous experimental implementation control algorithms by using them to
perform an experimental transmission. These results were presented in [2].

Following demodulation, the security of the transmission is assessed. To achieve
this, the channel noise parameters (the transmittance and the excess noise) are
estimated based on the relationship between the transmitted symbols, z, and the
received symbols, y, as described in Section 2.3.2. In the finite-size regime, that
can be achieved by computing the maximum likelihood estimators for the channel
transmittance, T', and excess noise, é as in Equation (2.84). The estimator for the
channel transmittance is thus given by

ol <M)2 (4.9)

n \ var(z)

This estimator represents the covariance between x and y divided by the variance
of x, scaled by the detection efficiency n. On the other hand, the excess noise is

estimated as
L - 2
N > (y - nsz-) -1- ,,61] , (4.10)

where N stands for the total number of transmitted and received symbols, and v
represents the electronic noise assumed by Bob in the trusted noise model [158],
which corresponds to the electronic noise variance measured as in Appendix A. By
estimating transmittance and excess noise in this manner, and by calculating the
worst-case scenario estimators 7 and £* from Equation (2.90), we then calculate
the worst-case scenario secret key rate K* as described in Section 2.3. With
this, we conduct both quick simulations and experimental transmissions for several
increasing channel lengths. The parameters with which the setup was configured
for the experimental transmission are listed in Table 4.1.

The experiment, based on the setup introduced in Figure 4.11, consists of sending
blocks of 10¢ symbols following a normal distribution, all of which are subsequently
filtered with an RCF and encoded in the I and Q quadratures of a 1550 nm C-Band
CW tunable laser using an 1QQ modulator controlled by an arbitrary waveform
generator and locked to the operating point by using a MBC. Afterward, the
signal is attenuated to the desired modulation variance (the optimal modulation
variance for each distance, as shown in Figure 3.25a), and the power is continuously
monitored to keep track of such modulation variance in each transmission. The
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Parameter Value
Number of symbols (N) 109
Symbol frequency (fsym) 100 MHz
Pilot tone frequency (f,) 100 MHz
Laser frequency (wa) 193.5THz
Local oscillator power (Pg) 10dBm
Optical fiber attenuation («) 0.2dB/km
Detector gain (p) 5V/mW
IQ Modulator half-wave voltage (V)  ~ 5.5V
Electronic noise (vq) 0.1084 SNU
Detector efficiency (n) 0.55
Reconciliation efficiency () 0.95
Confidence intervals (epg) 10710

Table 4.1:  Values of the different parameters used in the experimental transmission and the
secret key rate estimation. The values used for the electronic noise and detector efficiency in the
security analysis were previously experimentally characterized. The chosen modulation variance
V4 is the one that maximizes the SKR for each length, ranging between 2SNU to 10SNU,
depending on the channel length.

signal is then sent to three different channels of 5km, 25km and 50 km, all three
of which are commercial Single Mode Fiber (SMF) reels.

At the receiver, the polarization of the incoming laser beam is corrected using a
polarization controller to maximize the amplitude of the beam splitter interference
with Bob’s laser. After the interference, the outputs are measured in a balanced
detector, whose subsequent output is acquired using a digital oscilloscope.

Once the acquisition is finished, the signal is processed with the frequency-locking
algorithm and afterward sampled to retrieve 10 symbols. Half of them will be used
as the key and the remaining for parameter estimation. We repeat the experiment
for each distance 100 times. The average results obtained for the channel noise
parameters and the secret key rate in the worst-case scenario are listed in Table 4.2.

Note that in each of the three experiments, the shot noise is estimated just before
each transmission by measuring first the variance of the local oscillator Ny (by
cutting off the channel entrance) and, secondly, the variance of the electronic
noise v (by switching off Bob’s laser). The conversion factor is then given by
¢® = Ny — Vel

The estimated SKR for all the experiments is shown in Figure 4.12, along with
those results derived from simulations. In detail, such simulations have been car-
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L (km) (T7)  (£) (SNU) (K*) (b/sym)

) 0.83 0.091 0.09180
25 0.30 0.092 0.01030
50 0.09 0.091 0.00072

Table 4.2: Average results for the experimental transmissions, including the finite-size worst-case
scenario estimations of channel transmittance, excess noise, and secret key rate across different
channel lengths. For each distance, 100 experimental transmissions were conducted, and their
average values are presented.

ried out both in the asymptotic regime, for reference, and in the worst-case sce-
nario, considering finite-size effects.

(a) (b)
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Figure 4.12: Experimental results for 5km, 25km, and 50 km, compared with simulations for
different distances. (a) shows the SKR for each distance across 100 experiments. (b) compares
the experimental results with simulations. The finite-size simulations use 10 symbol key blocks
and apply the worst-case scenario estimator for transmittance and excess noise, leading to a more
realistic estimation of the secret key rate than the asymptotic simulations.

In detail, to perform simulations in the asymptotic limit, the pre-computed trans-
mittance values for each distance have been used, according to the analytic ex-
pression T = 107*%/10 for distance L and channel attenuation «. Similarly,
¢ = 0.05SNU has been used for the simulations.

For simulations considering finite-size effects, we follow the methods described
in [109] with the calculations presented in Section 2.3. We generate blocks of
simulated symbols of the same size as those sent in the real transmission, NV,
of the form z; € CN(0,V,) for i = 1,..., N following a normal distribution in
the complex plane. These elements undergo attenuation due to efficiency and
transmittance, as well as noise, as given by Equation (2.58):

y=+/nTz+ z, (4.11)
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where z represents Gaussian noise with zero mean and variance 1 + £ + 1, with
Ve being the experimentally characterized electronic noise and & being the average
estimated excess noise in the experiments given in Table 4.2. Afterward, for an
error probability of epg in the parameter estimation stage, confidence intervals for
the transmittance and the excess noise from Equation (2.87) are thus given by

o2 Ag? — 2pRO>

At = —
ZPE 2NVA ) \/N 9

(4.12)

where zpg is given by Equation (2.88) and where 0 = nT¢+1+wv,. The worst-case
estimator for the transmittance and the excess noise is given by Equation (2.90),
and it can be expressed as

1 2 1

T == («/nT—At) L &= — (P Ao — 1 — ). (4.13)
U nT

Using these two estimators for the main channel noise parameters, we then es-

timate the secret key rate according to the expression given in Equation (2.91),

multiplying it by the symbol frequency f, to get the actual secret key rate expressed

in b/s,

K= £ 5 (B — o), (4.14)

where N is the length of the total sent and received symbols, including the key and
PE instances per block, and m is the number of PE instances per block. The final
results for the potential SKR that could be achieved using our system (assuming
reconciliation is processed in real-time) are shown in Table 4.3.

L 5km 25km 50 km
SKR 9.18 Mb/s 1.03Mb/s T72kb/s

Table 4.3: Average results for the potential secret key rate in the experimental transmissions,
expressed in b/s. Note that we are not considering the time required for post-processing or key
reconciliation, which is later processed offline.

4.3.2 Real-World Use Cases

Finally, after successfully completing the experimental transmission, we imple-
mented additional hardware improvements to bring the system closer to a com-
mercially viable prototype suitable for real-world use cases. This includes imple-
menting a classical communication channel for every communication except the
transmission of the encryption key itself, as well as integrating signal generation,
acquisition, and processing in FPGAs.
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Then, we carried out demonstrations for real-world use cases to finalize the devel-
opment of the experimental system and validate its feasibility in practical environ-
ments. After completing the experimental transmission and parameter estimation,
we performed the classical post-processing for reconciliation to distill the key, as
explained in Appendix B. This distilled key was then applied to the different
demonstrated use cases, such as the deployment of a QKD-encrypted VPN or the
simulation of the system integration into an externally managed QKD network.

With these demonstrations, all the work related to this thesis is concluded, proving
the system’s functionality and viability in real-world environments, and proving
that it operates as intended for its designed purpose.

Classical Channel Implementation

In all previous chapters, we have discussed that Alice and Bob share certain infor-
mation over a public channel, such as calibration information, control commands,
or the portion of the key intended for parameter estimation. Since this channel is
public, everything that happens on it can be listened to by Eve without compro-
mising the transmission’s security. However, for a practical implementation in a
real system, it is better to design the system to account for this public channel,
which does not need to be encrypted and can be implemented classically with
standard commercial hardware.

Note that although the public channel does not need to be encrypted, it does need
to be authenticated. This requirement stems from the fact that while encryption
ensures the confidentiality of transmitted data, authentication guarantees that a
third party has not altered the communication. In QKD, an unauthenticated
classic channel could allow an attacker to impersonate one of the legitimate par-
ties, compromising the protocol’s security. Authentication mechanisms [108] are
therefore critical to ensure that the information exchanged is genuine and that the
integrity of the quantum communication process is maintained.

This channel could be an Internet connection at Alice’s and another at Bob’s,
allowing them to communicate over the Internet. However, for practicality, since
there must be a fiber between Alice and Bob for the quantum channel, it is most
convenient to use it for implementing classical communications on the same fiber
as the quantum channel. The way to do this is to multiplex the quantum and clas-
sical channels with a Wavelength Division Multiplexer (WDM) and implement the
classical channel with a Small Form-factor Pluggable (SFP) optical transceiver, a
standard device for classical fiber optic communications widely used in commercial
networks. The setup can be seen in Figure 4.13.

This setup has been tested in the laboratory with a commercial WDM, which has
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Figure 4.13: Complete experimental setup of the CV-QKD with LLO implementation, upgraded
to deploy the classical channel over the same fiber as the quantum channel. This is accomplished
by implementing the classical channel with Small Form-factor Pluggable optical transceivers
(SFP) and using Wavelength Division Multiplexers (WDM) to separate the classical 1300 nm
channel from the quantum 1550 nm channel.

N

Bob

a channel of (1300 £ 15) nm and another of (1550 & 15) nm, and isolation of 15 dB,
which is the ratio between the transmitted or received power in the undesired
channel and the transmitted or received power in the desired channel. For the
SFP, we use two bidirectional transceivers, which multiplex a 1330 nm channel
and a 1270nm channel to implement the uplink and downlink in a single fiber.
Since the WDMs have a bandwidth of (1300 £ 15) nm for the classical channel, the
SFP’s light falls outside this bandwidth, but since the isolation is relatively low,
it is sufficient to reduce the SFP’s attenuation to compensate for the losses due to
the WDM bandwidth.

The main advantage of using an SFP is that we can connect it directly to the com-
puter through a standard network card, and once this is done, we can implement
any communication based on the TCP /IP protocol, which is standard and robust.
This way, we solve two problems at once. On the one hand, we use the existing
fiber, allowing the system to function even if there is no Internet connection. At
the same time, we avoid any problems in implementing the classical channel by
using standard equipment.

Finally, it is verified in the laboratory that regardless of the distance used, the
1550 nm signal containing the quantum key and the 1300 nm signal used by the
SFP can be multiplexed correctly, making simultaneous transmissions of classical
and quantum data without affecting the secret key rate. The fact that the isolation
is only 15dB is not a problem for coherent detection, given how far the 1300 nm
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band is from the 1550nm band in the frequency spectrum (37 THz) compared
to the balanced detector’s bandwidth (400 MHz). That is, the noisy band of the
classical channel is 37 THz away from the classical channel, so the optical down-
conversion performed in Bob’s beam splitter that brings the 1550 nm band down
to baseband would bring the 1300nm band at 37 THz away from the baseband,
which would be completely filtered out by the detector bandwidth.

The only drawbacks observed from this classical channel implementation are the
losses introduced by the connectors between the WDM and the channel, with
insertion losses of 0.5dB each, and by the WDM itself, which has an insertion
loss of 0.3dB. Adding two more connectors (one at Alice and one at Bob) and
two WDMSs results in an additional 1.6 dB loss, equivalent to 8 km of fiber. This
is the cost of using the same fiber for both the classical and quantum channels.
In practice, most of the time, it will be possible to send the quantum channel
through one fiber and the classical channel through another, as fiber cables often
have between 2 and 8 fibers together. Still, if there were only one fiber, it would
be possible to use it for both channels with this setup.

There are studies [15] about multiplexing classical and quantum channels into
multicore fibers to add up the secret key rate of a single fiber through all the cable
fiber cores and also use all these cores to multiplex high-speed classical signals.
Also, a CV-QKD transmission over a 25km fiber coexisting with classical traffic
using a similar wavelength division multiplexing technique has been demonstrated
67].

FPGA Implementation

Implementing a CV-QKD system using FPGAs (Field Programmable Gate Array)
represents a significant advancement over the current setup, which uses a computer
and an Arbitrary Waveform Generator (AWG) at Alice and a computer and a
digital oscilloscope at Bob. Replacing these devices with two FPGAs, particularly
with RFSoC (Radio Frequency System-on-Chip) devices, offers several advantages
that can improve the performance and efficiency of the CV-QKD system.

First, one of the most notable advantages of RFSoC FPGAs is the integration of
high-speed Digital-to-Analog Converters (DAC) and Analog-to-Digital Converters
(ADC) directly on the chip. This feature eliminates the need for external equip-
ment such as the AWG and oscilloscope, which not only reduces the physical space
required for the system but also minimizes signal processing latency and the to-
tal cost of the equipment. With integrated converters, the synchronization and
efficiency of the system improve significantly, as the signals do not need to be
transmitted between separate devices. Another significant advantage of FPGAs is



4.3. Results and Real-World Use Cases 105

their capability for parallel processing. Unlike conventional processors, which typ-
ically execute instructions sequentially, FPGAs can perform multiple operations
simultaneously. This parallel processing capability greatly increases the speed of
algorithms necessary for CV-QKD, such as all the digital signal processing and
error correction algorithms.

Despite these advantages, implementing CV-QKD systems on RFSoC FPGAs also
has several challenges and disadvantages. One of the main drawbacks is the com-
plexity of development. Programming and configuring FPGAs require specialized
knowledge in hardware description languages like VHDL or Verilog. Designing
and optimizing algorithms for implementation on FPGAs can be more complex
and time-consuming than software-based systems. Additionally, although FPGAs
are reconfigurable, they are limited by the physical resources available on the chip.
Unlike software-based systems that can be easily scaled with additional hardware,
FPGASs have a limit regarding logic gates, memory, and processing capacity. This
limitation can restrict the system’s expandability and require highly optimized
design to maximize the use of available resources.

That said, we explored the integration of FPGAs in the experimental system,
acquiring two RFSoC FPGA evaluation boards. The experimental setup after
replacing the AWG and the oscilloscope with these two FPGA boards is shown in
Figure 4.14.
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Figure 4.14: Complete experimental setup of the CV-QKD with LLO implementation, upgraded
to replace the signal generation and acquisition electronics (including the arbitrary waveform
generator, oscilloscope, computers, and all microcontrollers used for power, polarization, and
SNU estimation algorithms) with Field Programmable Gate Arrays (FPGAs).

These FPGAs feature 8 ADCs with 12-bit resolution operating at 4 GSa/s and 8
DACs with 14-bit resolution operating at 6.5 GSa/s. It also has specialized hard-
ware for parallelizing error correction algorithms and two ARM-type processors to
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run Linux on the board and control the programmable logic from there, manag-
ing high-level programs or communications and interfaces from within the board
without a computer.

After a challenging hardware design process, we concluded that we can successfully
transmit and demodulate the necessary signals using the FPGA’s DACs and ADCs.
The correlation results between x and y were similar to those obtained with the
oscilloscope and AWG, confirming the feasibility of this implementation. Despite
the complexity of the development, we found this implementation to be the best
option for a commercial system due to its lower cost, smaller form factor and
reduced power consumption compared to other implementations.

QKD Transceivers

Another substantial advantage of FPGAs not mentioned in the previous section
is that having the DACs and ADCs on the same chip allows us to implement a
CV-QKD transceiver at minimal additional cost compared to an AWG and an
oscilloscope. Using FPGAs and having Alice’s and Bob’s optical setups, a device
that can be either Alice or Bob on-the-fly can be easily implemented, enabling the
deployment of QKD networks in the future. For this, we need to implement the
setup shown in Figure 4.15.
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Figure 4.15: Conceptual design of a CV-QKD transceiver, integrating all the components from
previous experimental setups into a combined transmitter and receiver device. The system
features an FPGA for signal processing and control algorithms and implements the classical
channels via WDM and SFP transceivers. Note that the circulator, previously used in our setup,
is particularly useful here as it separates the incoming and outgoing signals.

We can see that by using the circulator, which in previous setups had an unused
output, and taking advantage of using the same FPGA and the same laser for
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both the receiver and the transmitter, we can implement a device that can act
as Alice or Bob depending on the situation. The additional cost of having two
transceivers instead of a transmitter and a receiver includes a balanced detector, a
polarization controller, an IQ modulator, an MBC, a power meter, and a variable
attenuator. When implementing a single point-to-point link, it makes more sense
to use a transmitter and a receiver module. However, for implementing a network
of only three nodes with two point-to-point links, three transceivers result in a
lower cost than two transmitters and two receivers.

QKD Networks

After the first experimental demonstrations of CV-QKD, a symmetric point-to-
point encryption channel using CV-QKD keys was also demonstrated [75], show-
casing the relevance of demonstrating real use cases for this technology. More
recently, the extension of standard VPN interfaces to work with QKD-derived
keys was proposed [28].

To achieve something similar, we deployed a QKD-encrypted VPN between Alice
and Bob to encrypt the information shared over the VPN using a key previously
distributed by our system. After transmitting the raw key and the parameter
estimation, the key is distilled using the classical post-processing methods from
Appendix B. After the error correction and privacy amplification, Alice and Bob
share exactly the same binary secret key. We used this key as a pre-shared key for
deploying an OpenVPN connection. The diagram for this is shown in Figure 4.16.
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Figure 4.16: Schematic of a VPN connection using a QKD key to encrypt all traffic. The figure
illustrates the interaction between the QKD devices A (server) and B (client), which generate a
shared QKD key K 4p used to encrypt all traffic in the VPN connection between them.

OpenVPN is an open-source software solution that provides a secure virtual private
network (VPN) connection. It uses tunneling protocols to create encrypted point-
to-point connections and remote access. Using OpenVPN with a pre-shared key
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(PSK) involves a relatively simple and effective symmetric encryption method.
In this method, a secret key is generated and manually distributed to all parties
participating in the VPN connection. This key is used to authenticate and encrypt
communications between the OpenVPN client and server. The pre-shared key file
must be securely transferred to both ends of the connection before establishing the
VPN. Therefore, instead of manually sharing a key, we use the QKD key as the
pre-shared key in the OpenVPN configurations, achieving a secure point-to-point
connection based on a QKD key.

A natural extension of this concept is a network of multiple nodes with QKD
links. After a first demonstration of the implementation of CV-QKD over a 50 km
commercial fiber [180], different experimental QKD networks were deployed in
different places over the world like Japan [137|, Switzerland [151], China [179] or
United Kingdom [42], and specifically using CV-QKD we can highlight a fully
operative CV-QKD upstream quantum access network deployed in China with
average distilled key rates of 55kb/s for the end-user [69]. The basic diagram of a
QKD network is shown in Figure 4.17.
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QKD Link QKD Link
N o e
) Kwms, " T | ) KMS, " Ty | ) KMS. "
o ¢ (e} (o] o (e} ¢ o
Kac D‘ Encrypted Channel )DKAC

Figure 4.17: Schematic of a QKD network consisting of three nodes, A, B, and C, each equipped
with a QKD device and a Key Management System (KMS). The figure shows QKD links between
A and B, generating the shared key K 4, and between B and C, generating the shared key Kp¢.
These keys secure the VPN connections between the sites. An encrypted channel between A and
C is established by securely exchanging a key K 4¢ through the QKD-secured VPN links between
the KMS devices. The KMS coordinates the secure key management and distribution across the
network.

To this end, we have participated alongside Universidad Politécnica de Madrid
(UPM) in demonstrations of real-world use cases related to the Madrid Quantum
Network [105], where they implement the network and key management. To pro-
vide our distilled QKD keys to the network KMS server, we have implemented
the ETSI GS QKD 004 standard [47] in our system, which specifies the technical
requirements for designing an API for communication between a QKD network
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manager and the QKD devices, regardless of the protocol they implement, to pro-
vide identical keys to two endpoints in the network.

The most straightforward configuration of a QKD network assumes that there are
QKD links between pairs of nodes and public channels between all nodes, with a
KMS connected to each QKD device on each local network. The KMS uses the
QKD key from each link to establish a secure, VPN-like connection with the KMS
on the other side of the link. This process is repeated across all links, resulting in a
network of VPN-like links protected by QKD keys. Through these QKD-protected
VPN-like links, any key can be requested within each Local Area Network (LAN)
between that node and any other node in the network. The KMS calculates a
final key, which results from different mathematical operations on all the keys
from the intermediate links, and provides it to both nodes. With this key, secure
communication between one device in a LAN and another in a different LAN is
established, even where there is no direct fiber connection, using the provided key
from each KMS to encrypt the connection between them.

Note that this network configuration requires trust in the intermediate nodes, all
acting as trusted repeaters. However, there are many alternatives and solutions
for implementing this architecture in an untrusted manner. An extensive survey
on QKD networks can be found in [106].

4.4 Conclusions

In this chapter, we have presented a pilot-assisted frequency-locking method, which
constitutes the main contribution of this work to the field of frequency and phase
stabilization in CV-QKD systems using a locally generated local oscillator (LLO).
By employing simple digital signal processing techniques, the algorithm corrects
frequency and phase fluctuations between the signal and the local oscillator with-
out relying on complex hardware-based solutions. This is achieved by using the
pilot tone as a frequency reference for dynamically measuring and correcting phase
and frequency variations caused by the random behavior of the lasers after signal
acquisition.

The experimental validation of this method was performed through different trans-
missions over various channel lengths. Experimental transmissions were conducted
using commercial optical fibers of 5km, 25km, and 50 km, with results closely
matching the expected outcomes from simulations. The algorithm successfully
enabled correct frequency locking in each experiment, regardless of the random
frequency fluctuations of the lasers.

The Secret Key Rates obtained in our experiments, as presented in Table 4.3, are
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comparable to the values reported in other works discussed in the CV-QKD state
of the art from Section 2.2.2. Although our results are slightly lower in terms of
secret key rate when compared to the record-breaking publications [121, 60|, this
is to be expected since we are using low-cost commercial optical fibers, lasers, and
detectors, instead of the ultralow noise fibers, low-noise detectors, and ultrastable
lasers. Nevertheless, our results are very similar to other demonstrations that focus
on low-complexity deployments using commercial fibers and devices [129, 180].

In addition to developing the frequency-locking method, several improvements
were made to enhance the experimental system’s automation, robustness, and sta-
bility. These upgrades included automatic power control, polarization correction,
and SNU estimation algorithms, all integrated to fully automate the system cali-
bration before each transmission. Using a PID algorithm, the power control kept
the optical power at Alice’s output constant, compensating automatically for fluc-
tuations caused by temperature changes or environmental conditions. Polarization
correction was automated with an electronic polarization controller, which maxi-
mized the signal amplitude at the balanced detector output by aligning the polar-
ization axes of the signals, a key factor for optimal detection efficiency. Finally,
the automated SNU calibration method allowed for quick shot noise estimation
between transmissions, significantly improving parameter estimation accuracy.

Once this experimental system was validated, further upgrades were carried out
to implement these systems in real environments, such as the development of a
coexistent classical and quantum channel over the same fiber and successful signal
transmission and reception tests using FPGA boards. These demonstrated the
feasibility of implementing all the system’s electronics in FPGAs, enabling the
development of CV-QKD transceivers.

Finally, the practical implications of these developments were explored, including
integrating the CV-QKD system in secure networks and deploying QKD-encrypted
Virtual Private Networks (VPNs) for easily establishing secure communication
channels. In both cases, the tests were conducted using keys distilled from the
classical post-processing methods described in Appendix B, applied to raw keys
obtained from our experimental system.

Overall, the results obtained in this chapter validate the effectiveness of the pilot-
assisted frequency-locking algorithm and demonstrate the feasibility of integrating
this technology into more advanced CV-QKD systems and real-world quantum
networks. These developments represent a significant step toward the industrial-
ization of this technology, making it a viable solution for information security in
future networks.



Chapter 5

Discussion and Future Work

In this thesis, the development and experimental validation of a Continuous-
Variable Quantum Key Distribution (CV-QKD) system with a locally generated
local oscillator (LLO) were studied. The work primarily focused on developing
a method for correcting the received signal, eliminating the problems introduced
by using two free-running independent lasers with random frequency and phase
drifts. It also focused on the characterization of the experimental devices and the
simulation and modeling of different impairments that affect the transmission of
the quantum key.

Discussion

Chapter 3 focused on the simulation and modeling of the effects of various impair-
ments that affect transmission in CV-QKD systems. These studies were crucial
for understanding how different factors present in experimental systems affect the
secret key rate (SKR) and, ultimately, the system’s security. The simulations con-
ducted allowed us to model the system’s behavior under different conditions and
determine performance limits in terms of distance and secret key rate. These mod-
els provided a foundation that guided the development of the frequency-locking
algorithm and allowed us to accurately predict how the system would behave in
real experiments. The combination of detailed simulations and controlled experi-
ments offered essential cross-validation, ensuring that the results obtained in the
laboratory were consistent with theoretical expectations. Different results from
these simulations led to a peer-reviewed journal article [1], two conference talks |[5,
6], and one poster [8].

The development of the pilot-assisted frequency-locking algorithm, presented in
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Chapter 4, constitutes the most significant contribution of this thesis. This al-
gorithm effectively solves the fundamental challenge of frequency stabilization in
CV-QKD systems with independent lasers. This problem has historically been dif-
ficult to resolve without using complex and costly specialized hardware. Through
the use of digital signal processing, the algorithm can correct the frequency and
phase fluctuations of Alice and Bob’s lasers after signal acquisition, thus ensuring
the necessary coherence for secure quantum transmission while reducing costs and
the complexity of the experimental system. The method is based on software tech-
niques that can be implemented in real-time without requiring high-precision and
high-speed optical or electronic devices. The experimental validation of this algo-
rithm, through transmissions carried out over optical fibers of different distances
(5km, 25km, and 50 km), has demonstrated its effectiveness, showing secret key
rates similar to those expected from simulations, which supports the robustness of
the algorithm and its ability to operate under significant frequency fluctuations.
The results of these experiments were published in a peer-reviewed journal [2]
and presented in a poster [9]. The pilot-assisted frequency-locking method was
submitted and accepted for a patent application [3].

Apart from these two main contributions, another minor contribution was made,
resulting in a poster presentation about the component characterization [5] and in
a review paper on the state of the art of CV-QKD security analysis, published in
a conference proceeding [4].

Although not the primary focus of the thesis, the work related to the system’s en-
hancements for testing real use cases represents significant advances in integrating
CV-QKD technology into practical environments. The validation of FPGAs as a
viable alternative to traditional oscilloscopes and arbitrary waveform generators
demonstrates that it is possible to miniaturize and optimize CV-QKD systems for
industrial and commercial applications. Moreover, deploying a VPN based on keys
distilled from our experimental system suggests immediate real-world applications.
These developments, although complementary to the main results of this thesis,
highlight the potential of CV-QKD technology to be integrated into existing infras-
tructures and underscore the importance of continued research in the development
of Quantum Key Distribution systems. These networking demonstrations are part
of the EuroQCI Spain [10] and QUBIP [11] projects from the European Commis-
sion, where the integration of our QKD systems into standard telecommunications
environments must be demonstrated.

In summary, the research presented in this thesis has contributed to the ad-
vancement of CV-QKD technology, particularly in frequency stabilization methods
through the pilot-assisted frequency-locking algorithm. The experimental results
obtained validate the viability of this solution in real-world environments and open
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the door to new research and developments in the field of quantum cryptography,
which will lead to the future deployment of secure and efficient quantum commu-
nication systems.

Future Work

The work conducted in this thesis opens several avenues for future research, both
in academia and industry. A possible research direction to continue the work of
this thesis would be the study of the miniaturization of CV-QKD systems through
integrated photonics, which could lead to more compact and robust devices suitable
for use in industrial and commercial environments. This includes the development
of integrated photonic chips covering all the necessary optical functions, from key
generation to quantum detection.

Although most research has focused on fiber-optic transmission, implementing CV-
QKD systems in free space is another field to explore. Using CV-QKD protocols
would enable the distribution of quantum keys between buildings in urban envi-
ronments or scenarios where fiber deployment is not feasible, such as in satellite
communications.

From a more industrial perspective, the manufacture of specific CV-QKD devices
ready for integration into existing telecommunications networks represents a signif-
icant opportunity. This includes the development of commercial QKD transceivers
that are easily deployable in existing telecommunications infrastructures, as well
as the creation of metropolitan quantum networks employing these technologies.
For this, the development of FPGAs will be essential to properly integrate all the
electronics into fast and low-cost chips, as well as the machining of all system
components to ensure a robust assembly of the different components.

From an academic perspective, although this thesis primarily focused on the ex-
perimental development of the CV-QKD system, future research could focus on
the study of security proofs to increase the secret key rate by employing discrete
modulation schemes or to enhance the efficiency of error correction and privacy
amplification protocols, which would require the development and implementation
of new reconciliation algorithms or new modulation schemes.

Even more interesting from an academic point of view, future research could focus
on studying new, more secure QKD protocols, such as MDI, TF, or DI, both from
a theoretical perspective or, more specifically, from the perspective of carrying out
experimental implementations.

In any case, there are a wide variety of options available to continue the devel-
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opment of this technology. It is clear that this is a field with significant future
potential, both academic and industrial, so there will always be open opportuni-
ties to continue researching and advancing the maturity of the field of quantum

cryptography.



Appendix A

Shot Noise Units

This appendix analyzes how to measure the shot noise and how to convert all volt-
age and power measurements into Shot-Noise Units (SNU), following the analysis
in [82]. The appendix begins by introducing the Shot-Noise Units framework and
concludes by explaining how to experimentally convert from SI units to SNU in a
practical way.

A.1 SI Units vs Natural Units vs Shot Noise Units

Shot noise units are similar to natural units. Both are specialized systems of units
that simplify equations and enhance clarity in specific contexts. Natural units
simplify equations by setting fundamental constants equal to 1, which removes the
constants from equations, making the underlying physics easier to work with.

Shot Noise Units (SNU) are typically used in CV-QKD because they provide a
natural and standardized way to measure and compare quantum fluctuations in
the context of optical signals, as the information is encoded in the quadratures
of the electromagnetic field, and these quadratures are subject to quantum noise,
primarily due to the inherent uncertainty in quantum measurements, known as
shot noise.

By expressing signal amplitudes, noise levels, and all measured quantities in terms
of the shot noise, we can directly relate these measurements to the system’s fun-
damental quantum noise floor. This makes SNU particularly useful for CV-QKD
protocols, as it allows for consistent and comparable measurement of quantum
noise and signal-to-noise ratios across different experimental setups and condi-
tions.
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Coherent states can be described using annihilation and creation operators. How-
ever, we can freely scale the definition of the quadrature operators ¢ and p with
respect to @ and a'. Depending on this, different expressions will arise. These
definitions are summarized in Table A.1.

Definition Shot Noise Units Natural Units SI Units
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Table A.1: Comparison of the representation of quantum operators, commutators, and uncer-
tainties in shot noise units, natural units, and SI units. The table details the mathematical
expressions for creation and annihilation operators (@ and a'), position (¢), momentum (), and
number (1) operators across these unit systems. Additionally, the commutation relation [, p]
and the uncertainty principle AgAp are shown in each unit system.

As can be seen, all expressions from Section 2.1, reviewing the fundamentals of
quantum mechanics, were expressed in the natural units framework, as this is
typically used in that context to eliminate all constants from the mathematical
expressions. On the other hand, all expressions from Section 2.2.2, reviewing the
CV-QKD protocol, were expressed in the shot noise unit framework.

In addition to the different expressions for quantum operators and uncertainties,
we are also interested in expressing all power and voltage measurements in terms
of shot noise. The following section studies this.
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A.2 Shot noise and electronic noise measurement

To show how to express different magnitudes in shot noise units, we start with
the equation for the variance of the coherent states received by Bob, which, in the
shot noise unit framework where the noise variance is 1, is expressed as

T T
VSNU:_V+1+_§7
I I

(A.1)
where V' =V, 4+ 1 with V4 being the modulation variance expressed in SNU and
related to the photon number as V4 = 2(n), and where y = 1 for homodyne
detection and p = 2 for heterodyne detection. Assuming that the excess noise
§ originates partly from the channel, &4, and partly from the receiver, &, the
previous equation can be expressed as
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In the experimental setup, Bob measures voltages on an oscilloscope or an ADC
(analog-to-digital converter). If Bob has a set of N measurements of amplitude in
the phase space, expressed as voltages V;, for i = 1,..., uN, the variance of these

measurements is
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Using this equation, Bob can calculate the variance of a series of measurements
and then estimate the SNU. The relationship between the variance measured by
Bob in SI units and the state variance in SNU can be expressed as

Var = ¢Vsnu, (A.4)

Where ¢ is the conversion factor between the two systems of units. The first step
to determine ¢ is to cut off the input signal from Alice so that TV = £y, = 0,
reducing Equation (A.2) to
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where v, is the electronic noise variance expressed in SNU and Vg the electronic
noise variance measured in SI units. Then, Bob performs another series of mea-
surements with the local oscillator turned off, measuring only the receiver noise
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variance or electronic noise, Vg in SI units. The conversion factor ¢ is then given
by
(b = VSI - VSII- (A~7>

This conversion factor relates the equivalence between SNU and V2. Finally, we
can express the electronic noise variance in the SNU framework as

Var
.

Bob only needs to divide any voltage by /¢ and any voltage variance by ¢ to
convert SI units to SNU. In other words, Bob calculates the difference between the
variances of two sets of measured voltages: one with the signal off and another with
both the signal and the local oscillator off. This difference in variances results in
the conversion factor between SI and SNU units. This method is commonly known
as two-time estimation.

Vel =

(A.8)

Alternatively, a one-time estimation approach was proposed in [183|, which can be
a better approach as it requires only one measurement, reducing statistical errors.
However, this method involves revisiting the security analysis and modifying all the
secret key rate estimation calculations. For this reason, we employ the conventional
two-time estimation in our implementation.

From an experimental perspective, to reduce potential variations in the shot noise
calibration, the SNU estimation should be repeated for each transmission block.
This is essential since parameter estimation depends on transmittance and excess
noise, both of which are expressed in SNU. Even slight deviations in SNU estima-
tion can significantly impact the secret key rate, particularly for longer distances
[183]. Therefore, a precise SNU calibration is critical for the system’s security.
Ideally, the conversion factor between SI units and SNU should be recalculated at
each transmission as fast as possible to minimize errors or, better yet, computed
in real-time using the one-time estimation method.



Appendix B

Classical Post-processing

This appendix replicates the classical post-processing part of the GG02 protocol
as presented in [109]. This combines elements from various sources related to
CV-QKD reconciliation techniques [116], information theory [104], Low-Density
Parity-Check (LDPC) codes [107, 36|, and hashing functions for privacy amplifi-
cation [157]. Although key distillation techniques are not the primary focus of this
thesis, they are an essential part of the GGO2 protocol and are used at the end of
Chapter 4 to distill the keys used in the QKD network and VPN demonstrations.
The following briefly overviews the error correction and privacy amplification used

to distill the CV-QKD keys.

B.1 Error Correction using LDPC Codes

For each block of symbols sent from Alice to Bob, after the parameter estimation
stage, the parties process their remaining n = N — m pairs of key generation
symbols in an error correction procedure. This process can be divided into nor-
malization, discretization, splitting, encoding, decoding, and verification.

B.1.1 Normalization

For each block of transmitted symbols of size N, Alice and Bob have n pairs of
their variables x and y that can be used for key generation, while the rest m pairs
were discarded for parameter estimation. As a first step, Alice and Bob normalize
their variables by dividing them by their respective standard deviations, defining
two new normalized variables:

X = i, Y = i, (B.1)
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so X and Y have the following covariance matrix:

s = () ). B:2)

where X and Y follow a standard normal bivariate distribution, with correlation
p given by

SNR
1+ SNR’
where the signal-to-noise ratio, SNR, can be approximately given by its maximum-
likelihood estimator:

p= (B.3)
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B.1.2 Discretization

Bob discretizes his normalized variable Y into a p-ary variable K with a generic
value k € {0,...,2P—1}, being an element of a Galois field GF(2?). To achieve this
discretization, he sets a cut-off @ such that |Y| < o occurs with negligible proba-
bility, typically o > 3. Then, Bob chooses the size § = 2a27P of the discretization
intervals [ay, b,) of his lattice, whose border points are given by

— fi =0
0 — 00, or K ) (B.5)
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and

(B.6)

- —a+ (k+1)5, forxk<2P—1,
" 0, for k = 2P — 1.

Finally, for any value of Y € [a,, b.), Bob sets that value equal to k. Thus, the
normalized string Y is transformed into a string of discrete values K.

B.1.3 Splitting

Bob sets an integer value for ¢ < p and computes d = p — ¢q. Then, he splits
his discretized variable into two parts K = (K, K), where the top variable K is
g-ary and the bottom variable K is d-ary. Their values are defined by splitting the
generic value k into two parts:

— d 24
= %, £ = x mod 27. (B.7)
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In other words, we can express x in terms of these two parts as
k=R + k. (B.8)

With the top variable K, Bob creates 29 super bins, each containing 2¢ bins associ-
ated with the bottom variable K. The most significant string K is locally processed
by an LDPC code, while the least significant string K is side information revealed
through the public channel.

B.1.4 LDPC encoding and decoding

Following [104], Bob constructs an [ x n parity check matrix G with g-ary entries
from GF(27), where [ is the length of the code, which is previously determined from
the desired code rate in Equation (B.9). This matrix is applied to the top string
K to derive the [-long syndrome K' = GK, where the matrix-vector product
is defined in GF(2?). The syndrome is sent to Alice together with the direct
communication of the bottom string K. The parity check matrix is associated
with an LDPC code, which may encode k& = n — [ source symbols into n output
symbols, so it has a code rate given by

k l
Rcode =—=1--. (Bg)

n n
From the knowledge of the syndrome K, Bob’s bottom string K, and her local
string X, Alice decodes Bob’s top string K. This is done via an iterative be-
lief propagation algorithm [36], where in every iteration, she updates a codeword

likelihood function.

At every iteration, Alice finds the K that maximizes the function. If its syndrome
equals K, Alice forms her guess K of Bob’s K. However, if this Syndrome Match-
ing Test (SMT) is not satisfied within a maximum number of allowed iterations,
then the block is discarded.

Before this iterative algorithm, they calculate the LDPC code rate R.oqe to gener-
ate the parity check matrix. This arises from Alice and Bob’s mutual information
decreasing as a consequence of the discretization process 35|, which is represented
as

Iap> H(K)— H(K|X) > H(K) — leakgc, (B.10)

where leakgc > H(K|X) comes from the Wolf-Slepian limit [149, 177] and H(K)
is the Shannon entropy of K. The parties empirically estimate the entropy by
building the MLE given by

2P—1

ﬁ(K):_anlOngm (B'11>
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where f, = n,./n stands for the frequencies of the symbols k, defined as the
ratio between the number of times n,, that a symbol appears in the string over the
string’s length n. For this estimator, it can be shown [14] that the entropy satisfies

H(K) > F[(K) _6611177 (B'12)
with a penalty parameter d.,; defined by

2log(2/een
Oent = log,(n) 21og(2/en) (B.13)
n
This bound is valid up to an error probability een. In Equation (B.10), the leak-
age associated with error correction, leakgc, is upper-bounded by the equivalent
number of bits per use that are broadcasted after the LDPC encoding in each
block,
l
leakpe < d + . (B.14)
n

Therefore, combining the two previous bounds, we may write
IAB Z ﬁIAB - ]:I(K) - 6ent + chode — D (B15)

Note that in a practical implementation, the expression for the mutual information
depends on the MLE for the signal-to-noise ratio,

1 —

From Equations (B.15) and (B.16), we see that the LDPC code must be chosen to
have an optimal code rate

1 — A
Reode = 5 {g log, <1 + SNR) +p—H(K) + bent | (B.17)

for some estimated SNR and key entropy. The expression for the secret key rate,
taking into account the error correction procedure, becomes

R= ﬁ[AB — XEB = F[(K) - 6ent + chode — P — XEB, (B18>

where R is used instead of K to distinguish the secret key rate and the discretized
key array, and where y gp represents the Holevo bound as calculated in Section 2.3.
A value of the reconciliation efficiency f is acceptable only if we can choose pa-
rameters a > 3 and ¢, such that R..qe < 1. Once Reoqe is known, the sparse parity

check matrix G of the LDPC code can be constructed following [104].
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B.1.5 Verification

A crucial final step in the EC procedure is verifying the error-corrected blocks that
have successfully passed the SMT. For each block, the parties have two n-long ¢-
ary strings with identical syndromes, i.e., Bob’s top string K and Alice’s guess K.
The parties convert their strings into a blnary representation, K, and Ks, so that
each of them is ¢gn bits long. Next, Alice and Bob compute t-bit long hashes of
their converted binary strings following [157]. They set ¢t = [—log, cor|, Where
Ecor 18 known as correctness.

Then, Bob discloses his hash to Alice, who compares it with hers. If the hashes
are identical, the verification stage is successful. The two strings K, and K, are
identical up to a small error probability 27¢ < e.,. In this case, the associated
bottom string K held by both parties is converted by both parties into binary and
appended to the respective strings. These binary concatenations move on to the
next step of privacy amplification.

B.2 Privacy Amplification and Key Distillation

The final step of the protocol is Privacy Amplification (PA), which generates the
secret key. In this final step, all the surviving error-corrected strings are com-
pressed into shorter strings that are decoupled from Eve (up to a small error
probability discussed below). By concatenating their local error-corrected binary
strings from the previous part, Alice and Bob create two long binary sequences
S ~ S, each with 7 = np bits. These sequences will be compressed to a final secret
key of 7 = nR bits, where R is determined by Equation (B.20). The compression is
achieved using universal hashing with a Toeplitz matrix 77 ;, calculated efficiently
using an algorithm based on the FFT [109]. Thus, from their sequences, Alice and
Bob finally retrieve the secret key

K = TfﬁS ~ Tf7ﬁg. (Blg)

Finally, the secret key rate of the protocol, secure against collective attacks up
to a ¢ error probability, and taking into account error correction and privacy
amplification, is given [124] by the following expression:

n ~ - A O

_n _(p_2.° B.2

R= <R R (R Tt n) , (B.20)

where R is given in Equation (B.18) and the extra terms are given by
A = 4log, (277 4 2) \/log, (18/4),

© :=log, (1 — £%/3) + 2logy(V2e). (B.21)
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