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SEE Evaluation of a Serverless Computing
Architecture under 14-MeV Neutrons

David Pacios, Mohammadreza Rezaei, José Luis Vázquez-Poletti, Sara Ignacio-Cerrato and Juan A. Clemente

Abstract—This paper presents the effects of 14-MeV neutrons
on a NVIDIA Jetson Nano running a serverless computing
architecture. SDCs and DUEs were observed in its CPU and
GPU when executing a serverless-based FFT function.

Index Terms—Neutron Radiation, Serverless Computing, De-
tected Unrecoverable Errors, Silent Data Corruption.

I. INTRODUCTION

The increasing use of electronic components in radiation-
harsh environments, such as space and high-altitude

atmospheric locations, necessitates a comprehensive under-
standing of how neutron radiation affects these devices. This
study specifically focuses on the resilience and vulnerability of
serverless computing systems (comprising CPUs and GPUs)
to neutron radiation. These systems are becoming increasingly
essential in high-performance computing environments where
reliability under radiation exposure is critical.

The literature demonstrates how radiation can impact the
performance and reliability of semiconductor devices [1],
[2]. Furthermore, the robustness of Multi-Processor Systems-
on-Chip (MPSoCs) against radiation-induced Single Event
Effects (SEEs) is well documented [3], highlighting the need
for targeted error mitigation strategies in critical computing
environments.

Building on these insights, this research employs an ex-
perimental approach by simulating a serverless comput-
ing environment on an NVIDIA Jetson Nano subjected to
14-MeV neutron radiation. The objective is to understand
how these conditions affect computational accuracy and
performance during high-complexity tasks—specifically, Fast
Fourier Transform (FFT) calculations, which have been used
in previous studies to detect atmospheric anomalies on Mars
[4]–[6]. This computation model is chosen due to its intensive
nature and critical role in real-time astrophysical data analysis.
By examining the impact of neutron radiation on the CPU and
GPU embedded in the Jetson Nano, this work contributes to
the development of more resilient systems capable of operating
effectively in radiation-harsh environments.

Previous studies [7], [8] have shown that radiation affects
the GPU in some cases, while in others, only the CPU is
impacted. In this work, we aim to evaluate whether both
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components, in conjunction with OpenFaaS technology, are
influenced by radiation.

A prior study was conducted to review previous research
on the impact of radiation [8] on GPUs [9]–[12] and CPUs
[12], [13]. The study in [8] examines radiation effects on
Static Random Access Memory (SRAM)-based processors,
measuring the impact of 15.6-MeV protons and 14.6-MeV
neutrons at ultralow bias voltage.

Additionally, the study in [9] investigates the impact of
radiation on GPUs by deploying algorithms on different GPUs
and measuring SDCs. Another experimental study [10] focuses
on measuring the effects of radiation on an NVIDIA Jetson
Nano. Furthermore, this study [11] explores the effects of
ionization on GPU units, specifically measuring Single Event
Transients (SETs) and Single Event Latchups (SELs).

Regarding CPUs, we also found research on the effects of
ionization [12], where proton testing was performed on an
AMD Ryzen 3200G processor to assess degradation in its
cores and GPU units.

In conclusion, previous research has evaluated a Jetson
Nano Developer Kit exposed to radiation. This study also
reported a series of Silent Data Corruption (SDC) errors and
Detected Unrecoverable Errors (DUEs) caused by radiation
exposure.

On the other hand, previous studies related to serverless
computing [4]–[6], [14] demonstrate various use cases.

The first study [4] presents an algorithm deployed in a
serverless environment for detecting atmospheric anomalies
on Mars. In our case, we will use a similar approach by
deploying an algorithm on a worker node to detect auroras
under radiation conditions.

Secondly, the study [5] explores the use of an algorithm for
processing ionograms via cloud computing. The architecture
used in this case is similar to that of the previous study [4]
but it is oriented to a different field of research, with a large
amount of data and which is a challenge for the serverless
architecture.

The next study [6] introduces an initial approach to using
serverless computing for processing large volumes of data.
This large amount of data is related to the surface of Mars
and is also processed by serverless technology.

Finally, the last study [14] examines the deployment of
various functions in an edge-computing environment, which
focuses on bringing peripheral servers closer together to en-
hance processing efficiency.

This paper presents a study on the SEE vulnerability of a
serverless architecture running on the CPU and GPU embed-
ded in an NVIDIA Jetson Nano under 14-MeV neutron expo-
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sure. While under radiation, the device executed Fourier trans-
form algorithm designed for detecting atmospheric anomalies
on Mars [4]. This algorithm was deployed in a serverless com-
puting architecture designed to mimic AWS Lambda functions
[4]–[6], [15] for parallel processing tasks.

II. EXPERIMENTAL SETUP

The NVIDIA Jetson Nano used in the experiment was
modified to allow direct access to the GPU and CPU by
removing part of its hardware. Additionally, the device was
adapted to run the operating system from an external USB
drive connected via a long cable to prevent irradiation from
the neutron source. Several testing environments were set up
on this drive.

A daemon prepared the operating system upon detecting an
electric current, automatically powering on the device, logging
in, and initiating a script. This script first performed a test on
the CPU, followed by an analysis on the GPU. The analysis
lasted 3 minutes, with readouts taken every 15 seconds to
collect data from both the CPU and GPU. This data included
information on the Fourier transforms, the number of green
pixels, GPU and CPU performance, and the processed images.

The experiments were conducted in February 2024 using
the Frascati Neutron Generator (FNG) at the ENEA-Frascati
research center, where samples were exposed to a total fluence
of 4×107 neutrons/cm2 generated by standard D-T reactions.
Funding for access to the ENEA facilities was provided by
the RADNEXT project [8].

III. EXPERIMENT APPLICATION: IONOGRAM ANALYSIS
AND INTERPRETATION USING MARSIS AIS MODE

A. MARSIS AIS

The Mars Advanced Radar for Subsurface and Ionosphere
Sounding (MARSIS) is a radar operated by the European
Space Agency (ESA) [4]. The radar operates in two distinct
modes: one that focuses on probing the surface and subsurface
using selectable frequencies of 1.8, 3, 4, and 5 MHz, and
the other, Active Ionospheric Sounding (AIS), which involves
transmitting a sweep of 250 frequencies ranging from 0.1 to
5.5 MHz. In AIS mode, the radar investigates the ionosphere
from the spacecraft’s position to its maximum ionized region,
generating ionograms. These ionograms plot the echo reflec-
tions of each frequency against the signal’s time of flight and
frequency. An example of an ionogram is shown in Figure 1.

Ionograms provide extensive details about the ionosphere,
including its primary trace formed by reflections at the plasma
frequency. This nadir reflection allows for the retrieval of
electron density profiles from the spacecraft’s altitude to the
maximum ionization region (typically around 130 km at the
subsolar point). Additionally, AIS can determine local plasma
electron density, magnetic field strength, surface reflections
for frequencies above the plasma frequency, and occasionally
oblique echoes from non-nadir reflections.

Oblique echoes occur when AIS probes areas above or near
crustal magnetic fields, where the ionosphere deviates from
spherical symmetry, particularly in Mars’s southern hemi-
sphere. These regions exhibit locally lifted ionospheric layers

due to the influence of crustal magnetic fields. Oblique echoes
[4], primarily associated with vertical crustal magnetic fields,
are not consistently present in all ionograms. Their study may
provide insights into ionospheric nonuniformity and the effects
of crustal magnetic fields on plasma distribution.

B. Fast Fourier Transform

To determine the location of the oblique echo in frequency
space, the FFT function will be used to isolate it in the
ionograms. This process will transform each point in the
image into frequency space and apply filtering. Specifically,
frequencies that do not correspond to the green ones, but
instead match those of the oblique echo, will be filtered out.

C. Ionogram

Ionograms are a representation of the Martian atmosphere in
frequency space. The reflected signal is represented using color
coding (green and blue). There is a time delay between the
signal’s transmission and detection. This delay is represented
on the vertical axis, while the frequency of the signal is shown
on the horizontal axis.

To determine the location of the oblique echo, the FFT
function is applied to each image. First, the axis portion is
removed from the ionograms. Then, the functions are applied
to remove the irrelevant frequencies, and finally, the image
with the oblique echo (green zone) is obtained. Figure 1 shows
the result of this proccesing.

Fig. 1. Ionogram before (left) and after (right) the Fourier transform was
applied

IV. SERVERLESS-BASED SYSTEM AND APPLICATION
DEPLOYMENT

To deploy an architecture mimicking serverless, the FFT
functions were deployed on OpenFaaS [14], [16]. This plat-
form is used to streamline multiple functions, allowing for
on-demand scaling and managing the entire process. The
application is based on a command-line tool, which simplifies
programming in multiple languages and frameworks. In this
case, the workers are responsible for executing the code in
isolation.

For this purpose, a daemon was implemented to handle
image processing using the FFT functions described in the
previous section. This system was deployed on both the CPU
and GPU of the Jetson Nano.

The workers [17] performed the operations for applying the
FFT functions. These workers were organized in an isolated
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structure to manage computing resources. This structure mim-
ics a serverless [18] distribution.

The image processing was performed as follows: First, the
daemon reads the image path, and then the images from that
path (20 images, as the one shown in Figure 1) are processed
on the target CPU or GPU. The time to perform the Fourier
transform on each image to detect the green color was 3
minutes. Running the algorithm generates an output file with
the number of green pixels counted during the process, along
with the CPU and GPU usage in percentage. The detected
green color corresponds to the oblique echo on the Martian
surface. Once this process is complete, the detected echo in
the ionogram is obtained, as it was shown in Figure 1. The
functions implemented by the daemon are executed by each
one of the workers. The experiment mimics the use of workers
to execute the code as AWS Lambda would, which is designed
to scale automatically and handle increases in demand by
instantiating multiple parallel executions of the function.

The FFT function was applied to the MARSIS instrument
data, with all images processed on both the CPU and GPU.
These processes were performed independently, as each time
it was determined whether the processing should be run on
the CPU or GPU. After the FFT processing, an image like the
one shown at the right side of Figure 1 was obtained.

In our local framework, OpenFaaS was used to execute
workers, allowing each FFT function to be executed au-
tonomously. This setup enabled parallel execution, optimizing
resource utilization across workers and enhancing the process-
ing of the images. The automatic scaling mechanism responds
to different workload fluctuations.

When emitting radiation in the instrument, the effects on
the input and output images, as well as their processing, will
be analyzed. There is a diverse body of literature [8]–[13] on
how radiation can affect GPUs and CPUs. Next section will
present the results obtained from performing these operations
on the CPU and GPU.

V. RESULTS AND DISCUSSION

Performance metrics such as CPU and GPU utilization,
execution times, and memory usage were recorded to assess
the impact of radiation on the system. Additionally, radiation-
induced events, such as SDCs DUEs, were also recorded.

A. CPU and RAM Usage before and after radiation

Figure 2 compares performance measurements of the system
in a normal environment with the ones under the radiation.
The X-axis represents time in minutes, with the test lasting
3 minutes, and the Y-axis shows the usage in percentage.
The measurement interval for CPU and GPU usage was 0.25
minutes. Each time the usage is measured, it is marked with
an “×” — blue for CPU and red for RAM. CPU usage
fluctuates between 10% and 60% in the majority of the time.
However, there is a peak at around minute 2.2 where the CPU
experiences up to 100% of usage. In contrast, RAM usage
remains relatively stable, clustering around 60%, suggesting
consistent memory consumption. As a result, DUEs occurred
and were observed between 2 and 2.5 minutes. It worth

mentioning that after the irradiation the USB drive was not
functioning, hence, it was not possible to obtain any metrics
neither from the CPU nor the GPU.

Fig. 2. System performance prior to and following neutron radiation exposure,
depicting a decrease in memory usage and processing power

Figure 3 shows a comparison between CPU and RAM
usage under neutron radiation, normalized to 3 minutes. RAM
usage remains relatively constant at around 40% over time. On
the contrary, CPU usage shows greater variability, fluctuating
between 10% and 50%, with intervals where it clusters around
30%.

Fig. 3. Output consistency of Fourier transform calculations pre- and
post-neutron exposure (this system was subjected to a total fluence of
4× 107neutrons/cm2), indicating computational resilience

B. GPU Usage before and after radiation

Figure 4 compares GPU memory usage on normal environ-
ment with GPU memory usage under neutron radiation over
time. The X-axis represents time in minutes, while the Y-axis
indicates GPU memory usage as a percentage. Before irradi-
ation (blue points), GPU memory usage gradually increases
over time, reaching nearly 100% around 1.75 minutes. The
memory usage under radiation also increases over time, but at
a different rate and with a less uniform distribution of points.
After the reduction in GPU usage, SDCs were detected.

As mentioned before no data could be extracted after the
radiation due to a hard error in the USB drive.

Table I shows the DUEs identified from the data in Figure
2. These errors were detected at 6 points (blue points related to
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CPU usage) starting from the second minute. From this point
onward, the FFT was not executed, and DUEs were found.
A total of 7 points were identified, with CPU usage starting
at around 60.5%. On the other hand, SDCs were observed
from 1.25 minutes. Four points were found, with GPU usage
at about 60%.

Fig. 4. GPU memory usage before and under neutron radiation (this system
was subjected to a total fluence of 4× 107neutrons/cm2)

TABLE I
DUES OBSERVED IN THE EXPERIMENTS, WITH THE PERCENTAGE OF

USING CPU; AND SDCS OBSERVED, WITH THE PERCENTAGE OF USING
GPU

Minute DUE CPU Usage (%) Minute SDC GPU Usage (%)
2 1 60 1.25 1 60

2.25 2 71.2 1.25 2 90.5
2.25 3 73 1.25 3 91.2
2.25 4 78 1.25 4 93.9
2.25 5 80.3 - - - - - -
2.25 6 85 - - - - - -

As shown in Figures 2, 3 and 4, there is a significant dif-
ference in the impact of radiation on CPU and GPU usage. In
particular, GPU usage increases substantially under radiation
exposure, as confirmed by the SDC and DUE statistics in Table
I.

C. Discussion

The experiment highlights the complex interplay between
hardware vulnerabilities and software resilience in a serverless
computing architecture exposed to high levels of neutron
radiation. We have tested the NVIDIA Jetson Nano under
14-MeV neutrons by removing its hardware. It was operated
with a script emulating the functionality of an AWS-Lambda
function. The use of AWS Lambda-like functions for man-
aging parallel processing tasks effectively demonstrates the
feasibility of deploying serverless computing technologies in
radiation-rich environments, provided that adequate safeguards
are in place to mitigate the adverse effects on hardware.

VI. CONCLUSIONS

This contribution presents metrics to understand how ra-
diation influences the CPU and GPU. A serverless architec-
ture was deployed through the workers’ actions, and their
performance was evaluated when exposed to radiation. High

resilience of both the CPU and GPU was observed throughout
all the tests. These results were seen in the form of SDCs and
DUEs that occurred throughout the tests.
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