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KEYWORDS Abstract Architectures for the memory address calculation unit of a holographic memory device
Error detection; have been deeply analyzed in the literature. Finite-precision analysis and the selection of parameters
holographic data storage; to ensure a discrepancy between the hologram plane and the observation plane of less than 1% has
FPGA; been performed by other designers. However, a fault-tolerant architecture implemented on field-
Memory protection programmable gate array (FPGA) for an Optically Reconfigurable Gate Array has not been pro-

posed yet. Due to the importance of this unit in environments with high levels of radiation, such
as robots in nuclear disasters or satellites in space, which are the most common applications, there
is a real interest in protecting this hardware. This work introduces two main contributions: i)
replaces the calculation of distances through a Coordinate Rotation Digital Computer (CORDIC)
unit in order to save area and ii) improves the ratio of fault-detection and extends the input range of
the trigonometric computations to exploit more efficient error detection techniques. The derived
architecture allows us to recover the FPGA from a faulty behavior in 95% of the cases, which
avoids waiting for slower processes such as scrubbing. This real-time detection only requires an
extra area of 13% with respect to the unprotected circuit and does not include any loss of precision

compared to previous designs.
© 2021 THE AUTHORS. Published by Elsevier BV on behalf of Faculty of Engineering, Alexandria
University. This is an open access article under the CC BY-NC-ND license (http://creativecommons.org/
licenses/by-nc-nd/4.0/).

1. Introduction to digital memory systems for two reasons [1]: i) its storage
density is larger than other devices; and ii) higher data transfer
rates can be reached because of the use of non-binary informa-
tion. However, the main problem of these systems is the pro-
portion between signal-to-noise ratio (SNR) and bit-error
rate (BER) for the optical part [2]. For years, proposals based
on different optical modulation schemes have tried to improve

The holographic data storage (HDS) systems have been inves-
tigated for more than two decades as an interesting alternative
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the demodulation [6]. The combination of CNN and error cor-
rection codes allow HDS to be good candidates for high-
performance systems such as 8 K Super Hi-Vision [7,8].

On the other hand, a great effort to integrate HDS in high
radiation environments has been done. One good example can
be found in [9], where the objective was to be able to operate in
similar conditions to the ones created in the accident of the
Fukushima Daiichi nuclear power plant after the meltdown
in March 2011. In this kind of environment only robots can
operate, but with a limitation of about 10 h of work due to
the radiation vulnerability. This vulnerability comes from the
electronic parts of the system that, under these circumstances,
lead to Single Event Upsets (SEUs), Multiple Bit Upsets
(MBUs) or Single Event Functional Interrupts (SEFIs) [10]
and these errors can result on a faulty performance. This
makes it crucial to detect and repair them in a short period
of time, so techniques like scrubbing for the configuration
memory of the FPGA are not fast enough to detect and correct
these errors before another SEU hits the designs [11].

One alternative to prevent radiation errors is to shield a
radiation-hardened FPGA, but the total weight of the embed-
ded system considerably increases. Whereas this is not a major
problem in nuclear plants, in space applications it can be an
issue.

Another possibility is to use full redundancy. Implementing
in parallel more than two replicas of the architecture that
wants to be protected, will allow us to detect and correct per-
formance if one or two modules are damaged, just by compar-
ing the output signals of the different replicas to check if all are
behaving equally under the same inputs. Triple modular
redundancy (TMR) is widely used in radiation environments.
Five modular redundancy (SMR) and many modular redun-
dancy (MMR) can also be implemented to increase the error
mitigation rate. But the area and power cost increases, and
the objective for space and battery-dependent applications
(like robots) is to minimize the power consumption. Although
N-Modular Redundancy is a common solution for ASIC
implementations, FPGA designs allow other solutions based
on detection that reduce the number of replicas needed to gen-
erate the trigger for the reconfiguration of the device when an
error is detected.

In the last decade, one solution widely studied is the opti-
cally reconfigurable gate array (ORGAs), which has been
designed to be radiation hardened in space applications
[12,13]. However, all the holographic memory processing
involved in the system is too power-consuming with optical
logic, so the most efficient solution consists of developing the
hungrier computational parts in FPGAs and endure them with
ad hoc protections. In other words, to implement the opera-
tions that involve a higher number of calculations FPGA-
based architectures will be applied to reduce power consump-
tion, and at the same time, the design will consider fault-
tolerance techniques to increase the percentage of detected
errors in radioactive environments and activate reconfigura-
tion in real-time to make the more computation reliable with
a negligible cost.

In this paper, we present a memory address calculation unit
for holographic memory devices implemented in an FPGA
with full ad hoc protection. This unit is presented within a lar-
ger system such as ORGA but can be applied to any holo-
graphic memory devices as the calculations involved are the
same. Results show that, compared to the modular redun-

dancy methods, the increase in area is negligible and the effi-
ciency in error detection is close to 95%, so scrubbing of the
full configuration memory is necessary only in 5% of the cases.

This paper is structured as follows: in Section II the tech-
nique used to calculate holographic memory addresses is
explained. In Section III an alternative radiation-hardened
method is described. In Section IV the results are presented.
The main conclusions of the paper are summarized in
Section V.

2. Background

2.1. Optically Reconfigurable Gate Array (ORGA)

An ORGA is a type of multi-context field-programmable gate
array composed of the holographic memory, a laser array and
an ORGA-VLSI which contains an FPGA [14]. The block dia-
gram of the ORGA system is included in Fig. 1 and described
next.

The laser array (Fig. 1 A) is used to address the holographic
memory contents. Although the information stored on the
memory is robust, the semiconductor circuits of the laser are
vulnerable to radiation, which can result in a wrong data read
[14], so some method of protection is required to be imple-
mented in (Fig. 1 B).

On the contrary, the holographic memory (Fig. 1 C) stores
the configuration contexts of the programmable device. It is
highly tolerant to radiation, due to its optical nature. Hence,
the correct configuration data can be read even in high radia-
tion conditions [11].

Finally, the last module is the ORGA-VLSI (Fig. 1 D),
which consists of a programmable gate array with look-up
tables (LUTs) and switching matrices. Its configuration is done
optically, and it implies an optical bus between the holographic
memory and the ORGA-VLSI.

2.2. Address calculation

The previously mentioned optical components of the holo-
graphic memory are extremely robust against radiation as they
are manufactured with liquid cristal materials and prepolymer
mixtures. In addition, the degradation suffered from the
voltage-current ratio and the light power of the laser, due to
the radiation, is also negligible [15]. However, the operations
that are required to compute the addresses of the memory
are implemented in CMOS technology that can be easily dam-
aged by radiation.

The holographic memory address calculation is a heavy
operation that involves the calculation of distances, trigono-
metric functions, additions, and products. This operation
makes the conversion between the coordinates of the bright
bits from the hologram plane (¢, ) and the coordinates of
those bits from the observation plane (x;, y,), Fig. 2.

To perform the conversion, the laser’s intensity distribution
read out from the hologram plane is calculated by the follow-
ing equation: '

H(x, f) = icos(&{(a —x) + (ﬁ*y,-)z}) "

! We refer to [16] for more details on how to obtain this equation.
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where By is the number of bright bits in a configuration con-
text; o and f§ are the hologram plane coordinates; x; and y;
are the coordinates in the observation plane included in the
photodiode array; A is the wavelength of the laser and L is
the gap between the hologram plane and the observation
plane, Fig. 2.

2.3. Hardware architecture

Holographic memory calculation is a computationally
demanding operation that will take too much time in
general-purpose processors. For this reason, a custom hard-
ware architecture must be applied to not reduce the high data
transfer rates derived from HDS. Following this concept, a
hardware FPGA accelerator that implements Eq. (1) is
described in [16].

To map this calculation, the unit is divided into two sub-
processors: 1) the cosine and the distance calculator (Fig. 3)
and and ii) the accumulator that adds the series of cosines
(Fig. 4). As it can be seen in Fig. 4, the first module, that is

ORGA block diagram.

(o, Yo)

Observation/Photodiode Plane

Conversion of coordinates between the hologram plane and the observation/ photodiode plane.

the one with the highest cost, is replicated By times, so any
improvement in terms of area or fault tolerance has a great
impact on the final design, because the computation of the
memory address is based on the accumulation of the By out-
puts of the cosine and distance calculation unit. Next, the
implementation of each one of the units in [16] is described:

2.3.1. Cosine and distance calculation unit

cos(% {(oc —x) 4+ - yi)z}) 2

The computation of the cosines involved in Eq. (1) is also
separated into two submodules: i) the calculation of the dis-
tances (which is the argument of the cosine) and ii) the cosine
function.

For the first stage, the distances are computed using three
adders-subtractors and four multipliers to process the squares
and multiply by the constants. This is a straightforward solu-
tion that simplifies the pipeline distribution. However, it has
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Fig. 4  Architecture of the accumulator unit.

a main drawback, which is the area and power consumption of
the multipliers for the required precision. According to [16],
40-bit precision is necessary for the trigonometric function to
make the HDS work properly. A more detailed study of the
fixed-point analysis and a comparison with 64-bit floating-
point processors is included in [16] showing an error of less
than 0.39% using their parameters. In this work, we take as
a starting point all these results and analysis and we also
include in Fig. 5a-c a comparison between the patterns
obtained with a 64-bit floating-point processor and a 40-bit
finite precision FPGA architecture. These results show how
the difference between both models is negligible by visual

inspection. For this reason, the difference between both mod-
els was computed bit-wise to check that the error was similar
to white noise and the difference was less than 0.39%. This
means that we compared the outputs of the 64-bit implemen-
tation and 40-bit implementation, using the same input signals,
and we showed that the difference at the output was smaller
than 0.39% and the distribution of the error generated when
the precision was reduced was a Gaussian distribution, which
is the same as the one generated by white noise as can be seen
in Fig.5c.

For the second part, the cosine function is calculated
through a Coordinate Rotation Digital Computer (CORDIC)
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(a)

Fig. 5

Diffraction patterns plotted with Matlab and processed with: a) Intel Core i7-6700HQ @2.6 GHz, b) Nexys4 DDR

(xc7a100tcsg324-1) FPGA board and c) Difference between patterns computed with Matlab. 1 = 532 nm, L = 10 mm.

IP Core, two shift registers and a multiplexor to select the out-
put between sin, —sin, cos and —cos. These shift registers and
the multiplexors are necessary because the CORDIC input
range is from 0 to 7/2, which implies adding all this extra logic
to calculate the result in the range —n to ©. Although the use of
the core is convenient, a comparison with a full range COR-
DIC is not performed.

As a final remark, none of these parts are protected to
detect a failure, so they are susceptible to have a malfunction.

2.3.2. Accumulator

For a high-speed design, the previous calculation unit needs to
be implemented By times (By units in parallel). For the specific
example of the ORGA in [16], which is the one that is pro-
tected in this work, By = 8 is selected to ensure that the values
of the pixels in the hologram plane and the ones read in the
observation plane are almost identical. Considering also all
the finite precision values of the rest of the architecture, the
error between both planes is less than 0.39%. The outputs
are connected to an accumulator, based on a tree-adder, to cal-
culate each memory address. These results show how the accu-
mulator part has a negligible area compared to the cosine
calculation units, being the first one only 8 adders and the sec-
ond one 24 adders-subtractors, 32 multipliers, 8§ CORDIC IP
Cores, 16 shift registers, 8 multiplexors and an accumulator
with 40-bit precision. This first analysis helps us to understand
the importance of the protection of the cosine unit if it is going
to work on a strong radiation environment, as it is the largest
part, in terms of area, and hence, the most vulnerable ones in
the FPGA design.

2.4. Existing fault-tolerant architectures for CORDIC

CORDIC unit is a fundamental processor for the holographic
memory address calculation. For this reason, it is mandatory
to protect it against radiation to ensure the correct behavior
of the storage system. In that sense, several techniques have
been published in the literature, based on data coding [17],
hardware redundancy [18], and time redundancy [19]. Each
of these solutions provides different advantages depending
on the constraints selected for the design. For example, the
use of error correction codes gives a satisfactory detection
capacity with single faults that induce single errors on the out-
put with very low redundancy [17]. However, the CORDIC
unit has a peculiarity, if a single fault is produced in an inter-
mediate stage of its pipelined architecture, the error is propa-
gated towards the output, affecting more than one bit. This

makes the use of the previous codes [17] impractical when this
type of faults hit the design. To overcome this situation some
selective techniques as the ones introduced in [I18] can be
applied. This solution checks the intermediate results of the
CORDIC avoiding the undetection of multiple errors in the
output produced by a single hit. The problem with these solu-
tions is that they do not only introduce overhead in the area,
but also in latency, so they are not recommended for applica-
tions in which the time to detect a fault is critical. The last type
of solution is based on redundancy in area or time. For this
kind of solution, the most common architectures are the ones
based on TMR. As it is stated in the introduction, these solu-
tions are efficient for ASIC implementations, where repro-
gramming is not an option. For FPGA implementations,
which is the case of this work, more than two replicas are con-
sidered inefficient. In the next section, a customized protection
for the CORDIC units involved in the holographic memory
address calculation is described, taking into consideration i)
the error propagation in the pipeline architectures, ii) the
latency constraints, and iii) the FPGA implementation.

3. Protected unit

In this section, a protected architecture for the holographic
memory address calculation is introduced. The objective of
this new design is to try to minimize the area increase of the
protected design but, at the same time, improve the percentage
of errors detected in order to start a reconfiguration of the
FPGA without waiting for the scrubbing process to end. To
make comparisons easier we split this section into the two
main parts of the cosine calculation unit (Section II-C): i)
the calculation of the distances and ii) the cosine function. In
the first module, the strategy that has been followed is to
exchange the straightforward distance calculation unit by a
CORDIC configured in vector mode. This modification allows
us to exploit repeated computation and to build a DMR-like
architecture. In the second module, an algorithmic approach
has been chosen, using the sin® + cos®> = 1 property to achieve
the protection.

In the following, the details of these approaches will be pre-
sented, describing how they benefit the area overhead. All the
experiments described in the next sections were performed with
Vivado, System Generator, ModelSim and Matlab. The
derived hardware architectures were implemented on a Nexys4
DDR (xc7a100tcsg324-1) FPGA board and verified comparing
the outputs with the golden model architecture from [16].
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3.1. Calculation of the distances

In Fig. 3, the two multipliers that are used for the square com-
putations are extremely area demanding for the 40-bit preci-
sion system. Implemented on the selected FPGA each one of
these multipliers occupies 1789 look-up tables (LUTs). In addi-
tion to this, there is a module operation along with the subtrac-
tion and addition involved in computing the distances. As an
alternative, one extended solution in communication systems
is to calculate the distances between two points with the use
of the CORDIC algorithm in the vectorization mode (Fig. 06).

As it can be seen, by means of implementing two CORDIC
modules and multiplying its outputs and each one of them by
the constant \/% we can obtain the argument of the cosine that
we are looking for (ﬁ {(a —x) 4+ (- }’,-)2}> with a series of
advantages, Fig. 7.

The first advantage is that for the same precision, the pro-
cessing of the distance with the two CORDIC units is 3297
LUTs, which is slightly less than the area of the two original
multipliers, which is 3578 LUTs. The second advantage is that,
as can be seen in Fig. 7, both CORDIC compute the same out-
put, so they become a natural DMR circuit, detecting errors
between them and using that signal to reconfigure the FPGA
in case of error. This protection cannot be included in the orig-
inal multiplier design as each output has a completely different
value in absence of error. Finally, the multiplication of both
outputs is greatly simplified, if we assume that both inputs
are equal. The logic of the multipliers is reduced to 614 LUTs.
If DMR is applied for the output of the multipliers, 1228
LUTs are spent. Note that if the inputs are not equal the sim-
plified multipliers are not useful, but the previous DMR signal
will detect the misfunction and correct the error via reconfigu-
ration. In addition, as it is detailed in [20] this CORDIC archi-
tecture is fully pipelined, allowing very high maximum
frequency.

To sum up this subsection, the full calculation of distances
unit based on multipliers requires: 4647 LUTs (with all the
logic from Fig. 3) and the new proposal requires 4776 LUTs
(with all the DMR protection from Fig. 7). So, with a cost
of 2.8% more of area this part of the unit is protected against
errors in a high percentage and obtains almost the same result
with a deviation of less than 4e-6 in the worst case, as we will
see in the next section.

3.2. Cosine function

For this module, a CORDIC is also applied but with a differ-
ent mode of operation (Fig. 8). The aim of this part is to com-
pute the cosine value. Although the use of the Altera’s
CORDIC IP in [16] allows very fast prototyping, it can be
checked that the difference in terms of area between the COR-
DIC with input ranges from 0 to n/2 (with all the extra logic
involved) and one implementation, like the one from [20], with
a range between —= to 7, have very similar area results. This
was verified with both Altera and Xilinx IDEs showing a dif-
ference of fewer than 100 LUTs.

As happened with the previous unit, implementing this
architecture allows a more efficient way to protect the design
and detect possible errors. Implementing the full-range COR-
DIC, allows us to use simple trigonometric properties to detect

if there is an error on the CORDIC module. As the CORDIC
always provides the sine/cosine functions as output, Eq. (3)
can be applied to detect faults in this part of the process [21].

cos’ (2m- P-f) +sin” 2n-P-f) = 1 (3)

On the contrary, the original architecture can protect only
the behavior of the CORDIC itself, but it cannot detect errors
on the rest of the logic required to cover the range out of 0 to
7/2. In Fig. 9 it is highlighted the part of the circuit that should
require a technique such as DMR, apart from the implementa-
tion of Eq. (3) to fully protect this area of the design. So, it is
trivial to see how using the reduced range CORDIC will
increase the area resources needed for the protection of this
unit.

This trigonometric property can be implemented by adding
a circuit that calculates the square of CORDIC outputs (both
sine and cosine) and verifies the equality, Fig. 10. Since the
CORDIC has a finite precision, this result will suffer an oscil-
lation (y). For this reason, the result of this trigonometric cal-
culation must be in the range from 1 — 7y to 1 + y to verify the
property and to assume that no errors have occurred [21]. The
range is determined by simulation and depends on the preci-
sion of the CORDIC. The unprotected version of this submod-
ule has 1249 LUTs and the protected one has 1891 LUTs,
while a DMR is twice the unprotected version, about 2500
LUTs. So, the increase of this part is 51% compared to the
unprotected one.

4. Results

When the previous architectures are implemented on a Nexys4
DDR FPGA for the complete holographic memory address
calculation unit, with By =8 results are the following
(Table 1).

4.1. Area results

The area increment compared to the unprotected version is
13.1%. Here it is important to highlight how the calculation
of distances requires more area resources than the cosine calcu-
lation and hence, the efficient protection technique applied
here has a greater impact when the different units are paral-
lelized. On the other hand, 50% of the extra area required
by the cosine unit has a negligible impact on the increment
of the final design. Compared to a fully DMR, the architecture
has a 43.4% less area. It is important to remark that the power
consumption is also proportional to the area of the design.”

4.2. Maximum frequency and power consumption

Both designs reach the same speed (Table 2) as the one pro-
posed in this work has distributed the pipeline registers to
obtain the same maximum clock frequency. However, the
new architecture introduced here has a considerable reduction
of power consumption due to the simplification in the number
of power hunger operations, such as multipliers.

2 Note that Fig. 7 and Fig. 10 are implemented in parallel, so there is
no sharing of CORDIC between them as they implement different
functionalities of the algorithm. This can be seen in Fig. 12 where the
full architecture is included.
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4.3. Fault tolerance analysis

To characterize the behavior of the different proposals we used
the tool in [22] with the setup in Fig. 11. This tool, called
ACME [15], injects errors in real-time in the configuration
memory of the FPGA to check the behavior at the output
emulating a bit-flip caused by radiation. To do this, the essen-
tial bits of the design under test are extracted to know which
bits of the configuration memory are part of the architecture
that we want to model. Once the essential bits are extracted,
the tool injects in every single bit of the design. To inject errors
in the configuration memory, it is possible to use the Xilinx
Soft Error Mitigation (SEM) IP Controller [23]. The tool
can be downloaded in [24] to be tested in any other design.
For the different experiments, one ROM with the inputs feeds
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Table 1 Area overhead and detection rate of the different unprotected and protected architectures.

Architecture LUTs Error Detection Overhead
Single unprotected distance calculation unit [16] 4647 N/A 0
Single protected distance calculation unit (this work) 4776 99.7% 2.8%
Single unprotected cosine unit [16] 1249 N/A 0
Single protected cosine unit (this work) 1891 84.7% 51%
Unprotected version of the full architecture, By = 8x [16] 47168 N/A 0
DMR of the unprotected full architecture, By = 8x [16] 94430 99.7% 100.2%
Protected version of the full architecture (this work), By = 8 53336 95% 13.1%

Table 2 Maximum clock frequency and power consumption
of the protected architectures

Architecture Maximum Power
clock consumption
frequency
DMR of the unprotected full 143 MHz 6W
architecture [16], By =8
Protected version of the full 147 MHz 0.32 W

architecture (this work), By = 8

the golden model (CIRCUIT 1 in the figure) and the design
that will suffer the error injection (CIRCUIT 2). Then with a
checker (which is a comparator and a counter), we check if
the outputs of both circuits are equal. If they are different,
the counter of the number of errors is increased. It is important
to remark that not all the injections cause an error in the out-
put, some errors are masked because of the architecture itself.
For our experiments, CIRCUIT 1 is the unit without any error
(golden model) and CIRCUIT 2 is the unit that suffers the
error injection. This error injection is exhaustive, all the essen-
tial bits of CIRCUIT 2 have an error injection. After each
injection, we check the behavior of the design during some
samples, if one or more errors are detected during that period
the counter of errors is increased and we inject in the following
region of the design, and so on. In parallel, the signal of error
detection, that activates the reconfiguration of the FPGA in
presence of error, is registered. Comparing the number of cases

in which the error-detection signal is activated to the number
of errors with respect to the golden model, the detection ratio
is computed.

These experiments showed that for the detection of errors,
the proposal for the calculation of distances has a 99.7% of
success, while the cosine function has 84.7% of detection. As
happens with the area, the total number of possible errors that
can be generated in the distance module is larger than the num-
ber of errors that can be generated in the cosine function, so
when we analyze the full design with the By replicated modules
the rate of success is of more than 95%. With this, we can sum
up that only in 5% of the cases the error detection will not
active the reconfiguration of the FPGA and, hence, it will be
necessary to wait for the scrubbing, but in 95% of the cases
we will detect, reconfigure and program the FPGA automati-
cally at a cost of 13.1% of the area. Compared to the fully
DMR, this solution seems more efficient as it does not require
an increase of 100% of the area and only loses a 4.7% of error
detection.

Other traditional solutions such as error-correcting codes
have not been considered as they have two disadvantages for
this application: i) the delay in terms of latency introduced
by the computation and comparison of 40-bit parity-check
equations is higher than the one introduced by the compara-
tors, reducing the maximum frequency that is achieved to
reprogram the FPGA in case of error; ii) the number of parity
bits that need to be added to achieve a level of protection of
more than 90% is higher than 100%, assuming the most effi-
cient codes in terms of detection which increases considerably
the area required and without any benefit in terms of speed.

Fig. 11
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Setup of the error injection experiments.
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Fig. 12 Protected version of the full architecture.

5. Conclusion

In this paper, a fault tolerance architecture for the memory
address calculation unit of a holographic memory device is
described. The architecture is implemented on FPGA for an
Optically Reconfigurable Gate Array, which is designed to
work in environments with high levels of radiation, such as
robots in nuclear disasters or satellites in space. The solution
provided in this work replaces the calculation of distances
through a CORDIC unit in order to save area and improve
the ratio between the detected faults and the total number of
faults, and extends the input range of the trigonometric com-
putations to exploit more efficient error detection techniques.
The derived architecture allows us to recover the FPGA from
a faulty behavior in 95% of the cases, which avoids waiting for
more slow processes such as scrubbing. This real-time detec-
tion only requires an extra area of 13% compared to the
unprotected design, saving 87% of the resources compared
to the traditional protected solution, DMR, at a cost of not
detecting 5% of the errors on the fly. The only limitation of
this architecture is that for ASIC implementation other fault-
tolerant solutions should be explored, as the reprogramming
of the memory configuration is not an option.
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