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The development of quantum computers poses a risk to the cryptographic algorithms utilized by
current public key infrastructure (PKI). High performance computing (HPC), inter- and intra-datacenter
communications, and governmental communications are particularly vulnerable to security attacks
by quantum computers. In response, there are on-going efforts on implementing post-quantum
cryptography (PQC) despite the considerable overhead involved in processing PQC encrypted data
packets in comparison with their classical counterparts. This work aims to help with the transition
to quantum resistant cryptographic schemes by means of providing a thorough experimental
performance comparison of the four algorithms selected by the National Institute of Standards

and Technology (NIST) for standardization when implemented in a data processing unit (DPU). The
experiments are conducted at line-rate, demonstrating for the first time operation at almost 100
Gbit/s and hence suitability for high-capacity data center environments.

Post-quantum cryptography (PQC) is the field of study that focuses on developing cryptographic algorithms and
protocols which are believed to be resistant against both classical and quantum attacks. Traditional cryptographic
schemes such as Rivest Shamir Adleman (RSA)' or elliptic curve cryptography (ECC), e.g elliptic curve Diffie
Hellman key exchange (ECDH)? or elliptic curve digital signature algorithm (ECDSA)?, rely their security on
the hardness on solving some specific mathematical problems such as the integer factorization or elliptic curve
discrete logarithm problems.

However the expectation of powerful quantum computers in the foreseeable future, and their ability to break
these computational problems**, is compelling various entities including governmental bodies, cloud provid-
ers, and high performance data centers to migrate their public key infrastructure (PKI) to withstand quantum
threats. Among the solutions providing quantum security, quantum key distribution (QKD)® and PQC are the
ones receiving more attention by the research community. PQC holds a favorable position due to its seamless
integration with existing infrastructure and its comprehensive cryptographic framework, including: key encapsu-
lation mechanisms (KEM), digital signatures, encryption schemes, fully homomorphic encryption among many
other functionalities, whereas QKD is limited to key exchanges (KEX). In August 2023, after extensive research,
NIST finally provided four standard drafts featuring Kyber’, Dilithium®, Falcon and Sphincs+°. Kyber emerged
as the only selected KEM chosen for standardization and it is designed to withstand quantum attacks through
the hardness of solving the learning-with-errors (LWE)' problem. On the other hand, Dilithium, Falcon and
Sphincs+ function as digital signatures, where the former two rely its security on the hardness of lattice problems
and the latter bases its security on the hash hardness!!.

However, the integration of cryptography, including PQC, presents significant challenges due to its compu-
tational demands. Implementing PQC on conventional Central Processing Units (CPU) might be inefficient and
consume a large amount of resources and energy. As an example of the emerging relevance, in February 2024,
Apple introduced PQ3" in its iMessage application. PQ3 employs Kyber to encapsulate symmetric keys. The large
fabric of iMessage users will create pressure on cloud-services, which will need to deal with the new PQ3 protocol
at scale. Initial implementations of PQC often use Field-Programmable Gate Arrays (FPGAs) due to their flex-
ibility and customizability. First implementations of Kyber and other PQ KEMs on FPGA!*!', have shown that
optimizing the scheduling of the binomial sampling, Number Theoretic Transform (NTT) operations and pro-
viding modifications of the Barrett reductions can lead to a speed up of x50 in comparison with other platforms
at the cost of circuit size. There have also been works on implementing PQ signatures on FPGAs; Dilithium'®
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, Dilithium+Falcon'®, and Sphincs+'7 where it has been manifested that when optimizing the sub-instructions
of PQC like NTT, its inverse (INTT) or the Keccac hashing'é, it is possible to provide and improved through-
put of 114 times in comparison with high-level synthesis languages. Nevertheless the implementation of PQC
extends beyond high-performance architectures to microprocessors and constrained devices. The Neon-NTT
project'? provided an implementation of all Kyber, Dilithium and Saber optimized for ARM cortex M3 and A72
architectures providing speeds up of up to 2 times for the main subroutines of such algorithms, while providing
new descriptions of Montgomery®’/Barrett*' reductions and NTT for the ARM instruction set. Similar works?
have also focused on the implementation of new variants of NTT for Dilithium, obtaining performance boosts
of around 20% in comparison with high-level synthesis languages. In addition to performance improvements,
there has also been research on implementing masked versions of Kyber? with the aim of providing protection
against side channel attacks. Although FPGAs and ASICs offer benefits in terms of performance, their utilization
in practical communication systems is limited due to high production costs, power consumption concerns, and
the CPU overhead incurred when offloading data to the processor in which they are integrated. Data processing
units (DPUs) offer an alternative to such architectures by oftloading specific tasks such as network processing
and encryption, thereby enhancing system performance and reducing power consumption. In this work, we use
DPUs to create our quantum safe communication link. This is achieved by employing specialized hardware like
digital signal processors (DSP), semiconductor intellectual property (IP) blocks or graphics processing units
(GPU). Both KEM and signatures are employed by various communication protocols, where Dilithium, Falcon
and Sphincs+ are used initially for signing and verifying messages and Kyber facilitates key exchanges. These PQC
keys exchanged by Kyber can then protect the data plane through the use of 256 bit-size key advanced encryption
standard (AES)** or Rijndael® ciphers. It is of paramount importance the migration of protocols like internet
protocol security (IPsec)*** or transport layer security (TLS)* handshakes (Signature+Key exchange) to PQC.
TLS has received much more attention in that regard with considerable works*=*! highlighting the effects of
PQ handshakes in terms of latency and the architectural changes needed for . IPsec, the focus of this work, has
received less attention, yet there have been some efforts from Internet Engineering Task Force (IETF) providing
drafts for standardization for using pre-shared PQ keys (RFC8784)** and allowing multiple key exchanges on
IPsec (RFC9370)*. To the best of author’s knowledge the contribution of this work presents:

e First characterization of all PQ algorithms considered by NIST for standardization on a single DPU.
e First PQ-IPsec link using SPHINCS+ for PQ authentication and using pre-shared keys exchanged by Kyber.

This paper is organized as follows: the main novelty of the paper is presented in the experiment section, where
we define the methodology of PQC calls to be integrated in real communication protocols such as IPsec as well
as its integration with DPU. Afterwards, experimental results are shown; these results include a comparison with
classical cryptography in terms of signature sizes, CPU usage of KEMs and signatures, handshake throughput
and finally encryption throughput. Finally, a summary of the main novelty of the paper is given in the discus-
sion section.

Experiment

In order to evaluate the use of PQC in real world use cases we develop a PQ-testbed for running PQ communica-
tions between two independent data processing units. The setup, illustrated in Fig. 1, consists of two independent
servers, each equipped with its own CPU, and two DPUs (model MBF2H516ACEEOT) capable of processing
data at rate of 100 Gigabits (100G) per second. To connect the servers with the DPUs, Peripheral Component
Interconnect Express (PCle) bridges are employed. The DPUs are interconnected via optical pluggable that
use Direct Attached Copper (DAC) cables. These DPUs feature ARMv8 A72 cores dedicated to specific opera-
tions. These 8 cores can operate at a clock rate between 550 and 2750 MHz. Both DPUs employ a Connect-X 6
smartNIC on-board with two dual QSFP56 optical pluggables which can operate with both DAC or optical fiber.
Further details about the technical specification of the DPUs employed in this experiment can be found in*.
With regard to Hardware Accelerators, DPUs employ non-programmable HW accelerators for classical public
key cryptography, i.e ECDSA and ECDH?, and for the authenticated encryption with associated data (AEAD)
algorithm AES Galois Counter Mode (AES-GCM)?*. The use of the HW accelerators is made through the deploy-
ment of an openssl engine, a low level interface to call the accelerated functions from openssl standard library
code. In terms of software, we integrated a PQ pre-shared key scheme on top of the strongSwan Mellanox library
which implements IPsec””. PKI methods, such as ECDSA, ECDH, Kyber, or Dilithium, are used primarily at the
beginning of communication between parties, unlike symmetric cryptography. Therefore, achieving ultra-fast
throughput is less critical for PKI compared to symmetric cryptography methods like AES, which are crucial
for encrypting the data plane. Consequently, it’s less important to accelerate PKI as it is for AES encryption.
Based on this reasoning, we implemented all PQC core functionalities on ARM cores using intrinsic functions
(Single Instruction, Multiple Data). These functions can optimize C code performance by more than 50 %, as
demonstrated in Fig. 6.

Internet protocol security (IPsec) and its key exchange (IKE). IPsec protocol aims to provide encryption,
authentication and integrity protection at the network layer. IPsec main use case is to secure virtual private
networks (VPNs) and to secure communication between network interfaces through insecure channels as the
internet. IKE is composed by two phases, in phase one the control plane is secured. Right after, the second phase
is used to protect the data plane sending encrypted data with a symmetric cipher. Both phases use PKI stack
and state of the art relies its security exclusively in classical security, thus, levering it weaker adversaries with
quantum advantage.For this purpose, we utilized the reference code provided by CRYSTALS to establish a PQ
link. In this link, we employ Kyber for encapsulating a PQ key for encryption, and either Dilithium, Falcon, or
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Fig. 1. Physical experimental set-up. Client initiates a quantum-resilient link using both PQ and classical
algorithms to verify the certificates generated by the server. Upon identity confirmation, a key-exchange
protocol ensues, establishing an AES-256 key for encrypted data transmission between client and server.

Sphincs+ for authentication. After the keys are exchanged, they can be blended with the original classical keys
for encryption that were exchanged during the IKE protocol in IPsec, similar to RFC 87842 The protocol (see
Fig. 2) can be explained through the following steps:

1. Peers agree upon a security association, which includes the security levels and other relevant parameters.

An authenticated PQ KEX is executed between the peers to exchange a PQ pre-shared key (PPK) for encryp-

tion. This key is stored on both sides of the communication.

A classical KEX occurs between the peers to exchange a shared secret key (SSK) for encryption.

Classical authentication is performed between the peers to validate the server receiving the information.

5. Classical and PQ keys are combined to derive a new session key (SK). This mixed key is then used to encrypt
the data plane with AES-256.

Ll

The PQ-IPsec protocol differs from the traditional protocol in two main aspects (see Fig. 3). The first, and
most apparent, difference is the incorporation of PQ (post-quantum) algorithms for both authentication and
key exchange. The PQ key exchange is conducted offline as a pre-shared key, while the classical key exchange
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Fig. 2. Protocol for end-to-end PQ-IPsec establishment with pre-shared keys. Classical keys are exchanged
within the IPsec handshake while PQ keys are exchanged offline.
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Fig. 3. Comparison of classical and PQ IPsec protocol phases. Blue arrows show the part of the protocol where
where a PQ key is exchanged offline and then integrated into the key mixing process of the IPsec protocol.

occurs within the IKE protocol. This approach ensures that the performance of the handshake remains unaf-
fected by the PQC, although it does require the deployment of infrastructure for exchanging and storing the
keys. These keys are subsequently utilized in the key expansion process within IPsec, in accordance with RFC
8784°2.The second difference is the integration of key materials for hybrid schemes. In this context, a Pseudo-
Random Function (PRF)*® is employed to establish a shared secret by deriving key material from the classical
and PQ keys exchanged. PRFs are crucial in quantum-resistant communication because they ensure that the
resulting key benefits from the security of at least one of the primitives, enabling the combination of various
sources with minimal cost. In our experiments, we combined one PQ algorithm with one classical algorithm at
a time. However, this approach can also be used to combine multiple PQ algorithms with classical cryptography
or PQ keys with other technologies such as QKD?!

The process for combining key material is straightforward?. First is computed the “SKEYSEED” by means
of using a prf, the initiator’s nonce (N;) and the responder’s nonce (N;) and the classical material exchanged by
ECDH (g™).

SKEYSEED = prf(N; | N;,g"") (1)

Immediately following the use of SKEYSEED to calculate seven additional secrets: SKy, which is used to derive
new keys for the Child SAs established with the IKE SA; SK,; and SK,,, which serve as keys for the integrity
protection algorithm to authenticate component messages in subsequent exchanges; SK,; and SK,,, which are
used for encrypting and decrypting all subsequent exchanges; and SKj; and SKj;, which are employed when
generating an authentication payload.

{SKy | SKui | SKar | SKei | SKer | SKpi | SKyr} = prf (SKEYSEED, N; | N, | SPI; | SPI,) @)
Finally, SKy, SKpi, SK,r are re expanded again through a prf+ using the PQ pre-shared material:

SKy =ptf + (PPKiyper» SKa)
SKI:,u‘ :Pff + (PPKkyber: SKpi) (3)
SK;;, =P7’f + (PPKkyber» SKpr)

The most interesting property of this key mixing is that as long as one of the keys is secure for the PRF - The diffie
hellman group or the pre-shared key with kyber the scheme will be secure, thus this construction is an hybrid
cryptographic construction as per NIST recommnedations.

The other really important aspect of PQC schemes is the generation of random numbers. Even though there
has been extensive research on the use of Quantum Random Number Generators (QRNG)>® because their
security is based in quantum physics and not mathematical relations, their most common methods - photon
interaction with a beam splitter®’, and photon interference with random vacuum fluctuations*! are still far from
being deployed in real communication systems. Therefore, NIST”# is enforcing the use of conventional Random
Bit Generators that are secure against quantum and classical attacks and that must follow some security guaran-
tees according to the recommendations for random bit generation NIST SP 800-90A** and NIST SP 800-90B*°.
In the case of the DPUs this source of randomness can be obtained by the arm cores by accessing getrandom
system call interfaces behind /dev/random and /dev/urandom, which in all linux systems should be compliant
with such standards.

Results

Running PQC algorithms as well as symmetric key cryptography for encrypting plaintext data might be compu-
tationally expensive and unaffordable for general purpose processors such as the CPUs involved in current data
centers. In this section we show our experimental results when executing a PQ-IPsec channel using Kyber+ECDH
for the Internet Key Exchange protocol as well as Dilithium, Falcon or Sphincs+ along with RSA or ECDSA for
the authentication. First, we present an overview of the CPU overhead associated with executing each part of
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Dilithium, Sphincs+ and Falcon. Subsequently, we present the throughput of executing all classical, PQ, and
hybrid schemes for key exchange and authentication mechanisms. Finally, we demonstrate experimentally the
feasibility of achieving line-rate encrypted communication in the dataplane within the IPsec protocol using DPUs.
For each one of the later subsections we provide the metrics in terms of the security level. The security level of a
cryptographic system is a metric that indicates the difficulty for an attacker to break a cryptographic primitive.
Security levels are expressed in bits, where n-bit security means that an attacker would need 2" operations to
break the scheme. However, this definition can vary depending on the attacker model. In Table 1, we can see the
security levels proposed by NIST for evaluating the post-quantum (PQ) algorithms chosen for standardization,
with level 1 being the lowest security level and level 5 the highest. In the following sections, we provide all per-
formance metrics in terms of these security levels to ensure fair comparisons of key and ciphertext sizes between
classical and PQ cryptographic schemes. It is important to note that the security level of classical cryptography
would be greatly diminished with the advent of quantum computers.

Signature sizes
One of the most important technical considerations when deploying cryptography is the size of public key
sizes as well as digital signature sizes. The emission of large public keys can strain network bandwidth and the
computational resources dedicated to it, thus making them less practical for real use-case scenarios. Similarly,
signature sizes are also critical since they might affect the storage and transmission of digitally signed messages.
In Fig. 4, we can observe how the use of PQC introduces a large overhead with respect to the public key sizes
actually employed by its classical counterparts. Specifically, Dilithium public key sizes are 20 times bigger than
ECDSA in all its security level variants, while Falcon public key sizes are between 13 times (weakest security
levels) to 19 times (hardest security levels) higher, exposing the main problem of lattice-based encryption, where
larger public keys can stress the network when a client requests a server key to authenticate a peer in a connection.
In this regard, hash-based signatures offer a better memory trade-off since they outperform classical signatures
by a factor of 33% to 50% between the highest security levels. However, the main disadvantage of hash-based
signatures like SPHINCS+ is their huge signature sizes, which require sending between 356 and 375 more bytes
through the handshake procedure compared to ECDSA. The effect of the signature size is weaker when using
Falcon and Dilithium, with the former providing slightly better performance and having signatures between 10
and 14 times bigger than ECDSA.

CPU usage

Running cryptography in general and PQC in particular is computationally expensive and can overload general
purpose processors such as servers handling connections in high performance computing data centers. Figure 5
illustrates the average cycles required for generating the keys, computing the signatures and computing the verifi-
cation of each of the signature schemes considered for standardization by NIST, when running 10000 handshakes
over our 100Gbps capacity point-to-point link. It is evident that Falcon imposes the heaviest computational

Level | Security description

I At least as hard to break as AES128 (exhaustive key search)
11 At least as hard to break as SHA256 (collision search)

111 At least as hard to break as AES192 (exhaustive key search)
v At least as hard to break as SHA384 (collision search)

\% At least as hard to break as AES256 (exhaustive key search)

Table 1. Security levels.

Size comparison of PQ/Classical signatures

Algorithm
Sphincs+ (PQ)
Dilithium (PQ)
Falcon (PQ)
ECDSA (Classical)

Security levels
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NIST-2
NIST-3
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NIST-5
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Fig. 4. Relationship between public key and digital signature sizes in bytes between classical cryptographic
signatures (ECDSA), PQ-lattice-based cryptography (Dilithium and Falcon) and hash-based cryptography
(Sphincs+).
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Fig. 6. Comparison of different classical and PQ key exchanges. We provide results for classical ECDH with the
NIST recommended curves P-192 (NIST 1), P-224 (NIST 2), P-256 (NIST 3), P-384 (NIST 4) and P-512 (NIST
5) and the only PQ key accepted algorithm Kyber512(NIST-2), Kyber768(NIST-3) and Kyber1024 (NIST-5).
For Kyber implementation we provide both the characterization for the standard (Kyber) and ARM optimized
(Kyber_opt) libraries to show up the capabilities of DPUs to increase the performance in PQ handshakes.

efforts during the Key Generation process, exceeding Dilithium, the lightest PQ signature for generating keys, by
two orders of magnitude. Computing Sphincs+ keys also involves significantly higher computational resources
compared to Dilithium, yet it offers better performance than Falcon.

However, it is worth noting that the computation of keys for digital signatures is among the less critical steps
steps in IPsec handshakes since they do not occur frequently; Certificate Authorities (CA) issue certificates with
over one year of validity.

Regarding signing and verifying signatures, a notable trend emerges: Sphincs+ is the scheme that demands
the most computational power for both functions by more than 3 orders of magnitude, making it unsuitable
for resource-constrained environments or scenarios in which is necessary signing and verifying in real time.
However, Sphincs+ might be suitable for scenarios with ample bandwidth and abundant computational resources
while providing PQ security with one of the most research. The most suitable schemes for signing and verifying
appear to be Falcon and Dilithium, exhibiting similar yet different performance characteristics. While Dilithium
excels in signing CPU usage, it offers a slightly poorer performance in comparison with Falcon, which provides
a lighter CPU usage during the verification step. This suggests that Dilithium is more suitable for applications
like one-to-many communication in which the speed of the signer is more important than the speed of the par-
ties verifying the signature, while Falcon might prove more useful in environments where fast verification is
paramount, such as important transactions or user authentication systems.

Handshake throughput

In large-scale environments, such as high performance computing data centers, the management of a huge
number of incoming requests to transmit data across the network per second is crucial. For each request to the
network, an authenticated key exchange must happen as described in Fig. 1. In such environments it is of para-
mount importance provide the highest throughput as possible in order to handle as many requests as possible
and do not saturate the network. Fig. 6 shows the results of our link for both classical and PQ key exchange.
We offer the results for ECDH, standard Kyber and optimized Kyber. The optimized Kyber version'® makes
use of a combination of Barrett and Montgomery for computing the modular reduction of the polynomials
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and interleaved multi-staged NTT for accelerating the multiplication of polynomials, the most cricital paral-
lelizable step for lattice-based cryptography. Even though PQC has a worse memory footprint than its classical
counterpart,lattice-based encryption provides a far more competitive performance than elliptic curves when
deploying on the ARM cores of the DPU.

Notably, from all the curves proposed by NIST, only the curve P-256 has received enough consideration to
be optimized by the cryptographic community. P-256 provides a good performance in terms of Key Genera-
tion, generating keys 2.2 times faster than the standard Kyber implementation. However, it still offers a worse
performance in comparison with Kyber768 optimized. The results are even more pressing with regards to the
encapsulation/decapsulation against the key exchange; the standard reference outperforms optimized ECDH
by 15%. This improvement raises to 266% with ARM optimization on the DPU. Conversely, for other security
levels, there has not been enough community effort in optimizing the curves, leading to a worse performance.
Kyber, however, stands out, with Kyber512 optimized offering the most competitive performance, being capable
of running up to 25,000 keys encapsulations/decapsulations per second, far exceeding the 5000 key exchanges
performed by ECDH P-256. Kyber1024 optimized, the most secure key encapsulation mechanism, provides a
throughput of 10000 encapsulations per second highlighting that PQ-cryptographic KEMs surpass even the
most performance classic key exchanges in their maximum strength settings.

Figure 7 shows the relationship between the throughput achieved by the Classical/Hybrid/PQ signatures when
deployed on the DPUs. Sphincs+ signatures provide the worst throughput due to inherent hash functions and
substantial computational overload. This effect is more notorious in the hybrid setting, with Sphincs+ and RSA
yielding the worst performance. Falcon, with its lowest security level, achieves the highest verification throughput
among all signing algorithms while Dilithium variants offer the better trade-off between the signing/verifying
throughput. Hybrid schemes, such as the combination of ECDSA and Dilithium or Falcon offer a competitive
throughput, halfway of the most performance schemes, showing up that a slow migration to PQC can be done
without introducing high latency to the network.

In-line encryption

Even though PQC is necessary for public key cryptography and thus is the key point of the communication
handshakes which provide authentication and key exchange between peers, the most demanding function in
every communication system is the encryption of the data plane. Figure 8 shows the throughput of our link under
different configurations of the maximum transmision unit (MTU) sizes and threads used to send/receive data.
For our experiment we consider two scenarios:

1. Transmission of data in clear. This is the fastest way of sending packets but does not provide any type of
security to the transmission.

2. Transmission of data encrypted according to IPsec rules. This is the most secure way of sending packets but
however it needs additional packet processing to make communications confidential.

The graph shows that there is a little penalty in terms of throughput when deploying the IPsec tunnel between
the DPUs. This penalty is more evident as the number of cores and MTU sizes increase. This is due to the fact
that while small packets can overload the network due to the processing of the headers, encryption might have
an impact in longer chunks of data. We can see that DPUs can perform in exact line-rate in conditions in which
MTUs are smaller, e.g noisy channels or without bit error connection and give excellent results in scenarios
where large MTU sizes are allowed e.g when packet replay might not collapse the network with a 9% perfor-
mance penalty in comparison with the data-on-clear approach and 15% of penalty with respect the capacity of
the channel. In addition to this, it can be seen that DPUs cores can handle the traffic generated by the server
since the performance of using more threads it does not affect significantly the performance of running the
application with few threads.

Signature vs verification performance of digital signature algorithms
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Fig. 7. Throughput of different signature algorithms in the PQ/hybrid setting and its associated security
level. Shapes represent the type of algorithm; PQ, classical or hybrid, the colour the name of the algorithm/
combination of algorithms and the number the security level of each combination.
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In-line PQ-encrypted link performance

. MTU 128 MTU 256 MTU 512

wn 100 100 100

2 -@- Plaintext

© 801 IPsec (AES-256) 801 80 1

5 60 60 4 60 4 P =

o

£ 404 40 4 /—‘ 40 4

=y P

3 201 R S — 20 1 - 204 /

= _A—"0 o

[ y T 0= T T T 0L T y T
12 4 16 32 12 4 8 16 32 12 4 8 16 32

Threads Threads Threads
MTU 1024 MTU 1500 (Default) MTU 2048

» 100 100 — — 100 — e —

Q ° —o — b4 — °. b4 —e

& 801 80 / 80

45' 60 60 A 60 /

Q 4

£ 404 404/ 40 4

e 1/

S 4

o 204 204 20 4

<

E ol y T 0 —r— T T T 01— T T T
12 4 16 32 12 4 8 16 32 12 4 8 16 32

Threads Threads Threads

Fig. 8. AES-256 encrypted flow throughput based on different MTU sizes and threads. PQ KEM provide the
256 bits keys for encryption.

Conclusion

This work presented a groundbreaking advancement in inter-datacenter communication by providing a line-rate,
end-to-end PQ encrypted link between two independent servers, evaluating for first time, all the PQ algorithms
choosen for standardization by NIST on a DPU. DPUs are used for executing PQC operations offloaded by the
server’s CPU, thus, alleviating its computational resources. In our system architecture, DPUs are used for con-
figuring an IPsec tunnel for confidential communication. This tunnel is initialized with hybrid cryptography,
employing both classical and PQC. First, DPUs use classical certificates along with a classical key exchange.
Subsequently, PQ authentication takes place, and then a pre-shared key is established in both sides through
Kyber. Once the control plane is secured, both servers can encrypt the data plane by combining classical keys
and the PQ pre-shared keys in accordance with RFC8784.

Through our experiments, we have identified suitable PQC algorithms for key encapsulation and signatures
within various network scenarios. Sphincs+ is computationally heavy and its steps are slow in comparison with
other signature algorithms, and thus its viability relies on environments with large bandwith and lots of compu-
tational resources available, and where the communications parties agree on relying on well established security
assumptions (hashes) instead of newer security assumptions like lattice-based encryption. Dilithium and Falcon
show comparable performance, with Dilithium being more adequate for fast signature applications and falcon
being better when fast verification is needed.

Finally, our experiments have shown that DPUs can handle nearly perfect in-line rate traffic with small MTUs
(<1024 bytes). Although increasing the MTU might slightly decrease the throughput by a factor of 10%, the
offloading of computational tasks from the main server CPU makes this effect manageable.

Methods
All the methods required to reproduce our experiment and replicate results are explained in the experiment
section. For further information we refer to the mail of the first author of this manuscript.

Data availibility
The datasets produced and analyzed in this work work for evaluating post-quantum cryptography algorithms
on data processing units are available from the corresponding author on reasonable request.
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