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Side-Channel Analysis (SCA) constitutes a serious threat to the security of implemented
cryptosystems. In SCA, the attacker can obtain information leakage from a device executing
cryptographic algorithms by means of the measure of side-channels such as power
consumption, electromagnetic radiation and execution time. For this reason, effective
countermeasures against SCA are indispensable in implemented cryptographic devices. The
use of masking schemes (in which intermediate computations are independent from the
sensible input data) constitutes the most effective approach to achieve resistance against
physical attacks. Among the different masking methods proposed for hardware, domain-
oriented masking is one of the most promising due to its lower implementation costs,
level of security and glitch resistance. In this paper, a new bit-parallel first-order domain-
oriented masked finite field multiplier is presented which incorporates the addition of
fresh random values without increasing the computation delay. Explicit expressions for
the computation of the new masked multiplier for the binary extension field used in the

Advanced Encryption Standard (AES) are also given.
© 2023 The Author(s). Published by Elsevier B.V. This is an open access article under the
CC BY license (http://creativecommons.org/licenses/by/4.0/).

1. Introduction

Side-channel analysis is a class of attacks in which

However, the naive implementation of the method is vul-
nerable against glitches.
A masking scheme immune against glitches is the

the attacker can obtain information leakage via physical
side-channels such as power consumption or electromag-
netic radiation. The method was first proposed in 1999
by Kocher et al. [1]. The most promising method to ob-
tain resistance against Side-Channel Analysis (SCA) is to
make sensitive computations independent from the pro-
cessed data by using masking schemes as originally pro-
posed by Goubin and Patarin [2] and Chari et al. [3]. A
common feature of these approaches is the requirement of
random values in order to mask the data being processed.
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threshold implementation (TI) [4], [5] method, where a vari-
able is split into a number of shares and three important
properties (correctness, non-completeness and uniformity)
must be fulfilled. There exist many hardware implemen-
tations protected against SCA that are based on TI [6].
However, the extension of TI to higher protection orders
has shown to be vulnerable and is very costly (due to the
high number of shares and the amount of fresh random
bits needed) [7].

A domain-oriented masking (DOM) method was intro-
duced in [8] that can be implemented for arbitrary pro-
tection orders without being vulnerable to glitches. In the
DOM methodology, each share of a variable is associ-
ated with a share domain, where all shares of a domain
are independent from the shares of other domains. Inner-
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domain and cross-domain products are computed in the
DOM method, which combine shares within one domain
and from different domains, respectively. DOM always uses
the minimum number of shares and a lower number of re-
quired fresh random bits, therefore providing lower imple-
mentation costs without compromising security compared
to TL

Since masking schemes impose significant delays to the
computation, due to the use of registers for security pur-
poses rather than pipelining purposes, the reduction of the
latency of masking schemes has been a popular research
field. For example, the work by GroR et al. [9] allows for
trade-offs between the number of register stages (i.e. la-
tency of the design) and the number of shares (i.e. area of
the design).

In this paper, a new bit-parallel first-order domain-
oriented masked finite field [F,m multiplier is presented
that incorporates the addition (XOR) of fresh random val-
ues into the computation of the cross-domain products
without increasing the computation delay and without sig-
nificantly increasing the area cost. Explicit expressions for
the computation of the new masked multiplier for the bi-
nary extension field used in the Advanced Encryption Stan-
dard (AES) are also given.

2. Background

Let f(y) =3I, fiy' be an irreducible polynomial of
degree m over the binary field F, = {0, 1} and let o be
a root of f(y). Any element X' of the binary exten-
sion field Fom can be represented in the polynomial basis
{1,a,...,a™ 1} as X = 2?1:_01 x;ot, with x; € F,. Although
the classic polynomial basis multiplication over IFom re-
quires a multiplication of polynomials followed by a re-
duction modulo the irreducible polynomial f(y), several
methods combining these two steps using a product matrix
have been proposed in the literature [10], [11]. In [12], a
method for the construction of multipliers over [Fom gener-
ated by the irreducible polynomial f(y) was given. In [12],
in order to compute the product C = A- B, with A, B € Fym,
the functions S; (1 <i<m)and Tj (0 <i <m—2) were de-
fined. These functions are given by the addition (XOR) of
terms x, = (aiby) and zij = (a;ibj @ a;b;), where a;, b; € IF;
are the coordinates of A and B, respectively. The expres-
sions of Sj(x, z{) and T;j(xy, z{) were given in [12] as

p=1 =)
Si=po@z " Ti=xe P 4,/ (1)
h=0 j=1

where p = [i/2] and q = ([m/2] + |i/2]). The term x,
only appears for i odd and x; only appears for m and i
even or for m and i odd. In this case, r = q. Otherwise, the
term x; does not appear and r = ([m/2] + [i/27). The co-
ordinates of the product C = A - B can be computed as the
sum of some of these S; and T; functions depending on the
irreducible polynomial selected for the field [12], [13].

! For any X € Fom, lowercase x; represents the i bit of X.
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It can be observed that the terms given in (1) can be
implemented using AND gates (for the products a;b;) and
binary-trees of XOR gates. Furthermore, the depth (num-
ber of levels) of XOR binary-trees are different for the
S; and T; terms. The sum of products expressions of S;
and T; terms for F,s using (1) are given in Table 1. From
these expressions it must be noted that, for example, the
term Sg requires the addition of eight product terms, so a
binary-tree of seven 2-input XOR gates with depth three is
needed for the implementation (in fact, for the addition of
v terms, [logov] levels of 2-input XOR gates are needed).
However, T4 requires the addition of three product terms,
so it can be implemented with a binary-tree of two XOR
gates with depth two. Table 1 shows the complexities of
Si and T; terms for [F,s, where #AND and #XOR represent
the number of 2-input AND and XOR gates, respectively,
and #AND-l and #XOR-l represent the number of 2-input
AND and XOR levels, respectively, for each term.

In masking schemes, computations are made indepen-
dent from the data being processed. In order to do that,
a sensitive data X? is split into d + 1 shares (where d is
called the masking order) in such a way that X = X; &
X2 @ ... Xg. It has been proven that the complexity of a
successful side-channel attack against a masked implemen-
tation increases exponentially with the masking order [3].
For this reason, the design of efficient masking schemes
is an important research topic. Intermediate signals in a
given masking scheme need to be statistically independent
of all unshared inputs and outputs, which often requires
the addition of fresh random shares to the intermediate
results. While linear functions over the binary extension
field IFom can be easily implemented, the implementation
of nonlinear operations is quite difficult. For this reason,
Fom masked multipliers can be used to compare different
masking schemes.

3. Domain-oriented masking

In this section, we review the domain-oriented mask-
ing (DOM) scheme by Grof3 et al. [8]. More specifically, we
review the multiplier which takes two independently dis-
tributed share vectors. We note that the multiplier work-
ing on dependently distributed shares is insecure against
higher-order attacks as noted by Moos et al. [14].

In DOM, each share of a variable is associated with a
share domain. For example, if a variable X has two shares
X1 and X», each share is associated with the domains 1
and 2, respectively. In order to achieve dt"-order security, a
domain-oriented implementation uses d+1 shares for each
variable with, therefore, d + 1 domains. The idea of the
domain-oriented methodology is that the shares of all do-
mains are independent from the shares of other domains.
This implies that each coordinate function (be it over IF, or
Fom) is independent of one share of each input (or more
for higher-order security). Thus, the multiplier is (higher-
order) non-complete as defined in [4], [5]. For example, if
the variables X = X1 ® X3 and Y =Y, @ Y, (first-order se-
curity) and a function has as inputs X; and Y; (domain

2 For any data X in masking, uppercase X; represents the i" share of
X.
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Fig. 1. First-order domain-oriented multiplier.

1), then all intermediate values computed by the function
are independent of the original variables X and Y because
the shares X> and Y, (belonging to domain 2) are not part
of the function. For linear functions, the independence of
domains only requires the use of shares belonging to one
domain, but for non-linear functions, shares from differ-
ent domains need to be used. In order to maintain the
independence of the shares in the different domains, the
domain-oriented approach adds a fresh random share Z
and uses registers to prevent glitch propagation among do-
mains.

For d'"-order security, a domain-oriented masked mul-
tiplier was given in [8]. In order to compute the product
C=A-B, with A, B € Fom, using dth-order security, the
shares A=A1 A D... DA;, B=B1®...®» B; and
C=C1®...®Cy, with Aj,B;,C; € Fom, i=1,2,...d, are
considered. The first-order secure domain-oriented masked
multiplier given in [8] is shown in Fig. 1.

The domain-oriented masked multiplier in Fig. 1 con-
sists of two share domains, in such a way that the
operands A = A1 ® A, and B = By @ B are fed to the
multiplier by means of their shares A1, B1 (domain 1) and
A, B> (domain 2), while that the output product is given
by the two shares C = C; @ C;. The sharings for A and B
need to be uniformly random and independent from each
other.

In order to compute the output shares, the DOM mul-
tiplier given in [8] performs the three steps calculation,
resharing and integration. In the calculation step, the Fm
multiplications Aq - By, A1 - B2, Ay - By and A, - B, must
be performed. In [8], the products A; - By and A3 - By
are denoted inner-domain and the products A - B and
A, - By are denoted cross-domain. Inner-domain products
only combine shares within one domain, while that cross-
domain products combine shares from different domains.
The integration of cross-domain products into a given do-
main is achieved in the resharing step, where a fresh ran-

dom value Z is added (XOR) to the cross-domain prod-
ucts, therefore becoming statistically independent from the
other values. The inclusion of this resharing XOR in the
output of cross-domain products introduces an additional
delay for the computation of the domain-oriented multi-
plication. In order to minimize the number of fresh shares
and therefore reduce the overload, in [8] the same fresh
share Z is used for the resharing of cross-domain prod-
ucts in first-order security (see Fig. 1). Furthermore, regis-
ters are included in the last part of the resharing step to
prevent glitch propagation (the dotted registers in Fig. 1
are optional and are only required for pipelining). In the
last integration step, the reshared cross-domain products
are added to the corresponding inner-domain products for
each domain, obtaining the two shares of the IF;m product
C = Cq ® Cy. The security of this domain-oriented mul-
tiplier against first-order attacks is due to each domain
including only inner-domain products and cross-domain
products that have been reshared with a fresh random
share that is only used once in each domain.

As shown in Fig. 1, the domain-oriented first-order
masked multiplier requires four F,m multipliers for the
computation of the inner-domain and cross-domain prod-
ucts. Furthermore, a fresh random value Z € [Fom is added
to a cross-domain finite field multiplier in the resharing
step. This resharing XOR introduces an additional delay in
the overall computation. In next sections, we introduce a
new finite field [Fom multiplier where the resharing XOR is
embedded in the finite field multiplier, in such a way that
the new [Fom bit-parallel multiplier performs the field op-
eration C = A - B @ Z, without increasing the number of
XOR levels. We name this new domain-oriented Fom mod-
ule as DOMZ-multiplier. Fig. 1 shows with a thick dotted
box the resharing XOR and the IF,m multiplier which com-
bination constitutes the new DOMZ-multiplier.
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Table 1
Expressions and complexities of S; and T; terms for [Fps.
#AND #XOR #AND-1 #XOR-1
S1 Xo aobo 1 0 1 0
Ss Z(]) (aph1 ® aibp) 2 1 1 1
S3 X1 @73 aib1 @ (aob2 @ azbo) 3 2 1 2
Sa oz (aohs ® azbo) & (a1by ® azby) 4 3 1 2
S5 X2 @D 28 @ Z% azby @ (apbs @ asbo) & (a1bs ® asbq) 5 4 1 3
Se pneOLen (agbs ® asbo) @ (a1bs ® asb1) ® (azb3 @ azby) 6 5 1 3
S7 3OO Oz asbs @ (apbe @ agbo) ® (ar1bs ® asby) & (ax¢4 © ascz) 7 6 1 3
Sg gosesod (aob7 ® azbo) @ (a1be ® asb1) & (a2bs ® asbz) ® (asbg & asbz) 8 7 1 3
To @z esen asby @ (a1b7 ® azb1) @ (azbs © agb2) ® (azbs @ asbs) 7 6 1 3
T Beosoz (azb7 @ azby) @ (asbe @ asb3) @ (asbs @ asba) 6 5 1 3
T2 x5 7] D25 asbs @ (asby ® azbs) ® (azbe @ aghs) 5 4 1 3
T3 7 ®z8 (agb7 ® azbg) & (asbe @® agbs) 4 3 1 2
Ta X6 2L agbe @ (asb7 © azbs) 3 2 1 2
Ts 2l (agb7 ® azbe) 2 1 1 1
Te X7 azby 1 0 1 0
4. New domain-oriented masked [F,m multiplier Table 2
Coordinates c; of the product for f(y)=y8 + y*+
yvi+y+1
In this section, we optimize the calculation of the DOM
multiplier. Such an optimization does not alter the secu- EO - :‘ g;" g;“ g? ;B To-
rity of the scheme as the same mathematical equations are C; - Si @T': @T; @T:; &
still calculated. Namely, each coordinate function of the op- 3 = S4OToOT OT30Ta & Ts O Ts;
timization remains non-complete as defined by Nikova et aa = S50ThoThioT:0Ts;
al. [4]. Cs = Se®T1 OT2 © Ty,
. . . . . . C6 = S76T T30 Ts;
As given in Section 3, the domain-oriented multipli- G = Ss@Ts Ty Te:

cation requires a resharing step in which a fresh random
value Z € Fym is added to a cross-domain finite field mul-
tiplier. This addition (XOR) introduces an additional de-
lay to the overall computation. It can be observed that
this resharing XOR can be embedded in the previously
given multiplier, in such a way that a new [Fym bit-parallel
domain-oriented multiplier performing the field operation
C = A-B® Z, without increasing the number of XOR levels,
can be given. We provide the first-order variant of the new
domain-oriented module and name it DOMZ-multiplier.
The resharing XOR and the IF,» multiplier that are com-
bined to constitute the new DOMZ-multiplier are shown
with a thick dotted box in Fig. 1.

As shown in Section 2 (Table 1), the S; and T; terms
present a different number of XOR levels for their imple-
mentation. Using the associative property of the exclusive-
OR, a 2-input resharing XOR can be associated to one of the
S; or T; terms (with the lowest number of XOR levels) that
contribute to the computation of each product coordinate.
For the product coordinate c;j, the corresponding 2-input
resharing XOR has the bit z; as one of its inputs, and one
of the S; or T; terms with lowest XOR levels appearing in
the expression of c¢; as the other input. This association of
the resharing XOR to one of the S; or T; terms with the
lowest number of XOR levels constitutes the general strat-
egy for the construction of the DOMZ-multiplier. It must
be noted that the lowest number of XOR levels correspond
with those S;’s with lowest subindices and with Tj’s with
highest subindices. In the event that there were two S;
or T; terms with the same number of levels, the reshar-
ing XOR could be arbitrarily associated to any of them.
This strategy can be applied to any binary extension field
multiplier over [Fom (with m > 3) generated by different ir-

reducible polynomials when S; and T; functions are used
for the implementation [12], [13], [15].

This new technique is illustrated in Subsection 4.1,
where we show the new DOMZ-multiplier for the type I
irreducible pentanomial f(y)=y®+y*+y3>+y+1 used in
the Advanced Encryption Standard (AES) [16].

4.1. DOMZ-multiplier for f(y) = y8 + y*+y3 +y +1

Type lirreducible pentanomials [17] are defined as f(y) =
YU 4y 4+ y" +y 4+ 1, with 2 <n < [2] — 1. These
pentanomials are used in a wide number of important ap-
plications, such as AES. In [12], general expressions for the
computation of the product C = A- B using S; and T terms
for type I irreducible pentanomials were given. The coordi-
nates of the product for the AES irreducible pentanomial
f(y)=y®+y*+y>+y+1 are given in Table 2 [12].

From the raw additions of S; and Tj terms given in Ta-
ble 2, the lowest-delay expressions for the computation of
the product coordinates are shown in Table 3, where the
number of XOR levels given in Table 1 have been used
in order to perform the additions achieving the lowest
number of XOR levels. The parentheses used in Table 3
represent the addition of terms that must be done to
achieve the lowest-delay. Using these expressions and the
complexities given in Table 1, Fig. 2(a) shows the imple-
mentation of the most complex coordinate c3 of the AES
multiplier, where the triangles represent the binary-trees
of XOR gates for each S; and T; terms (with the number
inside each triangle representing the number of XOR lev-
els). From the expressions in Table 3 and from Fig. 2, we
have that the number of 2-input XOR gates needed for the
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T Ts T, Sy Ts T To

Fig. 2. (a) Construction of coordinate c3 of AES multiplier with the lowest number of XOR levels. (b) Construction of coordinate c3 of AES DOMZ-multiplier

with maintenance of the lowest number of XOR levels.

Table 3
Coordinates c¢; of AES multiplier with lowest delay.

o = (5190Ts5) ®Ts) ®To;

a4 = (Te®S2)®Ta) ® (To®Th);

o = (T5083)® (T T,

3 = (Te®T5)®Ta) D(Sa@T3)) @ (To DT2);
4 = (TedT3)®T1) D (S5 @To);

s = (T30T2)®SeDTh);

6 = (T:0T3) @ (S70T2);

c7 (Te ©Tq) © (Ss D T3);

construction of a coordinate c; given by the addition of w
S; and T; terms is w — 1. Furthermore, the parenthesized
additions given in Table 3 assure the achievement of the
lowest delay.

For the construction of the DOMZ-multiplier, it can be
observed in Fig. 2(a) that the different levels of XOR gates
needed for each S; and T; terms can be used to em-
bed the resharing XOR gates and associate them to those
terms with the lowest number of XOR levels without in-
creasing the delay. Fig. 2(b) shows the implementation of
the coordinate c3 of the AES multiplier with the inclu-
sion of the resharing XOR gate corresponding with the z3
coordinate of the fresh random value Z € F,s. This re-
sharing XOR is associated with the term Tg that is the
one with the lowest number of XOR levels (0 levels) in
the expression for the computation of c3 coordinate. It
can be observed in Fig. 2(b) that the inclusion of the ad-
ditional XOR associated with Tg does not increment the
delay (number of XOR levels). Table 4 shows the coordi-
nates c; of the new AES DOMZ-multiplier where the above
strategy has been used. The parentheses in Table 4 repre-
sent the addition of terms that must be done to achieve
the lowest-delay expressions. From the expressions given
in Table 4, it can be observed that only eight 2-input XOR
gates are needed to embed the resharing XOR required
by the domain-oriented F,s multiplication into the cross-
domain s DOMZ-multiplier (shown in Fig. 1 with thick
dotted box) performing A - B @ Z operation.

Table 4
Coordinates c; of the new AES DOMZ-multiplier.

o = (51920)®Ts) DTy) ®To;

4 = ((Te®21)®S2) ®Ta) & (To D T1);

2 = (Ts®2)@S3) @ (T1 & T2);

3 = (Te®z3) ®Ts) DTa) D (S4 D T3)) ® (To B T2);
g = ((Te®2z4) ®T3)DT1) D (S5 DTo);

s = (Ta®z5)®T2) ® S ®Th);

6 = (T5d2z)DT3) D (S70T2);

c7 (Te ©27) ©Ta) ® (Ss © T3);

4.2. Complexity analysis and comparison with other IF,s
multipliers

In order to determine the theoretical complexity of the
DOMZ-multiplier given in Table 4, the complexities of the
S; and T; terms must be known. These functions are given
as binary trees of 2-input XOR gates with a lower level of
2-input AND gates (for the products a;b; of the coordi-
nates of A and B). It can be proven [12] that the number
of 2-input AND gates, 2-input XOR gates and delay of S;
and T; terms are i, i — 1, Tanp + [logz(Zf%"l)})TXOR and
m—i—1, m—1i—2, Tanp + [logo(m —i — 1)])Txogr, re-
spectively, where Tanyp and Txogr stand for the delay of
2-input AND and XOR gates, respectively. The terms with
highest complexities are Sy, and Tg. The total contribu-
tion of S; and T to the space complexity is m?> AND and
(m — 1)2 XOR gates. Table 1 shows the complexities of S;
and T; terms for s, where #AND and #XOR represent
the number of 2-input AND and XOR gates, respectively,
and #AND-I and #XOR-I represent the number of 2-input
AND and XOR levels, respectively, for each term. It can be
observed that the total contribution of these terms to the
F,s DOMZ-multiplier space complexity is 64 AND and 49
XOR gates.

From Table 4, the addition of 5, 6, 5, 8, 6, 5, 5 and 5
Si/T; terms and z; coordinates of fresh random value Z for
the co, ¢, C2, €3, C4, C5, Cg and c7 product coordinates, re-
spectively, are needed. Therefore, the number of XOR gates
needed for each product coordinate ¢;, i =0, ...,7, is 4, 5,
4,7, 5, 4, 4 and 4, respectively, whose sum corresponds
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Table 5
Theoretical complexities of A-B @ Z over [Fps.
#AND #XOR Delay
[19] 64 85 Tanp +10Txor

[20] 52 115 Tanp +8Txor
[12] 64 79 Tanp +7Txor
[17] 64 86 Tanp +7Txor
[]0] 64 80 Tanp +7Txor
[15] 64 105 Tanp +6Txor
DOMZ-mult. 64 86 Tanp +5Txor

with a total of 37 2-input XOR gates. It is important to
note that in order to have the lowest delay, no subexpres-
sion sharing has been used in Table 4. Subexpression shar-
ing corresponds with subexpressions that could be shared
among different product coordinates c;j, therefore reducing
the area complexity. For example, the addition T4 & Tg in
Table 2 appears in the product coordinates cq, c3 and c7,
so it could be shared in order to reduce the number of
XOR gates.

The overall space and time complexity of the bit-
parallel DOMZ-multiplier for AES F,s is given in Table 5.
To the knowledge of the authors, no similar bit-parallel
Fom multipliers performing A - B @ Z have been pro-
posed in the literature. For this reason, Table 5 includes
the complexities of IFys finite field multipliers for type-I
pentanomial f(y) = y® + y*+ y3 + y + 1 followed by an
additional level of eight XOR gates in parallel (to perform
the addition of the fresh random Z € IFys). From Table 5, it
can be observed that the DOMZ-multiplier here presented
can compute the operation A - B @ Z with only five levels
of 2-input XOR gates, therefore obtaining a reduction of
16.7% in the number of XOR levels in comparison with the
result of [15]. Furthermore, the reduction in the number of
XOR gates is 18.1% with respect to [15]. It must be noted
that in [18], an LFSR (Linear-Feedback Shift Register)-based
F,s multiplier performing A - B @ Z was presented. How-
ever, as this is a sequential architecture (different from the
bit-parallel one here considered) it has not been included
in Table 5 for fair comparison.

5. Conclusion

Domain-oriented masking is one of the most promis-
ing schemes against physical attacks due to its low imple-
mentation costs, level of security and glitch resistance. In
this paper, a new bit-parallel first-order domain-oriented
masked finite field (DOMZ) multiplier performing A-B® Z
in [F,m has been presented. The DOMZ-multiplier incor-
porates the addition of fresh random values without in-
creasing the computation delay. Explicit expressions for
the computation of the new masked multiplier for the bi-
nary field F,s generated by the type-I pentanomial f(y) =
y8 + y*+ y3 + y + 1 used in AES have been also given.
However, a full implementation of the AES is outside the
scope of this work and would be interesting future work.
From the comparison with other structures performing
A-B@®Z, it can be observed that the new DOMZ-multiplier
here presented can compute this operation with only five
levels of 2-input XOR gates, therefore obtaining a reduc-
tion of 16.7% in the number of XOR levels in comparison

Information Processing Letters 182 (2023) 106395

with other alternatives. The practical impact of the new
proposed multiplier could depend on the target device se-
lected for the implementation. The reduction of the num-
ber of XOR levels in DOMZ-multiplier could reduce the la-
tency in a pipelined implementation for a given cryptosys-
tem. We note that in masking, registers must be placed
to secure against glitches. As a result, all masking imple-
mentations are highly pipelined. As mentioned previously,
we will consider as an interesting future work the use of
the proposed DOMZ-multiplier for a full implementation of
AES in order to check the improvement given by the pro-
posed multiplier.
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