UCM - OPEN ACCESS REPOSITORY - DOCTA COMPLUTENSE - HTTPS://DOI.ORG/10.1109/TNS.2025.3539956 1

Best-Fit Techniques to Estimate SBU/MCU Cross
Sections from Radiation-Ground Tests in Memories

Francisco J. Franco, Juan C. Fabero, Hortensia Mecha, Mohammadreza Rezaei, Guillaume Hubert, and
Juan A. Clemente

Abstract

This paper studies the probability distribution for the expected number of bitflips per round of reading in radiation-ground
tests on a memory device where only single bit upsets and multiple cell upsets occur. This distribution is used to estimate the
soft error cross sections in actual experiments by means of two best-fit approaches, one based on the gradient descent algorithm,
the other on genetic algorithms. Besides, it is investigated how this mathematical study is suitable to detect possible variations in
the soft error rate due to different reasons, such as variations in the radiation flux. Finally, the inherent stochastic characteristics
of the experiments are used to provide tools to detect forgery in experiment data.
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I. INTRODUCTION

N a radiation-ground test performed on memories, it is essential to make a correct interpretation of the events that were

observed after each round of reading, in order to discern between Single Bit Upsets (SBUs) and Multiple Cell Upsets
(MCUs) from the whole set of bitflips. This is easy to do if the internal organization of the device is known. However, this
knowledge is seldom available to researchers as it is intellectual property from manufacturers. Hence, several researches have
proposed alternative techniques to estimate the amount of MCUs occurred using statistical properties of the radiation data sets.

Some techniques in the literature consist in extracting the mapping relation between the least significant bits of the device’s
physical address and the logical address bits [1], [2] in order to guess its interleaving architecture. Another approach consists
in detecting statistical anomalies in the datasets by combining all addresses affected by bitflips in the same round of reading
by using a binary operator (such as subtraction or bitwise XOR), and then identifying the values that are repeated more often
than expected with respect to a theoretical scenario where no MCUs occur [3]-[9].

In [10], Pérez-Celis et al. pointed out an interesting fact: some statistical properties can also be observed in the number
of bitflips per round of reading in radiation-ground tests consisting in a sufficiently high amount of such rounds (i.e., tens or
hundreds) under identical conditions during all the test. In this situation, they were able to distinguish and discard those rounds
where Single Event Functional Interrupts (SEFIs) had occurred, thus making a more accurate analysis to extract MCUs from
the set of observed bitflips.

However, even though the simple Poisson distribution proposed in [10] was useful to just detect SEFIs in some rounds
of reading, the actual statistical distribution modeling the probability of occurrence of bitflips per round of reading is more
sophisticated, and it is necessary to estimate the number of events with different multiplicities (SBUs/MCUs) that were
observed in the radiation-ground experiment. The objective of this paper is to provide an accurate estimation of that probability
distribution. Thus, the next section of this paper will present a finer model of this distribution and its properties. Next, two
best-fit techniques to estimate the number of SBUs/MCUs observed in a radiation-ground test will be presented and finally,
these techniques will be validated with experimental data and compared with another statistical technique, also presented by
the authors in previous works [6]-[8]. Finally, the theoretical statistical properties of these experiments are proposed as tools
to determine if the radiation tests are correctly done and interpreted.

II. STATISTICAL PROPERTIES OF PSEUDO-STATIC TESTS

Let us suppose that a memory device was irradiated in Ny rounds of reading, all of them identical in terms of particle
fluence and environmental conditions, and received ¢ particles/cm2 per round. Therefore, the total fluence is

7 = Np - ¢.
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At the end of the experiment and after identifying and removing flipped cells attributed to stuck bits (repeated addresses in
different rounds) along with those large error clusters related to SEFIs [10], leaving only SBUs and MCUs, N bitflips were
registered in the devices, of which only events up to m-multiplicity are expected to occur, and larger events are negligible.
Hence, let Ng; be the total number of events of ¢-multiplicity. Every possible event with ¢-multiplicity has its own cross
section value per device, o;, with ¢ € [1,2,...,m]. It follows that the expected number of events of ¢-multiplicity in each
round is

fi = ¢ - 0. ey

As the cross section depends on several parameters, it is mandatory to keep their values constant during the irradiation: ion
species and energy; incidence angle or, in other experiments, isotropic flux; written pattern, which must not change from round
to round. Also, it is advisable to keep the received fluence per round low enough to avoid the occurrence of false multiple
events if other strategies to calculate cross sections of multiple events will be used with the same data set [11]. Besides, it is
well known that the probability of occurrence of k events of ¢-multiplicity in a round follows a Poisson distribution defined as

b
Pi(k):e*f“.%, i€1,2,...,m; ke NU{0}. )

After each round, researchers can only see a set of bitflips originating in an unknown number of events of different
multiplicities, each one with its particular expected number of occurrences per round, p;. The objective of the techniques
presented in this paper is to estimate these values. 7 For this purpose, let us define the decomposition of a natural number n
on a set (1,2,...,m) as the m-tuple of natural numbers (a1, as,...,a,) such that

n=a 3)
=1

In other words, a decomposition is just a solution for a linear Diophantine equation with several unknowns. There can be
several possible decompositions of a given number n. For example, there exist 7 possible decompositions of n = 6 and m = 3,
namely:

¢« 6-1+0-2+0-3 e 1-1+1-24+1-3
e 4-1+1-240-3 ¢« 0-1+3-2+0-3
¢« 3-14+0-2+1-3 e« 0:14+0-2+2-3.

«2:-1+2-240-3

Coming back to our problem, a decomposition of a number of bitflips n can be seen as a conjecture about the expected
number of events of different multiplicities (ranging from 1 to m) that were observed in a round of reading. Hence, the example
above is equivalent to the fact that, if 6 bitflips were observed in a round, they could have originated either in six SBUs; or
in four SBUs and two 2-bit MCUs; or in three SBUs and one 3-bit MCU, etc. However, each one of these decompositions
has its own probability of occurrence, which can be estimated as follows. In a round where n bitflips were observed, let A,, ,,
be the set of possible decompositions of n on the set {1,2,...,m}. Thus, every decomposition d; € A,, ,, is described with
an m-uple of natural numbers, a1, aq, ..., an. Going on with the previous example, if n = 6 and m = 3, the seven possible
decompositions, d; = (a1, a2, as), are:

e dy = (6,0,0) e ds=(1,1,1)
o dy=(4,1,0) e dg = (0,3,0)
e d3=(3,0,1) e d7 =(0,0,2).
o dy=(2,2,0)

The probability P(d;) of having observed n bitflips and that the decomposition of n into multiple events being precisely
d; € A, is just the product of the probabilities of a1, as, ..., a,, events with different multiplicities occurring in that
decomposition. For instance, the probability of occurrence of d; = (a1, as, asz) is the product of the probabilities of a; SBUs,
as 2-bit MCUs and ag 3-bit MCUs occurring simultaneously, each one of them being calculated with a Poisson distribution
with 111, po and pg, respectively. As the probability of every type of event is modeled by Eq. (2), and P(d;) is the product
of all of them, it can be estimated as

P(d;) =
a az QAm
=e M. B X e H2. B2 X ... X e Hm. B _
aq: 0,2! am!
m m g
M.
= exp (— Zm) =z “
X - Q;:
=1 =1
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However, several decompositions can lead to the same number of observed bitflips, n. Thus, the probability of having
observed n bitflips in a round of reading, under any decomposition among the possible ones, is the sum of the probabilities
of all the values of P(d;) within A,, ,,. This yields the following global probability distribution:

Po(n exp( Zm) ) ( ’;,) )
i=1

d;€Am n

Values of Pg(n) for n = 0 and n = 1 can be easily calculated, since they only admit the decompositions (0,0, ...,0) and
(1,0,...,0), thus yielding

Pa(0 —exp( Zuz>, 6)
and

Ps(1 —exp< Zm) (M

It follows that the expected number of rounds where n bitflips were detected is
N,(n) = Ng - Pg(n). 8

Egs. (4) and (5) are implicit probability distributions that must be numerically computed beyond the trivial case of m =1
(which becomes the Poisson distribution since only one decomposition is possible in that case). Fig. la shows the expected
shapes of the distribution (Probability Mass Function or PMF) of Eq. (4), for n = 10 and m = 3, whereas Fig. 1b shows their
Cumulative Mass Functions (CMF). As we can see, those distributions with 1 = 6, ue = 2, and u; = 3, uo = 2, u3 = 1 have
a similar shape as the Poisson distribution for pu; = 10, although broader and with a lower central peak.

Numerical calculations allow postulating that the mean value, pr, and the variance, (U%), of the implicit distribution of Eq.

(5) are
pr =Y i i, ©)
i=1
and m
J%:Zi2'ui. (10)
i=1

These facts are extremely difficult to infer from Eq. (5) by applying the formal definitions due to its complexity and absence
of closed forms. However, both expressions are easily derived from some simple properties of statistical distributions. The
key point is that the ocurrence of bitflips in a single round is just the overlay of different phenomena (SBUs, 2-bit MCUs,
etc.), which are statistically independent'. Therefore, the expected amount of bitflips per round associated with SBUs is g,
with 2-bit MCUs 2 - uo, etc. The theory of probability provides some universal results for independent statistical variables
regardless of their own probability distribution. First of all, the average value of a linear combination of variables is the linear
combination of average values (See Theorem 6.1 in [12]). Hence, Eq. (9) immediately follows.

There are other two universal results for independent variable. First of all, if a variable is multiplied by «, a real number,
to become a new statistical variable, the variance of this new variable is

o2 being the variance of the initial variable (Th. 6.7 in [12]). Also, the variance of the sum of variables is the sum of variances
(Th. 6.8 in [12]). Combining these properties of independent statistical distributions with that of the Poisson distribution
immediately leads to Eq. (10).

In short, Eq. (5) makes possible to explicitly write the probability distribution of Pg(n) in terms of values p;, which are the
expected number of events with ¢-multiplicity. These values are initially unknown at this point of the discussion. The objective
of the techniques proposed in Section III is to provide an accurate estimation for these values.

Finally, be aware of not misleading the cross sections (o;) and the variance (02.), as both parameters are symbolized by the
same Greek letter.

I'This independence disappears if some cells are flipped twice or more, but this fact is usually negligible.
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Fig. 1. Probability mass functions (a) and cumulative mass functions (b) of the number of expected bitflips per round of reading, assuming three possible
decompositions of n = 10. The former is obtained from Eq. (5), whereas the latter is defined as the partial sum of values of P (n) lower than or equal to
n. For each case, the number of expected events are indicated in the legends.

III. TECHNIQUES PROPOSED TO ESTIMATE SBU/MCU CROSS SECTIONS

This section presents two best-fit techniques to estimate the values of i, s, ..., ftm, discussed in Section II.

Firstly, let us assume a radiation-ground test on a memory consisting in Ny identical rounds of reading. In general terms,
N, is the number of rounds where n bitflips were actually observed in the radiation-ground test: /Ny rounds yielded no bitflips,
N; did only one, N» two, etc. Hence, one can build up the set of ordered pairs, (n, N,,), with 0 < n < T, T being the
maximum amount of bitflips observed per round, and with N,, > 0. It is immediate that

T
> N, = Ng.
n=0

Now, let us add an additional pair to this set, (T'+ 1, 0), in order to indicate that there are no rounds with more than T bitflips.
Eq. (8) predicts the expected value of N,,, N,.(n), which is written in terms of the unknown values p1 , o, - . ., fm. Therefore,
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it seems reasonable to estimate these values as the ones that minimize the sum of the squared differences (SSD) between N,

and N,.(n), defined as
T+1

SSD = (N, — Ny(n)). (11)
n=0

It is worth mentioning that this is not the only possible figure-of-merit that one could use for the fitting, but it is widely
accepted in science despite the fact that it is quite sensitive to outlier values. The following step is to find the best-fit values for
the unknown parameters ji1, o, - . . , - In some cases like linear regression it is possible to get closed forms for the unknown
parameters, but the complexity of Eq. (5) makes this strategy inadequate. Hence, in this case, this optimization problem was
addressed by using two well-known techniques: Gradient-Descent (GD) [13] and Genetic Algorithms (GA) [14], which are
implemented in the Optim [15] and Evolutionary [16] packages of the Julia language [17], [18]. With the estimated
values for (i1, fto, . . . [y, it is therefore possible to estimate the expected number of ¢-multiplicity MCUs, Ng ;, occurred in

the whole experiment as
N}, = Ng -, (12)

and the cross-section of every kind of event as
U;k = NR M:/‘PT

The asterisk is used as a superscript to distinguish the value estimated by this method from the actual one. For either of
these two methods, an iterative approach is applied consisting in increasing the value of m in the range [1, 8], since multiple
events of larger size are not so frequent and strongly require longer computation times. Thus, for each possible value of m in
this range, the GD or the GA method then yields as output the best possible fitting for py, po,. .. iy, among the ones found
throughout the whole search space.

To optimize calculations, all the fittings that do not accomplish the well-known Pearson’s x2-test with 95 % confidence and
v = (T +2) — m degrees of freedom? must be rejected. This statistical parameter is defined as

T+1 2
2 (Nn — Ny (n))
= —_— 13
XM Z Nr(n) ) ( )
n=0
while the condition to be accomplished is that
Xinv (v,0.95) < X3y < Xinv (,0.05), (14)

XInv (1,0.95) and x? 5 (v,0.05) being the values of the inverse-x? distribution with 95%-confidence (0.05 = 1 — 0.95).
These two values define the bounds for realistic experiments. The higher is related to the deviation of the data from the proposed
probability distribution due to random variations, the lower to excessive closeness to the expected values to be realistic, often
due to overfitting. Any fitting with a x3, not passing this test is irremediably dismissed. Finally, among the fittings that did
pass the previous test, we chose the one that passes the modified Akaike Information Criterion [19] by minimizing

2-m2+2-m
(T+2)—m-—1

m being the maximum multiplicity for the fit and SSD,, its related sum of squared differences. The fraction included in the
expression is added to deal with datasets with few values.

AIC =2 -m+2-In(SSD,,) + (15)

IV. EXPERIMENTAL RESULTS
A. COTS 130-nm SRAM under neutrons

Firstly, the GD and GA methods were evaluated with experimental data obtained in a COTS bulk 130-nm SRAM presented
by the authors in a previous work [6]. Three tests were carried out in that occasion, with Np = 117, 120 and 119 rounds of
reading each. These are described in Table I, which also shows the values of Ny, Ny, ..., Nig for each one of them.

Table II shows the predictions for Ny, ; issued by the GD and GA methods from (12). Two additional parameters are included
for the sake of comparison:

o A Manhattan-Distance (MD)-based approach that consisted in grouping bitflips that were close to each other in the same
MCU using a threshold distance as criteria. This made possible to know the number and multiplicity of MCUs that
occurred in each round since the authors had access to the physical layout of the device. This method is the standard to
exactly know the number and multiplicity of the events, Ng ;.

o The statistical method developed by the authors in previous works [6], [7], and briefly described in Section I.

2Number of dots to fit, 7'+ 2, minus the number of parameters to fit, m.
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TABLE I
TESTS CARRIED OUT UNDER A COTS SRAM [6], NOW USED IN THIS PAPER AS EXPERIMENTAL STUDY. IN,, IS THE NUMBER OF ROUNDS WHERE n
BITFLIPS WERE REGISTERED, Ny THE TOTAL NUMBER.

Test 1  Test2  Test3 Test 1  Test2  Test3
No 59 48 55 Ng 1 0 2
N1 30 35 36 N7 0 1 3
No 11 17 14 Ng - 1 0
N3 7 11 5 Ny - 0 -
Ny 9 6 3 Nig - _ _
N5 0 1 1 Ng 117 120 119
TABLE II

NUMBER OF EVENTS WITH DIFFERENT MULTIPLICITIES, (4, N;} i), ESTIMATED BY THE GD, GA AND MD-BASED METHODS, PLUS THE STATISTICAL
ONE PRESENTED IN [6], [7]

i N]f:’i (GD) N}’;’i (GA) | Ng,; (MD-based)  Statist.
1 58.8+£15.3 57.9+15.2 62 65
2 5.8+4.8 72454 10 10

Test1 3 8.1+5.7 9.4+6.1 5 6
4 8.0+5.7 6.5£5.1 2 3
5 - - 2 -
1 87.6+£18.7 90.14+19.0 100 104
2 10.3+6.4 9.3+6.1 13 13
3 12.0£6.9 12.0£6.9 2 4

Test2 4 - - 2 1
5 - - 0 -
6 - 1 -
1 70.0+17.7 78.24+17.7 81 84
2 45443 5.2+4.6 13 12
3 <54 <6.9 2

Test3 4 <54 4.2+4.1 4
5 ~0 <12 - -
6 48+44 <5.6 - -

In all cases, error margins were calculated as 2-, /Ny, ;. Then, Fig. 2 shows the experimental values (/V,,) and the estimated

ones (N,.(n)) for the fittings yielded by the GA method for different values of m.

From Table II, one can observe that the GD and GA methods are less successful than the other known methods at predicting
with accuracy the number of MCUs (multiplicity > 2), especially in those cases with few occurrences. A possible reason could
be that more rounds of reading are needed to obtain a greater accuracy. In fact, the y2-test (Eq. (14)) is known to be inaccurate
if the input parameters (in this case, N,, and N,.(n)) are lower than 5 [20]. On the other hand, there is not enough evidence
to state if there is one method more efficient than the other, although the GD method is faster and requires less computational
resources.

B. Fitting to a Very Large Dataset

Both methods were also challenged with a larger dataset. In [21], Wilson et al. tested an Artix-7 XC7A200T-1SBG484C
FPGA, with many identical rounds under neutrons. Fig. 4 of [21] showed the amount of rounds vs. number of bitflips per
round, which is now recreated in Fig. 3. In [21], the authors postulated that the histogram was depicted by a simple Poisson
distribution with p ~ 6.0; i.e., it was assumed that MCUs did not occur. However, Fig. 3 shows that this fit is not accurate
(line N,.(n) for m = 1), although this fact does not invalidate the rest of the study and conclusions of that paper. Table III
shows the different fitting parameters as well as their SSD and AIC values. Thus, the occurrence of events with size up to 6-7
is very reallistic, which is in agreement with this family of FPGAs, where MCU are commonly observed [3], [22]. Finally, it
is possible to determine by means of the expressions by Tausch [23] that the probability of misleading SBUs in close cells
with MCUs is really small (0.2% if the number of bitflips is 20, 0.01% if it is 5).

C. Incomplete set of data

Finally, a variant of this method can be used to estimate the SBU/MCU rates in experiments where the number of rounds
with no bitflips is unknown. In fact, it is possible that, during the execution of experiments only the information about rounds
containing bitflips is stored, and rounds without them are discarded. Therefore, the actual value of Np is unknown, so Eq. (8)


DOI: 10.1109/TNS.2025.3539956

UCM - OPEN ACCESS REPOSITORY - DOCTA COMPLUTENSE - HTTPS://DOI.ORG/10.1109/TNS.2025.3539956 7

TABLE III
VALUES OF p; AND SSD FOR THE SIX FITS SHOWN IN FIG. 3
m | wy ) wy i wy SSD AlIC
1 |1 5408 | - - - - 1251072 | 417.2
2 1 1575 | 2 1995 | - - 1.38-1073 | 322.8
3 12219 [ 2 0452 | 3 0865 | 1.75-10~% | 2347
4 1 2263 |2 0802 |3 0219 6.9-10-5 196.9
4 0319 | - - - -
5 1 2173 | 2 0874 | 3 0.387 4.6.10-5 181.9
4 0.0 5 0.151 - -
6 1 2188 | 2 0829 | 3 0451 3.0.10-5 179.1
4 0039 | 5 00042 | 6 0.082
1 2186 | 2 0.838 3 0421
7 14 008 |5 0.013 6 0.000 | 3.1-107° 173.1
7 0.050 | - - - -

cannot be applied to determine N,.(n). The solution is just to renormalize Pg(n), given by Eq. (5), to take into account that
experimental data for n = 0 are not available. From Eq. (6) it is possible to deduce that

P
Ny (n) ~ Nj; - =50 —C;(:go) =
— N&L. Pg (n) (16)

R —exp (- Zilﬂi),

N;?f being the number of rounds with observed bitflips. With this value of N,(n), and as explained before, Eq. (11) must
be applied to obtain the best fitting to p1, po, ..., tn. In this case, the first element of the sum inside Eq. (11) must be n = 1
instead of n = 0, as there is no information about this value. As in this situation there are only 7"+ 1 points to fit, the value
of v, the number of freedom degrees used in Egs. (13)-(14) turns T +1— (m+ 1) =T — m.

This variant has been used with another dataset obtained in 2011, with a platform with 64 90-nm CMOS SRAMs (2 GBit)
and validated at CERF-EU [24]. As the system did not record the cycles where no events were detected, the results are
appropriate to investigate if the variant proposed in this section works under these conditions.

During this test, there were 182 rounds where 292 bitflips were registered and categorized in events of different multiplicity
using other statistical techniques implemented in the LELAPE tool [25], [26] and shown on Table IV. The histogram in Fig. 4
classifies the rounds according to the number of observed bitflips in each one of them. Besides, the different fittings minimizing
AIC with either gradient descent (GD) or genetic algorithms (GA) are displayed in the figure as well.

TABLE IV
EVENT CATEGORIZATION OF THE EXPERIMENT CARRIED OUT IN CERF-EU IN 2011 WITH 90-NM COTS SRAMS (292 BITFLIPS IN 182 ROUNDS OF
READING)
Multiplicity (i) LELAPE | Ng ., (GD) Np , (GA)
1 155 250.4 246.8
2 36 0.0 0.13
3 11 0.0 2.8
4 4 9.4 8.4
Nr 292 288.0* 288.1*

This strategy was tested with the data shown in Table I & Fig. 2 after removing Ny, or number of empty rounds. In general,
the results are quite similar to those shown in Table II although the lesser information leads to make some big mistakes (e.g.,
the number of estimated SBUs for Test 1 was 32.2 for the GD method, far from the more accurate 57.9 & 58.8 shown in
Table II).

In spite of the fact of having found parameters that seem to accurately fit the values in the histogram, the number of
estimated events is quite far from the actual values got using the Manhattan-distance method. Provided that the number of
rounds without bitflips is not negligible and that it is a key data input to calculate the fitting, any error in the estimation is
enlarged and transmitted to the final results. We consider that the number of cycles without bitflips is on the order of rounds
with bitflips, so accurate calculations are quite difficult to do. This strategy should be used only when no other alternative is
feasible (e.g., checking old datasets where only rounds with bitflips were recorded).
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TABLE V
VALUES OF TABLE II IF Ny HAD NOT BEEN RECORDED.
i Ng,(GD) Nz, (GA) | Ng; (MD-based) Statis.
1 32.2+11.3 71.7£16.9 62 65
2 11.3+£6.7 <2.1 10 10
Test1 3 7.245.4 14.6+7.6 5 6
4 9.446.1 - 2 3
5 - - 2 -
1 87.4+18.7 76.6£17.8 100 104
2 10.4+6.4 16.3+8.1 13 13
3 12.0+£6.9 10.9+6.6 2 4
Test2 4 - - 2 1
5 - - 0 -
6 - 1 -
1 85.4+18.5 77.9+17.7 81 84
2 ~0 5.1+£4.5 13 12
3 <71 <6.3 2
Test3 4 <45 <0.7 4
5 ~0 <45 - -
6 5.04+4.5 <7.7 - -

V. PROPOSAL OF GUIDELINES TO VALIDATE RADIATION TESTS

The strategy of fitting the histogram with information about the number of bitflips per round has shown to be a new option
to categorize the events according to their multiplicity and to estimate the SBU/MCU event rates. However, even though we
can consider that this technique can be further explored in the future, it is not mature enough to oust other statistical techniques
[1], [3]-[7], which have shown more accurate estimations and are not restricted to a special case of radiation test. Another
observed issue is that the fitting processes, especially those based on genetic algorithms, can take several minutes until reaching
the optimal value. Therefore, it is nonsense to try to look for hypothetical very large events.

Nevertheless, the theoretical study have other possible applications. For example, it is very useful to decide time between
consecutive scrub cycles to remove accumulated errors, as it was demonstrated in [27]. Even more, it provides appropriate
criteria to determine if radiation experiments are correctly done and issued data interpreted. In contrast, the other techniques
only provide tools to estimate false multiple events [23], [28]-[30]. These points will be studied in the following sections.
A. Radiation tests with very low flux

This situation corresponds to experiments on memories the internal structure of which is unknown exposed to such a low
flux that one can assume than only one or zero events occur per cycle, so the number of bitflips observed in every reading
round is just the multiplicity of the unique event that occurred. This strategy has been proposed by some authors [31], [32] to
determine the cross section for multiple events of different multiplicity.

Using the same nomenclature as Section III, let us suppose that we perform a radiation experiment with Ny rounds in which

we detect N,, rounds with n bitflips, n € 0,1,...,7T. If we assume that only zero or one event occurred per round, and that
N, is just the number of n-size MCUs, the experimental expected number of n-size events per round is
N,
* n
= —. 17
Fn = N (17)

This assumption only holds if the probability of an event of n-size is much larger that the sum of all the possible combinations
of events of smaller multiplicities that produce that number of bitflips. For example, the probability of that of observing a
2-bit MCU must be much higher than observing 2 SBUs, or that of observing a 3-bit MCU much larger than the sum of
the probabilities of observing in one round thre SBUs, or one 2-bit MCU with one SBU, etc. From Eq. (5), these conditions
eventually yield the following inequalities:

1 0

* 1 *3 * *

H3 > g M + e,

and
1 1 1
TR AR R R S TR R T

Other expressions for larger values of n can be determined, but they are not presented given their growing complexity. If these
inequalities are not hold by the experimental values, the analysis is inconsistent and another method to separate events must
be used instead.
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B. Variation of the physical parameters during radiation experiments

The mathematical model developed in Section II must work on any radiation test not only with a sufficiently high number of
reading rounds, but also with stable rates of events per round (hence, constant round duration, cross sections and radiation flux,
or, at least, the product of the three parameters). Only the condition of stable radiation flux can be relaxed if the mean fluence
value per round is constant. This allows applying the model to radiation sources such as linear proton or neutron beams, in
which the radiation is done with trains of periodical short but intense pulse. If the time between pulses is much lower than the
round duration, we can consider that the mean radiation flux is almost constant just using the well known Nyquist’s theorem.

Let us give an illustrating example: there is a large set of memories used to know the soft error rate (SER) associated with
radioactive impurities, such as the experiment that is depicted in [33]. Alpha particles can induce single event upsets (SEU)
of different multiplicity, which should be easily detectable using statistical techniques or layout if available. In general, the
radiation flux is constant if the impurities are in secular equilibrium [34], but if during the source manufacturing process this
equilibrium is broken, the radiation flux changes in time. In the aforementioned paper, Gedion et al. predicted that, in some
circumstances, the emission of alpha particles can grow 4 times in only one year.

Fig. 5 shows the Monte Carlo simulations of two experiment to detect the alpha soft error rate. In the first one, labeled as
S. Eg. in the figure, it was supposed that expected number of events per round was constant and set to p; = 1, o = 0.2 and
3 = 0.04. This stability disappears in the second test, labeled as N. Eq. in the figure, where it was supposed that the SERs
linearly shift in time, the final values being four times the initial ones, but the average values were identical to those of the
first simulation. In both cases, N = 1000 rounds were simulated, and the program recorded the total number of SBUs and
MCUs, from which the experimental values of p} were calculated as if we were doing an actual radiation test.

Bars in the graph show the number of rounds with different number of bitflips. Dash and dash-dot lines indicate the expected
values deduced from Eqgs. (5) and (8) using the observed values of 7, 15 and p3. In the case of secular equilibrium, bars and
the dashed line are quite close to each other. This does not occur in the case of the simulations in non equilibrium, showing
an excess of rounds with no bitflips. These facts affect the p-value to evaluate the goodness of fit. This parameter is defined
from the value of x3, for this set of data, defined in Eq. 13, as

p=1—xemr (X3nv) (18)

X%, r being the CMF for the x2-distribution and v the degrees of freedom. This statistical parameter is widely used in many
fields of science to decide if the hypothesis is compatible with experimental data. Thus, if p < 0.05, the hypothesis of the
histogram fitting the expected distribution, (Eq. (5)), must be discarded. In the examples shown in Fig. 5, data simulated in
secular equilibrium pass this test, whereas data in nonsecular equilibrium do not. However, given the probabilistic nature of the
p-value test, it was observed running several simulations that sometimes data sets issued from constant SERs were rejected,
whereas data sets from changing rates did pass the test.

Another way of testing the hypothesis of stable SER consists in investigating the number of rounds without bitflips between
rounds with them. It is easy to deduce that the probability of observing bitflips in the round ¢ and not doing that again until
round ¢q + d is

Pprs(d) = Pa(0)" - (1 = Ps(0)), (19)

P¢(0) being Eq. (6) using the measured values of u} as arguments. Unlike Eq. (5), this probability distribution is just the
geometric distribution, easy to calculate and deeply studied. Fig. 6 shows the histogram for the values of d derived from the
same simulation as in Fig. 5. As expected, the simulation in secular equilibrium follows the theoretical calculation, while that
with increasing rates does not. This can be evaluated using the p-value, defined as in Eq. (18), which demonstrates that the
bars in the figure are not compatible with an experiment with stable SERs.

Apparently, this distance test seems to be more powerful and accurate than that based on checking the bitflips in rounds,
correctly rejecting what had been erroneously accepted by the latter.

This allows using another approach. If the experimental values of p; are known, other partial tests can be done. Hence,
restraining to events with ¢-multiplicity, one can extract those rounds in which they where registered, determine the number
of rounds with k£ events of this sort, or just looking for the d parameter between rounds with detections. If the SER for
this parameter is constant, the experimental probability distributions should look like Poisson distributions or derived from it,
such as that of Eqgs. (2) or (19). Table VI shows the results of performing 10000 times the simulations of Figs. 5 and 6 and
determining the percentage of successful identifications for the distribution of bitflips-per-round and distance between rounds
with events using the global probability distribution and the simple Poisson distibution for events of different sizes. According
to the results shown in this table, the most successful tests are those bases on distances for global distribution and for SBUs,
the rest of tests sometimes unable to detect variations in the SER.

Finally, it is worth listing situations in which this test can be applied. In spite of the fact that the example chosen to illustrate
this method is that of a set of memories where the radioactive impurities change their emissivity in time, it is feasible to apply
it in any tests where the expected SER is not stable. Some possible situations could be the following:

« In proton, neutron or radiation campaigns, the SERs per round will change if the flux shifts, if the beam section shrinks
or broadens or the beam axis stops being correctly aligned, or if the applied power supply value fluctuates.
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TABLE VI
PERCENTAGE OF CORRECT IDENTIFICATIONS OF TESTS WITH AND WITHOUT SECULAR EQUILIBRIUM ACCORDING TO THE TEST OF DIFFERENT
STATISTICAL PARAMETERS.

Multiplicity, ¢ Test Sec. Eq. | N. Sec. Eq.

Global Bltﬂlp.S in rounds 84.9 % 68.9 %
Distance 85.7 % 97.6 %

1 Bitflips in rounds 92.1 % 54.6 %

Distance 89.5 % 923 %

Partial 3 Bltﬂlp.S in rounds 93.3 % 11.8 %
Distance 79.1 % 73.2 %

3 Bitflips in rounds 97.7 % 32 %

Distance 61.9 % 67.5 %

« In radiation tests, to prove the synergistic effects between the accumulated total ionizing dose and the SEU cross sections.
Typically, the combination of these effects is investigated using a preliminary irradiation with gamma rays followed by
heavy ions [35]-[38]. In all these works a significant change in the cross section was observed, which could be also
detected with the procedure shown in this section in radiation-ground tests that just focus on provoking events on the
DUT, not dose accumulation (i.e., %°Co tests).

o In real time tests, to detect variations in the radiation flux due to changes in the surrounding environment (presence of
water in air or ice on roofs), solar activity, accidental placement of bulky elements nearby, etc.

C. Detection of forged experimental data

Section II establishes the properties that experimental data have to accomplish. Therefore, results that do not pass the x?
test (Eq. (14)) should be put in quarantine as suspicious of erroneous treatment or, in worst case, forgery.

Let us suppose that someone performs a radiation test on a memory or FPGA and just collects a huge set of small size
events. Then, they decide to manually introduce events of larger size to make the results more interesting. Fig. 7 depicts the
following scenario. The experiment only cast SBU and 2-bit MCUS, so the researcher decides to roguely add a few fake 3-bit
and 4-bit events to those cycles where only one SBU occurred. But this action slightly changes the shape of the histogram,
changing the value of the x2,, dramatically reducing the p-value and allowing the detection of the fraud.

VI. CONCLUSIONS

This paper has presented a model to depict the statistical characteristics found in radiation experiments with many reading
rounds. This allows proposing two methods to estimate the SBU/MCU rates in radiation-ground tests on memory devices
consisting in a large amount of rounds of reading performed under identical conditions. These methods perform a best-fit
approach using Gradient Descent (GD) or a Genetic Algorithm (GA) to look for solutions in the entire search space. They
have proved to be accurate in estimating SBU/MCU rates in experimental results carried out by the authors in previous works
on COTS SRAMs [6] and FPGAs [21]. Besides, it is demonstrated that it is possible to determine if the characteristics of the
tests have not changed along the experiments and to propose tests that, if not passed, can point out to the possibility of the
data having been altered.

Finally, it is worth highlighting that all the software used in this study do not need any proprietary information of the
manufacturer of the device under test and they are quite easy to implement in common programming languages. For example,
the code used in this work is available on https://zenodo.org/records/14810983.
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Fig. 7. Original vs. modified data set. The experiment detected 968 SBU and 114 2-bit MCU. 25 false 3-bit and 12 4-bit MCUs were added to the set of
data, distorting the histogram shape.
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